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Andrushchak I.Ye., Koshelyuk V.A., Yashchuk A.A., Poteychuk M.I., Martsenyuk V.P. Information security: key 

threats and remedies.  The article gives the justification for conducting an informational analysis of trends in the development of 
cyber attacks. Allocated factors that are most likely to be most affected by fluctuations in the intensity of attacks. The analysis of the 
factors influencing the number of cyber attacks on the information-free web-resources over the past few years has been carried out. 
The conclusions about the obtained results are made and the ways of increasing the reliability of the results in further research are 
substantiated. 

Keywords: cyber-attack, web-teleology, technology of protection, information security. 
 
Formulation of the problem. Modern society enjoys all the benefits of using information 

technology, which play a crucial role in virtually every human activity. It is obvious that under these 
conditions the value of cyber security for modern society is extremely high. To date, cybersecurity has 
ceased to be an issue that  worries  only specialists  in  this  area.  Incidents  in  the field of  cybersecurity affect  
the lives of consumers of information and many other services, which are also currently well-known for viral 
attacks or cyber attacks targeted at various objects of electronic communications infrastructure or technology 
control. 

Of great concern is the grave technical and economic consequences of cyberattacks and the tendency 
to increase their numbers and diversity, which is reflected in statistical reporting in cyber security surveys of 
world-known companies. Some of these cyber attacks target web resources, in particular the web resources 
of state-owned enterprises, since they have a political or economic basis. 

The number of elements that make up the cyberspace, the large number of interconnections between 
them, the ability to use special techniques to control the actions of these elements in the form of botnets, for 
example, determine the potential for the development of threats that are present in the information space. At 
the same time, all the growing intensity of cyberattacks comes from the magnitude of world cyberspace. 
Complex attacks have a complex structure, various mechanisms of their implementation and rely on the 
possibility of using different directions of dissemination of information. Using methods of social engineering 
allows you to find the most productive methods of attack organization. In cyberspace, as predicted by the 
experts, increasingly dangerous and complex threats can develop, which makes the task of their 
comprehensive analysis and use of the results of its solution effective for counteracting existing and possible 
future cyber threats [1]. 

Analysis of research. The trends in the development of cyberattacks change year after year and at first 
glance  are  quite  random.  We  can  analyze  them  on  reports  of  reputable  companies  in  this  area,  such  as  
Positive Technologies and Cisco, which are regularly published every quarter of the year. Reports and 
reviews on cyberattacks contain rather detailed statistics, but they do not make it possible to find a cause-
and-effect relationship between the various factors, parameters and effects of cyber attacks only by looking 
at them. 

In order to investigate the patterns of preparation and conduct of cyber attacks and to identify the 
relationship between them and the influence of various factors, in our view, a correlation and regression 
analysis of such data and specific factors characterizing cyber attacks should be conducted. These types of 
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analysis are an example of the most important and popular quantitative methods of mathematical modeling, 
whose purpose is to establish the existence or absence of a certain connection between random variables or 
processes and the identification of a functional connection, that is, the form of this dependence. In order to 
determine  the  main  trends  in  the  development  of  cyber  attacks,  it  is  necessary  to  check  the  correlation  
between the number of detected attacks and factors, which likely to affect fluctuations in the intensity of 
attacks [2]. 

Presentation of the main material and the justification of the results. So what is information security? 
Usually, it is understood as the security of information and the entire company from deliberate or accidental 
actions, resulting in damage to its owners or users. Ensuring information security should be aimed primarily 
at preventing risks, and not at eliminating their consequences. It is the taking of precautionary measures to 
ensure confidentiality, integrity, and accessibility of information that is the most correct approach in creating 
an information security system. Any leakage of information can lead to serious problems for the company - 
from significant financial losses to complete liquidation. Of course, the problem of leaks did not appear 
today; industrial espionage and the enticement of qualified specialists existed even before the era of 
computerization. But it was with the advent of the PC and the Internet that new methods of illegally 
obtaining information appeared. If earlier it was necessary to steal and take out whole bales of paper 
documents from a company, now huge amounts of important information can be easily merged onto a flash 
drive placed in a purse, sent over the network, using the family of rootkits, Trojans, backdoors, keyloggers 
and botnets, or simply destroy through viruses, sabotage. 

The development of network technologies is causing an increase in the number of hacker cyber 
attacks. About 97% of companies were subjected to hacker attacks related to hacking network security tools. 
Modern firewalls are capable of repelling most intrusions, but some attackers find loopholes due to excellent 
preparation and carefully planned actions. Tactics of hackers may differ, but in most cases they contain the 
following steps. 

The  first  step  in  any  cyber  attack  is  intelligence,  during  which  an  attacker  collects  as  much  
information as possible about a company that has become a target for hacking. The information found is 
necessary to identify vulnerabilities, the hacker performs an analysis of the company's website and its 
information systems, and also considers ways to interact with other organizations. Once the vulnerability is 
found, the selection of tools for hacking and preparation for their use begins. For example, one of the ways 
malware is spread is sending phishing emails. 

Once a weak spot has been found in the perimeter of the protection of the target company, which 
will allow access, the scanning stage begins. For this purpose, publicly available Internet scanning tools are 
used to detect open ports, software vulnerabilities, equipment configuration errors and other “holes”. This 
stage  can  last  for  months,  because  the  search  must  be  accurate  and  not  provoke  the  security  service  to  
enhance protection. Once  a  weak  spot  has  been  found  in  the  perimeter  of  the  protection  of  the  target  
company, which will allow access, the scanning stage begins. For this purpose, publicly available Internet 
scanning tools are used to detect open ports, software vulnerabilities, equipment configuration errors and 
other  “holes”.  This  stage  can  last  for  months,  because  the  search  must  be  accurate  and  not  provoke  the  
security service to enhance protection. 

Once a vulnerability has been found and the system has been hacked, it is necessary to guarantee 
access support for the time required to perform criminal tasks. The company's security service is qualified to 
detect an attack, so sooner or later the penetration will be revealed. No matter how the hacker tries to hide his 
presence, it can be issued by operations for moving data within the network or to external resources, 
disruption of communication between the data processing center and the company's network, establishing 
connections through non-standard ports, abnormal server or network operations. Network monitoring and 
traffic analysis (MTA) systems can detect such activity and take measures to prevent it (Pic. 1). 

 

 
Pic 1. Value realization of a cyberattack 
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The purpose of an attack in most cases is to gain access to protected resources of the company, such 
as  financial  documents  or  confidential  data.  Such  tools,  the  rainbow  table,  allow  an  attacker  to  gain  
administrator access and log on to any information system with elevated privileges, and then gain complete 
control over the network [3-4]. 

Not every cyber attack contains this stage. In some cases, the attacker only copies the data for resale, 
for example. However, at this stage, the hacker already fully controls the network and information systems 
of the company, and therefore is capable of disabling equipment, erasing databases, shutting down working 
services and thereby causing enormous material damage and damage to reputation. After an attack is made, it 
seems reasonable to  delete  all  information about  your presence,  but  in  practice this  is  not  always the case.  
Often, hackers leave signs of hacking as an autograph on their crime, but there is a more practical goal - to 
confuse the tracks. There are many ways to put experts who are investigating a crime on the wrong path: 
cleaning and replacing journal entries, creating zombie accounts, using Trojan commands, and others. 

At the present stage, a cyber attack should be qualified not only as a crime against information 
resources, but also as a modern form of committing an act of aggression. By carrying out this type of attack, 
information constituting state secrets can be stolen, the state’s life-support system is disrupted, and such a 
serious sabotage as the destruction of the anti-missile defense system can be committed, which is a threat to 
the security of the state and is a violation of generally accepted principles international law. Identifying the 
perpetrators of such attacks is problematic. However, it is necessary to further develop the existing 
regulatory framework in this area for the development of international acts, enshrining the rules of 
responsibility for this crime. Knowledge of the strategy of intruders will detect it at any stage and prevent it 
in time. Telecom operators should not only rely on their experience in building secure networks, but also use 
special equipment to monitor and prevent intrusions [5]. 

One of the most popular cyber attacks is “denial of service” (DDoS), which recently not only causes 
damage to the attacked company, but also becomes financially motivated. According to a Corero study, 62% 
of respondents related to network security admit the possibility of transferring money to hackers to stop a 
DDoS attack on company resources. If earlier such attacks were carried out in order to damage the reputation 
of the company or to steal data, then now they have become a business, like extortionists for personal 
computers. Corero also found that almost three-quarters of respondents (73%) expect increased security 
measures from Internet service providers and believe that they do not protect their customers from DDoS 
threats. 

At the present stage, for the commission of such a serious international crime as aggression, there are 
various types of weapons, starting with firearms and ending with nuclear weapons. However, it is also 
necessary to consider this type of attack, as a result of which the life support system of an entire state can be 
violated and even the work of the antimissile defense system is undermined, which is a violation of state 
sovereignty and an act of aggression. This type of attack is a cyber attack. As French author D. Ventre points 
out in his scientific work, “a cyber attack is a modern form of aggression perpetrated by individuals or a 
whole group of individuals whose goal is to undermine the security information system, undermine the work 
of any infrastructure, computer network and / or undermine the work personal computers and other devices 
produced by any means. Cyber attacks are carried out anonymously by attackers, which does not exempt the 
perpetrators from responsibility; Cyber attacks are illegal entry into someone else's computer system, which 
can cause a national security system to be undermined. Accordingly, it is problematic to determine the circle 
of persons guilty of this crime (Pic 2). 
 

 
Pic 2. Most Cyber attacks are an inside job 
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Cyber attacks come in many forms, but they are all a great threat. One of the common types is cyber 
espionage. In his scientific work, Professor Brenner notes that under cyber espionage, one should qualify 
activities aimed at obtaining secret service information from the personal data of individuals, groups, or 
hacking into the system of government service for military purposes, economic or political, using illegal 
methods of operating the Internet, computer networks or software. As a result of such a cyber attack, secret 
information, unreliably processed, can be intercepted and even changed, which makes cyber espionage from 
anywhere in the world feasible. This secret information, falling into the hands of a potential aggressor, can 
be used in illegal activities against other states, undermining their state and social system, which is a direct 
manifestation of aggression and a violation of international principles of law. It should also be noted that in 
recent times, the security services of Ukraine have identified an attempt to commit cyber espionage in order 
to “infect” the information resources of state authorities and authorities, scientific and military institutions, 
defense industry enterprises and other objects of critical parts of the country's infrastructure [6]. 

Another type of cyber attack, which poses even greater threat to the state, is sabotage - undermining 
the operation of a computer system or satellite systems that perform tasks to maintain the national security of 
states. In the case of cyber-booting, satellite and computer security systems and life support of the whole 
state can be endangered: power plants, water supply system, fuel system, transport infrastructure - everything 
can be at risk. Professor Brenner points out that the civilian sector is also under threat, since criminal 
activities to undermine security systems have already gone beyond the simple theft of credit card numbers, 
and a potential target could also be electrical networks, trains, or the stock market. Besides the civilian 
sphere, the work of the Armed Forces support system can be undermined in order to entail the “disarming” 
of the whole state  [7]. 

International legal activity aimed at combating cyber-attacks has many obstacles due to the 
insufficiently developed legislative framework in this area. It should be noted that there is no universally 
accepted international act on cyber security, and many international lawyers believe that it is urgent to adopt 
an international treaty in the field of combating cyber attacks. They believe that the international community 
should consider the issue of cybersecurity as one of the main ones, since this is a global threat for the entire 
international community (Pic. 3). 

 
Pic 3. Realization of a cyberattack 

 
For example, in his article I.M. Rassolov notes that “among the many problems of judicial practice 

in these cases, two key issues can be distinguished: 
1) the difficulty of determining the circle of persons brought to legal responsibility; 
2) fixation (collection, presentation of evidence, their admissibility and reliability. 
The main problem in the development of a unified act on the prohibition of cyber attacks is the fact 

that  regardless  of  the type of  attack,  it  is  almost  impossible  to  find out  exactly who is  the organizer  of  this  
attack: single hackers, organized hacker groups or government structures. In view of the high degree of 
threat to the security of states, which is a cyber attack comparable in level to the consequences of an armed 
attack, the Tallinn Guide of the second version deals with the norms of international law applicable to such 
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cyber operations, as well as the conditions under which the general principles of international law will apply 
as sovereignty, jurisdiction and prohibition of interference in the internal affairs of a state in the context of 
cybersecurity [8-9]. 

The number and sophistication of information security threats is growing every year. Despite the fact 
that the information security services industry is developing, attackers sometimes still manage to be one step 
ahead. And this happens not because there are no effective remedies or qualified consultants capable of 
solving the problem. Rather, it comes from the fact that company leaders do not fully understand the need to 
protect information resources. It is not enough just to install antivirus programs and restrict access to certain 
data. To ensure maximum confidentiality of information, it is necessary to create a multi-level system for its 
protection, and not always the company's own IT department can cope with this task. In this case, specialized 
companies that professionally deal with the protection of information resources come to the rescue. 

It is believed that in the modern world it is extremely difficult to protect oneself from cyber attacks. At 
the same time, cyberattacks always point to vulnerabilities in the system. Due to the research conducted, we 
were convinced that the weaknesses of the organization of automated accounting at domestic enterprises, in 
this context, are both normative and software, as well as the entities that they develop and provide support 
they use (accountants , financiers, etc.). The problem is also the inability of process participants to 
unauthorized interruptions in their computer networks, lack of knowledge on how to respond adequately to 
avoid this force majeure and reduce costs of an enterprise in the event that an attack has occurred or is such a 
threat in the future . Therefore, further efforts need to be focused on a detailed study of the structure of such 
expenditures in order to minimize their magnitude, as well as the effectiveness of the implementation of 
preventive costs, in order to avoid those that cause cyberattacks. Thus, it should be concluded that a cyber 
attack poses a clear threat not only for individual computer networks of any corporations or individuals, but 
also for computer security systems of an entire state and must be qualified as a modern form of committing 
an act of aggression, since the consequences of such attacks can be comparable to an armed attack [10]. 

At the moment there is no single international treaty prohibiting a cyber attack. However, there is a 
constant work of specialists, legal scholars, whose scientific activities are related to cybercrime, developing 
recommendatory acts aimed at developing the norms of international law in the field of preventing cyber 
attacks and establishing responsibility for this crime. It should also be noted the important role of Ukraine, 
whose international activities are aimed at preserving international peace and security, including in 
cyberspace. This may mean that developed countries, in contrast to developing countries, have provided 
themselves with sufficient protection, or this may indicate a change in the political and social causes of 
cyberattacks. This, unfortunately, suggests an increase in danger for developing countries. However, these 
conclusions are not clear, since they depend on the correctness of the input data for the analysis. 

In general, the results of the information analysis of the factors characterizing the development of 
cyber attacks can be clarified by expanding and ensuring the adequacy of incoming statistical data. They can 
also be used to predict the development of cyber attacks and to develop methods and means to counter them. 
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Vereshchaga V., Lysenko K. Two-parameter composite interpolation of a discrete surface. The geometric figure of the 

discrete  surface  is  determined  by  the  rows  of  points  in  each  of  the  two  directions.  Output  points  are  taken  as  basic,  for  which  a  
composite interpolation is performed, in which any current point is defined as the composition of the particles of all base points 
irrespective of the origin of the coordinate system. The particle size, which determines the participation in the formation of the 
current point, for each of the basis points, is equal to the value of the corresponding coordinates of the Balyuba-Naidysh. 

Keywords. Composite interpolation, discretely subjected surface, base points, Balyuby-Naidysh's coordinates, unification of 
a geometric figure. 
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Hubal H. M. Analysis of mutual synchronization of coupled self-oscillating biological systems. In the article, coupled 

self-oscillating biological systems are studied and their mutual synchronization is analyzed. Examples of such systems are given.  
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Introduction. There are auto-oscillations and the mutual synchronization of these oscillations in the 

life of individual cells and cell groups. Various cell organelles such that the nucleus, ribosomes, 
mitochondria oscillate changing their shape and volume [1-3].  

For example, periodic changes in the size of cell nuclei (oscillations of cell nuclei) were observed in 
the suspension of ascid cell carcinoma of Ehrlich (a special type of cancer cells). The period of reproduction, 
that is the time from one division to the other for this type of cells is about one day. During the life of these 
cells, their nuclei have time to shrink, and then swell 25-30 times. 

Oscillations of cell nuclei promotes a more intense metabolism between the nucleus and the cytoplasm 
of the cell, in particular the more intense exchange of molecules that carry genetic information. Since there 
was a periodic change in the average size of nuclei, and averaging was performed on many thousands of 
cells,  it  can  be  argued  that  the  oscillations  of  the  nuclei  in  these  cells  are  synchronized,  that  is,  there  is  a  
mutual synchronization. Otherwise, on average, no periodic change in size would have been observed.  

Main part. Consider synchronization of oscillations in biological systems.  
Two periodic processes will be synchronous if their frequencies are equal or multiple to one another, 

and the phase shift over time stays constant. 
Let in the case of synchronous harmonic oscillations in the antiphase we have oscillations: 

1 2( ) sin , ( ) sin( ) sin .x t a t x t a t a t  

Then the sum of these oscillations has the form 

1 2( ) ( ) ( ) 0.x t x t x t  
In the case of synchronous sinusoidal oscillations with zero phase difference  

1 2( ) sin , ( ) sinx t a t x t a t , 

we have the sum of these oscillations 

1 2( ) ( ) ( ) 2 sin .x t x t x t a t  

As we can see, in this case, the amplitude of the total oscillation doubles. 
If we sum up two non-synchronous processes which are described, for example, by equations 

1 1( ) cos ,x t a t    2 2( ) cosx t a t  

with slightly different frequencies (that is  

 1 2 1 2| | ),  (1) 

then the total oscillation  

1 2 1 2( ) ( ) ( ) cos cosx t x t x t a t a t ,  
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in this case, has the beat shape (Fig. 1). Let us show it.  

 
 

The sum of these oscillations has the form  

1 2 1 2
1 2 1 2( ) ( ) ( ) (cos cos ) 2 cos cos .

2 2
x t x t x t a t t a t t  

We denote the value 1 2

2
 by , and the value 1 2

2
 by . Then we obtain the total 

oscillation 

x1 

a 

0 t 

2a 

0 t 

x 

t 

a 

0 

x2 

Fig. 1 
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 1 2( ) 2 cos cos ( ) ( ),x t a t t X t X t  (2) 

where 

1 2
2 2( ) cos cos , ( ) 2 cos 2 cos ,X t t t X t a t a t

T
  

2
 is the period of oscillations, and 

2T  is the beat period. 

Note, taking into account inequality (1), we can assume that  

1 2 1 2
1 2 , .

2 2
 

The obtained expression (2) determines the shape ( )x t in the form of beat (Fig. 2). We put 1a  in 
figures. 

As we can see, the graphs of the function ( )x t  are  the same in Fig.  1  and Fig.  2.  The graph of  the 
function ( )x t is obtained by means of the sum 1 2( ) ( ) ( )x t x t x t  in Fig.1, and by means of the product 

1 2( ) ( ) ( )X t X t x t  in Fig. 2. 
If we form the sum of n synchronous oscillations with the frequency  and with zero phase shift, then 

we obtain oscillations with the same frequency. In this case, the amplitude of the total oscillation is greater 
than the amplitude of the summands n times. We will not get anything like this if we add n non-synchronous 
oscillating processes with similar frequencies. If the sum of two non-synchronous oscillations with close 
frequencies  has the correct  beat  shape,  then the sum of  n such oscillations will already have the form of a 
rather complex curve. 

Self-oscillating systems are capable of automatic mutual synchronization if they are interconnected. 
So, if you connect  the self-oscillating systems to one system, then you do not have to think about special 
devices that will provide synchronization, - it arises itself. 

The  self-oscillating  system is  described  by  a  stable  boundary  cycle  and  its  amplitude  is  stable  with  
respect to deviations away from the boundary cycle. However, if a point, as a result of any third-party action, 
jumps  forward  or  back  along  the  boundary  cycle,  then  no  force  will  return  it  to  the  previous  place.  Self-
oscillating systems are not stable with respect to changes in the phase of oscillations. Therefore, even 
identical, non-interconnected self-oscillating systems, first, oscillate in one phase, synchronously, under the 
action of random jerks, will change the phase of oscillations in time, and, thus, the sum of their oscillations 
will be an oscillating process with random beat. If there is a sufficient connection between self-oscillating 
systems (in the case of chemical oscillators, the exchange of substances by means of diffusion), then self-
oscillations in these systems become synchronous, even if the frequencies of oscillations in these systems do 
not differ significantly from one another. 

One example of synchronous oscillations in biological systems is the work of the heart. 
The work of the heart is one of the most perfect self-oscillating systems created by nature. Correctness 

of the work of the heart is determined by the synchronous work of entire groups of muscles, which provide 
alternating contraction of the ventricles and atria. The synchronization of this work is provided by a sinus 
node which produces with a certain frequency synchronizing pulses of electrical voltage. If the synchronous 
mode of heart muscle contraction is violated, then the so-called fibrillation may occur that are chaotic cramps 
of individual fibers of the heart muscle, which, if not applied to emergency measures, lead to the death of the 
body. Urgent measures consist in violent synchronization of the heart by means of special massage or by 
means of electrical impulses from the laboratory generator. Sometimes a miniature electronic synchronizing 
pulse generator is even implanted in the body. The synchronization of the oscillations of the heart muscle 
passes at the physiological level, in which the nervous system plays a major role. 

If the cells with oscillating nuclei are bound in any way with each other, then the oscillations in each 
of the cells must be synchronized.  
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Fig.2 

Let the cells be located in some volume V in suspense in the physiological solution (Fig.3,  
metabolism between cells and the environment is depicted by arrows).  
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Fig. 3 

Assuming that the nuclei periodically emit active substances in the cytoplasm, it can also be assumed 
that some of these active substances or products formed under the action of these substances penetrate 
through the cell membranes into the liquid in which the cells float. We denote these products with the letter 
P, and the active substances with the letter S. You can, for example, present such a mechanism of pulsation 
of the nucleus. The nucleus swells under the pressure of the substances S produced therein, and this swelling 
continues until there are enough products P in the cytoplasm (off-nucleous content) of the cell. If these 
products are used or diffused through the membranes of the cells outside, then the nucleus is shrunk, the 
cytoplasm is enriched with the active substance S, the presence of which leads to the formation of products 
P. 

Thus, the scheme of regulation of oscillations may look as follows: the product P allows the swelling 
of the nucleus. If it is less than a certain threshold, then the nucleus shrinks and releases the active substance 
S, which leads to the formation of P, etc. 

We now turn to the mutual synchronization of the oscillations of nuclei in separate cells. According to 
our assumption, the molecules of P fall into the intercellular environment. Assuming that they may partially 
fall into the middle of the cell from the outside, then it may turn out that the excess of the molecules of P  
that came from one cell falls into the middle of the neighbouring cell and will delay the moment of the 
shrinkage of the nucleus in that neighbouring cell. On the other hand, if in the intercellular environment. the 
substance P was found to be inadequate, then it would diffuse more intensively from the cell where it is 
abundant. Therefore, the moment of the shrinkage of the nucleus can occur earlier. 

It follows that if there is a variation in the number of molecules of the product P in one of the cells, it 
can  cause  a  delay  or  acceleration  of  the  shrinkage  of  the  nucleus  in  the  neighboring  cells.  And  this  is  a  
necessary condition for the occurrence of synchronous oscillations of nuclei in neighboring cells. 

First, let the oscillation of nuclei in cells be non-synchronous. Then, the total concentration of the 
substance P in the intercellular environment as a function of time will have the form of a complex curve. As 
more and more cells with synchronous oscillating nuclei become more in the suspension, the dependence of 
the concentration of the substance P on time in the intercellular environment becomes more and more similar 
to the correct periodic function, which means that mutual synchronization will be carried out more easily. 
Thus, here we have the case of many connected (parallel-connected) operating synchronous and in-phase 
generators, only they produce the substance P instead of the electricity, and the intercellular environment is 
the load for cell generators. 

Consider, for example, the coexistence of rice and hares. The oscillation in the number of these 
animals is based on the collection of data from a large area, which is separated by rivers and other natural 
barriers to separate areas, the combination between which for animals may be in one way or another 
complicated. 

Assume that these areas are completely isolated from each other. Then in each of these areas the 
number of rice and hares would change in a oscillating manner. However, the phases and frequencies of the 
oscillations in these isolated areas would be independent. Then there could not be observed noticeably 
periodic process throughout the territory in average, but there would be purely random deviations from some 
middle level. If we now assume that at some moment a part of the animals can flow from one area to another 
(diffuse through obstacles), then the process of mutual synchronization of oscillations will go. After some 
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time of establishment (from the beginning of the oscillation), the number of individuals will be synchronized 
in all  its  areas throughout  the territory.  Here we deal  with the same general  principle  as  in  the case of  the 
mutual synchronization of cell nucleus shrinkage. If oscillations can occur in separate parts of a complex 
system and there is a connection between these parts, then sooner or later the oscillations will become 
synchronous. 

There are also oscillations in the size and shape of mitochondria and ribosomes in the cells. 
Synchronous oscillations of these organelles can take place at a much higher frequency than the oscillations 
of the nuclei, namely, with the frequency of order of ten oscillations per second. The mutual synchronization 
of these oscillations can be due to the connection through metabolites of the cytoplasm (i.e., through 
substances formed in the off-nucleus cell protoplasm as a result of metabolism). You can imagine and 
completely different ways of connection, for example, by means of acoustic or electromagnetic waves, which 
are emitted and absorbed by the oscillating molecules, from which these organelles are constructed. 

The above-studied oscillating regime for living organisms gives: 
- coordination in time of the course of various biochemical processes; 
- the presence of the mechanism of "biological clock"; 
- all types of movements from the beats of cilia and flagella (which are the organs of movement of the 

simplest unicellular organisms), and the movement of the protoplasm (the content of the cell) to the rhythmic 
contraction of the heart and the work of transversely muscle; 

- interaction of cells in the process of morphogenesis, that is the formation of tissues and organs in the 
developing organism; 

- the main mechanism of the enzymes 
Conclusions. Coupled self-oscillating biological systems are studied and  their mutual synchronization 

is analyzed. Examples of such systems are given. It is shown   It is shown what the studied oscillating regime 
gives for the existence of living organisms.  
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Kaganyuk OK, Polishchuk T.A. Requirements to the quality of management of a vugil-shaped by-field combine in 

various mining and geological conditions. This article analyzes and builds up automatic control systems for coal-mining combines 
for possible work in difficult mining and geological conditions. Given a promising and rational system of automatic control, which 
can work in complex mining and geological umavah 

Key words: coal mining combine, automatic control system, multi-loop system, dual-circuit system. 
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Kostiuchko S., Holovan M. Automatic bicosonic system surveillance of the sun. This article analyzes the main sources of 

electricity generation. Their advantages and disadvantages are demonstrated. The most promising of them is investigated. Prospects 
of solar power stations development are presented. The main types and methods of the studied stations installation are noted. 

Keywords: power plant, tracker, solar panel, energy efficiency. 
 
Introduction 
A modern person does not imagine himself without the latest technology, the latest gadgets. But all 

these devices need power and consume not a small amount of electricity for the production of which mankind 
spends no effort. Ways of extracting this most popular resource are quite different from the most dangerous 
to the environmentally friendly. After all, with the large use of resources sharply appears the problem of 
pollution. We will analyze the main types of electricity generation their advantages and disadvantages. 

Types of power plants. 
Thermal power plant (TPP)  is  a  power  plant  in  which  primary  energy  has  a  chemical  form  and  is  

released by combustion of coal, liquid fuels or gas. 
The main advantages include the low cost of consumed fuel; small investment; free accommodation; 

low cost of energy. 
Disadvantages: high degree of environmental pollution; significant expenses for the operation of 

plants; have no binding to a specific area; small placement area. 
Nuclear Power Plant (NPP) is a power plant in which nuclear (nuclear) energy is converted into 

electricity. The power generator at the NPP is a nuclear reactor. Unlike natural gas fired power plants, 
nuclear power plants operate on nuclear fuel (mainly 233U, 235U, 239Pu). 

The advantages of such stations are: the small amount of harmful emissions; small amount of fuel 
used; high output power; low cost of energy. 

The disadvantages include: the danger of exposure; the impossibility of adjusting the output power; 
low probability of an accident, but very serious consequences of the world scale; significant capital 
investments. 

Hydroelectric Power Plant (HPP) is a power plant that, with the help of a hydro turbine, converts the 
kinetic energy of water into electricity. 

Advantages: do not need extraction and transportation of the resource; environmental friendliness; 
regulation of water flows; high reliability; easy maintenance; low cost 

Disadvantages: alienation of fertile lands; waterlogging; violation of aquatic ecosystems; large areas of 
accommodation; possible additional use of natural resources. 

Solar power plant (SPP) is solar panels consist of a series photocells that are semiconductor devices 
and instantly receive and convert solar energy into electricity. The transformation process itself is called the 
photoelectric effect itself. 
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Figure 1 - Scheme of work of solar panels 

 
Advantages: environmentally friendly; energy independence; work from sunrise to its west; do not 

require maintenance; receiving a profit for the "Green" tariff; durable. 
Disadvantages: expensive cost 
Wind power plant (WPP) is a power plant that, with a wind turbine help, converts the mechanical 

energy of the wind to an electric power. Wind power plants are a renewable energy system, because wind is a 
renewable energy source. 

Advantages: environmentally friendly type of energy; ergonomics; renewable energy; better solution 
for hard-to-reach places. 

Disadvantages: instability; relatively low energy output; high cost; danger of wildlife; noise pollution. 
Let's stop our attention at solar power stations, as those with the greatest advantages and subjective 

disadvantages. 
Solar panels and their installation. Solar trackers. 
The systems f solar panels fixing are a details complex, united in a design, which provides reliable 

fastening, fixing and control of solar panels. The fastening system can be quite different, because they are 
divided by function. These designs are made of aluminum and steel, which gives the highest possible 
reliability and long service life of the system. 

By functional purpose, the system of fixing solar panels are divided into types: 
• Static mounting systems; 
• Dynamic systems (trackers). 
The static system is a system of solar panels that receives solar energy in stationary form and 

generates it in electricity. The static type of fastening is more common in Ukraine due to its reliability and 
cost.  The  reliability  of  this  system  of  fixing  the  solar  panels  is  very  high,  because  with  the  correct  
installation, taking into account all climatic and geographical conditions, it will last more than 20 years. 
Static mounting systems for photovoltaic modules are divided into ground and roof. 

Ground systems are systems that are designed for installation in the ground. Immediately during 
design, the most effective and optimal angle of inclination of solar panels is calculated. The advantage of this 
panel mounting system is the ability to install anywhere and on any plane. 

Ground-based mounting systems are single-stranded single-row and two-way two-row. 
The roof fixing system of solar panels is a design that is placed on the roof of the house. 
The roof mounting systems are anchored and ballast. 
The dynamic system is a more high-tech and efficient system for installing solar panels. Its uniqueness 

consists in automatic panels adjustment for placing of the Sun. The solar panel system will monitor the 
position of the sun and get maximum performance. Also, this system is quite well protected from weather 
conditions, if necessary, it adapts to poor climatic conditions (snow, wind). 

Dynamic mounting systems for photovoltaic modules are divided into: 
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• One-to-one. These fasteners allow you to rotate the solar panels vertically. This opens up great 
opportunities to systems that are installed in difficult geographic conditions and inadequate soil equality. 
Before commissioning, such a system must be adapted to specific operating conditions. 

• Two-story. This system of fastening panels gives even better performance than the previous one, 
because it automatically moves not only vertically but also horizontally, which in general alleviates any 
losses in electricity generation. This system will receive 40% more power than a static panel mounting 
system. 

Dynamic system is a system with fixing solar panels, which automatically adapts to the position of the 
sun and weather conditions. Dynamic system is very high-tech, it consists not only of high-quality and 
reliable materials, but also "smart" software. Data systems are the most effective type of solar panels, 
because their utility is high. Generation of solar energy into electricity reaches the maximum values precisely 
with the dynamic system. Before mobile systems there are almost no obstacles related to geographic 
location. 

Compared to static SES systems, this kind receives 40-50% more electricity. 
 

 
 
The main advantage of such systems is their complete autonomy. This advantage is in line with the 

main, because in the work of dynamic systems do not need the human power cost, in general intervention 
without the need will bring only losses. The mobile system autonomy is a positive and effective advantage 
over the static system of the solar power plant. 

Types of Dynamic Solar Power System: one-axial; biaxial. 
One-axial dynamic system of solar panels moves only on one axis – vertical. It adapts to the Sun 

position, and controls its movement. A one-axial dynamic system moving vertically with a tracker receives 
approximately 15-20% more power than static. 

The biaxial dynamical system moves by the arrangement of the sun in two directions – horizontal 
and vertical. Such a system can be taken into account as the most effective, since receiving electricity 
independently of the location takes place as much as possible. 

Conclusions.  
The most promising, at present, solar power generation method is electric power generation. Eco-

friendly, non-volatile, stable in operation, they, like no other, are attracting increasing attention and are used 
in a wide variety of fields (from conventional calculators to solar panels on satellites). At present there are 
quite a lot of developments devoted to this area, but it continues its tireless development – the adaptation of 
the solar monitoring system, the improvement of the electricity accumulation system, solar panels 
optimization. 
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program R  while teaching of mathematical statistics and financial mathematics in the course “Mathematics for economists and 
economic modeling” for students of the specialty “International economic relations”. The feasibility of using this program is 
substantiated and methodological material is given. 
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.  (  
)  R,  

.  
, . 

   
,  – 

 (MIT), , . 
, , 

 R .  R 
)  Microsoft.  

  :  
,  

;    
 

 “ ”.  
 R  2018  

 “Financial Modelling 
with R” [2].  

 R  
.   “  

”  [9]. 
,  

, ,  
 

. , 
.  

 ( , , , ,  
, ), , ,  

, .  
, , , ,  

,  
. ,  

.  
,  

, , .  *.csv  
 read.csv().  read.table(). 

 scan(),  
 (Ctrl+C), , ,  Microsoft Excel. 

,  
. , (),  

. 
 

   

1 > Z=c(1,2,1,4,3,2,3,4,3,4,3,3,2) . 

2 > table(Z) . 

3 >X=rnorm(100, mean=50, sd=15)  100  
 50  

 15. 
4 >mean(X)   

5 >sd(X)   
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6 >median(X)  

7 >hist(X)  

8 >hist(X, prob=TRUE,10)  10  

9 >lines(density(X))  

10 >quantile(X,0.25)  

11 >quantile(X,0.75)  

12 >summary(X)  

13 >Y=2*X+rnorm(X)*3  100  ,   
 X  “ ” 

. ,  Y 
 X.   

14 >plot(X,Y)  Y  X. 

15 > cor(X,Y)  Y  X 

16 >cor.test(X,Y)    

17 >t.test(X,Y)  

18 >t.test(X,Y, conf.level=0.90)  0.10 

19 >t.test(X,Y, var.equal=TRUE)  

20 >shapiro.test(X)  

21 >var.test(X,Y)  

22 >ks.test(X,Y) -  

23  >fm=lm(Y~X); fm Y  X 

 
,  

.  “plot” . 
 ggplot2, .  

, .  
: 

>hist(Z, main=“ ”,  xlab=“ ”, ylab=“ ”) 
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, ,   
. 

.  
, .  

, ,  
 “financial”  “FinancialMath”, 

 Microsoft  Excel.   
“financial”. ,  

, ,  
. ,  

, . ,  
, ,  

.   “FinancialMath”[12]. 
,  .   

: Menu – Packages – Install package(s). ,  
 library (FinancialMath), . 

.  
, , , . ,  

,  ( ), ,  
,  ,  ,  .  ,   

, .  
  “annuity.arith”,  

, .  
 (  0). 

,  
.  

 
 1.   5   200 

.  j12=10%. 
: 

> annuity.arith(fv=NA, n=60, p=200, i=.10, ic=12, pf=12).  
   ( ) 15487.41  

, ,  
. 

:  fv – ,  “NA”, n – , p – ,  i –  
, ic –  , pf – . 

 
 2. ,  j4=3%,  

 50000 .  5 ? 
: 

> annuity.arith(fv=50000, n=20, p=NA, q=0, i=.03, ic=4, pf=4) 
p=232.53 . – . 
 

 3.  5  2000 .,  
,   j12=8%.  

.  
.   “annuity.arith”: 

> annuity.arith(pv=NA, fv=NA, n=5, p=2000, q=0, i=.08, ic=12, pf=4) 
pv=9423.26, fv=10410.86. 
 

.  
   

.  
, .  
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Markina L.M., Melnyk Y.Yu. Modeling of robotic systems. In this article an analysis has been made, the essence and 

advantages of computer technologies are disclosed and a robot-manipulator is modeled using the ROS environment. 
Keywords: modeling, robotics systems, robot manipulator, computer technologies, automation, ROS. 

 
.  

, ,  
.  

, .   
 
 

.  
. . 

.  
, .  

.  
 

, . 
 

.  
 ( ) , 

.  
 

. 
.  

 
. 

. . 
.  (Natural experiment),  

,  
 – ,  

.  
, , , 

, .  
.. ,  

,   
. 

 
. 

 – ,  
, , ,  

. ,  



 " : , , "  
, 2019.  35 

 

 
© ., . 

43 

, .  
,  

,  
. , ,  

,  ;  
. 

 
.   

, ,  
, , . 

 
,  

.  
, ,  

 
, ,  

, .  
 

,  
, ,  

 (  
), , . 

,  
. 

,   
, , ,  

.   
, , « »,  

.  
 

, ,  
 – ,  

.  
: , , 

, 
 

. 
  

,  
 ( ).  

, ..  
, , 

,   
 

. .  
.  

,  
 - .  

.  
 

. , , 
.  

 
,  

. 



 " : , , "  
, 2019.  35 

 

 
© ., . 

44 

, 
 

, , , ,  
, . ,  

  Robot Operating System 
Robot Operating System (ROS) -  
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. 1.  

 
 ROS  gazebo.  Gazebo_ros_pkgs -   ROS, 

 
Gazebo  .   ROS,   ROS,   

.  Move It.  
.  

. 

. 
   

Gazebo, . 
 



 " : , , "  
, 2019.  35 

 

 
© ., . 

45 

 
 

. 2.  Gazebo 
 

,  
Moveit. 

. ,  
,   

.  
.  

,  
) , .  

 

 
 . 3.  

 
. 3. . 



 " : , , "  
, 2019.  35 

 

 
© ., . 

46 

 Robot Operating System  
,   

 
,  

. 
.   Robot  Operating  System   

.  
: 

1. ; 
2. ; 
3.  ROS ,  

; 
4. ; 
5.  

. 
.  

. 
 

1.  III  24  
2008 .  /  III  

: , 24  2008 . – : , 2008. – 60  
2. . .  1 :  / 

. ., . ., . ., . ., .; . . . . – : 
, 2012. – 193 . 

3. . ., . .  PM-01  
 CX9001  BECKHOFF // . — 2010. 

— 4. — . 86-89. — URL  
4. . , , . / 

. ; . . . - . : , 2009. - 608 .; 
5. . . , 1985. – 252 . 
6. http://wiki.ros.org/gazebo_ros_pkgs 
7. https://moveit.ros.org/ 
 

 
 



        " : , , "  
, 2019.  35 

 

©  . ., ., . . 

47 

 621.391 
. ., ., , . , . . . 

 « », . , . 
 

 
 ( )  

 
 

.  .,  .,  .  .   
 ( ) .  

.  
, , .  

. 
: ,  ,  ,  ,  RSA,  APM,  HTTPS,  Mission  

Planner. 
 

.  .,  .,  .  .  
 ( ) .  

.  
, , .  

. 
: , , , , RSA, APM, HTTPS, Mission 

Planner. 
 
Moroz B., Antipov A., Zhuravlev V. Automated system for the delivery of medical supplies using unmanned 

aerial vehicles (multicopter) at the request of the consumer. The concept of medical supplies delivery system using 
unmanned aerial vehicles is presented. The architecture of the system of automatic dispatching orders from the consumer, 
storage of orders, and scheduling delivery by drones are proposed. The legal limitations of the proposed system were also 
considered. 
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  HTTP   
 SSL/TLS (HTTPS) [10]. 

TLS — ,  SSL 3.0,  
: , , , 

, .  SSL ,  
,  

, ,  
. ,  TLS,  

, : , ,  
, . 

 - .  2 
, 1  1 . , , ,  
. ,  -  

. ,  
.  

,  ,  .  ,  ,   
, . , , 

. ,  
, . ,  

, .  
 « » —  [11]. 

TLS : 
 , ; 
  

; 
 ,  

. 

 TLS-  RSA (Rivest, 
Shamir  Adleman)  3 : , , . 

 RSA ,  
. RSA  30  

. 

 RSA  [12]: 

1.  P i Q,  
 1024 ; 

2.  n = p  q, ; 
3.   = (p - 1)  (n -1); 
4.   (1  <  e  <  (n))  

 (n); 
5.  d,  (e  d) mod (m) = 1; 
6.  (e, n)  RSA; 
7.  (d, n)  RSA . 

  RSA: 

  (e, n) ; 
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  m; 
  

 (1): 
 

c = E(m) = me mod n; (1) 

 
   . 

 RSA: 

  ; 
  (d, n); 
  (2): 

 
m = D(c) = cd mod n. (2) 

 
  ( ) 
1.  ( . ); 
2. ; 
3. ,  ,   

; 
4. , ; 
5. , ; 
6.  “ ”; 
7. ; 
8. , ,  

, ,  
 “ ”; 

9. ,  “  
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10.  “  
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B. Moroz, O. Syrotkina, A. Marochko. Automated system for analyzing and researching the effectiveness of 

business operations. This paper presents a comprehensive algorithm for creating an automated system to collect, store, 
analyze and research data from a business. Its main features include synchronization with, and output to, an application 
installed on a PC or smartphone. 

Keywords: Analytical system, effectiveness of business operations, algorithm analysis and research, modeling and 
forecasting results. 
 
 Introduction and formulation of the problem. The primary goal of any business is to make a 
profit. Baseline data in the analysis of the store's efficiency are data about sales: their volume, 
dynamics, and range. By analyzing these data, you can solve the following problems: 

1. Identify which groups of products generate the biggest profit in the store, and which ones the 
smallest; 

2. Obtain information on the effectiveness of marketing and management decisions; 
3. Compare the efficiency of personnel on different shifts or in different stores; 
4. Identify the effectiveness of seasonal sales. 

 
Having collected the necessary data, placing them into the database, and structuring them we 

can  define  the  weak  and  strong  sides  of  the  enterprise.  Based  on  this,  we  can  recommend  
improvements to the business in an easy-to-understand format, for example, visual indicators in the 
form of graphs or tables. 
 Aim of the article. We would like to offer a comprehensive algorithm for creating an 
automated system to collect, store, process and display the information about the workings of a 
business. This would allow us to show where efficiencies can be had, thus further increasing sales for 
that enterprise. We also describe the concept of collecting, storing, structuring, analyzing and 
displaying this information. 
 Analysis of previous experience in the development of similar systems. At the present time, 
there are a vast number of scientific developments regarding this topic: 

 SPSS Statistics [1] is a computer program capable of processing statistical data and is one 
of the market leaders in the field of commercial statistical products intended for applied 
research in social sciences; 

 Deductor [2] is a platform for creating complete analytical solutions. The platform 
employs advanced methods for extracting, rendering and analyzing data; 

 Amazon GO [3] is similar to a brick-and-mortar shop, but without cash desks and queues. 
It  is  built  in  such  a  way  that  each  customer  authenticates  himself  at  the  entrance  with  a  
special application by simply lifting his smartphone to the turnstile. When taking goods 
from the shelf, he puts them in a basket and the purchases are debited from his bank 
account. 
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However, despite the abundance of scientific research (including any programs already 
implemented), one main issue still remains: the creation of a single, automated system to perform 
special functions to collect and analyze information. Further research and study is thus required in this 
area.  

 
Disadvantages of the automated system: 
1. A high level of dependency on various sorts of devices to collect information; 
2. The need to put forward certain requirements for a business to provide software and 

technical support; 
3. The need for a certain amount of time to adapt to the system, gain experience, and self-

training; 
4. The chance that the system could be unprofitable and costly for very small business. 
Advantages of the automated system: 
1. Unity of the system; 
2. The opportunity to receive data in real time, for example, on a smartphone; 
3. Self-training of the system and forecasting marketing factors, thus reducing the number of 

staff; 
4. Future performance can be expected to accelerate, thereby increasing the efficiency of the 

enterprises. 
 
Main part 
To  create  an  automated  analysis  and  research  system  it  is  necessary  to  implement  the  

following algorithm: 
1. Collection of information; 
2. Processing the information by way of recording and structuring it into the database; 
3. Analysis of information; 
4. Conclusions. 
 
The sources of information collection within the shop are: 
1. Turnstiles or doors that are able to track the flow of customers; 
2. A cash system that provides all the information about the product and its pricing; 
3. Cameras and other sensors. 
 
The implementation algorithm proposed in this study is shown in Fig. 1 
 

 
Fig. 1. Schematic of the system complex algorithm for collecting and analyzing business effectiveness 

 



         " : , , "  
, 2019.  35 

 

 
©  . ., . ., . . 

57 

 Consider all the stages of our algorithm. In order to assess how well the system works, it is 
necessary to know how many customers entered, how long they stayed, a heat map which records their 
movements, the time they spent considering whether or not to purchase a certain product and, finally, 
whether the customer actually purchased the product.  The need for tracking technology is necessary 
throughout the enterprise. To begin with, we need to determine why the customer visited the shop. We 
can achieve this with the help of special doors, in which there are sensors to distinguish the output and 
input. In addition, we can provide cameras capable of instructing automated doors to reroute traffic in 
the event a door fails. Similarly, the technology can also redirect the number of customers to another 
door in the event of a heavy volume [4]. If this is not enough, it is possible to set sensors 40-50 cm 
above the floor to monitor the number of legs passing by [5]. 

 
An example of a door with sensors determining to monitor how many people enter a shop is 

shown in Fig. 2 
 

 
Fig. 2. Doors with sensors 

 
 There are special cameras to watch customers’ movements throughout the shop. These 
cameras form a heat map in two-dimensional space, that is, on the floor. We can also obtain a heat 
map of the customer in three-dimensional space to determine the most popular sections, shelves, etc. 
That is, the customer’s focus on a particular product. It is also possible to put sensors either near the 
goods or locate cameras near the floor, focusing perpendicularly on a rack, shelf, row, etc. 

An example of a heat map of the customer’s movements in the store is shown in Fig. 3. 
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Fig. 3. An example of a heat map of the customers’ movements 
 

 Similarly, we need to divide the “unknown” customers who entered and left without making a 
purchase and “identify” whom the system was able to recognize. Each customer entering the store is 
initially identified as “unknown” or “indefinite,” but, nevertheless, is assigned a temporary identifier. 
The cameras provide identification and transfer their “guesses” to the system for processing [6]. 

If the customer wants to purchase the goods, he goes to the checkout where his face is clearly 
seen by the camera, which captures an image and very likely writes it to the database (if he is a new 
client) or compares it with this database and thus “recognizes” him. This is in contrast to a customer 
who comes in, spends some time in the store, maybe even handles the goods, but does not go to the 
checkout with them. This means he does not make a purchase and the system records him in the 
stream of the same customers.  Based on this information we can find the most important indicator, 
which is the conversion rate. 

An example of the camera installation providing further identification of the customer at the 
checkout is shown in Fig. 4. and Fig. 5 

 
 

 
Fig. 4. Location of the camera near the checkout area 

 

 
Fig. 5. Scanning and face recognition of a customer 

 
The information collected should be stored, processed further and analyzed using OLAP 

technology. To store other data, we use relational MySQL or MongoDB databases. In the case of 
MongoDB, the data structure is based on documents. The data of most web applications are simple to 
display, so they are stored as an associated array [7]. The relational database is presented in the form 
of a more rigorous structure and imposes a number of restrictions. The main programming language 
will be JavaScript. React.js will be used for the client program and Node.js as the server platform. In 
this case, MongoDB will simplify the process of data exchange between the database and the server. 

There are a vast number of indicators to establish the efficiency and effectiveness of a 
business. However, we are going to consider six fundamental indicators from which others are formed 
[8]: 

1. Conversion is the ratio of customers who made a purchase to the total number of customers 
who entered the shop. 
Conversion can be increased and decreased and made many times cheaper or more 
expensive during sales, promotions, seasonal discounts, as part of research, in the case of 
new goods and collections to be imported, and even at how well sales associates perform 
[9]; 
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2. A receipt (average receipt) is an indicator that characterizes the average sale, and then 
outgrows in the dynamics of the average receipt; 

3. Deriving sales from a square meter or a square is an indicator that determines the revenue 
per square meter, although it is rather controversial and often unreliable due to many 
factors that are difficult to forecast. However, it is important for planning purposes to use 
this limited retail space as efficiently as possible. 

4. Volume of revenue (sales) can be measured not only in monetary units, but also in physical 
units (pieces, liters, meters, etc.); 

5. Product  returns are  mainly analyzed in parallel  with the reasons for  these returns,  but  the 
ultimate responsibility for this can lie in the quality of goods, in mismanagement and 
incompetent  sales  personnel.  It  is  enough for  the system to determine what  was returned,  
when it was returned and in what quantities; 

6. Salary capacity is the ratio of wages to the cost of the products produced. 
 
Having analyzed the acquired data, the system can reveal a trend, seasonality, and offers. It 

can help to choose the best model to accurately determine a sales estimate. Also, based on the old data 
the system has already learned, it can acquire the ability to make data adjustments without requiring 
particularly complicated skills from the operator. 

The system will model the best product decisions, price list, seasonality, number of personnel, 
and the required retail floor space. It would perform based on the calculations of the data and 
preferences defined by the operator. It is also based on comparisons with other methods and data using 
past  experience.  Ultimately,  all  these  data  will  be  presented  in  a  convenient  format  in  the  form  of  
charts, tables, and cross-diagrams [10]. It will also be possible to synchronize certain sensors and data 
at each of the stages with subsequent output to the application installed on a PC or smartphone. 

 
Conclusions and prospects for further development. We  presented  a  new  system  for  

collecting and analyzing information to assess business efficiency. We proposed a whole cycle of 
analysis: data preparation, selection of information types, systematization, modeling, forecasting, post-
processing and concluding with an interpretation of the results. All of this is presented in a format 
convenient to the end user. 
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#include 
SoftwareSerial mySerial(10, 11); // RX, TX 
void setup() 
{ 
 // Open serial communications and wait for port to open: 
 Serial.begin(9600); 
 mySerial.begin(9600); 
} 
void loop() // run over and over 
{ 
 if (mySerial.available()) 
 Serial.write(mySerial.read()); 
 if (Serial.available()) 
 { 
 while(Serial.available()) 
 { 
 mySerial.write(Serial.read()); 
 } 
 mySerial.println(); 
 } 
} 
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Savaryn P.V., Yashchuk ., Polischuk M.M., Velykyi O.A. Research of methods of interaction of human-machine 

interfaces. The article reviews the current state of the basic methods and methods of interaction of human-machine interfaces. The 
perspective and expediency of work in the direction of development of new interfaces of interaction is shown. It is determined that 
contactless interaction methods are increasingly used in the modern technology market and in many cases provide the best user 
interface for working with computer systems. It was decided to develop a gesture recognition system for transmitting control signals 
to a computer based on the use of sensors to determine the distance to objects. 

Key words: interaction method, human-machine interface, sensor, sensory interaction, gesture, control signal, computer 
system, ultrasonic sensor. 
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Olena Sivakovska, Valeriy Lishchyna, Igor Andrushchak,  Leonid Sydorchuk, Anatoliy Tryhuba. About some 

problems of Project Configuration Management. The standards and works of scientists on the project configuration management 
have been analyzed. The aspects of the configuration elements in the project configuration management system were singled out. The 
relationship between the project and the specified configuration elements has been disclosed. The concepts of harmonization of 
project configuration management and configuration management areas have been described too. 
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Stepanenko A.V. Microsoft Time Series algorithm application for sales forecasting. The article deals with the forecasting 

of product sales by known sales history without additional factors with the help of Microsoft Time Series algorithm. The study is 
concentrated on the analysis of the advantages and drawbacks of the given algorithm. Authors give the conclusions about the 
expediency of Microsoft Time Series algorithm application in product sales forecasting. The outcomes of practical Microsoft Time 
Series algorithm leveraging proved its effectiveness in forecasting sales based on historical data. 

Key words: forecasting, ARIMA, ARTXP, Microsoft Time Series algorithm 
 

. , 
, ,  

.  Microsoft –  
, ,  

, ,  
. , .  

 
 Microsoft, , .  

 
Microsoft  

.  
,  

. , .  
. .[1] ,  

: .  
,  [3] - 

. ,  
.  

 ARIMA (  Microsoft Time Series). Microsoft SQL Server [4]  
, . 

. 
 

. . ,  
, ,  

. 
.  

.  



 " : , , "  
, 2019.  35 

 

 
© ., . 

80 

.   
.  

:  ,  .   
, .  

. 
 Microsoft 

 Microsoft  (Microsoft  Time  Series)  ,   
, . ,  

 Microsoft, , ,  
, .  

, ,  
. ,  

 [4]. 
 Microsoft : 

1)   ARTXP  ( ,   
) [2],  SQL Server 2005,  

; 
2)  ARIMA  SQL Server 2008  

. 
 Analysis Services ,  

, .  
 [4]. 

Microsoft Research  ARTXP,  SQL Server 
2005,  Microsoft. ,  ARTXP  

.  
,  

 [4]. 
 ARIMA  Microsoft  SQL Server 2008  

.  
 ( ).  ARIMA  

, ,  
.  ARIMA  [4]. 

,  Microsoft , ARTXP  
ARIMA, .  

,  ARTXP  
 ARIMA,  [4]. 

 Microsoft 
,  « »  «out of the box»,  

.  
, ,  

.  
, . 

,  ARIMA  ARTXP,  
: 

 ARIMA: 
1. . 
2. . 
3. . 
4. , . 

 ARIMA: 
1. . 
2. . 



 " : , , "  
, 2019.  35 

 

 
© ., . 

81 

3. . 
 ARTXP: 

1. . 
2. . 
3. , . 

 ARTXP: 
1. . 
2. . 
3.  ( ). 

. 
,  

 3%  1-3  .   
 ARTXP.  -   5%  

,  7 .  
.  

ARIMA. 
 ( .1). 

 
. 1.  

,  –  
 ARTXP,  –  ARIMA,  – 

.  .  
, .  ( .1) ,  

ARTXP .  
. ,  
. 



 " : , , "  
, 2019.  35 

 

 
© ., . 

82 

 
. 2.  

.2 ,  ARIMA  
, RTXP .  

.  
.  

 2%,  – 20%.  
 10-12%. 

 
.3  

 
.4  

 



 " : , , "  
, 2019.  35 

 

 
© ., . 

83 

.3 .4  ,  
,  ARIMA ,  

,  ARTXP  
.  

,  
. 

.  
,   ARIMA   

.  ARTXP  
, .  

 Microsoft  
.  

. 
 

1. . .  
.: 05.13.18 / . . – ., 2012. – 153 . 

2.  ( ). : http://docs.microsoft.com/ru-ru/sql/analysis-services/data-
mining/microsoft-time-series-algorithm?view=sql-server-2017. 

3. Geisser S. Predictive Inference: An Introduction. Monographs on Statistics and Applied Probability / S. Geisser. – NY: Chapman & 
Hall, 1993. – 265 p. 

4. Microsoft Developer Network, Available from:  <www.msdn.com>. 
5. TreePlan Software. Introduction to Decision Trees. Available from: <http://treeplan.com/ chapters/introduction-to-decision-

trees.pdf>. 
6. Pandey A.K.  Early  Software Reliability  Prediction:  A Fuzzy Logic  Approach /  A.K.  Pandey,  N.K.  Goyal.  –  New Dehli:  Springer  

India, 2013. – 153 p. 
7. Xu G. Applied Data Mining / Guandong Xu, Yu Zong, Zhenglu Yang.–CRC Press, 2013.–284 p. 
8. Gordon L. Using Classification and Regression Trees (CART) in SAS Enterprise Miner For Applications in Public Health / Leonard 

Gordon // SAS Global Forum 2013. Paper 089-2013. – 2013. – 8 p. 
9. Loh W.-Y. Classification And Regression Trees / W.-Y. Loh // WIREs Data Mining and Knowledge Discovery.–2011.–Vol.1.–pp.14-

23. 
10. Lytvynenko T.I. Problem of data analysis and forecasting using decision trees method / T.I. Lytvynenko // Problems in 

programming. – 2016. – Vol.2-3. – pp.220-226. 
11. Wu X. Top 10 Algorithms In Data Mining / Xindong Wu, Vipin Kumar, J. Ross Quinlan, Joydeep Ghosh, Qiang Yang, Hiroshi 

Motoda, Geoffrey J. McLachlan, Angus Ng, Bing Liu, Philip S. Yu, Zhi-Hua Zhou, Michael Steinbach, David J. Hand, Dan 
Steinberg // Knowledge and Information Systems. – 2008. – Vol.14, Iss.1. – pp.1-37. 

12. Skiena S. The Algorithm Design Manual / Steven S. Skiena. – London: Springer-Verlag, 2008. – 730 p. 
13. Bright Hub Project Management. Disadvantages to Using Decision Trees. Available from: <http://www.brighthubpm.com/project-

planning/ 106005-disadvantages-to-using-decision-trees/>.  
 



 " : , , "  
, 2019.  35 

 

 
© ., . . 

84 

 338.48:004.738.52 
. , . . ., . . , . . . 

 
  

 
 SMART  

 
., .  SMART 

.  Smart-  
.  

 M-Tourism 
Applications. 

: , , , ,  
, Smart- . 

 

., .  
 SMART .  

 Smart- .  
 

 M-Tourism Applications. 
: , , , , 

, Smart- . 
 
Tulashvili Yu.I., Turbal Yu.V. The implementation of an integrated approach in the construction of the SMART 

tourism recommendation system. The article presents the results of a study on the development of a recommendatory system to 
support Smart Tourism in the cities of Ukraine. The system is implemented on the approaches of integrated information systems and 
is based on combining the information web portal with the software of modern gadgets in the form of M Tourism Applications. 

Keywords: integrated information system, mobile application, web portal, parsing, tourist recommendation system, Smart 
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Fil  N.U.,  Binkovska  A.B.  The  method  for  determining  safety  level  in  the  management  of  a  vehicle  on  highways  
under fuzzy information. The article analyzes the factors affecting safety level when driving a vehicle on highways based on which 
the method for determining safety level while driving a vehicle has been developed. Fuzzy Logic Toolbox Matlab was used to 
implement the method for determining safety level  while driving a vehicle on highways. 

Keywords: highways, safety level, driver, fuzzy inference methods, Mamdani, Sugeno, phasing, aggregation, activation, 
accumulation, defuzzification. 
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.80;70v,
10

70v
,70,60v,1

,60;50v,
10

50v
,80v;50v,0

)v(

6
6

6

4
6

56

6 ;    (17) 

 

.100;80v,1

]80;70(v,
10

v70
,70v,0

)v(

6

6
6

6

6    (18) 

 
 

,  
 [10-12].  

 
.  

 « » (if-then) .  
 «S »,  « » –  

 S.  ( )  
, . 

 MathLab,  
 [10-11]. 

 1.  fis-  fuzzy  
Mathlab.  

 2.  .   File   New  fis…   
Mamdani. 

,  
,  

» . 
 3. .  Edit  Add input. 
 4. .  

 input1,   v1  
 <Enter>. 
 5. .  

 input2,    v2  
 <Enter>. 

 6. .  
 input2,    v3  

 <Enter>. 
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 7. .  
 input2,    v4  

 <Enter>. 
 8. .  

 input2,    v5  
 <Enter>. 

 9. .  
 input2,    v6  

 <Enter>. 
 10. .  

 output1,  r  
 <Enter>. 
 11. .  File  Export  To disk 

, , Rizuk. 
 12. .  

. 
 13. .  
 14.    

 3 ,  
. .  

 ( . 1 – 7).  
 

 
 

. 1.  « »  
 

 
 

. 2.  « » 
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. 3.  « » 

 
 

. 4.  « » 
 

 
 

.5.  « » 
 

 
 

. 6.  « » 
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. 7.   
 15. . 
 16. , . 
 17. . 
 18.  RuleEditor.  Edit  

Edit rules.... .  
 Add rule ( . 9). 

 85  «  ...,  ...». 
,  ( )  ( )  

)  ( ),  ( ) ( . 8). 
 

 
 

. 8.  
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, ,  

, ,  
 [10-11]. 

, ,  
 [10-11]. 

 –  
 ( ),  

.  
,  

. 
 ( )  

,  
. 

,  
 

.  
(y)  

: 
1) min- : 

 
( y )=min{ c; ( x ) };     (19) 

 
2) prod- : 

 
 (y) =c  (x);      (20) 

 
3) average- : 

 
 (y) =0.5(c +  (x) ).    (21) 

 
 (x)  c –  

,  
. 

 
 « »  « », « »  « » 

. 9-10. 
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.9  « »  « » 

 
 ( . 

2) 
 

 2     
1  120 110 110 150 70 120 
2  36 35,8 38 36 36,8 38 
3  3 3 9 3 9 3 
4  18 10 17 18 10 18 
5        
6    90 100 90 90 80 90 
7        

 
 

. 10.   « »  « » 
 

,  
,  
,  

  . 
  

 
 «  –  –  – 

». 
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, , 
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,  
. 

. , , , 
, . 

 
. .  

.  
,  

,  
, ,  

. 
. , ,  

, , . 
 
Cheb S. S. Some features of the software environment for the development and creation of teaching software teaching 

aids. The article contains information on the peculiarities of the development of modern pedagogical programmed educational 
facilities, the latest trends in their approbation and implementation in the educational process, analyzed the main characteristics of 
key software products for the creation of electronic didactic resources, taking into account accessibility, educational goals and the 
level of information culture of future teachers of computer science and information technology. 

Keywords. Educational software for educational purposes, multimedia, electronic testing, electronic didactic resources, 
software product. 
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. ,  
 

,  
.  

,  [4].  
 Forge Converters, eBook Creator, NATATA eBook Compiler, Adobe 

Captivate . 
. ,   

, ,  
 

. 
Forge Converters – ,  

.     Authorware,  exe  Learning.   
. Forge Converters, ,  

.  
, . ( . 1). 

 
. 1  Forge Converters 

 
,  Adobe,  Adobe 

Captivate.  Captivate , 
, , .  
, .  Captivate  

, . 
 Adobe Captivate, , , 

,  .  .   
. ,  

. 
Captivate ,  PowerPoint, ,  .flv  

 ( . 2). 

 
. 2  Adobe Captivate 4 
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Natata eBook Compiler -  
 html- .  

 HTML, CSS, WAV, TXT, GIF, JPG, MID, JavaScript, DHTML, Flash, PDF, DOC (MS Word)  
.  (exe file),  

,  HTML . 

 
. 3  Natata eBook Compiler 

 autorun.exe  
,   

 ( , , , 
) .  

: 
1.  Web-  Web-  

,  ( . 4); 

 
. 4  Web-  

 
2. ,  

 autorun.exe (  
).  

 Autoplay  Media  Studio  -  
 CD/DVD.  

.  
 CD  DVD- . AutoPlay Media Studio  

,  
. ,  

, , , , Flash, HTML .  
. , ,  

,  " "  
.  .  ,  .   

AutoPlay Media Studio  ( . 5). 
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. 5  AutoPlay Media Studio 

 
 

.  
: AD Tester, Test Maker, , Easy Quizzy, Question Writer. 

AD Tester - .  
: ,  

, ,  
.  ( ).  

.  
 ( . 6). 

 
. 6  Ad Tester 

 
Test Maker - . 

,  
. .  

. .  *.tbt  
,  ,  .  ,   
. , , , 

 ( ) ( . 7). 
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. 7  Test Maker 

 -  (http://master-test.net/uk),  
.   

.  
. 8). 

 
. 8  

 
Easy Quizzy -  ,  .   

,  
 Windows.  

 ( . 9). 

 
. 9  Easy Quizzy 
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Question Writer – .  

 flash  
 Web- .  

.  
.  

, .  
, .  

 
 ( . 10). 

 
. 10  Question Writer 

.  
. , , -

, .  
,  - , ,  

, , . 
,  

.  
:  ;  ,   

,  
; , ,  [5]. 

 
, , .  

1. . . . – [  
]. – : https://journal.iitta.gov.ua/index.php/itlt/article/download/170/156; 
2. ., ., .  

». – [ ]. – :  http://ees.kdu.edu.ua/wp-content/uploads/2013/04/8_.pdf; 
3. . . . – 

]. – :  http://visnyk.chnpu.edu.ua/?wpfb_dl=3197; 
4. . . . – [ ]. – 

:  http://www.rusnauka.com/22_NIOBG_2007/Informatica/25011.doc.htm; 
5. .  « ». – [ ]. – 

:  http://www.novapedahohika.com/noloms-684-1.html. 
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    OPENCV 
 

., .    OpenCV.  
 OpenCV 3.0.0.  

.  
, .  

 FDDB  AFW,  
.    

.  
 PR-  ROC- . ,  

 OpenCV-lbp,  
 OpenCV-alt. 

: , ,  OpenCV,  , F- . 
 

., .   OpenCV.  
 OpenCV 3.0.0.  

.  
, .  

 FDDB  AFW,  
.  

.  
 PR-  ROC- . ,  

 OpenCV-lbp,  
 OpenCV-alt. 

: , ,  OpenCV, , F- . 
 
Shykh N.V., Shaklein  I.O. Analysis of the work of the front classifiers of the OpenCV library. The article analyzes five 

models of classifiers for detecting frontal faces of the standard OpenCV 3.0.0 package. and the features of their practical use are 
determined. On the basis of the analysis of the features of cascade classifiers, a computational experiment was performed to determine 
the accuracy, completeness and performance of each classifier. As input models, FDDB and AFW data sets are used that allow us to 
evaluate the work of natural person search algorithms. To evaluate the algorithms, a cross-check on ten subsets of images was used, with 
subsequent averaging of the results. In order to analyze the correlation between levels of true and false detections and to evaluate the 
quality of work for each classifier, PR and ROC curves were constructed. The calculations performed showed that the OpenCV-lbp 
classifier showed the highest performance, however, the most effective for detecting frontal faces according to all the parameters 
considered is the use of the OpenCV-alt classifier. 

Keywords: machine vision, detection, OpenCV library, classifier, F-measure. 
 

 
,  

, ,  
 (  

), . 
 
 

.  [1],   
 « ».  

 ( ,  
), ,  

, . 
, ,  

, ,   
. 

 
.  OpenCV,  

, , 
, ,  
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,  (0 ° ± - , 
45 ° ± - , 90 ° ± - ) [2-4].  

, .  
, ,  

,  [5-7]. 
 [7]   OpenCV,  

 LTI 
 VXL, .  

,     OpenCV   
.  

OpenCV . , 
, ,  

 ( ). ,  
 30°,   45°.  ,   

 OpenCV  
. ,  

, ,  
 

  . 
  

 OpenCV 3.0.0, ,  
,  

 [8]   –   (LBP)  –  OpenCV-default,  OpenCV-alt,  OpenCV-alt2,  
OpenCValt-tree, OpenCV-lbp,  xml- .  

 AdaBoost (adaptive boosting –  
),  « » [9].  

 1 [10]. 
. 1.  OpenCV 

 
 

 
 . 

 
.  
.  

.  
, . 

OpenCV-default Haar 25 24×24 1 
OpenCV-alt Haar 22 20×20 1 
OpenCV-alt2 Haar 20 20×20 1 
OpenCV-alt-tree Haar 47 20×20 1 
OpenCV-lbp LBP 20 24×24 1 
 

 ( ) , 
:  

,  , ,  
 [11].  200000 

 
. ,  

,  ( ).  
, , .  

,  
:  

1)  ( , , , 
), ,  

;  
2)  ,   

. 
,  

:  FDDB (Face Detection Data set and Benchmark), AFW (Annotated Faces in the 
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Wild),  MALF  (Multi-Attribute  Labelled  Faces),  IJB-A  (IARPA  Janus  Benchmark  A)  .    
(FDDB, MALF, IJB- ) . 

 [10]  
FDDB  AFW, . 
FDDB  2845  0,25  5171 

 20 × 20 , , ,  
, . AFW  205  0,5-

5  468 .  
 ROC 

(Receiver Operator Characteristic)  PR (Precision-Recall)  [12].  
,  ,  ,  

 (positive),  –  (negative).  
 TPR  (True  Positive  Rate),  ,  

 – FPR (False Positive Rate).  TNR 
(True Negative Rate)  FNR (False Negative Rate).  

: 
1) :  Recall  =  true  positive  /  (true  positive  +  false  negative).   

TPR.  
2) :  Precision  =  true  positive  /  (true  positive  +  false  positive).   

. 
 PR- ,  

, .  
: , ,  
 50% .  [10]. 

  
 

 Intel Core i5-4460 @ 3,20GHz, 8Gb RAM.  
, .1. 

 

 
. 1.   

 
,  OpenCV  

 faceCascade.detectMultiScale(). ,  
: 
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 ScaleFactor  –  ,   
 (1.1   10%,  1,05   5%  ),  ,   

. 
 MinNeighbors –  « » : , 

 (  TNR),  
 (FPR)  

 – 3-6).  
 MinSize –   .  

:  (MinSize   20 
× 20 .),  (  40 × 40 .)  (  80 × 80 .) . 

 PR- ,  minNeighbors.  
 9 : 

1) minNeighbors – {3-6} (  3 ,  6 – ); 
2)  (MinSize)  

(ScaleFactor),  – {(20; 1,05)}. 
   

. AFW  205  0,5-5  
 468 . :  

, ,  50% 
 [10]. 

  PR-  (Precision-Recall)  ROC (Receiver 
Operator Characteristic) ,  

.  PR-  ROC-
 ( . 2).  
 

 
. 2.  ROC-  40×40  

FDDB ( )   AFW ( ) 
 

,  OpenCV-default . 
 

 F- . 
  OpenCV-lbp,  

 ( . 3).  
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. 3.  F-  FDDB  AFW 

 
,  

 OpenCV-lbp,  ,   
. ,  

 OpenCV-alt,  
FDDB   AFW  ,   

.  
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 ( )  AS-IS ,  

.  
, , 

,  
 

: , , 
, . 

 
. . 

 
 ( )  AS-IS 

, .  
,  

, , 
. 

: ,  
, , .  

 
Yalova K. Conceptual propositions of the city’s green plantations monitoring automation. Results of the data domain 

analysis concerning automation of the city’s green plantations condition monitoring are considered in the article (on the example of 
the Dnipropetrovsk region). The data domain AS-IS functional model, displaying green plantations inventory and registration 
features, is proposed in the article. The presented monitoring digitalization algorithm and the developed model meet the requirements 
of the adequacy, independence from software, universal and have all possibilities to be an effective tool for data domain information 
processes quality improvement and automated information system development.   

Keywords: automated green plantations monitoring, data domain functional model, information system, algorithm.  
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- , , ,  
 01.08.2006 . 1045. 

: 
-  

, ,  
; 

- , , ,  
, ; 

-  
; 

- ,  
,  

, .  
,  

,  
 ( ) AS-IS,  

 1  IDEF3.  
 

 
. 1.  AS-IS  

 
 AS-IS  ,   

.  AS-IS  
,  

.  
: 

SGEC ,, , 
  –  ,  ;  

NEEE ,...,1  – ,  Ni iiI ,...,1  
 Ni ooO ,...,1 ;  EN ,  
 NaaA ,...,1 ,  Ni mmM ,...,1 ,  

. NGGG ,...,1  –  
,   j ; S –   

, ,  
.  

 AS-IS  AS-TO-BE,  
.  

,  1.  
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, ,  

. 

 
 
 

 

     
, , ,  

.  
 

: , .  
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,  

.  
 
 

. 
 

, ,  
 

.  
 

, 
,  

, .  

 
 

 
 

 
  

  
,  

:  
.  

 
,  

, ,  
.  

 
, , ,  
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.  
 

 
 

 
 

 

 
  

-  
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,  ,  

,   
, .  

,  
,  

.  
.  

 
1. . [ ]. – : https://znaj.ua/society/ vid-vas-smerdyt-

top-najbrudnishyh-mist-ukrayiny. 
2. .  / . , .  // 

. – .: . – 2013. – 111. – . 261-266. 
3. .  / .  // 

. – : . – 2002. –  4. – . 119-142.5 
4. . . 

 / . , . , .  // . – : . – 
2013. – . 18. –  1. – . 116-125. 

5. . .  (  
.  .  )  /  .  .   //  « .  .  -2018»  ( V-  

,  ( . , 17  2018 
). –  : . – 2018. – .179-183. 

6. .  
. ) / . , . , .  // . – 

: . – 2014. – 2 – 78-92.  
7. .  

 « » .  / . , .  //  
. – : . – 2013. – .2. – . 185-188.  

8. .  / . , . 
, .  // . – 2018. – 1(37). – . 80-86.  

9. . -
 / . , . , . , .  //  

. .: . – 2012. – . 171(1). – . 241-247. 
10.  2020 . [ ]. – : 

https://adm.dp.gov.ua/storage/app/media/uploaded-files/rozvitku-dnipropetrovskoi-oblasti-na-period-do-2020-roku.pdf 
11. .  / .  //  

. – : . – 2014. –  9. –  3. – . 154-157.  



 " : , , " 
, 2019.  35 

 

 
© . . . . . . 

211 

 004.8 
. ., . . , ., . .,   

 
 

 EXCEL 

. . . . . .  Excel.  
, .  

.  Excel  
. 

: , ,  Excel, , , .  
 

.  .  .  .  .  .  Excel.  
, .  

 Excel.  
. 

: , ,  Excel, , , . 
 
Svitlana Yatsiuk. Andriy Yatsiuk. Studying the artificial intelligence by the xcel example. The article is devoted to 

the research of issues related to the development of artificial intelligence in the Excel program. The general preconditions for the 
emergence and features of artificial intelligence in Excel. The prospects of development of artificial intelligence and advantages of its 
possibilities in the near future are outlined. 

Key words: artificial intelligence, development, Excel program, technology, progress, opportunities. 
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 40-  XX .  

 — . 
 50- .  

,   
. , 

.  
 [ , 1986; , 1985]  —  

 «15»,  « », . 
 60-  — .  — ,  

, , .  
 — ,  

, 1975]. 
 1963-1970 .  .  
 ,  

.  . .  
 , ,  

 [ , 1983].   
1973 .  .  -

»,  ,  , .  
, , ,  

,  
. 

,  1973 .  
 « »,  

.  . , , 
. , 

, ,  
.  5 ,  

. 
 

,  1970-  
.  

, ,  ( ).  
 —  .  MYCIN  DENDRAL 

[Shortliffe, 1976; Buchanan, Feigenbaum, 1978], ,  
. ,  

 (Strategic Computer Initiative — SCI) .  
 80-  

 ESPRIT ( ), . 
 70- ,  

 V , .  10  
 (  35 )  

.  ICOT,  
, , .  

, ,  
. .  

,  
.  90-  40 . 

. 
 1980- ,  

. , . 
, . ,  

.  
 (computer science). 
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 – , 
, .  –  

, , , 
. , : , 

, . 
 Excel. 

 Excel – . , Excel : 
, ,  

.  
,  Excel  

, . 
 Ignite (Jared Spataro, Corporate Vice President for Microsoft 365)  

,  
Excel : 

  
  
  
  

 –  
 “ ”  

 Office. , ,  
,  

. ,  Excel  “ ” ,  
,  

.   Excel  ,  ,   PowerPoint  
Online, . , 

 Excel  PowerPoint Online 
. 

 
 

 
 Excel  

.  – ,  
,  “ ”  “ ”.  

. ,  
 “ ”,  

. ,  
. :  

Excel , , , ,  Excel  
,  

, .  “ ”  “ ”  
. 
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.  . 
 Android ,  

,  Excel,  
.   Excel   

Android . 

 

 
 

 
 – , . 

, ,  
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Zhurilo A. G., Sivak E. M. Method of construction of axonometry without the use of secondary projections.  
The article describes the main provisions for the implementation of axonometric projections without constructing secondary 

projections. The reasons for the possibility of such modeling are explained, the necessary conditions for such constructions are 
determined. The practical application of such modeling based on the use of computer technology is shown. Modeling examples are given 
in the execution drawings. 
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Kuzmina  O.M.,  Yaremko  S.A.   Application  of  intelligent  information  technology  to  increase  the  efficiency  of  

management decisions. The article is devoted to the actual issues of the introduction of intellectual information technologies into the 
activities of companies and enterprises in order to increase the efficiency of business through the adoption of optimal managerial 
decisions. In modern conditions of the economy and high competition, business management becomes analytical, which is 
impossible without the use of intelligent information technology. Support system - decision making, business intelligence tools and 
data mining intelligence are effective tools for supporting the manager. 

 Keywords: intellectual information technology, support systems - decision making, data mining, making managerial 
decisions business management. 
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MODERN TRENDS AND METHODOLOGY OF PERSONAL DATA PROTECTION BY 
RASPBERRY PI MEANS 
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,  
 « ». 
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RASPBERRY PI  Raspbian.  
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: Raspberry PI, , , Raspbian. 

 
Lavrenchuk S., Kostiuchko S., Vozniak A., Bulik A. Modern trends and methodology of personal data protection by 

RASPBERRY PI means. In this article, the aspects of the development of information security procedures based on software 
development are investigated. The RASPBERRY PI platform and Raspbian system are based on the development process. The main 
vulnerable places and possibilities of external influence on the management of the investigated object, such as the "smart home", are 
considered. 

Key words: Raspberry PI, Clever House, Information Protection, Raspbian. 
 
Introduction 
Modern IoT technologies are so rapidly integrated into our everyday lives that no one is surprised by 

the  smart  home  system.  However,  not  everything  is  as  simple  as  it  may  seem  at  first  glance:  despite  the  
widespread popularity of smart home systems, there was still no unified solution that would allow the 
management of devices (complex components) from different manufacturers. 

One of these things is Raspberry PI, whose scope is wide enough. This device is not very powerful, 
but it is a fully-fledged computer. At home, the Raspberry PI device is used for various purposes: creating a 
home media server; as a storage server; as a "think tank" for automated machines or robots; as the home 
automation server "smart home". 

An analysis of current market trends. 
In the Ukrainian market for systems "smart home", mainly use foreign-development. Most of the 

major  global  IT  developers  offer  consumers  a  wide  range  of  products  designed  to  create  a  "smart  home"  
system. Basically it's the leading companies like ABB, MERTEN, GIRA, JUNG, SIEMENS (all-Germany), 
AMX Corporations, CRYDOM, DALLAS SEMICONDUCTOR, LUTRON, HONEYWEL (all-US), Philips 
(Holland) and many more. In particular, AMX and Crestron touch panels are used to control audio and video 
equipment. 

The  GlobalLogic  developer  team  has  developed  its  software,  the  Gateway  SDK  (software  
development kit), which provides the smart home complex components management. GL SmartHome Cloud 
Solution supports 55 devices and their number is constantly increasing. Among the local devices are Philips 
colored lamps, Honeywell thermostat, Nest camera and others. The article suggests using Amazon Web 
Services, an innovative hardware platform (ARM Cortex: Qualcomm Dragonboard 410, x86-64: Any) and 
IoT connection stacks. Remote access of the user to interconnected devices of a smart home is through such 
wireless interfaces as Z-Wave, Zigbee and Wi-Fi protocols. 

 
Fundamentals of modeling and programming "smart home". 
This article focuses on using Wi-Fi modules that are managed by MQTT: 
• Sonoff World On relay; 
• Wireless switch Sonoff Light; 
• Sonoff AM2301 temperature sensors. 
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These components connect to a special openHAB service that implements a single bus, thus allowing 
all devices with different protocols to be joined to a single network. 

 

 
Figure 1 - Sonoff relay 

 
Basic relay firmware does not allow to use all functions so it needs to be sewn. With the ESP32 Flash 

Download Tool and the USB-UART adapter, connect to the Serial-TTL contacts and install our own 
firmware. Below is a snippet of the relay re-connection function to the network. 
 
…// Re-connect function for the relay 
void reconnect() { 
  // reconnection cycle 
  while (!client.connected()) { 
      // trying to connect 
    if (client.connect("relay02")) { 
      // post the connection, publish the status 
      client.publish("relay02/state", "ON LINE"); 
        String ipaddress = WiFi.localIP().toString(); 
  char ipchar[ipaddress.length()+1]; 
  ipaddress.toCharArray(ipchar,ipaddress.length()+1); 
  client.publish("relay02/ip_address", ipchar, true); 
      // reprint 
      client.subscribe("relay02/switch"); 
      client.subscribe("relay02/switchstate"); 
    } else { 
        delay(5000); 
    } 
  } 
}… 
 

The openHAB service installs a Cloud Connector extension that lets you connect an Android app to 
the home control panel. 
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Figure 2 - Android openHAB application 
 

Personal data protection methodology. 
When using the system of "smart home" it is mandatory to use modern information and technical 

means. Unfortunately, the latest technology also needs new approaches in protecting personal data and 
ensuring  the  integrity  of  the  system.  In  order  to  protect  themselves  from  attacks  from  the  side  of  the  
intruders, it is necessary to clearly imagine from which side to wait for the invasion and how they are 
happening. The next stage of the project is the development of a system that allows PCs remote control by 
Raspberry PI means. 

The project uses the Raspberry PI Zero W single-board microcomputer, an Ethernet to USB adapter, 
an OTG cable, a microSD card and an adapter for a microSD card. 

 

 
Figure 3 - Mini PC Raspberry PI Zero W 
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Characteristics: 
• SoC - Broadcom BCM2837; 
• CPU - Single Core ARM11 @ 1Ghz; 
• GPU - Broadcom VedioCore IV; 
• RAM - 512MB LPDDR2; 
• ROM - MicroSD; 
• Wi-Fi - 802.11n (chip BCM43438); 
• Bluetooth - Bluetooth 4.1, Bluetooth LE; 
• Connectors - microUSB OTG x 1, GPIO (40-pin), mini-HDMI, CSI. 
Installing and configuring software procedure. 
As for the software part, Raspbian firmware will be needed. It can be downloaded from the official 

raspberrypi.org website. 
The next step is installing the Raspbian firmware, using the win32diskimager program, as well as 

creating the ssh file at the root of the flash drive. After installing the firmware, a flash drive is inserted into 
the Raspberry itself. Next step, the Ethernet cable is inserted into the adapter, and the adapter itself connects 
through the OTG cable to the healed mini-computer. 

Using the ip scanner, Raspberry is searched on the network. In next step opens Putty, connects to this 
ip address, and inputs data for authorization. 

After authorization, Wi-Fi is configured: 
sudo iwlist wlan0 scan – scans Wi-Fi network; 
sudo nano /etc/wpa_supplicant/wpa_supplicant.conf – opens the configuration file wpa-supplicant in 

the nano editor; 
at the bottom of the wpa-supplicant file is given: 
network={ 
    ssid="name_network" 
    psk="password" 
}. 
In next step the HID-Backdoor "P4wnP1" is installed and configured. 
After installing Backdoor, the device restarts with the command "sudo shutdown now", as well as 

disconnects all cables currently connected to Raspberry. Then device connects to the computer using a USB 
cable, and the full load of Raspberry data takes about 2 minutes. From the attacking computer we connected 
to the newly created Wi-Fi network "P4wnP1". Through ssh the connection to the Raspberry itself is carried 
out and the authorization process is carried out. Next, the line "network_only" is commented on and the 
comment is taken from the line "hid_backdoor", the device restarts. 

The functionality is virtually limitless, it is a remote Wi-Fi access from the Raspberry device. The 
computer with unauthorized access is connected to Raspberry via a USB cable. Through Wi-Fi, there is a 
connection between Raspberry and the attacking computer that sends the commands to Raspberry, which 
sends the commands to the attacked computer. 

Conclusions. 
The system under consideration is widely used. It has high performance and different applications. 

The demonstrated penetration method allows the user to explore the possibilities of protection and to develop 
methods that will prevent them. It also provides an opportunity to explore the disadvantages of the Raspberry 
PI and optimize the «smart home» system, which will provide the comfort and security of the average user. 

The Raspberry Pi is truly one of the greatest inventions today. With such a tiny device, great things 
can be achieved. 
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FDataBytes : TByteArray
FErrorCorrectionBytes : TByteArray

Create(...)
GetDataBytes(...)
GetErrorCorrectionBytes(...)

TGenericGF

FExpTable : TIntegerArray
FGeneratorBase : Integer
FInitialized : Boolean
FLogTable : TIntegerArray
FOne : TGenericGFPoly
FPolyList : of TGenericGFPoly
FPrimitive : Integer
FSize : Integer
FZero : TGenericGFPoly

CheckInit(...)
Initialize(...)
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Create(...)
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Destroy(...)
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Encode(...)
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InterleaveWithECBytes(...)
TerminateBits(...)
Create(...)

TReedSolomonEncoder

FCachedGenerators : TObjectList
FField : TGenericGF

BuildGenerator(...)
Create(...)
Destroy(...)
Encode(...)

TECBlocks

ECBlocks : TECBArray
ECCodewordsPerBlock : Integer

Create(...)
Create(...)
Destroy(...)
GetECBlocks(...)
GetECCodewordsPerBlock(...)
GetNumBlocks(...)
GetTotalECCodewords(...)

TBitArray

Bits : of Integer
Size : Integer

EnsureCapacity(...)
AppendBit(...)
AppendBitArray(...)
AppendBits(...)
Create(...)
Create(...)
Get(...)
GetSize(...)
GetSizeInBytes(...)
SetBit(...)
ToBytes(...)
XorOperation(...)

TGenericGFPoly

FCoefficients : TIntegerArray
FField : TGenericGF

AddOrSubtract(...)
Coefficients(...)
Create(...)
Destroy(...)
Divide(...)
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GetDegree(...)
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MultiplyByMonomial(...)
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ChooseVersion(...)
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Destroy(...)
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FEncoding : TQRCodeEncoding
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Data
Encoding
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GetIsBlack(...)
SetData(...)
SetEncoding(...)
SetQuietZone(...)
Update(...)
Create(...)

TErrorCorrectionLevel
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Bits

Assign(...)
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TByteMatrix

Bytes : T2DByteArray
FHeight : Integer
FWidth : Integer
Height
Width

Assign(...)
Clear(...)
Create(...)
Get(...)
GetArray(...)
Hash(...)
SetBoolean(...)
SetInteger(...)

TQRCode

FECLevel : TErrorCorrectionLevel
FMaskPattern : Integer
FMatrix : TByteMatrix
FMatrixWidth : Integer
FMode : TMode
FNumDataBytes : Integer
FNumECBytes : Integer
FNumRSBlocks : Integer
FNumTotalBytes : Integer
FQRCodeError : Boolean
FVersion : Integer
ECLevel
MaskPattern
MatrixWidth
Mode
NumDataBytes
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NumTotalBytes
QRCodeError
Version

At(...)
Create(...)
Destroy(...)
IsValid(...)
IsValidMaskPattern(...)
SetAll(...)
SetECLevel(...)
SetMatrix(...) TCharacterSetECI

TECB

Count : Integer
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Create(...)
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Melnyk K.V., Melnyk V. ., Koptiuk Yu.Yu. Investigation of the images recognition methods based on neural 

networks. This paper provides an overview of existing approaches to solve the images recognition problem. There are described 
basic methods to use them for solving the problem of image recognition and the stages used in the image recognition process are 
also defined. The features of use are revealed with their advantages and disadvantages concerned to these methods. The conclusion 
about the need of the further recognition algorithms development based on these methods mentioned above is made that would 
been simple in implementation, effective, with low computational costs for training and gave high quality classification in real 
solved tasks. 

Key words: image recognition, reference vectors method, artificial neural networks, multilayer perceptron. 
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. 
, .    

 SoftMax  ReLU( .3). 

 
. 2.  

 
Softmax - .  

 z   K  ,   i  i 
 [0,1]  1. 

 I i : 

 
 Softmax ,  

 ( ).  
i i , , ,  
i.  z : 

 
 

 
. 3  ReLU 

 
 x -  M × 1; wT -  
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,  
.  
. . 

 epochs  model.fit : 
model.fit(X_train, Y_train, batch_size=200, epochs=XXX, validation_split=0.2, verbose=2)  

 50, 75, 100  125 . ,  
.  

 100 .  96%.  125  
. 

. .  
 batch_size  model.fit : 

model.fit(X_train, Y_train, batch_size=XXX, epochs=100, validation_split=0.2, verbose=2)  
 50, 100, 200  400.  

, .  
. 

.  
: 
model.add(Dense(XXX, input_dim=784, activation="relu", kernel_initializer="normal"))  

 500, 700, 900, 1200.  
 900.  

 96,7% 
. : 

model.add(Dense(800, input_dim=784, activation="relu", kernel_initializer="normal")) 
model.add(Dense(600, activation="relu", kernel_initializer="normal")) model.add(Dense(10, 
activation="softmax", kernel_initializer="normal"))  

,  -  . 
  94±5  %  

.  97±3 %,  
 95 –  99  %   “ ” . 

, :  
,   “ ”, “ ”, ” ”, “ ”, “ ”, “ ”;  

. 
 

. ,  
. 

.  
.  

. 
  

,  
.  

. 
 
1.  traffic from January 2014 to September 2017, by month [ ] — : 

https://www.statista.com/statistics/420391/spam-email-traffic-share/  
2. Vikas P. Deshpand. An Evaluation of Naive Bayesian Anti-Spam Filtering Techniques / Vikas P. Deshpande, Robert F. 

Erbacher, Chris Harris // Proceedings of the 2007 IEEE Workshop o n Information Assurance United States Military Academy, 
West Point, 2007. — NY 20—22 June. — : http://digital.cs.usu.edu/~erbacher/publications/Bayes-Vikas2.pdf. 

3. Graham  P.  A  Plan  for  Spam  /  P.  Graham,  2002.  [ ]  —  :  
http://www.paulgraham.com/spam.html. 

4. . .  
 : . . . . . : . 05.13.19 «  

, » / . . . — ., 2012. — 18 . 
5. . . / . 
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7. Dua, D. and Karra Taniskidou, E. (2017). UCI Machine Learning Repository [http://archive.ics.uci.edu/ml]. Irvine, CA: 
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Pekh Petro, Korets Roman. Implementation of the calculator basic function - the calculation of expressions - by 

means of Java classes. In the article is considered one of the possible ways of realizing the calculator basic function - the calculation 
of expressions - by means  of Java classes. The program codes of the proposed classes are given. 

Keywords: Java class, calculator, calculation of expressions, function of class, data types 
 

. , : 
 ,  – , , , 

; 
 ; 
 , , , . 

. , 
: 

, ,  
– .  

 Java  
   – .  

-
 [1,2]. 

. ,  
,  QuoteAnalyser,  

. ,  
, .  

 String,  
. 

 getCoupleOfQoutes()  QuoteAnalyser,  
, . 

static int[] getCouplesOfQuotes(String Example){ 
   Pattern pattern = Pattern.compile("\\([0-9a-zA-Z\\-*/![^()]]*\\)"); 
   Matcher matcher = pattern.matcher(Example); 
    int BeginOfExpression; 
    int EndOfExpression; 
    int[] Quotes = new int[2]; 
    if(matcher.find()){ 
        String Expression = matcher.group(0); 
        BeginOfExpression = Example.indexOf(Expression); 
        EndOfExpression = BeginOfExpression + Expression.length() - 1; 
    } else return null; 
    Quotes[0] = BeginOfExpression; 
    Quotes[1] = EndOfExpression; 
    return Quotes; 
} 
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,  String.  
 \\([0-9a-zA-Z\\-+*/![^()]]*\\),  

,  ,   – .  
. ,  (21+34), 

(321+3*3.2/5-5),(-10 +50!), ((2+3)/5), (90*(9-
5)/(60+17+13)). 

 int,  
, , , . 

, ,  
 String.  indexOf()  ,   

, , . , 
,  

. , , ,  Null. 
,  ,   

. 
, ,  

,  – , , , 
,  ,  .   

: 
static boolean CheckQuotes (String Example){ 
    if((QuoteAnalyser.getNumberOfQuotes(Example) & 1) != 0){ 
        return false; 
    } 
    int count_left_quotes = 0; 
    int count_right_quotes = 0; 
    for (int i = 0 ; i< Example.length(); i++){ 
        if (Example.charAt(i) == '('){ 
            count_left_quotes++; 
        } 
        if (Example.charAt(i) == ')'){ 
            count_right_quotes++; 
        } 
    } 
    return count_left_quotes == count_right_quotes; 
} 
static int getNumberOfLeftQuotes (String Example){ 
    int count_left_quotes = 0; 
    for (int i = 0 ; i< Example.length(); i++){ 
        if (Example.charAt(i) == '('){ 
            count_left_quotes++; 
        } 
    } 
    return count_left_quotes; 
} 
static int getNumberOfRightQuotes (String Example){ 
    int count_right_quotes = 0; 
    for (int i = 0 ; i< Example.length(); i++){ 
        if (Example.charAt(i) == ')'){ 
            count_right_quotes++; 
        } 
    } 
    return count_right_quotes; 
} 
static int getNumberOfQuotes(String Example){ 
    int count_left_quotes = 0; 
    int count_right_quotes = 0; 
    for (int i = 0 ; i< Example.length(); i++){ 
        if (Example.charAt(i) == '('){ 
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            count_left_quotes++; 
        } 
        if (Example.charAt(i) == ')'){ 
            count_right_quotes++; 
        } 
    } 
    return count_left_quotes + count_right_quotes; 
    // Return general count of quotes 
} 

, ,  
. 

 Reader.  
,  

QuoteAnalyser.getCouplesOfQuotes(), .  
. 

static List<Character>readSigns(String Example, int Begin, int End){ 
    List<Character> Signs = new ArrayList<>(); 
    String SubExample = Example.substring(Begin, End); 
    Pattern pattern = Pattern.compile(".[+*\\-/]"); 
    Matcher matcher = pattern.matcher(SubExample); 
    while (matcher.find()) { 
        String Sign = matcher.group(); 
        if (Character.isDigit(Sign.charAt(0))) { 
            Signs.add(Sign.charAt(1)); 
        } 
    } 
    return Signs; 
} 

,  int,  
,  List.  

 Character,  SubExample,  ,   
.  .[+*\\-/], :  

. , .  
, . . 

static List<Double> readNumbers(String Example, int Begin, int End){ 
    List <Double> Numbers = new ArrayList<>(); 
    String SubExample = Example.substring(Begin, End); 
    Pattern pattern = Pattern.compile("(([(+\\-*/^]\\-)?)[0-9]+(\\.([0-
9])*)?(E[+\\-]?[0-9]+)?"); // Symbols at 0 and 1 indexes may be [+-*/] 
    Matcher matcher = pattern.matcher(SubExample); 
    while(matcher.find()){ 
        String Number = matcher.group(); 
        if (Number.length() == 1) { 
            Numbers.add(Double.parseDouble(Number)); 
        } 
        else if (Character.isDigit(Number.charAt(1)) || Number.charAt(1) 
== '.') { 
            Numbers.add(Double.parseDouble(Number)); 
        } else { 
            char[] str = Number.toCharArray(); 
            str[0] = ' '; 
            Number = new String(str); 
            Numbers.add(Double.parseDouble(Number)); 
        } 
    } 
    return Numbers; 
} 
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,  List  
 Begin-End.  

(([(+\\-*/^]\\-)?)[0-9]+(\\.([0-9])*)?(E[+\\-]?[0-9]+)?,  
,  ,  ,   

.  1,  1 , 
 double,  .   

,  double, .  
 ‘–‘,  

, , .  
 ‘–’, , 

. , ,  
, : (-5+10/-2).  

 [ + ; / ],  [-5 , 10 ; -2]. 
 BasicCalculator.   

 String substituteString,  
: 

static String substituteString(String Example, int Begin, int End, String 
Result) { 
    int LengthOfNewString = Example.length(); 
    int ChangeOfLenght = (End - Begin) + 1; 
    LengthOfNewString -= ChangeOfLenght; 
    int count = 0; 
    String StringOfDouble = Result; 
    ChangeOfLenght = StringOfDouble.length(); 
    LengthOfNewString += ChangeOfLenght; 
    int j = 0; 
    char[] NewExample = new char[LengthOfNewString]; 
    for (int i = 0; i < Example.length(); i++) { 
        if (i == Begin) { 
            while (count != StringOfDouble.length()) { 
                NewExample[i] = StringOfDouble.charAt(count); 
                count++; 
                i++; 
            } 
            j = i; 
            i = End; 
        } else if (i > End) { 
            NewExample[j] = Example.charAt(i); 
            j++; 
        } else NewExample[i] = Example.charAt(i); 
    } 
    return new String(NewExample); 
} 

 String  int.  
 String  ,  ,   

.  int .   
 End  Begin  

,  ,  .   
,  Begin,  

 Result. ,  
 End.  

, :  
private static String prepareExample (String Example){ 
    char[] PreparedExample = new char[Example.length() + 2]; 
    PreparedExample[0] = '('; 
    PreparedExample[PreparedExample.length - 1] = ')'; 
    for (int i = 1; i < PreparedExample.length - 1; i++){ 
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        PreparedExample[i] = Example.charAt(i - 1); 
    } 
    Example = new String(PreparedExample); 
    return Example; 
} 

 Calculate(String Example),  
. :  

static String Calculate(String Example) { 
    double ResultOfOperation = 0.0; 
    Example = prepareExample(Example); 
    int[] Quotes; 
    List<Double> Numbers; 
    List<Character> Signs; 
    int i = 0; 
    int NumberOfCycles = QuoteAnalyser.getNumberOfQuotes(Example) / 2; 
    while(NumberOfCycles != 0) { 
        Example = Example.replaceAll("\\-\\-", "+"); 
        Quotes = QuoteAnalyser.getCouplesOfQuotes(Example); 
        Signs = Reader.readSigns(Example, Quotes[i], Quotes[i + 1]); 
        Numbers = Reader.readNumbers(Example, Quotes[i], Quotes[i + 1]); 
        if (!Signs.isEmpty()) { 
            for (int j = 0; j < Signs.size(); j++) { 
                if (Signs.get(j) == '*') { 
                    ResultOfOperation = Numbers.get(j) * Numbers.get(j + 
1); 
                    Numbers.remove(j); 
                    Numbers.remove(j); 
                    Numbers.add(j, ResultOfOperation); 
                    Signs.remove(j); 
                    j--; 
                } else if (Signs.get(j) == '/') { 
                    ResultOfOperation = Numbers.get(j) / Numbers.get(j + 
1); 
                    Numbers.remove(j); 
                    Numbers.remove(j); 
                    Numbers.add(j, ResultOfOperation); 
                    Signs.remove(j); 
                    j--; 
                } 
            } 
            for (int j = 0; j < Signs.size(); j++) { 
                if (Signs.get(j) == '+') { 
                    ResultOfOperation = Numbers.get(j) + Numbers.get(j + 
1); 
                    Numbers.remove(j); 
                    Numbers.remove(j); 
                    Numbers.add(j, ResultOfOperation); 
                    Signs.remove(j); 
                    j--; 
                } else if (Signs.get(j) == '-') { 
                    ResultOfOperation = Numbers.get(j) - Numbers.get(j + 
1); 
                    Numbers.remove(j); 
                    Numbers.remove(j); 
                    Numbers.add(j, ResultOfOperation); 
                    Signs.remove(j); 
                    j--; 
                } 
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            } 
            Example = substituteString(Example, Quotes[i], Quotes[i + 1], 
String.valueOf(ResultOfOperation)); 
            NumberOfCycles--; 
        } 
        else { 
            Example = substituteString(Example, Quotes[i], Quotes[i + 1], 
String.valueOf(Numbers.get(0))); 
            NumberOfCycles--; 
        } 
    } 
    return Example; 
} 

,  -  String,  
.  Numbers  Signs  

List  ArrayList. ,  
. .  

QuoteAnalyser.getCoupleOfQoutes() ,  
. .  

.  : 
  Numbers  
Reader.readNumbers(). 

  Signs  Reader.readSigns(). 
    

(*  /),  ( ) ,  
 j,  j+1.   Signs  

 j,  Numbers  j  j+1. 
   

(+  –),  ( )  
,  j  j+1.   Signs 

 j,   Numbers  j  
j+1. 

  Signs: ,  Numbers  
, . 

, , ,  
,  substituteString(). 

,  (-
9+15/(16*-3)+(10+5*2)) : 

 
 1 –  BasicCalculator.Calculate() 

 
  

 
 

 

 
  

1 (-9+15/(16*-3)+(10+5*2)) (16*-3) [*] [16;-3] 

2 (-9+15/-48+(10+5*2)) (10+5*2) [+; *] [10;5;2] 

3 (-9+15/-48+20) (-9+15/-48+20) [+;/;+] [-9;15;-48;20] 

4 10.6875 - - [10.6875] 
.  

 –  –  Java .  
. 

 
1. . Java. , 10-  = Java. The Complete Reference, 10th Edition. —

.: « », 2018. — 1488 . — ISBN 978-5-6040043-6-4. 
2. . . Java SE 9.  = Core Java SE 9 for the Impatient. — .: « », 2018. — 576 . — ISBN 
978-5-6040043-0-2, 978-0-13-469472-6. 
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Pekh Petro, Jakovljuk Sergij. Creating of cards deck for studying C++ programming language using Anki's tools. In 

the article an effective methodology and a deck of cards for remembering English terms for programming in C    language are 
proposed.  The process of a cards deck creating with programming terms using Anki program is given. 

Keywords: Anki, deck of cards, word memoirs, method of distributed repetitions. 
 

.   – 
.  

, .  
,   

, ,  Anki [1, 2]. 
 

, .  
 HTML , , ,  

.  ,  ,  ,   
, .  

. ,  
,   

.  
 – ,  

,  
.  

, , , ,  
.  ,  

 
. 

 Anki : 
 ,  Anki; 
 ,  Anki  

. 
 

,  ++.  
 Anki  

 ++.  
. 

.  Anki.  
,  .  ,  

,  « »,  
 ( .1), . 

, .  
, ,   



 " : , , "  
, 2019.  35 

 

© . ., . . 
 

173 

»(«Front»)  » («Back»)  »  
. .  

 » .  2)  ,  ,   
.  

,  « ».  
,  « ». ,  

.  
,  « ». ,  « », 

, .  
 « »/« », ,  

,  « »,  « ».  
. 

 » ,  
. 

 

 
 1 –  

 Anki 

 
 2 –  « » 

 
 …»  ( . 3),  

, . ,  
,  

 ( , , , ,  
). 

 
 3 –  « » 

 

 
 4 –  

Anki 
 



 " : , , "  
, 2019.  35 

 

© . ., . . 
 

174 

 …» ( .  4)  ,   HTML-  
.  ,   

 « » ,  CSS . 
, .  
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,  ,  .   

 ».  
,  «  :».  

 
. 

 
 ( . 5). : 
1. ; 
2. ; 
3. ; 
4. ; 
5. ; 
6. ; 
7. ; 
8. ; 
9. ; 
10. ; 
11. ; 
12.  MathJax  LaTex. 
 

 
 5 –  

 
 « », .  

,  « ».  
,  HTML  CSS 

, . 
 

++.  , . ,  
, ++,  

, : 
1. ++; 
2. ++; 
3. ++  

.  « ++».  
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 « ++» ,  
 ( . 1).  

 « » 
 Anki.     «  

++» . ,  «  
++»  « ». 

 
 1   « ++» 

    
1  37  
2  38  
3 -  ( ) 39 -  
4  40 -  
5  41 -  
6  42  
7  43  
8  44  
9  45  
10  46  
11 -  47  
12  48  
13  49  
14  50  
15  51  
16  52  
17  53  
18  54  
19  55  
20  56  
21  57  
22 -  58  
23  59   
24  60  ++ 
25  61  
26  62  
27  63  
28  64 ,  
29  65  
30  66  
31  67  
32  68  
33  69  
34  70 -  
35  71  
36  72  

 
,  

. .  
: 

1.  Anki  « »; 
2.  « » ; 
3.  « »  « »; 
4.  « »  « »; 
5.  « »  « : »  « »; 
6. ,  «Programming C++». 
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.  
« …»  « »  «  Programming 
C++». : 

1.  « »   « »   «Ukr_name»  
«Ukr_mean», ,  « »; 

2.  4 : «Eng_name», «Eng_mean», «Eng_exmpl»  «Add1»  
 « ». 

.  
 «  Programming C++»  « …»,  

 « ..»   « ».   
 HTML  CSS . 

. 
 « » :  

1. Ukr_name  ; 
2. Ukr_mean  ; 
3. Eng_name  ; 
4. Eng_mean  ; 
5. Eng_exmpl  ; 
6. Add1  , . 

 Ukr_name, Ukr_mean, 
Eng_name  Eng_mean  «Record audio»  
« » .  « », 

.  
.  Anki  

++.  
.  

 
1. AnkiWeb [ ]. – : https://ankiweb.net 
2. SuperMemo [ ]. – : https://www.supermemo.com/ 
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. , . , . . . 
,  
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, , , ,  
. 

: , , , , 
tensorflow, , . 

 
 M.M. Polishchuk S.V. rinyuk, S.V Datsyuk Comparison of optimization methods for neural networks training. Modern 

methods of training neural networks consist in finding the minimum of some continuous error function. Over the past years, various 
optimization algorithms have been proposed that use different approaches to update the parameters of the model weights. This article 
describes the most common optimization methods used in neural networks training process, also provides a comparative analysis of these 
methods on the example of learning simple convolutional neural network on the MNIST data set. Analysed various implementations of 
the gradient descent method, impulse methods, adaptive methods, generalized problems of their use. 

 Keywords: optimization methods, neural networks, gradient descent method, stochastic gradient, tensorflow, machine learning, 
convolutional neural networks. 
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 (4),  (5): 

 
      (4) 

       (5) 
 
Adagrad – ,  

,  ( ) , 
,  ( )  

, .  
. Dean et al. [10] ,  SGD  

 Google,  
 Youtube. Pennington et al.  

 GloVe, ,  [6]. 
 

) .  Adagrad  
)  t,  

, .  g(t)  
 t.  g(t,i)  t: 

 
        (6) 

 
 SGD  t: 

 
      (7) 

 
 Adagrad  

t (i) , (i): 
     (8) 

 
, Gt Rd×d – , ; 

i,  –  t; 
 – , . 

 
 G(t)  

, 

 G(t)  g(t): 
 

       (9) 

 



 " : , , "  
, 2019.  35 

 

 
© . , . , . . 

181 

 Adagard ,  
.  0,01  

.  Adagard : 
, . , 

,  ,   
, . 

RMSProp –  AdaGrad,  
,  (10), (11), 

(12): 
 

 

(10) 

 
(11) 

 
(12) 

 
AdaDelta –  AdaGrad,  

. , , Adadelta  
 w.  

,  
.  E [g²] (t)  t  

: 
 

       (13) 
      (14) 

 
: 

 
  
 

       (15) 
 

 
: 

1. . 
2. . 
3.  ( ) . 

,  
.  

 – Adam(Adaptive Moment 
Estimation). 

Adam .  (Adam) –  
,  .   

,  AdaDelta, Adam 
 M(t),  

Momentum.  Adam  
 (  (13)  (14)),  
 (  Momentum),  .   Adam  

 1 , 2 , : 
 



 " : , , "  
, 2019.  35 

 

 
© . , . , . . 

182 

      (16) 
     (17) 

 
 (15): 

 
       (18) 

 
. 

 ( ), , 
,   ,  
, .  

 
. ,  

, ,  
. ,  

,  ,   
SGD.   

 ( , Scikitlearn, Keras).  [8],  
 (Adam, RMSProp, Adagrad)  

 , . , 
,  

. 
. 

 
 MNIST  Momentum, Adam, Adadelta, Adagrad, SGD, 

 Tensorflow.  MNIST  60000  10000   
. 

,  
 ReLU.  cross entropy loss 

). . 3 .  
 

 
.3.  



 " : , , "  
, 2019.  35 

 

 
© . , . , . . 

183 

 
. 1 ,  

,  MNIST. 
 

 1 
SGD Momentum RMSProp Adam 
90.84% 96.62% 97.93% 98.4% 

 
. ,  

.  
,  

.  
,  

, , 
.  

,  RMSProp  Adam  
. Momentum  SGD ,  

. ,  SGD  
,  

. , ,  ,  
 
 

. 
 

: 
1. Kelley, Henry J. (1960). Gradient theory of optimal flight paths. Ars Journal 30(10): 947–954. doi:10.2514/8.5282. ( .) 
2. Arthur E. Bryson [en] (1961, April). A gradient method for optimizing multi-stage allocation processes. In Proceedings of the 

Harvard Univ. Symposium on digital computers and their applications. ( .) 
3. Dreyfus, Stuart (1962). The numerical solution of variational problems. Journal of Mathematical Analysis and Applications 5 

(1): 30–45. doi:10.1016/0022-247x(62)90004-5. ( .) 
4.  Dreyfus, Stuart (1973). The computational solution of optimal control problems with time lag. IEEE Transactions on 

Automatic Control 18 (4): 383–385. doi:10.1109/tac.1973.1100330. ( .) 
5.  Schmidhuber, Jürgen (2015). Deep Learning. Scholarpedia 10 (11): 32832. Bibcode:2015SchpJ..1032832S. 

doi:10.4249/scholarpedia.32832.( .) 
6. Ruder, S. An overview of gradient descent optimization algorithms / S. Ruder // Cornell University Library. – 2016. – URL: 

https://arxiv. org/abs/1609.04747 
7. Jordan, J. Intro to optimization in deep learning: Gradient Descent/ J. Jordan // Paperspace. Series: Optimization. – 2018. – 

URL: https://blog.paperspace.com/intro-to-optimization-in-deep-learning-gradient-descent/ 
8.  Seppo Linnainmaa[en] (1970). The representation of the cumulative rounding error of an algorithm as a Taylor expansion of 

the local rounding errors. Master's Thesis (in Finnish), Univ. Helsinki, 6-7. ( .) 
9. Anish Singh Walia Types of Optimization Algorithms used in Neural Networks and Ways to Optimize Gradient Descent – 

URL: https://towardsdatascience.com/types-of-optimization-algorithms-used-in-neural-networks-and-ways-to-optimize-gradient-
95ae5d39529f 

10. Fletcher, R. Practical methods of optimization / R. Fletcher. – Wiley, 2000. – 450 p. 



 " : , , "  
, 2019.  35 

 

 
©  . , . , .  
 

184 

 004.438 
. , . , .  

 
 

 SWIFT  IOS 
 

 
. , . , . .  Swift  

 iOS . ,  Apple  
 iOS, macOS, watchOS  tvOS.  

 Swift,  
 iOS  IPhone. 

:  Apple,  Objective-C,  Swift,  Swift  Framework,  UIKit,  MacBook,  macOS,   ,  
, Xcode 

 
. , . , . ,  Swift  

 iOS . , 
 Apple  

iOS, macOS, watchOS  tvOS.  
 Swift,  iOS  IPhone. 

: Apple, Objective-C, Swift, Swift Framework, UIKit, MacBook, macOS, , 
, Xcode 

 
M.M. Polischuk, Y.S. Povstyana, O.R. Kulakevich. Using Swift programming language to implement a personalized 

iOS project. The article discusses modern technologies and design tools that Apple provides software developers for their own 
operating systems iOS, macOS, watchOS and tvOS. The analysis of the prospects for implementation in their own projects regarding 
the new Swift programming language has been carried out, and the stages of creating their own iOS apps for the iPhone have been 
demonstrated. 

Keywords: Apple, Objective-C, Swift, Swift Framework, UIKit, MacBook, macOS, mobile application, integrated 
development environment, Xcode 
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import UIKit 
 
class ViewController: UIViewController, UITableViewDelegate, UITableViewDataSource 

{ 
     
    @IBOutlet weak var tableView: UITableView! 
     
    override func viewDidLoad() { 
        super.viewDidLoad() 
        tableView.delegate = self 
        tableView.dataSource = self 
    } 
     
    func tableView(_ tableView: UITableView, numberOfRowsInSection section: Int) -

> Int { 
        return 3 
    } 
     
    func tableView(_ tableView: UITableView, cellForRowAt indexPath: IndexPath) -> 

UITableViewCell { 
        let cell = tableView.dequeueReusableCell(withIdentifier: "Cell", for: 

indexPath) 
        cell.textLabel?.text = "My first string" 
        return cell 
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Sosnovskiy V.A., Khlevniy A.O. Analysis and research of the main methods of face recognition. The article deals with 

the main methods of face recognition, that are used to identify the person. The study describes the basic process of face recognition, 
and conducts the review of the advantages and disadvantages of the most popular algorithms for face recognition. Based on received 
results the comparative analysis of the methods is conducted and conclusions about the most perspective directions of studies in this 
scope are made. 

Key words: face recognition, algorithm, key points, accuracy. 
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Tereykovskaya LO, Ivanchenko Ye.V., Pogorelov V.V. Method of adaptation of the deep neural network to the 

recognition of computer viruses. The analysis of scientific and applied researches devoted to creation of the systems of protection 
against harmful software shows that one of the most perspective directions of development of the systems of recognition of malicious 
software is the improvement of their mathematical support due to the application of modern neural network models on the basis of deep 
neural networks. The results of the analysis also identified the need to create a method for developing the architecture of deep neural 
network adapted to the conditions of use in modern means of recognition. In the course of research, a method for developing a deep 
neural network architecture designed to detect malicious software was proposed. In contrast to the existing methods, this method allows 
avoiding during the development of a neural network model of long-term numerical experiments aimed at determining the 
appropriateness of its application and optimizing its structural parameters. Through numerical experiments using computer virus database 
BIG-2015 published by Microsoft, it is shown that the method allows building a neural network model that provides a recognition error 
that is commensurate with the error of modern computer virus recognition systems. Prospects for further research are related to the 
adaptation of the proposed method to the application of deep neural networks in behavioural analyzers. 

      Key words: malware, intrusion detection system, cyberattack, deobfuscation procedure, DNN architecture adaptation method. 
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avlDNN41,2,020 dnndnnNNNif avlyxwx , (4) 

 yx NN , - , w  - ,  
,  –  

.  
 3dnn  

avlDNN32,0 dnnNNNif avlyxwx , (5) 

 2dnn –  

avlDNN22,0200
01,02,22

dnnNNN
NNNNif

avlyxmx

yxxnx
, (6) 

 n  – ,  
.  

 [4, 9] , . 1,  
,   

. .  
. 
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 1.  
  

H1  
H2  
H3  
H4  
H5  

 
H6  
H7  
H8  
H9  
H10  

 
 [4, 9] ,  

 0  1.  i  k  1,  k  
,  0, .  

 , . 2. 
 

 2.  

 

1 2 3 4 

H1 1 1 1 1 
H2 0 1 0 0 
H3 0 1 0 0 
H4 0 1 0 0 
H5 1 0,5 1 0,5 
H6 1 0,5 0,5 0,5 
H7 1 0,5 0,5 0,5 
H8 0 0 1 1 
H9 1 1 1 1 
H10 0 0 0 0,5 

 
 .  

,  
 

,  5 . 
 1.  

,  (1-6).  
  2. .  

 (1, 4-6). 
  3. ,   . 2. 
  4.  (2, 3)  

. 
  5. .  

 [9, 16],  
 CNN  RCN -  [14, 15 ].   

 ,  
,  – . 

  
:  

 -  
;  
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 -  Windows-  
 API- ; 

 - , ; 
 -  1  (2592000 ); 
 -  Microsoft  

 BIG- 2015. 
 ,  BIG-2015  9 , 

. 3.  10868.  
 

 3.  BIG-2015 
 
 

 
 

 (  
Microsoft) 

Ramnit 1541 Worm 
Lollipop 2478 Adware 
Kelihos_
ver3 

2942 Backdoor 

Vundo 475 Trojan 
Simda 42 Backdoor 
Tracur 751 TrojanDownloader 
Kelihos_
ver1 

398 Backdoor 

Obfuscat
or.ACY 

1228 Any kind of obfuscated malware 

Gatak 1013 Backdoor 
 

 BIG-2015  Interactive DisAssembler,  
 Assembler,  

,   DLL.   
 Flirt  
, , , ,  

, , ,  
.   DeleteFile,   

 Windows.  [5, 9]  
 300 .  
. 

 1.  
, , .  
0nw .  avl=2592000 , ,  

=10868. ,  
 Windows,  

 BIG-2015 .  300xN , 
 9yN . ,  

 0,01 .  
c01,0 .  

 2.  xN , yN , w n  (1, 4-6)  
cdnndnn 3708, 41 , cdnn 1853 , cdnn 988182 .  avl, 

, .  
 3.  ,  .  2,   

.      
. 4. 
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 4.   
1 2 3 4 5 6 7 8 9 10 

0,1 0,02 0,03 0,02 0,2 0,15 0,2 0,15 0,1 0,03 
 

 4. .4  (3) : 
V( 1)=0,75, V( 2)=0,535, V( 3)=0,725, V( 4)=0,64.  (4) , 

 1.  
     5.  Nx  Ny,  1  

,  
.  1  

 Kh =2.  
 [4, 9] : 

hy

x
h KN

NP
RoundN ,                    (7) 

kk zzf ,0max , 

 Nh - , Kh - , f(zk) -  
,  zk –  k-  

.  
  (7)  P, Nx,Ny  Kh ,  Nh=135.  
  

.  Python  TensorFlow (  
 Google).  (AMD FX-9800P (2.7 - 3.6 

)  /  RAM  8   /  HDD  1   /  AMD  Radeon  RX  540,  2  ),   
 Windows 10.  

  100 .  90  
 0.01.  BIG-2015  

, .  
. 1.

0
0,01
0,02
0,03
0,04
0,05
0,06
0,07
0,08
0,09
0,1

Ram
nit

Loll
ipop

Keli
hos

_v
er3

Vun
do

Sim
da

Trac
ur

Keli
hos

_v
er1

Obfusca
tor

.A
CY

Gata
k

 
. 1.   

 
 .  2  ,   Simda,  
Tracur  Vundo. ,  

.  0,036.  
,  

 
. ,  

 [1, 2, 5, 7, 11, 12],  
. 

 . ,  
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. , . ,  . , . . . 
.  

 Html  CSS  Drupal8. 
: , CSS, HTML, Drupal 8, , . 

 
. , . ,  . , . . . 

.  
 Html  CSS  Drupal8. 
: , CSS, HTML, Drupal 8, , . 

 
N.A. Khrystynets, A.A. Sakhnyuk,  E.A. Sviridyuk, O.I. Miskevich. Use of em-blocks when creating a site. The essence 

of the implementation of EM-blocks when creating websites is disclosed. The relevance of replacing the standard implementation of 
hypertext markup Html and CSS styles with EM technology in the Drupal8 development environment has been investigated. 

Keywords: EM-block, CSS, HTML, Drupal 8, template, framework. 
 

.  
.  – 

. 
 ,  

.  
 Harry Roberts  [4]  ,  

,  
.  

 Johan Ronsse [7] ,  
, ,  

.  
 

.  
 –  ,  ,  – , 

 .  CSS,  
. ,  

EM ,  
. 

, ,  
EM, . , ,  
EM,  .  ,   

EM. 
: 

.block {} 

.block__element {} 

.block--modifier {} 
 .block . 
 .block__element , .block  .block . 
 .block—modifier  .block. 

 
EM , ,  

 .  HTML , , ; 
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, ,  
. : 

.person {} 

.person__hand {} 

.person--female {} 

.person--female__hand {} 

.person__hand--left {} 
 

 
,  

,   ,  
,  
. 

  .site-logo. ,  
. : 

.site-logo {} 

.site-logo--xmas {} 
, ,   

. 
 

 
,  

.  ,  
: 

  
 . ,  

 (landing)  –  ,  .   
. 

  : ,  
.   

. 
  

 .   
. 

  
 ,  

. 
  project-stub EM-express . 

  
 , ,  

. 
  

 ,  
.  

. 
  

, . 
 . 

  CSS / JS . 
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   Medoc  Profinteco : 

 
{% set EM_block = 'app' %} 
<div class="{{ EM_block }}"> 
    {% include '@blogger/include/header.html.twig' with {'show_dlog_hero': false} %} 
    {% include '@blogger/include/pages/medoc.html.twig' %} 
    <main{{ main_layout_attributes.addClass( EM_block ~ '__content') }}> 
        <div class="main-layout__inner"> 
            {{ page.content }} 
            {{ page.sidebar_first }} 
        </div> 
    </main> 
 
    {% include '@blogger/include/footer.html.twig' %} 
</div> 
 

 
. 1.  header.html.twig 

, .  
  . 

 header.html.twig   footer.html.twig , 
.  medoc.html.twig( )  

.    
. 

 

 
. 2.  footer.html.twig 

 
  medoc.html.twig: 

{% set EM_block = 'medoc' %}  
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<main class="{{ EM_block }}"> 
    <div class="{{ EM_block }}__welcome"> 
        <div class="{{ EM_block }}__welcome-video-wrapper"> 
            <video poster="{{ medoc_image_uri|image_style('thumbnail') }}" autoplay loop muted 

class="{{ EM_block }}__welcome-video"> 
                <source src="{{ file_url(medoc_video_uri) }}" type="video/mp4"> 
                {{ 'Your browser does not support the video tag'|t }} 
            </video> 
        </div> 
        <div class="{{ EM_block }}__container"> 
            <div class="{{ EM_block }}__welcome-inner"> 
                <h1 class="{{ EM_block }}__welcome-title">M.E.Doc</h1> 
 
                <div class="{{ EM_block }}__welcome-description"> 
                    <p>C .</p> 
                </div> 
            </div> 
        </div> 
    </div> 
</main> 
 

 
. 3 –  medoc.html.twig 

 
 

 e  ,  .   
,  
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, , , , ,  
,  " ",  

. EM , , , 
, . 

.   
, , , , , .   , -

. 
 

. 
, EM , ,  

, , ,  
. 

EM ,  
, . 

 
1. Addison Berry, Angela Byron, Bruno De Bondt. Using Drupal (2nd Edition). – O'Reilly. 2012. – 500p. 
2. Al-Darwish, N.: PageGen: An Effective Schemefor Ddynamic Generationof Web Pages. Informationand Software Technology 

45(10), 15 July 2003, Pages 651-662 
3. Cynthia McCourt. Drupal: The Guide to Plainning and Building Websites. – Wrox. 2011. – 504 p. 
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Yatsiuk Svitlana, Yatsiuk Andrii, Fedonyuk Anatoly. Information provision of transport-logistic systems. The article 

analyzes information transport-logistic systems and defines the principles and provisions of a single information space that facilitate 
the localization of tasks for the implementation of the concept in transport-logistic systems. 
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 DOCKER  
 

 
. .  DOCKER . 

 
.  

. .  
 Docker. 

: Docker, , CI/CD, . 
 
Melnyk V.M. Nahorniuk A.I. Use DOCKER to create a separate research environment. In this paper, the use of 

containerization technology to create an independent environment for conducting research in the direction of comparison of high-speed 
databases was considered. In particular, the nature of the features creating images and containers was highlighted. A comparison with 
another virtualization technology has been made. The main advantages of Docker technology are determined. 

Keywords: Docker, Containerization, CI / CD, features of use. 
 

. .  DOCKER .  
 

. ,  
. .  

 Docker. 
: Docker, , CI / CD, . 

 
1. .  

. 
, ,  

. ,  
.[1, 2, 8]  

 
. ,  

 - , , .  
.  

 ( , ), ,  
. , ,  

. ,  
,  

.  « » ,  
.  docker  

.  ,   7-8 ,  
 frontend, backend, content-api, mysql, redis, mongodb, elastic, rabbitmq.  

,  
.  ,   

mongodb 2.4  4, ,  
,  .   docker,   

. , 
 2-3 

, . ,  
 PHP 5.6, 7.0, 7.1, 7.2.  PHP 

,  
 PHP .  

 
, ,  

 2 . 
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Docker , ,  
. Docker  

, , .[3, 5, 6] 
: 

  ( )  docker ; 
 ; 
 , . 

2. .  Vagrant  
, .  

 
 ( , LAMP): 

 , . 
  

. 
 .[4, 8, 11] 

 Docker  ,  .  Vagrant   
,  Docker. , 

.  
,  VirtualBox  VMware.  

 Vagrantfile. Vagrantfile  Vagrant,  
, . , 

,   
, . Docker, ,  

", ,  
) .  

,  (  
). 

 
 

: . 
Vagrant ,  

. Docker - ,  
, . , ,  

, , . Docker 
 MacOS, Linux  Windows.  Docker  

 ( , BSD).  
, Docker  

Vagrant. Vagrant  Windows, Mac  Linux.  
, Docker ,  

 Docker VM , .  
 Docker. Vagrant  Docker.  Vagrant  

, ,  Docker .  
Vagrant,  Docker  " "  " ", .[6, 7, 14] 



 " : , , " 
, 2019.  35 

 

© . . 

219 

Vagrant  Hashicorp - ,  
 (VM), .  

,  
,  -  

 - ,  
. Docker - , 

,  Linux (LXC),  
Docker  LXC  containerd, .  

,  Docker  
.  

,  Vagrant VM  
.  Docker  Kubernetes  docker-compose. , 

, , ,  
.[8, 12, 13] 

 Docker , , 
. Vagrant VM  

, . Docker  
,  

 3  - Linux, Windows  Mac OS.  
 - , ,  

 300% . 
Vagrant ,  (  

).  Docker ,  
, , . 

Docker - ,  
.  

, Docker-  
,  Kubernetes, Jenkins  

 DevOps  CI/CD. , Vagrant  
,  

 – , ,  
. 

3.  Docker.  
,  Dockerfile . 

: 
FROM ubuntu:18.04 
MAINTAINER Andrii 
RUN echo 'debconf debconf/frontend select Noninteractive' | debconf-set-selections 
RUN apt-get update 
RUN apt-get install -y python-pip python-dev python-lxml libxml2-dev libxslt1-dev libxslt-dev 

libpq-dev zlib1g-dev && apt-get build-dep -y python-lxml && apt-get clean 
ADD requirements.txt requirements.txt 
RUN pip install -r requirements.txt 
WORKDIR /project 
EXPOSE 80 

 FROM , . MAINTAINER – .     
RUN ,  ADD ,  URL-  
 <src>  <dest>.  <src>  

, ,  
.  WORKDIR  RUN, 

CMD, ENTRYPOINT, COPY  ADD,  Docker.  WORKDIR ,  
,  Dockerfile. 

 WORKDIR  Docker.  
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,  WORKDIR.  EXPOSE  Docker 
, . ,  

 TCP  UDP,  – TCP, .  
EXPOSE . , ,  

, , .  
,  -p  

,  -P  
.[10, 12, 15] 

 Dockerfile , :  
docker build -t username/image 

 username -  Dockerhub  image –  
. ,  DockerHub. 

 docker push username / image. 
,  Django,  

 c Redis,  PostgreSQL  Celery Worker.  
,  Docker Compose,  

 YML  ,  .  
 docker-compose.yml: 

 
django: 
  image: username/image:latest 
  command: python manage.py supervisor 
  environment: 
    RUN_ENV: "$RUN_ENV" 
  ports: 
   - "80:8001" 
  volumes: 
   - .:/project 
  links: 
   - redis 
   - postgres 
 
celery_worker: 
  image: username/image:latest 
  command: python manage.py celery worker -l info 
  links: 
   - postgres 
   - redis 
 
postgres: 
  image: postgres:9.1 
  volumes: 
    - local_postgres:/var/lib/postgresql/data 
  ports: 
   - "5432:5432" 
  environment: 
    POSTGRES_PASSWORD: "$POSTGRES_PASSWORD" 
    POSTGRES_USER: "$POSTGRES_USER"   
 
redis: 
  image: redis:latest 
  command: redis-server --appendonly yes 
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 ,  django, celery_worker, postgres  redis. 
.  ,  ,   Redis  dockerhub  

. ,  Postgres  
 local_postgres.  ,  Django,  8001-

 80- ,   /  project   
,  Redis  Postgres . ,  

 –  celery worker,  Postgres  Redis.  
,   -   

. , ,  
. : latest  

DockerHub.[11, 12, 14] 
 , ,  
docker-compose up 
  ,   Docker - .  ,   

,  
.  Docker  " " 

 ( , Debian + Apache + modPHP + PostgreSQL  Ubuntu + nginx + PHP-fpm + 
MySQL).  " " ,  

.  " " ,  
.  " "  Docker image.  

,   -  Dockerfile.  ,   
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Pidkova Y. I.  Methods and tools to study the reliability and protection of personal data in the implementation of 

internet transactions. The paper discusses the use of methods and tools to study the reliability and protection of personal data in the 
implementation of Internet transactions, and proposed the use of methods and tools to study the reliability and protection of personal 
data in the implementation of Internet transactions, which include monitoring, detection and response to incidents. It is shown that 
when combining monitoring, detecting and responding to incidents into a single system, this allows us to investigate the reliability 
and ensure the protection of personal data during the implementation of Internet transactions. 

Keywords: reliability, protection, personal data, Internet transactions, monitoring, incident detection, incident response. 
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