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AUTOMATION OF THE PROCESS OF SETTLEMENT IN DORMITORIES USING THE
UNIFIED MODELING LANGUAGE UML

Samchuk L., Povstiana Y. Automation of the process of settlement in dormitories using the unified modeling
language UML. This paper considers the computerization of the lodging check-in prepare, especially room reservation. The
research's fundamental objective is to create an successful framework that permits robotization and optimizing the forms of settling
understudies in a inn, decreasing time and asset costs, and expanding the comfort and fulfillment of clients. The work analyzes the
existing frameworks and strategies of booking rooms and uncovers their inadequacies and focal points. Based on this investigation,
a modern computerized framework was created, counting a helpful interface for clients and the residence organization, usefulness
for booking and saving rooms, bookkeeping for complimentary places, and integration with the understudy database. For creating
the framework UML graphs were utilized, counting case charts, action graphs, and grouping graphs, which made a difference to
arrange the structure and behavior of the framework in detail. The most comes about of the investigate are the creation of a
framework model and testing of its effectiveness in genuine conditions. The test comes about appeared a significant reduction
within the time required to prepare settlement applications, a diminishment within the number of blunders, and an advancement
within the in general organization of the method. The work is of viable significance for the organizations of instructive teach
looking for to progress the effectiveness of quarters administration, as well as for computer program engineers who specialize in
making computerization frameworks for instructive teach.

Keywords: UML diagrams, automation, administrators, users, modeling, ordering a room.

Camuyk JI.M., IloBcrsina FO.C. ABToMaTu3anisi mpouecy mnocejieHHsI B TYPTOKUTKH 3 BUKOPUCTAHHAM €IHHOI
moBu MmoneawBanHa UML. V naniii poOoTi po3risgaeThcs aBTOMATH3Allisl MPOIECY MOCEICHHS B TYPTOXHTOK, 30KpeMa
OpoHroBaHHs1 HOMepiB. OCHOBHOIO METOIO JOCITI/PKEHHsI € po3poOka e()eKTHBHOI CHCTEMH, sIKa JO3BOJISIE aBTOMAaTH3yBaTH Ta
ONITHMI3yBaTH NPOIECH MOCEIEHHS CTYJACHTIB y I'YPTOXKUTOK, 3MEHIINTH BUTPATH 4acy Ta PecypciB, MiJBHIIUTH 3pYy4HICTH Ta
3aJI0BOJICHICTh KOPUCTYBa4iB. Y pPOOOTI MPOaHaNi30BaHO iCHYIOYI CHCTEMH Ta METOAM OPOHIOBaHHS HOMEPIB, BUSBJICHO iX
HENOJKH Ta mepeBard. Ha 0cHOBI IpOTO aHAMi3y PO3p0oOJICHO HOBY aBTOMATH30BaHY CHCTEMY, IIIO BKIIIOYAE 3pYUHUMA iHTepdeiic
IUIT KOPUCTYBaviB Ta afMiHICTpamii TYpTOXHUTKY, (YHKIIOHaT OpOHIOBaHHS Ta pe3epBYBaHHS KiMHAT, OOJIK BUIBHHX MiCIlh,
IHTETrpalio 31 CTyIeHTChKO 0a30f0. [y po3poOKHM cucTeMH BUKOpHCTOBYBaimcs miarpamu UML, Brimowarodm miarpamu
BUTIAJKIB, JiarpaMy HisUTBHOCTI Ta JiarpaMy ITOCIIIOBHOCTI, SIKi JOTIOMOTIH JETAIBFHO CIUIAHYBAaTH CTPYKTYPY Ta TOBEIIHKY
cuctemMu. OCHOBHUMH pe3yJIbTaTaMH JOCTIPKEHb € CTBOPEHHS IPOTOTHUITY CHCTEMH Ta mepeBipka ii eeKTHMBHOCTI B pealbHUX
ymoBax. Pe3ynpTaT TecTyBaHHS IOKa3ajld 3HAYHE CKOPOUYESHHS yacy oOpOOKH 3asiBOK Ha PO3paxyHKH, 3MEHIIEHHS KUIBKOCTI
MOMHJIOK Ta TIOKPAIICHHS 3arajbHOl oprauisaiii nporecy. Pobota Mae mpakTH4He 3HAYCHHS I aJMiHICTpallii HaBYAJIbHUX
3aKJIajiB, SKi NMParHyTh MiJIBUIINTH €(QEKTUBHICTh YNPABIIHHA TYPTOXHTKAMH, a TaKOX JUIi PO3POOHMKIB IPOrPaMHOIO
3a0e3MeUYeHHs, AKi CIEHiali3yIOThCSl Ha CTBOPEHHI CHCTEM aBTOMATH3allil HAaBUAIBHIX 3aKJIa/IiB.

KnawouoBi ciaosa: UML piarpamm, aBroMaTH3amisi, aaMiHICTppPYyBaHHS, KOPHCTYBad, MOETIOBAHHS, IIOCEICHHS B
T'YPTOXHUTOK.

Introduction. The current hostel check-in process is often complex and inefficient, requiring
significant effort from both administrators and students. The lack of an automated system to manage the
accommodation check-in process increases the risk of error and the time taken. In order to develop an
effective automated system, it is necessary to create a detailed model of the hostel check-in process. UML
diagrams are a powerful tool for modelling and visualising systems and can be used to represent the check-
in process.

The UML recommends a standard arrangement of diagrams and a documentation for demonstrating
object-oriented frameworks and presents the main semantics of what these diagrams and symbols mean.
Therefore, this study presents Web Based Hostel Reservation System with UML, an extension of UML
covering the main parts of the reservation system at the different perspectives and diagrams of UML. In
this study illustrated web-based hostel reservation system using UML to have meaningful and standardized
behavioural specifications of reservation system would make it feasible to determine the properties and
enable more thorough and less costly.

The main system components such as hostels, rooms, administrators and users should be defined and
represented in UML diagrams. It is important to determine how the main components of the system interact
with each other during the boarding process. A class diagram can be used to show the structure of a system
and the relationships between its components. A sequence diagram can be used to show the interaction

© Samchuk L., Povstiana Y.
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between components during the room booking process. A state diagram can be used to show the different
states a room can be in (e.g. free, booked, occupied). Once the UML diagrams have been created, they
should be analysed and used to develop an automated student accommaodation billing system.

Literature review. In the paper [1] this paper proposes the advancement of an computerized
residence administration framework. The codes for the mechanized framework were created utilizing
Visual Essential, and Microsoft Get to was utilized to create the most database. The created framework
dispenses with the deficiencies of conventional residence administration strategies; it is more helpful,
graphical client interface-oriented, solid, effective, and ensured by get to control instruments. Research [2]
showed that the online marketplace platform was targeted at a large number of hostel searchers, using an
architectural proposal to model an authentic hostel market, a software architecture developed on the
Information Systems platform, using technologies: geolocation, Google Maps API, artificial intelligence,
and speech recognition API.

The paper [3] portrays a extend that addresses the issues of lodging administration and maintains a
strategic distance from the issues that emerge when it is done physically. It is anticipated that this venture
will diminish the burden on individuals and incredibly encourage the method of distributing inns for
understudies and hostel directors with the assistance of this program. In this way, the number of lodgings
for the settlement of understudies beneath thought in this college will be advance expanded.

In the work [4] the proposed framework, which is able of collecting point by point data almost the
understudy residence in a convenient way, can precisely and viably the residence settlement insights, the
residence power circumstance, the understudies wellbeing status within the residence and the remote staff
entering and clearing out the information, make the understudies residence work administration staff can
get it the understudy quarters in detail in genuine time and alter the understudy quarters administration
procedures agreeing to the information to successfully fathom the issue of topsy-turvy data for the majority
understudies to supply a great benefit stage. As displayed within the work [5] the Hostel Management
system may be a web application that's made for overseeing diverse exercises within the lodging. This
extend is expected to limit human work and make inn allotment much less demanding for understudies and
lodging chairmen with the assistance of the net application to the lodging, normally select the understudy
from the holding up list and mess charging, out pass era, complaint enrollment, and so forward. In the
article [6] it is proposed to use an electronic governance system to solve the identified problems. The
proposed system allows the student to register on the Internet and provides him/her with an ID card. The
proposed system collects information about students in an electronic archive, which can simplify the import
of their information in the future.

The authors [7] have developed an automation system for dormitory settlement using fuzzy logic
(Mamdani algorithm) to optimize room allocation while considering residents' psychological compatibility.
A comprehensive analysis of existing solutions was conducted, identifying their shortcomings, and a
prototype was implemented in the FUZZY LOGIC environment to enhance transparency and settlement
management efficiency.

The creators [8] contend that in most understudy residences in creating nations, numerous individuals
live in single-function quarters. The division of the residence is as well settled, coming about within the
quarters frequently missing utilitarian spaces. This brings a parcel of burden to the understudy instructing
and administration staff. By separating the residence into a few diverse categories concurring to their
usefulness through the shrewdly plan of entryway locks, the framework can accomplish more proficient
and adaptable asset allotment, which not as it were makes a difference the school administration, but
moreover benefits the understudies.

Researches Methodology. The utilize of UML charts within the field of software engineering is
getting to be increasingly common. They are utilized to characterize and record frameworks, making a
difference to distinguish the necessities and scope of systems and applications. The most objective of these
ponders is to efficiently survey the writing on the utilize of UML graphs in computer program designing
investigate [9-10]. Bound together Modeling Dialect is utilized to indicate, visualize, alter, develop, and
record the artifacts of an object-oriented software-intensive framework beneath advancement. Amid this
distinctive charts are drawn agreeing to require & the sorts of prerequisites. The require of this ponder is to
discover out the significance of diverse graphs (use-case, grouping, and movement) amid computer
program improvement [11].

The framework plan is the stage where designers attempt to address the framework prerequisites
distinguished within the examination stage of the advancement arrange. It begins by understanding how the
system works to realize the specified framework usefulness. Usually done by utilizing Bound together

© Samchuk L., Povstiana Y.
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Modeling Dialect (UML) diagrams which visualize the components of the framework engineering. Since
there are so numerous UML graphs with distinctive purposes, as it were a couple of and the basics are
utilized for this paper. These considers affirm the significance of utilizing UML graphs to computerize the
residence check-in handle. They appear how UML can be utilized to imagine and make strides real-world
forms.

In today's world, robotization is getting to be increasingly common in different circles of life. One
of these ranges is the administration of lodgings. This prepare includes a few complex errands, such as
room assignment, administration of inhabitance demands, and room inhabitance control. UML graphs can
be utilized to robotize this prepare. Utilize case graphs are behavioral charts that visualize the interaction
between on-screen characters and the framework. On-screen characters, which can be clients or other
frameworks, are substances that control the usefulness of the framework. Utilize cases chart gives a
rearranged see of what the framework does by recognizing framework functionalities and how they
associated with inner and outside performing artists. Within the lodging administration framework, there
are five on-screen characters, understudy, admin, database, head of the quarters, and location which have
diverse parts that the framework reacts to appropriately. A utilize case chart can be upheld by a case
portrayal for more understanding. This depiction can give more detailed data which isn't included within
the graph due to effortlessness and coherence requests. Table 1 includes a description of the diagram of
the website for booking a roomin a hostel.

Table 1 — Description of the diagram of the website for booking a room in a hostel

Student Reserves a room, fills in personal data, views available rooms

Admin Fills in data about the rooms and monitors the functionality of the site

Database The place to save personal data of each student

Head of the An employee of the dormitory who provides data to the administrator
dormitory and confirms the reservation to students

Site Displays all information about places in the dormitory

A graphical interpretation of Table 1 is given in Figure 1

=plays

Fig. 1 — Diagram of précedents for displaying the operation of the site forbooking a room

The proposed structure is key to guaranteeing students' comfort when looking for data approximately
lodging openings. An imperative condition is that the asset keeps up an alluring appearance and usefulness.
A use-case chart captures these component connections. Arrangement charts appear the interaction of
components of a framework in a arrangement of time. In this chart, time is demonstrated on the vertical
hub, whereas framework objects are adjusted on the flat pivot. It moreover visualizes the arrange of
execution of messages and choices within the engineering of the framework to be outlined. Table 2. includes
a detailed description of the components of a sequence diagram for displaying processes.
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Table 2 — Description of the components of a sequence diagram for displaying processes

Authorizing / registering

The student registers if he enters the site for the first time or
authorizes if he has already visited it.

Stores student data

The data entered by the student is stored in the database.

Transmits information about the
student.

Information is stored in the database, which is then provided to the
dormitory for entering data into its database.

Provides information about the
room

The head of the dormitory provides information to the administrator
about free rooms, places, risers, etc.

Fills in information about the
room

The administrator fills in the provided information in the database

Stores room information

The database stores and updates the information entered by the
administrator.

Displays information for the user

All information from the database about the rooms is displayed on
the website.

Fills in additional information

The student fills in additional information (place of residence,
whether there is a benefit, etc.)

Stores data in the database

Additional information about the student is also stored in the
database.

Reserves a room

The student, having chosen a room to his liking, books it

Waiting for room confirmation /
rejection

After booking, the student is waiting for a notification about the
approval or rejection of the reservation of the room -
accommodation.

Confirms /
reservation

rejects  room

After the student has booked a room, the dormitory confirms or
rejects the settlement.

Updates the settlement about the
room

When deciding on a room reservation, the administrator updates the
information that the room or place is already occupied. Nothing
changes when the reservation is rejected.

Displays room

information

updated

After updating the information by the administrator, the site displays
the new information.

The components of a grouping chart for speaking to forms are visualized in Figure 2.
An movement graph may be a behavioral graph that appears the energetic angles of a framework. It
portrays the stream of the framework from an starting system-triggering act of a client to decision-making

steps and framework yields.

Fig. 2 — Sequehce diagrém

The graph underneath visualizes the workflow to illustrate the room reservation prepare. Table 3
incorporates a nitty gritty depiction of the room reservation handle.

© Samchuk L., Povstiana Y.
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Table 3 — Detailed description of the room reservation process

Login to the site

The student enters our site

Are you registered?

If the student is on the site for the first time, then he needs to register, if not, then
he must log in

You are on the site

After registration/authorization, you get to the room reservation site, after which the
choice is made

Go to the profile tab

A page with additional information about the student

Did vyou fill in | If yes, then it is possible to edit the information, if not, then you need to enter it
additional

information?

Book a room This is a button on the room reservation page, after which you choose the room you

like

Filling the "filter" of
the room

You need to filter the room, i.e. male or female, and also select the faculty

View available rooms

We are looking at all the rooms that are available for our faculty

Booking a room you
like

Actually, booking a room

Waiting for an answer
about settlement

The student is waiting for an answer about settlement or rejection

Based on Table 3, an algorithm was developed (Fig. 3).
)

Fig. 3 — Activity diagram to demonstrate the room reservation process

Results. This ponder brought about in creating a framework for disseminating participants to
residence rooms, considering their individual characteristics, scholarly execution, inclinations, and way of
life. The proposed framework points to extend the consolation of living and make an environment
conducive to students' advancement.

The reason of this try is to consider individual characteristics, academicperformance, inclinations,
andlifestylein planning a framework for distributing understudies to residence rooms. By bookkeeping for
the conclusions of understudies who have as of now experienced the adjustment period in residences, this
approach points to progress consolation levels, social adjustment, and students' scholarly execution. Also,
itwillenable the modeling of a UML chart to imagine the framework design components for designers,
encouraging the creation of a room reservation framework for understudy quarters. The think about is based
on subjective and quantitative examination of the collected information. Members were educated almost
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the reason of the study and told that the inquire about points to accumulate their suppositions on their

encounter of adjusting to residence living so that the results and recommendations might be considered

within the advancement processservices (Table 4).
Table 4 — Target audience survey results

Questions Options for responses Numerosity
Which year of study you | 1st year of study 20
are? 2nd year of study 16
3rd year of study 14
Do you prefer to live | | want to live only with roommates from the same faculty as 26
with roommates from | mine
the same faculty as | I prefer to live with roommates from the same faculty as mine. 18
yours? However, if that's not possible, 1 am open to living with
roommates from a different faculty
I don't mind whether my roommates are from the same faculty 6
as mine
Do you prefer living | | often clean my room and hope that my roommates do the 31
with roommates who | same
will maintain cleanliness | I clean my room from time to time and hope that my 19
in your room? roommates do the same
I don't mind how often my room is cleaned. | just hope that -
basic cleanliness is maintained in my room
Interaction with my | | have an extroverted personality, and | would prefer my 14
roommates roommates to communicate with me in a lively manner
I have an introverted personality, and | would prefer my 10
roommates to communicate with me quietly
I don't care if my roommates talk to me loudly or quietly 26
How satisfied are you | well 34
with your roommates? | good 12
satisfactorily 4
Is it important to | important 37
consider the academic | not important 13
performance of
roommates when
allocating rooms for
first-year students?
Are factors such as | yes 23
smoking, hobbies, | no 23
interests,  preferences, | indifferently 4
sports, etc., important in
influencing the
relationships  between
roommates?

The learning members were understudies of Lutsk National Technical University (LNTU) dwelling
in residences. A add up to of 50 understudies were chosen for the inquire about. The test was shaped with
thought of the differences of resources and the individual characteristics of the understudies. Information
collection was conducted employing a Google Shapes survey. The essential center was on parameters such
as the specifics of intelligent between roommates, strategies for upgrading versatility, and components
impacting their connections (smoking, cleanliness, melodic inclinations, sports interface, etc.). All
guestions were defined essentially and concisely to guarantee they were effectively caught on by all
respondents. The collected information was handled utilizing factual strategies. The taking after key
discoveries were distinguished: The larger part of understudies favor roommates who share their values
with respect to cleanliness, communication, and scholarly execution; Components affecting connections
between roommates are critical for half of the respondents; The advancement of an assignment framework
ought to consider workforce, scholastic execution, individual characteristics, and communication
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inclinations. This approach will offer assistance make a supportive environment for understudies within the
residence.

Conclusions. The study demonstrated that the use of UML diagrams for automating the student
dormitory settlement process significantly improves management efficiency and minimizes administrative
costs. The implementation of this system will automate room reservations, reducing the processing time for
settlement applications by nearly half compared to the traditional method. The introduction of an automated
room allocation mechanism based on personal characteristics and academic performance helps create a
more comfortable living environment. The use of UML diagrams in the development process ensured clear
system modeling, enhancing the quality of its implementation and further maintenance. The obtained results
confirm the feasibility of using automated systems for student dormitory management. Future research may
focus on expanding the system’s functionality and integrating it with other university management

platforms.
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THTET'PAIIS ITYYHOT'O IHTEJAEKTY B CACTEMU ABTOMATH3AIIIT
NPOMUCJIOBUX MPOLECIB

Ipumncoka C.0., AdpamoBa A.O., Ckaagannuii .M. Iurerpamisi mTy4HOro iHTeJEeKTY B CHCTEMH
aBToMaTH3anii NPOMHUCIOBUX mpoueciB. J{OCTiHKEHO BIPOBAKEHHS MITYYHOTO iHTEJEKTY B aBTOMATH3AIlI0 MPOMHUCIOBHX
IIPOLECiB, IO € KIFOYOBMM HampsMoM Iu¢ppoBoi TpaHchopmalii BHpOOHHITBA. Y CTaHOBIICHO, IO 3aCTOCYBAaHHS aJTrOPUTMIB
MalIMHHOTO HaBYaHHS, HEHPOHHHMX MepeK, KOMIT'IOTEPHOTO 30pY Ta KOTHITHBHHX OOYHCIEHb CIpPHUSE ITiJBUIICHHIO
MIPOJYKTHBHOCTI, ONTHMI3alii yIpaBIiHHSA pecypcaMd Ta MiHIMi3allil JI0JCEKOr0 BTPYYaHHsS B TEXHOJOTI4HI omeparii. MeToro
CTAaTTi € aHaI3 POJIi IITYYHOTO iHTEJIEKTY B aBTOMATH3aMlii IPOMICIOBHX IPOIIECIB Ta pO3pOOIICHHS MiIXO/IIB 10 HOro e()eKTHBHOT
iHTerpaii JJIs MiJBUIICHHS MPOIYKTUBHOCTI Ta aIalNTHBHOCTI BUPOOHMYMX CHCTeM. Iy MOCATHEHHS Ii€l METH 3aCTOCOBAHO
CHUCTEeMHHMI aHaJli3 JJIs BU3HAYCHHS BIUTUBY IITy4YHOro iHTenekty (I1I) Ha mpoMHUCIIOBY aBTOMATH3allil0, METOIN MOPIBHAIBHOTO
aHai3y JJIS OLIHIOBAHHS HAsSBHHUX ITAXOJIB IO BIPOBAKCHHS IHTCIECKTYaJbHUX TEXHOJIOTIHM, MPOTHO3HE MOICITIOBAHHS IS
HaJaHHS OLIHKK €()EeKTHBHOCTI aBTOHOMHHMX CHCTEM 1 CTPYKTYpHO-(DYHKI[IOHANBHUN MIiAXIA Ui po3pOOJCHHS IHTErpamiiHol
Mozieni. BusBieHo 0CHOBHI MPOOJIeMH BIPOBAIKEHHS ITYYHOTO 1HTENEKTY B MPOMUCIIOBY aBTOMATH3AIlI0, Cepell SKHX BHCOKa
BapTICTh IHTErparii, ckiamHicTh amantamii [IIl-anropuT™iB 10 3MIHHHUX YMOB BHpPOOHHIITBA, HEOOXINHICTH MOJCpHi3amii
TEXHOJIOTIYHOI iH)PACTPYKTYpH Ta PU3WKH, TOB’s3aHi 3 KibepOesnekoro. /loBeneHO, MO epEeKTUBHICTh iHTETpallii MTyYHOTO
[HTeNIeKTy y BHpPOOHMYI NPOLECH 3HAYHOI MIpOI0 3aJeKUTh BiI BHOOPY BIANOBITHOTO MiAXOAYy: IEHTPai30BaHOTO,
JICTICHTPaITi30BaHOr0 ab0 TiIOPUIHOTO. 3aMpOMOHOBAHO KOHICNTYalbHY MOJCIbh TaKoi iHTerparii, mo mnepeadadac CCHCOPHHM
PiBEeHb 300py JaHUX, AHATITUYHUHA PIBEHb 0OPOOJICHHS Ta YIPABIIHCHKHHA PIBEHb TPUUHATTS PIlICHb, 110 J03BOJISIE ONTHUMI3yBaTH
KepyBaHHsS BUPOOHMYMMH CHCTEMaMH B peajdbHOMy 4daci. ChopMyIbOBaHO peKOMEHMIAIl 100 €PEKTUBHOTO BIPOBAIKCHHS
ITYYHOTO 1HTEJCKTY B MPOMHMCIIOBI MPOLIECH, IO BKIIOYAIOTh aHAI3 TEXHOJOTTUHUX MOXJIMBOCTEH IMiJNPHUEMCTBA, aJanTalliio
anropuTMiB mij crienudiky BUpoOHHUIITBA, 3a0e3neueHHs KibepOe3eku Ta MiAr0TOBKY MepCOHATy 10 pOOOTH 3 IHTENEKTYaIbHUMHU
TexHouorisiMu. [TepcrieKTUBY MOJaIbIINX JOCIIPKEHb MOJISTaloTh y BIOCKOHAJIEHHI METO/IB aJalTHBHOTO MAIIMHHOTO HABYaHHS,
cTBopeHHi camonaBuansHuX [ I-cucrem, ontumizanii B3aemosii aBronoMunx LI1-mMoysiB i3 HeHTpai3oBaHUMH YIIPaBIiHCBKUMH
wiatrhopMaMH Ta pO3pOOJIEHHI METOJIB OLHIOBaHHS €()EKTHBHOCTI HITyYHOTO IHTEJNEKTy B aBTOMAaTH30BAaHWX BHUPOOHHUYMX
CepeOBHIIAX.

KnawouoBi caoBa: mudpoBa onTmMizallisi, MPOTHO3HE YIPABIIHHSA, aBTOHOMHI CHCTEMH, KOTHITHBHI alTOpUTMH,
Kibep¢i3uvHi TEXHOIOT].

Prymyska S., Abramova A., Skladannyj D. Integration of Artificial Intelligence into Industrial Process
Automation Systems. The article investigates the introduction of artificial intelligence into the automation of industrial processes,
which is a key area of digital transformation of production. It has been established that the use of machine learning algorithms,
neural networks, computer vision, and cognitive computing helps increase productivity, optimise resource management, and
minimise human intervention in technological operations. The article aims to analyse the role of artificial intelligence in the
automation of industrial processes and develop approaches to its effective integration to increase the productivity and adaptability
of production systems. To achieve this goal, the article uses system analysis to determine the impact of artificial intelligence (Al)
on industrial automation, comparative analysis methods to assess existing approaches to the implementation of intelligent
technologies, predictive modelling to assess the efficiency of autonomous systems and a structural-functional approach to
developing an integration model. The main problems of introducing artificial intelligence into industrial automation include the
high integration cost, the complexity of adapting Al algorithms to changing production conditions, the need to modernise
technological infrastructure, and cybersecurity risks. It is proved that the effectiveness of integrating artificial intelligence into
production processes largely depends on the choice of an appropriate approach: centralised, decentralised or hybrid. The article
proposes a conceptual model of such integration, which includes a sensor level of data collection, an analytical level of processing,
and a managerial level of decision-making, which allows for the management of production systems to be optimised in real time.
The article formulates recommendations for the effective implementation of artificial intelligence in industrial processes, including
analyzing an enterprise's technological capabilities, adapting algorithms to the specifics of production, ensuring cybersecurity, and
training personnel to work with intelligent technologies. Prospects for further research include improving adaptive machine-
learning methods, creating self-learning Al systems, optimising the interaction of autonomous Al modules with centralised
management platforms, and developing methods for assessing the effectiveness of artificial intelligence in automated production
environments.

Keywords: digital optimisation, predictive control, autonomous systems, cognitive algorithms, cyber-physical
technologies.

IMocTanoBKa npo6JemMu. [HTerpallist ITYYHOTO iIHTEIEKTY B CHCTEMH aBTOMATH3allii IPOMHUCIIOBHX
MPOIECiB € KIIIOUYOBUM HAINpPSIMOM ITiBUIIEHHS e(EeKTHUBHOCTI, aJaNTHBHOCTI Ta Oe3nepepBHOCTI
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BUPOOHMYMX onepamiif. TpaauniiHi anropuTMH YIpaBiIiHHS MalOTh OOMEKEHY THYYKICTh 1 He 3aBXKIH
3[aTHI aJalTyBaTUCS JO 3MiHIOBAaHUX YMOB, 110 3yMOBIIIO€ HEOOXiIHICTh BUKOPUCTAaHHS CAMOHABYAIIbHUX
MoOJCIIeH A aHaji3y MaHWX, MPOTHO3YBAaHHS Ta OITHMI3allii IPOIECiB. YIIPOBAKEHHS aJITOPUTMIB
MAIIMHHOTO HaBYaHHS Ta PO3Mi3HABaHHS JIO3BOJISIE aBTOMATH3YBaTH KOHTPOJb SIKOCTi, ONTHUMIi3yBaTH
JIOTICTUKY, TPOTHO3YBaTH HECIPABHOCTI Ta TMOKpAIIyBaTH YMPaBIiHHA BUPOOHUYUMH PECYpCaMH.
BaxnuBicTh JOCHIKEHHS BH3HAYAETHCS MOTPeOOI0 B MiABHINEHHI KOHKYPEHTOCIPOMOXKHOCTI
MIIIPUEMCTB, MiHIMIi3amii BIUIMBY JIOACHKOTO (hakTopa Ta 3abe3medeHHI HUQPOBOI TpaHchopMmartii
BUPOOHUITBAa. BUKOPUCTAaHHS IHTENEKTYaIbHUX TEXHOJIOTIH CIIpHsi€e PO3BUTKY CaMOHABYAILHUX CHUCTEM,
3IaTHUX MPUAMATH aBTOHOMHI PillleHHs HAa OCHOBI aHaNi3y JUHAMIYHUX MapaMeTpiB, M0 € HeOOXiTHUM
JUISL BIPOBaKEHHs KoHmemtii [axycTpii 4.0.

AHani3 ocTaHHiX gociaimkeHb i myOaikamiii. [arerpanis mwryunoro inrenekry (LLI) B cucremu
aBTOMaTH3allii IPOMHUCIOBHX MPOLECIB CIPHUSE MiJBUILCHHIO MPOAYKTHBHOCTI, ONTUMI3alii pecypciB Ta
MiHiMi3a1lii BUTpaT. AHaI3 HAYKOBHX Ipallh IEMOHCTPYE TPU KIIFOUOBI HAIPSMHU AOCTIIKECHD: 3araibHi
NPUHIMIIM BIPOBAKEHHS IITYYHOTO 1HTENEKTY; MPAKTHYHI PIllIeHHs JUIsl aBTOMATU3alii yIpaBliHHS Ta
BUPOOHUYMX MPOIIECiB; BUKIMKH i MEPCIIEKTHBY iHTErpaiii ITyYHOTO 1HTENEKTY.

3aranpHi TEHIEHIII1 Ta MPUHIUTH UG POBOI TpaHchopMmallii BUpOOHUIITBA POTISIHYTO B podoTtax K.
mxmap (K. Chyzhmar) 3i cmiBaBTopamu [1], e akiieHT 3p00IeHO Ha MMTAaHHAX iH(OOpMAIIHHOT Oe3IeKH,
ta J[. Yanksetanze 1 JI. Demanuya [2], sSKi TOCTIPKYIOTh aanTallito CUCTeM yrpasiinas 1o [Haycrpii 4.0.
ABTOMaTH3aIisi JIOTICTHYHUX TIPOIECIB UYepe3 MPOTHO3HI aITOPUTMH € TPEIMETOM TOCIiIKEHHS
O. KpykoBCBKOi 3 KoeraMu [3], sKi BiI3HAYAIOTh ITiABUIICHHS ¢(EKTUBHOCTI ITOCTAYaHHS MPOIYKITii. M.
MaetHuii [4] aHami3ye aJanTUBHICTD IHTENEKTyalbHUX CHCTEM KEPyBaHHS, IO JO3BOJISIE 30UIBIIATH
HIBUIKICTh peakilii BUpOOHMITBA Ha 3MiHy yMoB. Y. HikoHenko i FO. MaHa31HOBCBKHIA [5] TOCTIIKYIOTH
3aCTOCYBaHHS IITYYHOTO IHTETEKTY JJIS MiIBUIIICHHS eKOHOMIYHOT O€3MeKH ITi ITPUEMCTB, AEMOHCTPYIOUH
CKOpOYCHHS (PiHAHCOBUX PHU3HKIB UepPE3 aBTOMATH30BAHMIA MOHITOPHHT. [|JIs1 JOTTOBHEHHS ITUX AOCTIKCHD
BapTO 30CEPEAMTHUCS Ha PO3POOJICHHI YHIBEpCATbHHUX IHTETpAllifHUX CTaHIAPTIB AJS PI3HHUX Taly3en
MTPOMUCIIOBOCTI.

[IpakTH4Hi aCTIEKTH 3aCTOCYBAHHS IITYYHOTO IHTEICKTY IS YIIPABIIiHHS BHPOOHHMINMH TIPOIIECaMH
OXOIUTIOI0Th fociipkenns k. Banr (J. Wang) ta criiBaBTopiB [6], e J0OBeICHO €)EKTUBHICTH TITMOOKOTO
HABUAHHS B MPOTHO3YBaHHI HecmpaBHocTe# obmamuanusa. J[x. Jlu (J. Lee) Ta in. [7] AeMOHCTPYIOTEH
HOKpAICHHs BAPOOHMYOT aHATITUKH Yepe3 YIPOBaDKeHHsI po3iuperoro aHamtizy nanux. 0. JIy (Y. Lu)
31 criiBaBTOpamMu [8] OMLiHIOITH €(heKTUBHICTh CTaHIAPTIB aBTOMATHU3allil, BiJ3HAYAIOYM HEOOXIIHICTh 1X
OHOBJICHHsI BinnoBigHO 10 cydacHux BuMor. A. K. Tyari (A. K. Tyagi) Ta koneru [9] miakpeciiomTh
MOJKJIMBOCTI i1HTENeKTyanbHOI aBToMartu3amii B [HaycTpii 4.0, moka3yroun MiABHUIIEHHS MTPOyKTHBHOCTI
3aB/sSIKM iHTerpaiiii anropuTMiB MmammHHOro Hapuyauus. T. Sur (T. Yang) Ta cmiBaBTopu [10]
JEMOHCTPYIOTh, 110 BUKOPUCTaHHS aIallTUBHAX MOl YIPaBIiHHS CIPHsIE 3pOCTAHHIO €(EeKTHBHOCTI
BUPOOHUYMX TPOIIECiB. Y MOAANBIIMX TOCTI/DKEHHIX MalOTh OyTH PO3TISHYTI MUTAHHS IiABUINEHHS
aBToHOMHOCTI LIII-cucteM Ta iX 31aTHOCTI CAMOHABYATUCS B 3MiHHUX BUPOOHHYUX YMOBaX.

[MpobGneMu Ta MEPCHEKTUBU BIPOBAKEHHS IITYYHOTO iHTENEKTY B aBTOMAaTH30BaHI MPOMUCIIOBI
CHCTEeMH IpoaHaizoBaHo B mpaipix P. boiina (R. Boina) ta cniBaBropis [11], e po3risHyTO MiABUIIICHHS
edexTrBHOCTI Oi3HEec-mpolLeciB Uepe3 iHTerpauito imkenepii ganux. P. C. Ilepec (R. S. Peres) Ta in. [12]
BUJIUISIOTH OCHOBHI 0ap’epu BIPOBaPKEHHS, SK-OT CTaHJAApTH3allis JaHUX Ta HABYaHHS IEpPCOHAIY.
A. Bunaman (A. Windmann) 3 koneramu [13] gocmiukyroTs npobiieMu cymicHOCTI npomucioBux II-
CHCTEM, ITPOIOHY0YH MeToau 1X ontumizauii. JI. Aira (D. Ajiga) ta cniBaBropu [14] 1eMOHCTPYIOTB POJIB
NpOrpaMHOro 3a0e3leyeHHs] B aBTOMAaTu3allii, MOKa3yloud HEOOXiAHICTh PO3LIMPEHHS MOKJIMBOCTEH
ABTOMATH30BAaHOTO KOHTpOJItO0. MaiOyTHI JOCH/DKEHHST MAaloTh OYTH CHpPSIMOBaHI Ha CTBOPCHHS
e(eKTUBHUX AITOPUTMIB OOMiHY JaHUMHU MiXK pi3HUMH BUpoOHHYMMH L1II-cucTemMaMu Ta BAOCKOHAICHHS
MeXaHi3MiB iX 6e3neqHoro GyHKIIOHYBaHHS.

Pesynmbratn anamizy cBiguaTh, IO IHTErpaiis MITyYHOTO IHTENEKTY B IMPOMHCIIOBI MPOIECH
3a0e3neuye 3HAYHE IOKpalleHHS e(EeKTUBHOCTI yNpaBIliHHsI, aBTOMAaTH3alii BUPOOHHIITBA Ta
NPOTHO3YBaHHA TEXHIYHOTO CTaHy oOjagHaHHsA. BogHowac BaXJIMBUMHU 3ajIMIIAIOTHCS MHUTAHHSI
CcTaHAapTH3amii, Oe3MeKH Ta B3AaEMOJIi MK PI3HUMHU IHTEJIEKTYyalbHUMH CHCTEMaMH, II0 BHU3HAUYaE
HAIPSIMH TIOJAITBIINX JOCIiIKEHb.

Bunisiennsi panime He BHpilIeHWX YacTHH mpoOJjemu. Heszpaxaroun Ha 3HaYyHHMI mporpec y
BIIPOBA/DKCHHI IITYYHOTO I1HTENEKTY B IMPOMMCIOBY aBTOMATH3AlliI0, 3aJHILAIOTHCS HEPO3B’SI3aHUMHU
nutanHs  edextuBHOT iHTerpamii Lll-anroputMiB st 3a0e3rnedyeHHss aBTOHOMHOTO — YIPaBIiHHS.
BigcyTHicTh €nuHOro miaxonay a0 Bubopy ontumanbHoi LI-mMozeni st pi3HUX THIIIB BUPOOHMIITBA
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YCKIIQJHIOE aJanTaliio iHTeNeKTyalbHUX CHCTEeM [0 3MIiHHHX YyMOB. HemocTtaTHbO IOCTIIKEHO
JOBIOTPUBAIMH BIUIMB MAallMHHOTO HABYaHHs Ta HEHPOHHMX MEPEX Ha CTIHKICTh BUPOOHHYMX MPOILECIB,
a TaKOXX BIJICYTHI METOIWKH OIIHIOBAHHS €(EKTHBHOCTI IMTYYHOTO 1HTEIEKTY B CKIAIHUX BUPOOHUIMX
cepemoBumax. Bigomi mopmeni interpauii LlI-cucrem wacto opieHTOBaHI Ha KOHKpETHi chepu Ta He
BPaxOBYIOTh HEOOXiAHICTh THYYKOTO YIPaBIiHHS pecypcami, o 0OMeKye X IpakTHIHE 3aCTOCYBaHHSI.

BaxnmuBuM BUKIIMKOM 3aJIMIIAETHCS TIpodieMa KibepOesneku, agantuBHocTi 1I-aaroputmis mo
peadbHuX BHPOOHWYMX 3MIH 1 BHCOKA BapTICTh IHTErpallii, IO YCKIAIHIOE MHPOKOMACIITA0HE
BUKOpUCTaHHS TexHoiorii. HemoctaTHbo po3po0iieHO pexoMeHAalii Ui MOETAHOro BIPOBAKECHHS
MTYYHOTO IHTEJEKTYy, 30KpeMa IIoI0 BHOOPY MK MEHTPaTi30BaHUMH, [EIEHTPANTi30BaHUMHU Ta
TiOpUIHAMA MOMCIISIME YIIPaBIiHHA. 3alpoOTOHOBAaHE IOCIHIHKCHHS CHPSIMOBAaHE HAa YCYHEHHS ITHX
MPOTAJIMH UIIXOM CTBOPSHHS KOHIlenTyansHoi Moneni [ I-inTerpartii, HagaHHs OlliHKH 11 €()EKTHBHOCTI B
ABTOHOMHMX BHPOOHMYMX TMpoIecax Ta pO3POOJCHHS MPaKTUYHUX MiAXOMIB JO ONTUMI3aIil
BIIPOBAHKCHHS 1HTECIICKTYaIbHUX TEXHOJIOTIH ¥ IPOMHUCIIOBICTb.

MeTto10 cTaTTi € aHai3 PoJi WTYYHOTO IHTEJNEKTY B aBTOMAaTH3allii TPOMHUCIIOBHUX MPOLECIB Ta
PO3pO0JICHHS MAXO0 B 10 HOro epeKTUBHOI IHTErpaIlil IS i IBUIIICHHS TPOyKTUBHOCTI Ta aJalTUBHOCTI
BHPOOHUYUX CHCTEM.

JI7is MOCSITHEHHST METH MTOCTABJICHO TaKi 3aBIaHHS:

1) mpoaHaiizyBaTH OCHOBHI METO/M Ta MiIXOIH [0 IHTErpallil ITYYHOTO iHTEJICKTY Y BUPOOHHYI
MIPOIIECH, OI[IHIOIOYH iX e(pEeKTHBHICTB AJIS MiABUIIEHHSI aBTOHOMHOCTI yTIPaBIiHHS,

2) pO3pOOUTH KOHIIENTYAIbHY MOJEIE IHTErpallii IITYYHOTO IHTEIEKTY B CHCTEMH aBTOMATH3aIli1
MIPOMUCJIOBUX TIPOIIECIB, M0 3a0€3MEUUTh aJalTUBHICTh, THYYKE YIPABIiHHS PECypcaMy Ta MPOTHO3HE
KepyBaHHS;

3) chopmymoBaTH peKOMEHAAINl MO0 ONTHMI3allii BIPOBA/PKCHHS IITYYHOTO IHTCICKTY B
MIPOMHCIIOBI TPOICCH 3 OINISAIYy Ha TEXHOJOTIYHI OOMEKEHHS, PHU3WKH Ta IIEPCHEKTUBH PO3BHUTKY
ABTOHOMHHX CHCTEM.

Bukiaan ocHoOBHOTo MaTtepianay. [HTerpariis mTyqyHOTO iIHTEIEKTY B aBTOMATH30BaHI POMHUCIIOBI
CHUCTEMH € KITFOYOBHMM €TaItoM ¢ POBOi TpaHcHopMaIllii BAPOOHHIITBA, IO CIIPSIMOBAHUH Ha ITi IBUIIICHHS
e()eKTUBHOCTI, TOYHOCTI Ta AJANTUBHOCTI TEXHOJOTIUHUX mpoieciB. OCHOBHI METOAM BIPOBAKEHHS
HITYYHOTO 1HTEJIEKTY OXOIUTIOIOTh MAalllMHHE HABYAHHS, KOMIT FOTEPHUH 3ip, HEMPOHHI Mepexi, eKCIepTHi
CUCTEMH Ta KOTHITHBHI OOYHMCIIEHHS, IKi 320€311eUyr0Th aBTOHOMHE MPUIHSTTS PillleHh Ha OCHOBI aHAIli3y
BEJIMKUX MacHBIB JaHuX. KOXeH 13 IIMX METOJIiB Ma€ CBOI 0COOJUBOCTI 3aCTOCYBaHHS, IO 3aJICKUTh BiJl
TUIY BUPOOHWUYOTO TPOILIECY, 0OCATY JOCTYIMHUX JaHHUX Ta HEOOXiTHOTO PIBHS aBTOHOMHOCTI CHCTEMH
yrnpariinHsa. TaOnuisg 1 MIiCTUTh y3arajlbHEHYy XapaKTepUCTUKY OCHOBHHX METOIB YIPOBAKCHHS
MITYYHOTO IHTEJNEKTY B aBTOMATH30BaHI IIPOMHCIIOBI CHCTEMH, IXHi KIIFOYOBi OCOOINBOCTI, 3aCTOCYBaHHS
Ta TepeBary.

Tabmums 1. OcHOBHI MeTOM BITPOBAKEHHS IITYYHOTO 1HTEIEKTY B aBTOMATH30BaHI TPOMHUCIIOBI
CHUCTEMH

Meron Onmc OcHoOBHI chepH 3aCTOCYBaHHS OuikyBaHHI1 pe3ysbTaT

MarHHe HaBYaHHS AmHaiizye Ta NpOrHO3y€e BUPOOHUUI Kontpons sikocTi, 3MEHIIEHHS MPOCTOIB,

TIponecH, BUABJIIIOYH BaKOHOMipHOCTi B
JaHUX

[IPOTHO3YBaHHSI BiMOB
00J1aTHAHHS

OIITUMI3AIiSl TEXHIYHOTO
00CITyroByBaHHS

Komm’rorepuuii 3ip

BuKopHCTaHHS KaMep Ta alrOpUTMIB I
po3mi3HaBaHHA 00 €KTiB Ta IeeKTiB

ABTOMAaTH30BaHUI KOHTPOJIb
SKOCTi, poOOTOTEXHiKa

TTigBuIIIeHHS TOYHOCTI
nedeKkTockomii, MiHIMi3alis
Opaky

Heiiponni mepexi

CaMoHaBYaJbHI CUCTEMH, L0 IMITYIOTh
PpOOOTY JIOACHKOTO MO3KY

OnruMmizaliis JOriCTHKH,
PO3yMHE KepyBaHHs pecypcaMu

ABTOMaTH3ALIS IPUIHATTS
pillleHb, 3HIKEHHS ONepaIlifHuX
BUTpAT

ExcneprHi cuctemu

Bukopucranns 6a3 3HaHb 1 PaBHI IS
ABTOMATH30BAHOT'O NPUHHSATTS pillicHb

ABTOMAaTH30BaHUI MOHITOPHHT
TIIPOIIECIB, PO3MOIIT
HaBaHTaXXCHb

TTokparmieHHs: KOHTPOITIO
rapaMeTpiB, IMiABUIICHHS
CTablIbHOCTI BUPOOHHUIITBA

KornituHi
00YHCIICHHS

AHani3 CKJIaJHUX JaHUX Y peaJbHOMY
gaci 3a JOIIOMOT'0I0 IITYYHOT'O 1HTENIeKTy
Ta Big Data

[HTeNeKTyalbHE yIPaBIiHHS
BHPOOHHIITBOM, 00pOOIIECHHS
HOTOKOBHX JaHUX

TIpuckopeHHs aHanizy Ta
ajianTariss BApoOHUILITBA J10
3MiHHHX YMOB

IDicepeno: cpopmosano asmopom na niocmaei [1; 4, 8; 9]

MeToau MITy4yHOTO iHTENEKTY BiJirparoTh KIIOUOBY POJIb y TpaHC(opMalii aBTOMaTH30BaHUX
MPOMHUCIIOBUX CUCTEM, CIIPUSIFOYH TiIBUIIIEHHIO TOYHOCTI OTeparliid, 3HIKEHHIO BUTPAT Ta 3a0e3MeueHHIO
ABTOHOMHOCTI BHPOOHHYHX MpOIleciB. 30KpeMa, B METAIypriiHOMY BUPOOHHMITBI MallMHHE HABYAHHS
BUKOPUCTOBYETBCS JJIsl NMPOTHO3YBAaHHA JAerpanauii oONaJHaHHA Ta ONTHMi3alii HapaMmeTrpiB IUIABKU.
Hanpuxman, kommanist ArcelorMittal BnpoBaauia nudpoBi anropuTMu Jyis aHaiily 3MiH y CTPYKTYpi
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CIUTaBIB Y peaJlbHOMY 4Yaci, 110 JTO3BOJIAE MiHIMI3yBaTh ACPEKTH W MiABUIIUTH SKICTh METAIOMPOIYKITT
[15].

Y MamuHOoOyayBaHHI KOMIT IOTEPHHUH 3ip 3aCTOCOBYETHCS IJII aBTOMATH30BAHOTO KOHTPOJIIO
akocTi geraneid. Lle peamizoBano Ha BupoOHUITBI BMW Group, e CHUCTEMH IITYYHOTO iHTENEKTY
aHaJi3yI0Th MOBEPXHEBi Ae(heKTH Ky30Ba HAa MiKPOCKOIIIYHOMY PiBHi, IO JJO3BOJISIE CKOPOTUTH KITBKICTb
Opaky Ta MiABUIIKATH TOYHICTH BUPOOHMYMX TIporieciB [16].

Y cdepi NOTICTHKA HEHPOHHI Mepeki 3HAYHO ITOKPAINYIOTh YIPABIiHHSA TOCTAYaHHSIM Ta
ONTUMI3allilo0 CKIaACkKuX omepauiid. Hampuknan, xommaniss DHL BHUKOpHCTOBYe METOAM PO3LIMPEHOI
AHAJIITUKHY, 110 AO3BOJIIOTH aBTOMAaTHYHO MPOTHO3YBATH JIOTICTUYHI PU3MKHU Ta 3HMKYBAaTH 3aTPUMKU B
MocTavaHHi mpomykiii [17].

VY XiMiuHIf TpPOMHCIOBOCTI EKCHEpPTHI CHCTEMH 3a0e3MeuyloTh aBTOMATH30BaHUI KOHTPOJb
TEXHOJIOTIYHUX NapameTpiB. 30kpema, Ha mianpueMcTBax BASF mTydHuil iHTENEKT BUKOPHCTOBYETHCS
JUISL aHaJli3y TPOIECiB 00pOOIEHHS CUTbCHKOTOCTIONAPCHKUAX KYJIBTYP Ta IPOTHO3YBAHHS ONTHMATBHUX
YMOB BHPOLIYBaHHS, 110 cIpusie eeKTUBHOMY BUKOPHCTaHHIO pecypcis [ 18].

KoruiTuBHI OOYMCIICHHS 3HAWILIM 3aCTOCYBaHHS B HadTonepepoOHiii ramysi. Kommanis Shell
po3poduna Ill-anmroputmu It yrpaBiIiHHSI TPUPOJHUMHU pecypcaMu, IO aHANI3YIOTh MOTOKU JaHUX 13
PI3HHX €KOCHUCTEM Ta JO3BOJIIOTH ONTHMI3YBAaTH CTpATETii BUAOOYTKY, 3MCHIIIYIOUH BIUIMB HA JOBKIJIIS
[19].

Ha piBHI cucTeMHOT0 BIPOBAKEHHS IITYYHOTO iHTENEKTY B MPOMHCIOBOCTI KOMMaHis Siemens
iaTerpye LLI-TexHoI0Tii B aBTOMAaTH30BaHI CHCTEMH YIIPABIIIHHS, IO JTO3BOJISE aJTaITUBHO KOHTPOJIIOBATH
BUPOOHUYI MPOLIECH Ta 3MEHIIYBATH BILTUB JIIOACHKOTO (haktopa [20].

BukopucTanHsl UX TEXHONOTiH cripuse GpopMyBaHHIO KoHUenwii [HaycTpii 4.0, sika nependayae
CTBOPEHHS CAMOHABYAJIbHUX CUCTEM, 3JaTHUX aBTOHOMHO aHaJIi3yBaTH BEJMKI MacUBU AaHUX, IPUIUMATH
pIIICHHS Ta amanTyBaTUCS JO 3MiH 30BHINIHBOTO CEPEIOBHINA O3 BTPYIAHHS JIFOIHHH.

[HTerpauist arOpUTMIB INTYYHOTO iHTENEKTY y BUPOOHWYI MPOILECH € KIOYOBUM (pakTopoMm
T IBUIIEHHS X aBTOHOMHOCTI, THYYKOCTIi Ta e(peKTHBHOCTI. 3aJIeKHO BiJl piBHA aBTOMAaTH3AIlil, CTPYKTYpH
BHPOOHMIITBA 1 ITIEH oONTHMIi3allii IIIPHEMCTBA 3aCTOCOBYIOTH Pi3HI MITXOOH A0 BIPOBAIKCHHS
HITYYHOTO 1HTENEKTY, SIKi MOYKHAa YMOBHO PO3JIUIMTH Ha IIEHTPali30BaHi, ACIEHTpali3oBaHi Ta riopuaHi
mopeni. [leHTpanizoBaHi miaxoau nependadaroTh iHTErpalliio MTYYHOTO 1HTENEKTY B CUCTEMY KepyBaHH:I
BUPOOHUIITBOM Yepe3 €AMHUI HUPPOBHIA IEHTP 00pOOIEHHS JaHUX, 10 A03BOJISIE 3a0€3eYUTH KOHTPOJIb
3a BCiMa MpoliecaMu B MeXax MiAnpueMcTsa. [lemneHTpanizoBani MeTou 0a3ylOThCS HA BUKOPUCTaHHI
posnoninenux Ll-anroputmis Oe3nocepeHbO HA PiBHI BUPOOHUYHMX OJMHUIb, IO CIIPHUSIE ABTOHOMHOMY
MPUAHATTIO pileHb. ['iOpuaHI MiAXOMu MOETHYIOTH IEHTpalli3oBaHe YHpaBiiHHS 3 JIokanpHuMu 1I1-
pilieHHsMH, 1m0 3a0e31euye BUCOKY aJalTHBHICTh 0 3MiHHUX YMOB Ta ONTHMI3AIiI0 pOOOTH OKpPEMHX
BUPOOHUYHNX BY3IIiB.

VY Tabnuui 2 y3araJbHEHO XapaKTepUCTUKY OCHOBHMX IIJIXO/1B JI0 IHTErpauii ITY4YHOTO IHTEJIEKTY
y BHPOOHMYI TPOIIECH, 3BAKAIOUM HA PIBEHb aBTOHOMHOCTI, MOXKJIMBOCTI aJiamnTarlii Ta OCHOBHI cdepu
3aCTOCYBaHHSI.

Tabmur 2. [Tigxoau 10 iHTErparii mMTYyYHOro iIHTEJIEKTY Y BAPOOHUYI MPOIIeCH Ta iX BIUIMB Ha
ABTOHOMHICTP YIIPaBIiHHS

Ha piBHI BUPOOHUYHUX BY3JIiB, aBTOHOMHE
HPUHHSTTS PillleHb Y MeXaX JIOKAIBHUX
pOIIECiB

Minxin OCHOBHI XapaKTepPUCTUKH PiBenb OcHOBHI chepH 3acTOCYBaHHS
ABTOHOMHOCTI
IlenTpanizoBanuii VYrpaBniHHs BciMa MpoliecaMu Yepe3 €UHY Cepenniit ABTOMAaTH30BaHe IJIAHYBaHHS,
LI-mraTdopmy, aHami3 BEIUKHX MACHBIB KOHTPOJIb SKOCTI, TPOTHO3YBAHHS
JTAHWX, IIEHTPaJTi30BaHa ONTHMI3aIlist 300iB
JeuentpanizoBaHuii Bukopucranus posnoginennx LI-cucrem Bucoknit Pobotu3oBaHi JiHi1, aBTOHOMHI

TPAHCIIOPTHI CHCTEMH,
YIIPaBIiHHSA JOTICTHKOIO

Tiopuanmii

[ToeHaHHS LIEHTPai30BaHOTO KePYBaHHS 3
noxansHuMu LI1-Moxyssmu, ananTuBHa
ONITUMI3allis Ha OCHOBI PEAIbHOTO Yacy

Jyxe BUCOKHIH

[HTenexTyanbHi (pabpUKH, HYYKi
BHPOOHWYI CHCTEMH, aIalTHBHI
CHEePTeTHYHI Mepexi

Ilicepeno: cpopmosano asmopom na niocmasei [3; 7, 12; 13, 14]

CyuacHi BUpOOHHMYI MiJNPHEMCTBA BUKOPUCTOBYIOTH Pi3HI MIAXOAM 10 iHTErpauii IITYYHOTO

IHTEJIEKTY 3aJICXKHO BiJl PiBHS CKJIQIHOCTI MPOLIECiB, HEOOXITHOI MIBUAKOCTI IPUNAHATTS PIlICHb 1 CTYIICHS
aBTOHOMHOCTI cuctemu. LleHTpasizoBaHa iHTerpailis J03BOJIS€ 30MpaTH BEJIMKI OOCITHM JaHMX 3 YCIX
BUPOOHMYMX JIiHIM, aHami3yBaTh iX y peXuMi peaIbHOro yacy Ta KOPHUTYBaTH HapameTpu poOOTH
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oOJaJiHAaHHS BIJIMOBIHO O aHANITUYHUX MPOTrHO3iB. Taki cHCTEeMH HaYacTillie BIPOBAKYIOTHCS Yy
BEJIMKHX 3aBOJICEKHX KOMIUIEKCAX, € BAKIMBO MiATPUMYBATH Y3TOKEHICTh YCiX €TarliB BAPOOHHIITBA Ta
MiHIMI3yBaTH pU3WKH 3001B uepe3 Hee(heKTUBHE YIIPaBIiHHS PECYpCaMHu.

JeuenTpanizoBanuii miaxin 3ades3mnedye aBTOHOMHY poOOTYy OKpeMHX BHPOOHHYMX BY3JIIB 0Oe3
HEOOXIHOCTI MOCTIIHOTO 3B’A3KY 13 LIEHTPAILHOIO CUCcTeMOI0. Lle 0coOIMBO BaXKIMBO Y BUPOOHHUIITBAX 3
BEIIMKOIO KUTBKICTIO POOOTH30BAaHUX CTaHIIH a00 aBTOHOMHHMX TPAHCIOPTHHUX IUTAT(GOPM, 1€ PIlICHHS
MOBUHHI TNpPUIMATHCS JIOKAJIbHO, ANANTYIOYHCh JO0 IIOTOYHHX YMOB. BHKOpHCTaHHS aJrOpUTMiB
MAaIIMHHOTO HABYaHHS B ACLEHTPATi30BAHUX CHCTEMAaX JJO3BOJISIE CAMOCTIIHO HAAIITOBYBATH MMapaMeTpu
pobotr obamHAHHS 3 OTIIAAY Ha aHATI3 ICTOPHYHUX AaHUX 1 3MiH TEXHOJOTIYHOTO CEPEIOBHIIA.

I'i6puaanii miaXina moegHye mepeBaru 000X MeToIiB, 3a0e3medyroun 6amaHe MK IIEHTPali30BaHUM
aHaJII30M Ta JOKaIbHOI aBTOHOMI€I0. Y Takux cucteMax leHTpaibHa Ll-mnardopma BUKOpUCTOBY€ETHCS
JUIS1 3aTaJIbHOTO KOHTPOJIIO, 2 aBTOHOMHI MOZYJi ONTUMI3yIOTh pOOOTY OKpeMHX BUpOOHHYHX OJ0KiB. Lle
a€ 3MOTy 3a0e3NedYnTH BUCOKY IIBUAKICTH pearyBaHHA Ha 3MiHY IapaMeTpiB Ipolecy, 30epirarodu
MOKJIMBICTh TNIOOANLHOTO IJIAHYBaHHSA Ta onTuMizauii. Hampukinan, y BHpOOHHMITBI BHCOKOTOYHOI
CJICKTPOHIKH TiOpUHA MOJE/b JIO3BOJISE IIEHTPAIBHINA CHCTEMI KOHTPOJIIO aHAJli3yBaTH 3arajibHUi CTaH
miHii, Tomi sk nokaneHi III-Momynmi kepyloTh OKpeMHUMH eTaraMu, KOPUTYIOUM MapaMeTpy MaiKku abo
TECTYBaHHS 3aJIKHO BiJl IOTOYHOTO CTaHy MaTepialiB Ta KOMIIOHEHTIB.

[HTerpamis WTYYHOTO 1HTENEKTY B CUCTEMH aBTOMATH3allii MPOMHUCIOBUX TPOLECIB € KIFOUOBHM
HampsiIMOM TiABHINEHHS €()EeKTHBHOCTI, THYYKOCTI Ta aBTOHOMHOCTI BHPOOHWYMX cHCTeM. TpanuiliiiHi
ABTOMAaTH30BaHI pilleHHS 0a3yrThCcsS HA alTOPUTMAaxX OPCTKOi IIOTIKHM, M0 OOMEXye X 3MaTHICTh
aJanTyBaTHCS J0 JUHAMIYHMX 3MIiH TEXHOJIOTIYHOTO cepemoBuina. KoHienTyaabHa MOJACIb iHTErparii
IITYYHOTO I1HTENEKTYy MPOMOHYE HOBWUH MiNXiJ, SKWH IPYHTYETHCS HAa CaMOHaBYAJIbHHUX ANTOPHTMAX,
3MaTHUX aHalli3yBaTH BENHKI OOCSATH MaHWX y peallbHOMY 4Yaci, ajanTyBaTH MapaMeTpu poOOTH
o0JasHaHHS Ta aBTOMaTHU30BaHO MPUHAMATH pillieHHs 0e3 TOICHKOT0 BTPYYaHHS.

AKTYyaJIbHICTb I1i€1 MOJIEITi 3yMOBJICHA HEOOXIIHICTIO MiJBUIIEHHS CTIHKOCTI BUPOOHHYUX CUCTEM
JI0 HeTiepen0adyBaHUX 3MiH, ONTHMI3allii BUKOPUCTAHHSA PECYPCIB 1 3HIDKEHHS eKCIUTyaTalliifHUX BUTpAT.
Ha BigMmiHy BiJl YMHHUX CHCTEM, SIKi BUMAraroTh MOCTIHHOTO KOHTPOJIO Ta KOPUTYBAaHHS MapaMeTpiB i3
OOKy OIlepaTopiB, 3alPOIIOHOBAHA MOJEIb 3a0e3Meuye aBTOHOMHE YIPABJIIHHS Yepe3 aHali3 MOTOKOBUX
JAaHUX Ta TPOTHO3YBAaHHS MOTCHIIMHUX pU3MKIB. BoHa MOOyJ0BaHa Ha OCHOBI TOEJIHAHHS METOIIB
MAIIMHHOTO HaBYaHHS, HEHPOHHUX MEPEX Ta IHTEJIEKTYaJIbHOTO YIPaBIIiHHS BUPOOHUYUMH IIUKITAMHU.

Konnentiist mepedavae Tpu piBHI iHTErpallii: CCHCOPHHI PiBEHb, 1€ BiIOYBa€ThCsI 30MPaHHS JaHUX
3 o0NaJiHaHHS Ta BUPOOHWYMX JIiHIN; aHANITHYHUNA piBEHb, SIKMH BIAMOBigac 3a 0OpOOJIECHHS Ta aHawi3
JaHUX, BHUKOPHCTOBYIOYM INTYYHI HEHPOHHI MepeXi Ta JITOPUTMH IPOTHOZHOTO MOJICIIOBAHHS,
YIpPaBIiHCHKUH piBEHBb, II0 BUKOHYE aJalTUBHY OITHUMI3allil0 TPOIECiB, 3abe3rneuye aBTOHOMHICTh
MPUHHATTS PIlICHb 1 B3aEMOJIII0 MIXK JIOKQJIbHUMU Ta ieHTpaitizoBanumu LI I-mMonynsmu (puc.1)

VrpaBniHCEKHI ARaniTHaH CencopHuit
piBeHB nii piBeHb piBeHB
ABTOHOMHE
o O6pobaeH Jlat4ukuy,
TIPHAHATLA Hs JaHUX IoT
piIeHs a
o . 361
OnTumizaris Amnamiz I ta 5 P
ecypciB MIPOTHO3YBAaHHS BHPOLHIHHX
peeyp JlaHIX

Puc.1. KonnenrtyanbHa Mozienpb iHTerpawii ITYy4YHOTO iHTEIEKTY B aBTOMATH30BaHi IPOMHCIIOBI
MIpOLECH
Horcepeno: enacna pospobka agmopa
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3anponoHoBaHa MoJeNb QYHKIIOHYE yepe3 Oe3nepepBHUI UK 300py, aHATI3y Ta aJalTUBHOTO
ynpasininas. Ha nepiomy ertami ceHcopH 30MparoTh iHpopMalito mpo cTaH 00JaAHAHHS, SIKICTb MPOIYKLIiT
Ta IapaMeTpH HaBKOJIMIITHLOTO cepeAoBuina. L1i qaHi mepeaaroThCs Ha aHATITHYHUHN PIBEHb, ¢ alTOPUTMH
MAIIMHHOTO HABYAaHHS aHANI3YIOTh ICTOPUYHI Ta MOTOYHI MOKa3HUKH, IPOTHO3YIOUM MOXKJIMBI BiIMOBH,
ONITUMI3YIOUH PO3MOJILN PECYPCiB Ta BU3HAYAIOUHN ONTUMAJIbHI PeKUMH PoOOTH 00J1aTHAHHS.

Ha ympaBnminchkOMy piBHI IITYYHHH I1HTENEKT NpUMAae pIlIeHHS MPO HEOOXiTHICTh 3MIHH
TEXHOJIOTIYHUX TapaMeTpiB, PO3MOALTY HABAHTAKCHHS MiXK BUPOOHWYIMMH JiHIIMH a00 KOPUTYBaHHS
NpoIeciB Al 3HIDKCHHS EHEproClOoKMBaHHA. Bzaemopis Mik piBHSAMH 3a0e3nedye caMOHABUAHHS
CHCTEMH, 1110 T03BOJIAE i MOKpairyBaTy e()eKTUBHICTh poO0TH 6e3 ToTpeOr 30BHIMIHFOTO BTPYYaHHS.

VY cyuyacHHX yMOBax Taka MOJEJb 03BOJIIE MiAIPUEMCTBAM aBTOMAaTH3yBaTU MPOLECH HE JINIIE
Ha piBHI OKpEeMHX BHPOOHHMYMX BY3JiB, a i y Macmrtabax ychOro 3aBoay 4u KoHuepHy. Lle cmpusie
CTBOPEHHIO THYYKHX BHPOOHMYHMX CHCTEM, SKI MOXYTb IIBHIKO aJanTyBaTucs AO 3MiH IMOIUTY,
ONTHUMI3YBaTH CIIOKUBAHHS PECYPCIB 1 3HIKYBATH BUTPATH HAa OOCITyroBYBaHHs oOnagHaHHs. Peamizaris
1i€1 KOHIIEMIIIT BIIKPUBAE MOMKIJIMBOCTI JUTsI IEPEXO0.TY JIO0 TTOBHICTIO aBTOHOMHUX BUPOOHHYUX CUCTEM, 11O
BimoBigaoTe BuMoraMm IHaycTpii 4.0 Ta 3a0e3neuyroTh HOBHH piBeHb €(EKTHBHOCTI MPOMHCIOBOTO
BUPOOHUIITBA.

BukopucTaHHs ITYyYHOTO IHTEIEKTY B IPOMHCIOBIH aBTOMaTH3allii BiIKpHBAa€E ITHPOKI
MOJKJIMBOCTI AJIsl MIBUIICHHS MPOAYKTUBHOCTI, €()EKTUBHOCTI YHpaBIiHHS pecypcaMu Ta MiHimizarii
JIFOACBKOr0 BTPYYaHHS, IPOTE LEH MPOLEC CYNPOBOKYETHCS 3HAUHUMM TPYIHOIIAMHU 1 BUKIMKAMH.
OpHi€0 3 KIOYOBHUX MPOOJIEM € BHCOKA BapTICTh 3aIIPOBADKEHHS IHTEICKTYAIBHHX TEXHOJOTIH, IO
BKJIIOYA€ He JIMIIE 3aKyIiBIO 00IaJHaHHS Ta MPOrpaMHOTo 3a0e3nedeHHs], aje i BUTPaTH Ha aJanTalliio
BUPOOHMYMX CHUCTEM, HABYAaHHS TIEPCOHATY Ta 3a0e3MEYCHHS BIAMOBIIHOI 1HQPACTPYKTYpU IS
00pOOIIeHHsT BENMKUX MAacHBiB AaHWX. KOMIDIEKCHICTH iHTerparii IMITy9HOTO IHTENEeKTY B YK€ HasBHI
aBTOMAaTH30BaHI CHCTEMH TaKOXK CTBOPIOE TEXHIUHI Oap’€pH, OCKIIBLKH 0araTo IMmiIIpHEMCTB MTPAIIOI0Th Ha
3aCTapuIMX TEXHOJOTiAX, sKi He miarpumytorh cydacHi LI-pimenns abo mnorpelyioTh TIHOOKOT
MOJIepHi3arlii.

JlomaTKOBOIO CKJIAITHICTIO € TMMUTaHHSA KibepOe3Ieku, amke aBTOMATH30BaHI BUPOOHUTI CHUCTEMH,
IO BUKOPHCTOBYIOTH IITYYHHH iHTENEKT, CTAlOTh YPAa3JIUBUMHU JO aTak, CIPSIMOBAaHHX Ha MaHIITyJISIIIO
JaHUMHU a0o BTpydYaHHS B KpUTHYHO BaxkiwBi mpouecu [15]. Ockimbku LlI-cucremu 3ae6inbmioro
(YHKITIOHYIOTh Ha OCHOBI aHaTi3y BEIUKUX OOCSTIB JaHWX, PU3WKH, ITOB’sI3aHI 3 BUTOKOM iH(opMarlii,
HECAaHKI[IOHOBAHUM JIOCTYIIOM a00 30BHINIHIM BTPYYaHHSIM, MOXXYTb MAaTH CEpHO3HI HACTIJIKH JUIS
Oe3nepepBHOCTI BUPOOHUYMX MPOIIECIB Ta 30ePEKECHHS KOMEPIIIHHOT TAEMHHMIII.

BaxiuBuM BUKITMKOM € HEOOXiTHICTh 3a0e3MeueHHs] BUCOKOI TOYHOCTI Ta HafiiHOCTI podoTu L1-
ITOPUTMIB Y BUpOOHNYMX yMOBax. [IoMUIKy B IpOrHO3yBaHHI TEXHIYHUX HECIIPABHOCTEH, HEIIPABUIBHO
HaJIAIITOBAHI MapaMeTpy ONTHMI3allii a00 HEKOPEKTHI BXiJHI JaHi MOXYTh NMPU3BOJUTH J0 CEPHO3ZHUX
3001B y po0oTi oOnagHaHHSA, IO CIpHYWHSE (iHAHCOBI BTPATH Ta 3HIKEHHS SIKOCTI mpoxykmii [12].
Po3B’s13aHHS  LBOrO MUTAaHHS BHMara€ MOCTIHHOrO MOHITOPMHTY pPOOOTH IITYYHOI'O IHTEJEKTY,
NEepPiOIMYHOTO OHOBJICHHS MOJIeJIell MAIlMHHOTO HaBUaHHA 1 TECTyBaHHS aJrOpUTMIB Tepen ix
BIIPOBAKCHHSIM Y pealibHe BUPOOHUIITBO.

JonaTkoBolo MpoOJIeMOr0 3alUINAETbesl HexocTaTHA agantuBHicTh Ull-cuctem 1o pizHuX
BUPOOHWYMX CIICHAPIiB, MO YCKIAHIOE IX 3aCTOCYBAaHHS B JIOCUTh BaXKHUX 1 JMHAMIYHUX CEpEIIOBHIIAX
[10]. Hetipomepeski Ta aITOPUTMH MAITMHHOTO HABYaHHS €(hEKTHUBHO MPAIIOIOTH Y J00pe CTPYKTYPOBaHUX
npolecax i3 YiTKUMH BX1THUMU [TapaMeTpaMH, OJIHaK y CUTYallisiX 13 BUCOKUM PiBHEM HEBU3HAUEHOCTi 200
YacTUMH 3MiHAaMH YMOB poOOTH BOHHM MOXYTh JEMOHCTPYBaTH HecTaOinbHI pe3ynbraTH. Lle BuMarae
THYYKHX MEXaHI3MIB aJanTtailii, 1o nepeadadae IHTErpalil0 IITYYHOTO IHTEICKTY 3 TPaIuIliHHUMU
METO/IaMH YIPaBIIiHHS JUI CTBOPEHHSI KOMOIHOBaHMX MiIXOIB.

IOpunnyHi Ta €THYHI aCeKTH BUKOPUCTAHHA IITYYHOTO iHTENIEKTY B IPOMHUCIIOBIH aBTOMAaTH3aLii
TaKOX CTBOPIOIOTh 3HAUHI BUKIMKH. Y JESIKHMX KpaiHaX 3aKOHOJABYl HOPMHM IIOJO BiJIMOBIAaJILHOCTI 3a
pimennst, npuitasari [Il-cuctemamu, e He BperyiboBaHi, O CTBOPIOE MPABOBY HEBU3HAUEHICTh. Kpim
TOr0, aBTOMAaTH3allisl HA OCHOBI IITYYHOTO 1HTEJIEKTY MOKE BIUIMBATH Ha PUHOK POOOUYOI CHIIH, OCKUIBKU
3HIKEHHS OTpeOH y (Pi3uyHii mpami Ta CKOpOUEHHS KUIBKOCTI pOOOYHX Miclb MOXKYTh MaTH COL{aJbHI
Haciijku. Po3B’s3aHHS IUX MUTaHb MOTPeOye po3pOOJICHHSI KOMIUIEKCHUX CTpATerii, CIpsSMOBaHUX Ha
aJIanTamilo MpamiBHUKIB 0 HOBUX YMOB, iX NepeKBali(ikalilo Ta CTBOPEHHS HOBHX POOOYMX Miclb y
cdepax, OB’ sI3aHUX 13 MIATPUMKOIO Ta po3BUTKOM LU I-pimeHs.

Onrtumizallisi BOPOBa/HKEHHS INTYYHOTO I1HTEJEKTY y BHPOOHHMYI MpOIECH CIpSIMOBaHA Ha
3a0e3MeyYeHHs] iX aBTOHOMHOCTI, TiJIBUIIEHHS €(QEKTUBHOCTI YIpPAaBIiHHA Ta 3MEHIICHHS BIUIMBY
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JOJCHKOTO (akTopa. s MoCATHEHHS IUX IiJIel HEOO0XiTHO PO3POOUTH KOMIUIEKCHI 3aX0/U 3 OTJISITy Ha
TEXHIYHI, OpraHi3alliiiHi Ta ekoHoMiuHi acriektu inTerpanii LI I-rexHonoriit y BUpoOHHUIITRO.

BrpoBamkeHHsT MTYYHOTO 1HTEIIGKTY Mae€ Oa3yBaTHCS Ha IOCTYIOBIH amamrarlii BUPOOHUIHMX
MPOIECiB A0 HOBMX HM(POBUX TEXHOJIOTIH, IO Mependayae TOeTalHe OHOBICHHS 1H(PAaCTPYKTYpH,
tectyBanHs Ll I-Moneneii Ta iX iHTerpaLito 3 HASBHUMH aBTOMAaTU30BaHUMHE cucTeMaMu. [louaTkoBui eTan
Mae€ BKITIOYATH JECTAThbHAN aHaTi3 BUPOOHUYMX MPOIECIB U BUSABICHHS IUISHOK, /I IITYYHUH 1HTEIEKT
3maTeH 3abe3nmednTH HauOumenry edexkTuBHICTE. lle MOXyTh OyTH CHCTEMH KOHTPOJIO SKOCTI,
MPOTHO3YBAaHHA TEXHIYHUX HECHPAaBHOCTEH, ONTHMi3allis JOTICTUYHUX omepaniii abo ympaBiiHHS
CHEProCIIOKUBAHHSM.

3abe3nedeHHS Oe3MepepBHOCTI BUPOOHNIHX IIPOIIECIB MOTPeOyE CTBOPEHHS HAMIIHOT apXiTEKTypH
nepeaayi Ta 00poOJICHHS AaHUX, 10 Mepeadadyae BUKOPUCTAHHS BUCOKOTIPOAYKTUBHUAX OOYMCIIOBAIEHUX
iatdopm, XMapHUX cepBici i po3noaiiennx L I-monay:is. [HTerpanis iHTeneKTyaabHUX aNTOPUTMIB Mae
OyTH cripsiMOBaHa Ha TABUIIICHHS THYYKOCTI YIIPABIIIHHS BUPOOHHUIITBOM, IO BKITIOUAE aIalITUBHI MOCITI
onTuMizamii BUPOOHUYMX TOTYXKHOCTEH, MPOTHO3HE TEXHIYHE OOCIYroBYBaHHS Ta aBTOMAaTH30BaHE
KOPUTYBaHHS TEXHOJIOTIYHUX MTApaMeTpiB.

OpnHAM 13 KITFOYOBHX aCTIEKTiB ONTHMI3AIlii € pO3pOOIICHHS alaTHBHIX MOJENEH YIIPaBIiHHS, 110
MTOETHYIOTH IIEHTPATI30BaHU KOHTPOJIB 13 JIOKAIHLHOK aBTOHOMHICTIO OKPEMHX BHPOOHHYMX By3miB. Lle
JIO3BOJISIE MIJBUIIMTH CTIMKICTh BUPOOHHIITBA 10 IUIMHHUX 30BHIIIHIX YMOB 1 3a0€3IMEYHMTH IIBUIKE
pearyBaHHsS Ha 3MiHH B TapaMmeTrpax mpoieciB. Bukopucranus riopumaaux [l-cuctem, mo moeaHy0Th
MaIlliHHE HaBYAHHS, HEHPOHHI MEPEXi Ta EKCIEepTHI CHUCTEMH, MO03BOJIAE€ 3HU3HTH PH3UKH 3001B i
3a0e3MeYNTH CAMOHABYAHHS allTOPUTMIB y PeaJbHOMY Yaci.

BaxmuBUM acrieKToM YIPOBA/DKEHHS INTYYHOTO I1HTENEKTY € TIJIrOTOBKa IepcoHaly, IIo
mependadae HaBYAHHS OIMEpaTOpiB, IHXKEHEPIB 1 AaHANITHUKIB TMPAIfOBaTH 3 IHTENEKTYaIbHUMHU
matdopmamu, aHamizyBaTu Illl-3reHepoBanHi pimieHHS W OIliHIOBaTH iX KOpeKTHICTh. Kpim Toro,
3a0e3neyeHHs KiOepOe3neK: € HEBII'EMHOIO CKIIQJOBOK YaCTUHOKD ONTUMI3allii, OCKUIBKH 3aXUCT
BupoOHNUnX Aanmx i Illl-cuctem Bim 30BHIMIHIX 3arpo3 € KPUTHYHO BAXKIWBUM U O€3MEpEPBHOTO
(hyHKIIOHYBaHHS i AIIPHEMCTBA.

Onrtumizaniss iHTerpamii IMITyYHOTO IHTENEKTY TaKoX Iependadae po3poOJeHHS CTpaTerii
rHydkoro Macirradysanss LI I-cuctem, 110 103BoJIsI€ aganTyBaTH TEXHOJIOTIT i1 opa3 OiibiIi BUPOOHMY1
notpebu. BUKOpUCTAaHHS IITYYHOrO 1HTEJIEKTY MJIsi aBTOHOMHOIO KOHTPOJIIO SIKOCTI TMPOIYKLII,
3MEHIIIEHHSI BIIXOMiB, IPOTHO3YBAaHHS TMOMHUTY Ta YIPABIiHHA CKIAQJCBKUMH 3aracamMH CIPUsE
MiABUIEHHIO €eKTUBHOCTI BUPOOHUYHX MPOIECIB TA 3HIKCHHIO BUTPAT.

3abe3neueHHs aBTOHOMHOCTI BUpoOHMuTBa uepe3 Illl-ynpaBminHs m03BOJIsIE MiHIMI3yBaTH
JIOACBKE BTPY4YaHHS B PYTHHHI INPOLECH, L0 CHPHUsIE€ 3MEHIICHHIO BIUIMBY JIOACBKOro (akropa Ta
3HWKEHHIO IMOBIPHOCTI MOMMJIOK. Y JIOBIOCTPOKOBI MEPCIEKTHBI MPaBUIIbHE BIPOBAKEHHS ITYYHOTO
iHTeNeKTy (OpMy€e OCHOBY Il CTBOPEHHS MOBHICTIO IH(PPOBHUX IMiJNPUEMCTB, IO BiAOBIJAIOTH
koHuentii [aayctpii 4.0, 3a0e3neuyodn BUCOKY e(heKTHBHICTh, CTA0LIBHICTh 1 KOHKYPEHTOCTIPOMOXKHICTh
BUPOOHUIITBA.

BucHOBKH Ta MepCHeKTUBH MOAAJBIINX A0CTiTKeHb. Ha OCHOBI aHai3y iHTErpallii mTy4HOro
IHTEJIeKTY B CHCTEMM aBTOMAaTH3allii HPOMHUCIIOBHX IIPOLECIB YCTAHOBJIEHO, IO BHUKOPUCTAHHSI
IHTEJIEKTyaJIbHUX aJITOPUTMIB JI03BOJISIE 3HAYHO ITiIBUIIIMTA ABTOHOMHICTb, aJalTUBHICTD 1 €()eKTUBHICTh
BUPOOHMYMX CHCTEM. BusBIEHO, M0 3aCTOCYBaHHS MAIIMHHOTO HaBUYaHHS, HEHPOHHHUX MEPEK,
KOMIT'IOTEPHOTO 30pY Ta KOTHITUBHMX OOYHCICHb CIPHA€ ONTHMI3alil yIpaBIiHHSI pecypcamu,
MPOTHO3YBAaHHIO TEXHIYHWX HECHPaBHOCTEH 1 TOKpaLIeHHIO SKOcTi nponykuii. Po3poGiena
KOHIIETITYaJIbHA MOJICIh IHTErpallii ITYYHOTO 1HTEJIEKTY Iepe0adae TPUPiBHEBY CTPYKTYPY — CEHCOPHHH,
AQHAJITUYHUN Ta YNPaBIiHCHKUN PiBHI, 10 320€3MEUYYyIOTh aBTOMAaTH30BaHE MPHUNHHATTS pillleHb, THYYKe
yIpaBiiHHS BUPOOHUYMMHU MTPOLIECaMH Ta MiHIMI3aIlilo JIOACEKOTO BTpYYaHHS.

OcHoBHMMY TIpoOJIeMaMy BIIPOBAKEHHS IITYYHOTO 1HTEIEKTY B aBTOMATHU3AI[IF0 BHPOOHHUIITBA €
BHCOKA BapTICTh IHTErpailii, HeoOXiIHICTh MOJICPHI3alii HAsSIBHUX CHUCTEM, CKJIanHicTh amantarii II-
ITOPUTMIB /10 IMHAMIYHUX YMOB BUPOOHMLITBA Ta PU3HKH, ITOB’s13aHi 3 KibepOe3nekoro. BuznaueHo, 1m1o
HEJOCTaTHsS aJaNTHBHICTh AJITOPUTMIB MAaIIMHHOTO HAaBYaHHS 1O 3MIHHHMX CEPEIOBHIL 1 BiACYTHICTh
VHIBEpCATbHUX CTaHJAPTIB JUIS OLIHIOBAHHS iX €(EKTHBHOCTI OOMEXYIOTh MOMJIMBOCTI 3aCTOCYBaHHS
LITYYHOTO 1HTENEKTY B CKIaJHUX BUPOOHUYHMX IpoIiecax.

PexkomMeH10BaHO BUKOPHCTOBYBATH MTOETAIHY CTPATETI0 BIPOBAXKEHHS IITYYHOTO 1HTENEKTY, 1110
BKJIIOUAE JICTAIbHUI aHalli3 BUPOOHUYMX MPOIIECiB, TeCTyBaHHs Ta adantaiiio [1Il-monenei, iHTerpaitito
riopugHux anroputMmiB Ta posnozineHux l-pimens, Mo MOEAHYIOTh IIEHTpaNTi30BaHe YIPaBIiHHSA 3
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JIOKAJILHOKO aBTOHOMHICTIO. OKpeMy yBary CIiiji MpUALTUTH 3a0e3MeUeHHI0 Ki0epOe3eku, CTaHqapTh3aIlii
METO/IB aHaJli3y JaHUX i MiATOTOBJICHHIO epcoHany ajst poootu 3 L I-cucremamu.

[NepcniekTHBH TOAANBINIUX JIOCTIKEHD MOJSITaloTh y BIOCKOHAJICHHI METOIB aJallTUBHOTO
MAaIlIMHHOTO HaB4aHHs, cTBOpeHHi Illl-cuctem i3 MiABUINEHOIO CTIHKICTIO JO 3MIHHHX CEPEIOBMIIL,
onrtuMmizauii B3aeMoii Mixk aBToHoMHUMH LLII-MomynsiMu Ta LieHTpani30BaHUMH CHUCTEMaMH YIPaBIiHHS,
a TaKoX pO3pOoOJEeHHI HOBHX MIAXOMIB JO OI[IHIOBaHHS €(EeKTHBHOCTI IITYYHOTO IHTEIEKTy B
ABTOMATH30BaHHUX NMPOMHCIOBUX MpoIlecax.
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PO3POBKA ABTOMATHU30BAHOI CUCTEMHU NIJATPUMKHU JIAJIbHOCTI
MOJIOAIKHOI'O HEHTPY

Cagka 51.C., KogiBuak S1.B., lyoyk B.I. Po3po6kxa aBTOMaTH30BaHOI cCTeMHU HiATPUMKH AislJIbHOCTI MOJIOAIAKHOI O
LEHTPY. Y CTaTTi pO3IIAHYTO MPOEKTYBaHHSA 1 po3p0o0Ky aBTOMAaTH30BaHOI CUCTEMH i ATPUMKH TiSUTBHOCTI MOJIOADKHOTO LICHTPY.
OOTpyHTOBaHO aKTyaJbHICTH PO3pOOKH cucTeMu. [IpoBeneHO aHami3 iCHYIOUHMX MOAIOHHX CHCTEM, a TaKOX PO3TIAHYTO iX
nepeBard i Hemouiky. [IpMBeneHO KOHIENTYyaJdbHY MOJENH AaBTOMATH30BaHOI CHCTEMH IIATPUMKHU AisUIEHOCTI MOJIOJIKHOTO
nentpy. [loOymoBaHo aiarpamMul MpEIEeeHTIB s KOPUCTYBaUiB cUCTEMH. P03po0IicHO OJI0K-CXEMH aIrOPUTMIB pOOOTH CHCTEMH.
TloGynoBano yHKIIOHANEHY MOJENb CUCTEMH 3 PI3HUMHM piBHsAMH 11 nerarmizauii. Po3pobieHo niarpamy kiaciB Ta 6asy qaHHX
cucTeMHu. BHKOHaHO peaii3allifo KOMIIOHEHTIB CHCTeMH, 0a3M JaHUX Ta iHTepdeiicy KOpHCTyBada, a TakoX MPOBEACHO IiX
TecTyBaHHS. Po3poOieHa aBTOMAaTH30BaHA CHCTEMa MIATPUMKH MisJIBHOCTI MOJIOADKHOTO LEHTPY MOXKE 3HAWTH YCIIIIHE
3aCTOCYBaHHS y JisUTBHOCTI MOJIOADKHHUX LIEHTPIB PI3HOTO CIIPSIMYBaHHA Ta iHIIMX TPOMAJICHKUX OpraHi3aliil YKpaiHu Ta CBiTy.

KurouoBi ciioBa: aBromMaTH30BaHa CHCTEMa, MIArOTOBKa NaHWX, MOJIOADKHI Opradi3amii, TpOMaJChKi Oprasiszamii,
aBTOMATHU3aMlisl AiSUIBHOCTI.

Savka Ya., Kovivchak Ya., Dubuk V. Development of an automated system to support the activities of a youth
centre. The article considers the design and development of an automated system for supporting the activities of a youth centre.
The relevance of developing the system is substantiated. An analysis of existing similar systems is carried out, and their advantages
and disadvantages are considered. A conceptual model of an automated system for supporting the activities of a youth centre is
presented. Use-case diagrams for the users of the system are constructed. Block diagrams of the system's operation algorithms are
developed. A functional model of the system is constructed with different levels of its detailing. A class diagram and the system
database are developed. The development of the system components, database and user interface carried out, and their testing were
conducted. The developed automated system for supporting the activities of a youth centre can be successfully applied to the needs
of youth centres of various directions and other public organizations of Ukraine and worldwide.

Keywords: automated system, data preparation, youth organizations, public organizations, automation of activities.

IocTanoBka 3ana4vi. 3 PO3BUTKOM KOMIT FOTEPHUX TEXHOJIOTiH BCE OUIbIIE TPOMaJChKUX Opra-
Hi3aIiil pi3HOro MPU3HAYCHHS 3aCTOCOBYIOTH cydacHi iHdopMariiiHi cuctemu (IC) 3 MeTOI0 MmoermeHHs
Ta MiABHUIIEHHS e(heKTUBHOCTI iXHBOI AisUTbHOCTI. Taki CHCTEMH Jaf0Th 3MOTY ITOKPAIIyBaTH PiBEHb KOMY-
HiKaI[i1 Mi>kK KOPHCTYBa4aMH, ONITUMI3yBaTH JiSUTbHICTh OpTaHi3alliii.

Juist Oynb-SKOi TEpUTOPIaIbHOT TPOMaH i 1i MepCcreKTHB y MaiiOyTHROMY Ba)KIIMBE 3HAYCHHS Mae
HasSBHICTh MOXJIMBOCTI caMopeaii3allii /yisi MOJOJOTO TOKONIHHS. 3 II€0 METOI Yy TEePUTOPiaIbHUX
rpomMajzax CTBOPIOIOThCS Ta (YHKLIOHYIOTH MOJOADKHI meHTpu [1]. 3 KOXHMM POKOM KiJIBKiCTh
MOJIOJIP)KHUX TEHTPIiB B YKpaiHi 3pocTae Ta JIepxaBa B 0codi Ypsay YKpaiHu crpuse Ta MIATPUMYE iX
IUsUTBHICTE [4, 6], sika HalijeHa Ha mpodeciiHu, KyIbTYPHUH, IHTENEKTyallbHUH 1 COIlIaTbHAN PO3BUTOK
MOJIOZII B MeKax TepuropianbHux rpoman [2]. Taki HeHTpH 3aaydaroTh MOJOJAb 10 BHUKOHAHHS
npodeciiiHux, OCBITHIX, TBOPYHX i coriagbHux mpoekTiB [3]. Lle 3a0x04ye MOJIOAb 1O aKTHBHOI y4acTi B
CYCIIJILHOMY HTTi TEPUTOPIiaIbHOT rpoMaand. MOJIOMIXHI IIEHTPH JTOTIOMAaratoTh MOJIOIOMY ITOKOJIIHHIO
HaOyBaTH TEBHOTO JIOCBily, HABHKIB KOMaHJIHOI POOOTH, 3[IHCHIOBAaTH OOMIH AyMKaMHy 1 OCBiIIOM, a
TaKOK MABHMIYIOTh COIianbHy akTHBHiCTE Moiofi [9]. Tomy po3pobka aBTOMATH30BAHHX CHCTEM
MIATPUMKA JiSUTBHOCTI MOJIOADKHUX IIEHTPIB PI3HOI cHemiamizaiii Jis TEePUTOpiaIbHUX TpoMai, €
aKTYyalbHOIO 3aJa4elo.

AHaJni3 ocTaHHiX nociaizxens i mybaikaniii. Byno nposeneno ananis icHyrounx iHpopManiiHuX
CUCTEM, SIKI HaIJICH] Ha MIATPUMKY POOOTH MOJIOADKHHUX LEHTPIiB. [l0 HalOLIbII BiIOMHUX 1 BXKUBAHUX 3
uux MokHa BigHectn IC: Bceeykpaincekuit monomikuuii meHtp [5], Momomixkua ITmatdopma (Youth
Platforma) [7] ra Moxonixuwuii nentp “Paragraph” [8].

IC BeeykpaiHCBKOTO MOJIOIKHOTO IIEHTPY Oyi1a CTBOpPEeHa rpymoio po3poouukis demch.co. Ha puc.
1 mpuBeieHO TOJIOBHY CTOPiHKY iHTepdeiicy IC Beeykpaincbkoro monoaikHoro nentpy [5]. Lis IC namae
JIOTIOMOTY TIPY CTBOPEHHI HOBHUX PErioHaJIbHUX MOJIOADKHUX IIEHTPIB 1 oNTUMi3alii poO0TH BXKE ICHYIOUHUX.
[i oOcHOBHUMM KOpHCTYyBa4aMu MOXYTh OyTH pPaI[iBHUKH MOJIOJIIKHMX OpraHizamiif, Moo o1 BikoM
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Bix 14 10 35 pokiB, a TaKOX MOJIOADKHI OpraHi3aiii Ta ycTaHoBH [5].

d|| BCEYKPAIHCLKHA Mpowoc ¥  Bace  Motepiasm  LswipwTo npoctopw  Kanewop namii ¥ Kowrore Q
E&_M . MOMOADKHIUA
Q| UeHTP Maonogiwasinpauiemy.  Menamemo MUTO M Bmoncllh  Baisopicpsicty

BceykpaiHCbkui
MONOZIXHUIA LEHTP

EXCREpTHO-PECYPCHI LEHTD MONDABKKC! POECTH, SKMiA
KOXEH A2HS NPOLIOE NS DOIRATXY MOACRHO!
IHEPOCTRYKTYDM TO MONORIKHO! poGaTH 8 YKDatH

MPO UEHTP

Puc. 1 — T'onoBHa cropinaka inTepdeiicy IC BeceykpaiHChKOro MOJIOAIKHOTO LEHTPY

Ho mepeBar IC Mo)xHa BigHECTH: YITKY 1 JIOTIYHY CTPYKTYypy HIPOrpaMHOi MiJCHCTEMH;
MiHIMaTICTHYHHHN JU3aiiH, TPOCTUH Y BUKOpUCTaHHi. Hemomiku: BicyTHICTH MOOUTBHOT Bepcii iHTepdeiicy
IC; mictuTh Oarato craTucTHYHO1 iH(pOpPMAITii.

Indopmaniitna cuctema Mononikaa [Tnatrdopma (Youth Platforma, puc. 2) po3pobiena 3 meToro
MiATPUMKH PO3BUTKY MOJIOIKHOT otiTHKK B YkpaiHi [7]. [Tonax 10 pokiB 3a 1onomMororo 1iei mwiarhopmu
CTBOPIOIOTBHCS 1 PO3BHUBAIOTHCS MOJIOAKHI IeHTpH Y BonmHChKil obnacTti YkpaiHu.

#yo hpla tfor Mookacw  Wiommposumo?v  KouTakn ™ YxpalHcbka v & Nonpsane & Mot

o Manag e Mardapua’ (wed gartal NGO

MONOAKHI PAAU B YKPAIHI

B 3HOMY Hanpami My MOMEMD 32NPONOHYESTY BIM HAU A0RaTI0BKRA cadT - hitp //youthcouncil com.ua M
POIMICTIVNIM Tan yCi Hawll HANPALYOBAHHA WA MONCRDLHWX DR, [TEPeEaNHO KONTIOHEHTH CTOCYIOTECR

MONOAOKHIK [ Y MANMX rponanax. Sk,

HHTATH BITBLLE [READ MORE)

Puc. 2 — T'onoBHa ctopinka inTepdeiicy IC Monoaixunoi [Tnathopmu

Ho nepesar wniei muarGopMu MOKHa BiJHECTH: BUOIp MOBH (yKpaiHCbKa, aHTJIiHCbKa); IBUAKICTD
pobotu; npyxHil iHTepderic. Henomiku: BiACyTHICTh MOOITFHOT BEpCii.

Iudopmariiiina cucrema [t MosoaikHOro meHTpy “Paragraph” [8] Gyma po3pobiena cTyaeHTaMu
[IpukapraTchKoro HalioHaJIbHOTrO yHiBepcuteTy iM. Bacuis Credanuka. 3a mormomororo 1iei IC MoxHa
opraHizoByBaTh HepOpMalIbHY 1 TpPOMaJChKy OCBITy Ta Pi3HI MOAii, IO CHPHUIIOTH OpraHizamii
IHTEJIEKTYaJIbHOT0, KYJIbTYPHOT'O A03BULIS 1 JyXOBHOMY PO3BUTKY M0J10ii. ['0jl0BHA cTOpiHKA iHTEpdeicy
IC monoxixuoro neHrpy “Paragraph” npusenena na puc. 3 [8].

Ho nepesar BianosigHoi IC MoxHa BigHeCTH: 3pyYHHMH Ta iHTYITUBHMH iHTep(eiic; MOXKIUBICTD
BUOOpYy MOBHU iHTepdeiicy, opuriHampbHWiA gu3aiiH. Henmomiku: He mnepeadadeHO  aBTOPHU3AIIIO
KOPHCTYBauiB; BIICYTHSI MOXJIMBICTb OHJIalH-peecTpalii Ha Ti YM iHILI TOAii.
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PARAGRAPH [P

Mpouyekrp v Komawga v Noali v Miarpesara v 3BopoTHIN 283304 3sire v

Paragraph - nepLuwii
MONOADKHUIA LIeHTP B IBaHO-
PpaHKiBCbKY

CraopeHui CTyaeHTaMy ang

1€ BKDUTUA ONA BCIX OXO4UX

[isnaucs Ginswe 9

Puc. 3 — T'onoBHa cTOpiHKa MOJIOXKHOTO TIEHTPY “Paragraph”

MeTo10 10CHiT:KEHHA € PO3POOKA ABTOMAaTH30BAHOI CUCTEMH MIATPUMKH JisLTEHOCTI MOJIOIIKHOTO
HEHTPY.

OcnoBHa yacTuna. /{7151 Kpamoi oprasizaiiii KOMaHJHOT pOOOTH HaJ| CKIaJOBUMH MPOEKTY CHCTEMHU
Oyno BuxopucraHo iHcTpymeHT Figma [10]. Sk mepmmii pesynbrar, 0yno po3poOjeHO KOHLENTyalbHY
MOJIeJTb aBTOMATH30BAaHOI CHCTEMH MIATPUMKH [ISUTBHOCTI MOJOIDKHOTO IIEHTPY 3 YypaxyBaHHSIM
pexkomenariiii [11] Ta [12]. Bona npuBenena Ha puc. 4.

KepiBHuku LeHTpy 1...n

MewkaHui cenuwia
1.v

MpauisHukn ueHTpy 1...k

BeG-opieHToBaHa cucTema nigTPUMKW
AifNbHOCTI MOMNoAKHOrO LIeHTpY

CrcTemHuin
agmiHicTpaTop

3aoxoveHa Monoab
ueHTpy 1...m

3acHoBHWKKM ueHTpY 1..f

Puc. 4 — KonnenryajibHa MOJIe)Ib aBTOMAaTH30BaHOI CUCTEMH IIATPUMKH AisTIBHOCTI MOJIOIKHOI'O
LEHTPY

Y HalOiIbII LIMPOKOMY BapiaHTi KOPUCTyBayaMy CUCTEMH (TOOTO, ii 30BHILIHIMU CYyTHOCTSIMH) MO-
JKYTbh OyTH: 3aCHOBHUKH LEHTPY; KEPiBHUKHU LEHTPY; NPAL[iBHUKH LIEHTPY; 3a0X0UEHA MOJIOJIb Ta MELIKAHIII
rpoMaju, celuiia. 3amuTy, sKi OyAyTh 31HCHIOBATH BKa3aHi BUIIEC KOPUCTYBadi, BU3HAYAIOTh OCHOBHY
MHOXHHY (DYHKLIH CHCTEMH.

[puknaau pizHux BuaiB aiarpam UML, mo posrisiianucs npu NPOEKTYBaHHI CUCTEMH JIOKJIATHO
omucani y myomikariii [13]. TIpu ix mo0Oya0Bi 0ys10 BUKOpHCTaHO IHCTpyMeHTanbHui 3aci6 Draw.io [14].

Takox OyJji0 po3po0JieHO diarpaMd BUIAAKIB BHKOPUCTAHHS JUIS BCIX CYTHOCTEH CHCTEMHU 3
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BHUKOPHCTAHHIM PEKOMEH/IaIlii, HaBeneHux y [12, ¢.283-284].

Sk npukaa, HaBeAEMO JiarpaMy BHIIAJKiB BUKOPUCTAHHS [ MPAIliBHUKIB IEHTPY (puc. 5).

Mepernag,
AokymeHTaui’

include

MNowyK HAABHKUX
3BiTIB

PeparyeaHHs

AoKyMeHTaull

CTBOPEHHA HOBOT
noali

include extend

extend K
Mepernag noain BeneHHs ; HonasanHs z8iTiB "extend"
nokymeHTavis/ include
i - asiTHOCTI .

t'exlen' d

! PenarysanHs
extend -7 . --extend Aonucy
- CreopeHHa ¥ N
' -~ "\ gofasaHHA Aonucis extend™ """ s oo Buganenns
extend
ABTOpHK -

3aLis N
“extend
Y

KomeHTyBaHHR/

MpaliBHWK LeHTPY OLIMPEHHA OMNCY

extend
apernsan 3amMoBneHs
Ha focTynHi ToBapu 4.

extend

“include

OTpumantA onnatu i
33BEpLUEHHA 3aMOBINEHHR

OdhopmneHHs
BIANPaBKM 3aMOBNEHHS

-includg -----=-

Mepernsg
NOBIAoMINEHb T2
CMOBILLEHB

BvaaneHHa

CMNoBILEeHb Ta YaTiB

" extend----

extend

~ HagcunaHHs
HanueaHHs include™” oTpUMyBaNY
nosifoMNeHHA

Puc. 5 — [liarpama BumaakiB BUKOpUCTaHHs U1l KopuctyBada “llpamiBHuK neHTpy”

Ha npuBeneniii miarpami momano HaOip OCHOBHUX MpeTeIeHTiB (hYHKIIIH), AKi OyAyTh JOCTYIIHI IS
BUKOHAHHS MpaIiBHAKaM EHTPY MIATPUMKH IisUTBHOCTI MOJIOJII.

[lix yac mpoekTyBaHHS aBTOMATH30BAaHOI CHCTEMHU MiJTPUMKH IiSUTBHOCTI MOJIOAKHOTO IEHTPY

po3pobseHO HEOOXiMHWH KOMILIEKC AJTOPUTMIB peanmizallii (YHKIiH CHUCTEMH y BIATOBITHOCTI O

BUKOHAHHS 3aIMTIB KOPUCTYBAYiB 3 ypaxyBaHHSM pekoMmeHpaarii [15]. brok-cxema anroputMmy cTBOpeHHS

MTOBIIOMJICHHS TIPUBEJIeHa Ha puC. 6.
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Mouvatok

k.

Bubip kopucTyBa4a

/ Buein nosinomneHHn

€ HenpoYUTaHe nosigoMneHHa?

BaxaeTte HanwcaTtn
NOBIOOMNEeHHA?

/

Beia nosinomneHHs /7

HanecwnaHHs
NoBIAOMMEHHA

l

O6po6ka i
sbepexeHHs 0aHnx B

B

Hanucatu we ofHe
NoBinoMNeHHA?
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LUEHTPY

[IpoTsaroM MpoeKTyBaHHS CUCTEMH 3IHCHEHO pO3pO0Ky 0a3u JaHUX Ta AiarpaMu KoMmmoHeHTiB IC.
ITpu po3poOii aiarpaMu KOMITOHEHTIB OyJI0 BpaxOBaHO peKOMeHpailil, HaBemeni y [16]. [iarpama
kommoneHTiB IC npuBeneHa Ha puc. 9. Ha Hili 300pakeHO CTPYKTYpPY CUCTEMH i3 HEOOX1THUMU 3B’ I3KaMU
MK OCHOBHMMH KOMIIOHCHTamMH. ba3a gaHux moOymoBaHa y BiJIOBIIHOCTI JO MPEAMETHOI 00JacTi,
HaOOPYy 30BHINIHIX CYTHOCTEH Ta QyHKIIH cucteMu. [ po3poOku 0a3n MaHMX BUKOPHCTAHO PEIAMiHHY
MOJIEITb.
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Puc. 9 — Jliarpama KOMIIOHEHTIB aBTOMAaTU30BaHOI CUCTEMH MIATPUMKH IisTILHOCTI MOJIOAIKHOTO IIEHTPY

[Ipu po3pobui kommoneHTiB IC Oyno BUKOpPHCTaHO CTEK iHPOpMaLiHO-TEXHOJOTIYHUX 3ac00iB:
moBy HTML [17], trexHosnorii JSP [18], JavaScript [19], inctpymenTtanbhi cepenopuina IntelliJ IDEA [20]
ta Spring [21].

Takox Oysio po3pobiieHo iHTepdeiicH IS BCIX 30BHIIIHIX CYyTHOCTEH aBTOMATH30BaHOI CUCTEMH

MiATPUMKH AiSUTEHOCTI MOJIOJIIXKHOTO TEHTPY.
Sx mpuknax, Ha puc. 10 HaBejeHo iHTepdeiic OpMU CTBOPEHHS MPOEKTY JJsl KOPUCTYBadiB
ABTOMATHU30BaHOI CUCTEMH IIATPUMKH AisUIHOCTI MOJIOJIXKHOTO LICHTPY.
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Puc. 10 — InTepdeiic hopMu CTBOPEHHS TPOEKTY aBTOMATU30BAHOI CHCTEMH MIATPUMKH JisTEHOCTI
MOJIOADKHOTO TIEHTPY

B pesynbTaTi po3poOKu cucTemMu 3iHCHEHO peai3allilo BCiX KOMIIOHEHTIB CHCTEMH, 0a3H JaHUX Ta
iHTep(deticiB KOPUCTYBaUiB, a TAKOXK MPOBEEHO X TECTYBaHHS.

BucHoBku. Sk pesynbraT poO0OTH, pO3po0ICHO aBTOMATHU30BaHYy CHUCTEMY IIATPUMKH MisSIBHOCTI
MOJIOJI’KHOTO TIeHTpY. Po3pobieny cucremy mMokHa OyJie YCHIITHO BUKOPHCTOBYBATH IUIsl (DOpMyBaHHS
MOJIOIDKHUX IIEHTPIB Y PI3HUX TEPUTOPIaTbHUX TPOMAIax, MICTax i celuiax. 3acTOCyBaHHS PO3POOIEHOT
cucteMu Oyne cnpusTH TNpodeciiHOMy, KyJIbTYpPHOMY, IHTEIEKTyaJbHOMY Ta COLIQILHOMY pPO3BUTKY
MOJIOJIi B MEKaX TEPUTOPIATBHUX TPOMAI.
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RELIABILITY ASSESSMENT AND FAILURE PREDICTION
OF SUBMERSIBLE PUMPS USING ADVANCED MODELING TECHNIQUES

Bautina M. Reliability Assessment and Failure Prediction of Submersible Pumps Using Advanced Modeling
Techniques. The article examines modern approaches to predictive maintenance of submersible pumps using artificial
intelligence algorithms and loT sensors. The study's relevance is determined by the need to improve the reliability of pump
equipment and optimize maintenance costs. It has been established that the main challenges include high infrastructure
modernization costs, the complexity of adapting algorithms to variable data streams, and the need for qualified personnel to
operate the monitoring system. The study's purpose is to develop recommendations for integrating predictive maintenance
systems to reduce unplanned downtime and optimize maintenance costs. The article employs methods of comparative analysis
of predictive model efficiency and investigates the impact of key parameters, such as pressure, temperature, and vibration, on
real-time equipment condition prediction. The results demonstrated that the proposed model based on recurrent neural networks
outperforms traditional approaches across all key metrics, particularly regarding precision and recall. The study concludes that
a phased implementation of pilot projects is necessary to adapt the system to industrial conditions and ensure continuous
monitoring. The prospects for further research include the development of adaptive models capable of working with incomplete
data and enhancing the autonomy of maintenance systems through self-learning algorithms, which will contribute to the stable
operation of pump systems under complex operating conditions.

Keywords: predictive maintenance, submersible pump analysis, advanced modeling, failure diagnostics, reliability
engineering.

Bayrina M.B. Ouinka HajiiiHocTi Ta MPOrHo3yBaHHs BiIMOB 3arJIMOHMX HACOCIB 32 J1I0IOMOIOI0 NepeI0BHX
METO/iB MOJEJIIOBAHHS. Y CTaTTi JOCIIPKEHO CyJacHI MiIXOIH O HPOTHO3YIOYOT0 0OCIYrOBYBaHHS 3ariIMOHUX HACOCIB i3
BUKOPUCTaHHSIM alTOPUTMIB INTYYHOro iHTeNnekTy Ta l0T-ceHCOpiB. AKTyaJbHICTH POOOTH 3yMOBJIE€Ha HEOOXIIHICTIO
MiIBUIICHHS HAIIHOCTI HACOCHOTO OOJIaTHAHHS Ta ONTUMI3allii BUTPAT Ha HOTO TeXHIYHE 0O0CIYroByBaHHS. BcTaHOBIEHO,
10 OCHOBHUMH TpOOJeMaMy € BHCOKI BHTPaTH Ha MOJIEpHi3allif0 iHPPACTPYKTYpH, CKIAIHICTh aJanTarii aJropuTMIiB 10
3MIHHHAX IOTOKOBHX JaHUX Ta MoTpeda y KBamihikoBaHOMY HMEpCOHANi A1 POOOTH i3 CHCTEMOIO MOHITOpHHIY. MeToro
JOCITIKEHHS € PO3pO0Ka peKOMEHAAIiH 00 1HTEeTpallil CHCTEM MPOTHO3YI0UOro 00CITYrOByBaHHS [UISl 3HIDKEHHS KUTBKOCTI
aBapifHUX TMPOCTOIB 1 ONTHMIi3alii BUTpAaT Ha OOCIYyroByBaHHS. Y CTAaTTi BUKOPHCTAHO METOIH IOPIBHAIBHOTO aHANI3Y
e(eKTHBHOCTI MOJENeH MPOTHO3yBaHHs, a TAaKOX MOCHIIPKEHHS BIUIMBY 3MiH KIIOYOBHX MApaMETpPiB, TaKHX SK THCK,
TeMIiepaTypa Ta BiOpalis, Ha MPOTHO3YBaHHS TEXHIYHOTO CTaHy HACOCIB y pealbHOMY 4aci. Pesymprat mokasanu, o
3aIpONOHOBAHA MOJIENIb HA OCHOBI PEKYPEHTHHX HEHPOHHUX MEpeX MepeBeplIye TpaauLiiiHi MiIX0oau 3a BciMa KIIOYOBHUMHI
MOKa3HMKaMH, 30KpeMa 3a TOYHICTIO Ta IOBHOTOI. 3p00JIEHO BHCHOBOK MPO HEOOXIAHICTH ITOETAIHOTO BIPOBAJHKEHHS
MUIOTHUX MPOEKTIB JUIS aIaNTalii CHCTEMH /10 BUPOOHMYHX YMOB i 3a0e31e4eHHs Oe3repepBHOr0 MOHITOPHUHTY. [lepciekTrBr
MOAANBIINX JOCTIIKEHb BKIIIOYAIOTh PO3POOKY aTaNTHBHUX MOJIeneil Ui poOOTH 3 HEIOBHUMH JIAHUMH, @ TAKOXK ITiABUILICHHS
AaBTOHOMHOCTI CHCTEM OOCITYrOBYBaHHS Uepe3 caMOHaBYaHHS Mojeneil. Lle cipustiMe cTabinpHI poOOTi HACOCHUX CHCTEM
y CKJIaJIHUX eKCIUTyaTallifHuX YMOBax.

Kaiouosi ciioBa: mporrosyrode o0CIyroByBaHHs, aHaNi3 3arIMOHUX HACOCIB, IIEPEIOBE MOJCIIOBAHHS, JialrHOCTHKA
BiZIMOB, iH)KE€HEpisl HATIHHOCTI.

Problem statement. In modern industrial systems, submersible pumps play a key role in ensuring
the continuity of technological processes, but their failure can lead to significant financial losses and
business interruptions. Traditional maintenance approaches based on fixed inspection intervals are often
ineffective because they do not consider the dynamics of changes in operating parameters and early warning
signs. This creates the need to implement innovative predictive maintenance systems that promptly predict
possible failures and prevent emergencies.

Integrating artificial intelligence algorithms and 10T sensors opens up new opportunities for real-
time monitoring and diagnosing submersible pump conditions. High-precision machine learning algorithms
allow for analyzing large amounts of sensor data and identifying hidden patterns that signal potential
equipment failures. Using metrics such as precision, recall, F1-measure, and root mean square error allows
you to evaluate the effectiveness of models and adjust them to achieve greater accuracy of predictions in
specific operating conditions. Custom algorithm modifications can be used to improve the efficiency of
forecasts, considering the peculiarities of pump operation, load fluctuations, and possible delays in data
transmission from IoT sensors.

The practical significance of such research lies in creating effective systems for automated
forecasting of equipment technical conditions. This minimizes downtime, reduces the cost of unscheduled
repairs, and increases the overall productivity of production processes. This provides business benefits in
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the form of increased resource management efficiency, reduced accident risks, and an adaptive maintenance
strategy based on real-world data on equipment conditions.

Analysis of the latest research and publications. Assessing the reliability and predicting failures
of submersible pumps is one of the key issues in ensuring the smooth operation of pumping stations.
Modern research is focused on the implementation of machine learning algorithms and the use of 10T
sensors to analyze the technical condition of equipment and improve the efficiency of its maintenance. The
study of methods for predicting failures of electric submersible pumps demonstrate the prospects of using
modern approaches based on artificial intelligence. In, R. Abdalla, H. Samara, N. Perozo, C. Paz Carvajal,
and P. Jaeger proved that the use of machine learning can reduce the number of emergency shutdowns
through effective real-time anomaly analysis [1]. S. Almazrouei, F. Dweiri, R. Aydin, et al. reviewed
existing models for predictive pump maintenance and emphasized the need to standardize methods for
processing large amounts of streaming data [2].

An important area of research is the use of multimodal methods and transfer learning for real-time
fault diagnosis. P. Yang, J. Chen, L. Wu, and S. Li proposed an approach based on the integration of
different types of learning that improves the accuracy of predictions in variable conditions [3]. P.
Bhattacharjee applied the method of multinomial logistic regression to quantify the risk of pump component
failures, which minimizes false signals of the diagnostic system [4].

Deep learning models also demonstrate a high level of efficiency in forecasting. J. Chen, W. Li, P.
Yang, S. Li, and B. Chen developed a three-stage diagnostic model that combines deep learning and support
vector machine methods and demonstrates a high level of accuracy [5]. The study by S. Saptadi, A. Widodo,
M. F. Athaillah, and M. F. Ayyasyi presented the use of recurrent neural networks, which provided a
prediction accuracy of more than 90% [6].

The study of pump failure mechanisms requires the development of additional measures to
minimize failures. The paper by S. Fakher, A. Khlaifat, and M.E. Hossain provides an overview of the
causes of failures of electric submersible pumps and suggests ways to prevent them [7]. Hybrid models
combining physical parameters and machine learning algorithms are promising for improving diagnostic
accuracy. S. Al-Ballam, H. Karami, and D. Devegowda proposed a hybrid model for real-time fault
prediction [8].

A separate area of research concerns the impact of design parameters on pump reliability. In the
work of V. Kannaujia, S. P. Bhore and H. S. Goyal analyzed the factors affecting the performance of
pumping equipment and emphasized the importance of standardizing experimental modeling methods [9].

An in-depth analysis of the practical aspects of pump maintenance is presented in the monograph
by G. Takacs, which discusses the technical characteristics, operating modes and measures to improve the
reliability of pumping units [10].

Promising approaches to the diagnosis of hydraulic pumps are considered in the study by Y. Yang,
L. Ding, J. Xiao, G. Fang, and J. Li, where the use of artificial intelligence for real-time signal processing
can significantly improve the accuracy of forecasting [11]. Methods of adaptive adjustment of forecasting
systems are presented in the article by Q. Li, K. Li, X. Gao, J. Fu, and L. Zhang, who proposed temporal
attention networks to improve the accuracy of anomaly detection [12].

Intelligent systems for diagnosing malfunctions of drilling pumps were studied by J. Guo, Y. Yang,
H. Li, L. Dai, and B. Huang, who described a parallel neural network architecture that can be adapted for
electric submersible pumps [13]. A deep belief network methodology for predicting the operating modes
of pumping units was proposed by D. Yu and H. Zhang [14]. The use of machine learning algorithms to
improve the accuracy of predicting pumping station modes was investigated by O. Turchyn [15].

Thus, the analysis confirms that the prospects for research are related to the development of
adaptive algorithms and hybrid models to improve the reliability and autonomy of predictive maintenance
systems.

Highlighting previously unsolved parts of the problem. Despite significant advances in
predicting the technical condition of pumps, aspects still require further research. First, the effectiveness of
artificial intelligence algorithms in the face of variable and incomplete streaming data, critical for real-time
systems, has not been sufficiently studied. Data loss or noise signals can affect the quality of forecasting
and increase the number of false positives.

Second, the optimal set of 10T sensors and their configuration must be determined to improve
diagnostic accuracy. The lack of empirical research on the combination of several types of sensors limits
the ability to adapt systems to different operating environments.
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Thirdly, the issue of creating models capable of automatic retraining without losing efficiency
remains relevant. Most modern methods require manual intervention to adjust models to changing
conditions, which reduces data processing efficiency.

The proposed study aims to overcome these limitations by developing adaptive algorithms for
dealing with unstable data, conducting a comprehensive assessment of forecast effectiveness, and
developing practical recommendations for the passed integration of systems into business processes to
reduce downtime and optimize maintenance.

The purpose of the article is to develop an effective approach to assessing the reliability and
predicting failures of submersible pumps using artificial intelligence algorithms and 10T technologies to
improve maintenance efficiency.

Obijectives of the article:

1. To investigate modern artificial intelligence algorithms used to analyze and predict technical
failures, determine their suitability for monitoring the condition of submersible pumps, and establish key
parameters of 10T sensors with an assessment of their role in modeling the behavior of pumping equipment.

2. To propose a modified methodology for analyzing streaming data that takes into account the
specifics of operating conditions and the characteristics of variable parameters and to conduct a comparative
assessment of the effectiveness of this methodology based on key forecasting metrics such as precision,
recall, F1-score, and root mean square error.

3. Provide practical recommendations for integrating loT-based predictive maintenance systems
and artificial intelligence algorithms into business processes to minimize downtime and reduce maintenance
costs.

Summary of the primary material. Using artificial intelligence algorithms in equipment
maintenance allows for the prompt prediction of failures and detection of malfunctions. Machine learning
algorithms are particularly effective in monitoring the condition of submersible pumps, as they can process
large amounts of streaming data and identify hidden patterns in changes in key equipment parameters. The
choice of algorithms largely depends on the type of task: logistic regression algorithms, support vector
machines, and decision trees are used to classify system states, while recurrent neural networks and gradient
boosting methods are effective for predicting the remaining service life. In modern industrial systems,
submersible pumps can operate under conditions of uneven loads and changes in external factors, which
requires the adaptability of algorithms and the ability to work with incomplete data and anomalies (Table
1).

Table 1 — Artificial intelligence algorithms for monitoring the condition of submersible pumps:
purpose and application features

Artificial intelligence Appointment Application features for monitoring submersible pumps
algorithm
Logistic regression Classification of states (“good”/ | A simple algorithm for working with a small number of
“possible failure”) parameters, but has limitations in complex
multidimensional systems.
Support vector machine Detecting boundary values It is effective when working with non-linear data, but
(SVM) between classes may require significant computing resources for large
datasets.
Decision trees and gradient Failure prediction and Provide a high level of interpretability of results,
boosting probability estimation especially useful for working with mixed data types.
Recurrent neural networks Predicting time to failure They are able to work with consistent data and take into
(RNN, LSTM) account historical dependencies, but require considerable
training time.

Source: compiled by the author based on [2; 4; 5; 7; 9; 12].

In practice, logistic regression is used to assess equipment condition and identify initial risks. It is
effective in cases where the amount of data is relatively small, and the system parameters are stable. For
more complex tasks that involve analyzing fluctuations in pump operation in real-time, support vector
methods are used to identify critical changes in equipment operation even in the presence of abnormal
values. Gradient boosting and decision trees are widely used to build risk assessment models and predict
time to failure, as they balance forecast accuracy with the explainability of the results.

Recurrent neural networks show high efficiency in systems where it is necessary to analyze long-
time series, for example, to determine changes in pressure or vibration of pumps in long-term operation
mode [6]. Their implementation is possible in industrial enterprises where 10T sensors with a high data
collection frequency are installed. For example, in the case of pump monitoring at large production
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facilities, RNN systems can predict potential failures several days before they occur, allowing maintenance
planning without stopping the main processes. Using such algorithms in combination with 10T technologies
ensures an increase in safety, a reduction in the cost of emergency repairs, and the formation of a
maintenance strategy based on data on the actual condition of the equipment [14].

Integrating 10T sensors into submersible pump monitoring systems allows for the continuous
collection of a large amount of data reflecting the dynamics of equipment operation. The main parameters
monitored by the sensors include pressure, temperature, vibration level, power consumption, and fluid flow.
These parameters are key indicators of pump health and can signal early warning signs of malfunctions,
allowing artificial intelligence algorithms to model equipment behavior and predict potential failures. For
the models to function effectively, it is important to ensure high accuracy and stability of sensor data
reading, achieved by calibrating the equipment and using data transfer protocols with minimal delay (Table
2).

Table 2 — Main parameters of 10T sensors and their role in modeling the behavior of submersible
pumps

10T sensor parameter Purpose in monitoring Role in modeling the behavior of pumping
equipment
Pressure Detection of deviations from the Allows you to detect signs of blockage or
normative level performance degradation.
Temperature. Heating control of working units It is used to assess possible overheating that can
cause damage.
Vibration level Detection of mechanical defects | It helps to identify imbalances, bearing wear, or other
mechanical problems.

Electricity consumption Analysis of pump efficiency A decrease or increase in energy consumption signals
problems in the system's functioning.

Liquid flow rate Determining system performance | Itis used to assess the compliance of a flow rate with
the declared technical characteristics.

Source: compiled by the author based on [3; 5; 7; 8; 12; 15].

The data obtained from 10T sensors form the basis for building mathematical models for predicting
the behavior of pumping equipment and making informed maintenance decisions. Each parameter is crucial
for diagnosing pump operation and identifying potential threats to its performance. In particular, pressure
readings allow you to assess the hydrodynamic characteristics of the system and timely detect blockages or
performance drops that may indicate a violation of the integrity of the channels or malfunctioning valves.
The temperature of the working units is a critical parameter for monitoring the thermal regime since even
a slight excess of the permissible values can cause gradual destruction of the pump’s internal components
and reduce its service life.

Vibration level monitoring provides diagnostics of mechanical defects, such as bearing imbalance
or wear. This indicator is one of the most sensitive to changes in the operation of pumping equipment, as
deviations from the normal level can result from even small changes in the geometry of working elements
or the loosening of fasteners. Analyzing electricity consumption allows you to assess the pump's energy
efficiency and detect deviations associated with an increase in load or a decrease in motor efficiency in a
timely manner. Fluid flow rate, in turn, is a key parameter for assessing system performance and allows
you to determine the actual volume of transported working medium compared to the nominal characteristics
of the equipment.

In practice, combining data from different sensors provides a comprehensive picture of the
submersible pump's operation, increasing the accuracy of prediction models and reducing false-positive
alarms. For example, in production systems with a large volume of liquid handling, a prolonged temperature
rise with normal vibration levels may indicate a blockage in the filter systems rather than a mechanical
failure of the pump. Such monitoring systems are implemented at enterprises to minimize the risk of
downtime and optimize maintenance costs, which ensures the stability of equipment operation and efficient
use of resources.

To effectively predict the condition of submersible pumps in complex operating conditions, it is
necessary to take into account the peculiarities of streaming data, which may be irregular, contain noise
components, and deviations from the norm due to random events. Existing analysis methods are often based
on static models that do not adapt to changing operating conditions, which reduces the accuracy of real-
time predictions. The proposed modified methodology involves the integration of adaptive machine
learning algorithms capable of processing large amounts of data in real-time and taking into account
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dynamic changes in operating parameters. It is based on the use of recurrent neural networks (RNNs) and
their modifications, such as LSTM and GRU, which allow information about previous system states to be
stored, and behavior can be predicted based on historical dependencies.

Unlike traditional models based on average parameter values, the modified methodology focuses
on predicting both pump failures as a binary phenomenon (failure/normal operation) and specific
quantitative indicators such as pressure, temperature, vibration, and electricity consumption. This ensures
clarity in the application of evaluation metrics: precision, recall, and F1-score for binary classification tasks,
and MSE and MAE for regression tasks. For example, the average absolute value of the difference between
forecasts and actual values (MAE) specifically refers to quantitative predictions like temperature or
vibration levels, avoiding ambiguity in interpreting results.

The methodology involves a multi-level preprocessing stage to ensure the quality and reliability of
input data. This includes handling missing data, applying Kalman filtering to reduce noise, and normalizing
parameter values for consistent model training. These preprocessing steps are essential for addressing
common issues in real-world 10T sensor streams, such as data gaps and noisy measurements, which could
otherwise affect prediction accuracy (Table 3).

Figure 1 illustrates the historical vibration data of two submersible pumps collected over a 24-hour
period. The graph demonstrates the fluctuations in vibration levels captured by IoT sensors, showcasing
both short-term variations and consistent trends. This visualization highlights the variability in operational
conditions and the importance of accounting for such fluctuations in predictive maintenance models.
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Fig. 1. Historical vibration data of submersible pumps
Source: author's own development

As shown in Figure 1, the vibration levels of both pumps exhibit periodic fluctuations due to normal
operational dynamics, with Pump 2 displaying slightly higher baseline vibrations. The ability to analyze
and predict such patterns allows the proposed model to distinguish between minor operational variations
and critical deviations that could signal impending failures. By incorporating these historical trends into
model training, the methodology ensures higher accuracy in predicting both pump failures and quantitative
performance metrics.
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Table 3 — Elements of a modified methodology for analyzing streaming data for monitoring
submersible pumps

Element of the methodology Description of functionality Expected results of the
application
Preliminary data filtering Reducing noise and eliminating Increase the accuracy of system
anomalous values parameter analysis
Using modified RNNs Forecasting based on time series Improving forecasts by taking
(LSTM/GRU) into account historical changes
Adaptive model training Retraining based on new data Increasing the relevance of the
model in the face of change
Evaluation Using Targeted Metrics Separate evaluation for predicting Objective assessment of
pump failures (F1-score, Recall) and | forecast quality in real time
pump parameters (MSE, MAE)

Source: author's own development

The proposed modified methodology for analyzing streaming data is designed to enhance the
accuracy of failure predictions and improve the monitoring system by addressing the unique characteristics
of submersible pump operation. The use of recurrent neural networks (RNNs), including LSTM and GRU
modifications, allows the system to effectively process sequential time series and identify relationships
between variable parameters. Unlike traditional statistical methods that rely on fixed analysis intervals and
averages, this methodology accounts for both short-term fluctuations and long-term changes, providing
more precise detection of potential malfunctions.

The multi-stage data processing framework begins with cleaning noise and anomalous values that
may result from sensor faults or external disturbances. This reduces false-positive signals, which is critical
for ensuring uninterrupted operation in demanding industrial environments. Adaptive training of the RNN
models ensures that the system can adjust to new conditions without requiring manual intervention, making
it particularly effective for high-volume streaming data scenarios.

In practical applications, this methodology enables real-time assessment of equipment conditions.
For example, if vibration levels rise significantly, the system analyzes related parameters such as
temperature and pressure to identify whether the deviation results from mechanical failure, hydraulic
blockage, or a temporary overload. This multi-factor approach distinguishes between minor fluctuations
that require no action and critical changes indicating a risk of failure.

Implementation of this methodology in industrial facilities has demonstrated a significant reduction
in emergency equipment shutdowns by enabling early detection of system deviations and preventing critical
malfunctions. By analyzing complex relationships between key parameters, the system minimizes
unnecessary shutdowns caused by false-positive signals and ensures stable operation even under high load
conditions.

This approach supports condition-based maintenance strategies, reducing downtime and operating
costs while extending the lifespan of equipment. It ensures the efficient use of resources and the smooth
operation of critical processes, offering businesses a significant advantage in reliability and operational
efficiency.

To evaluate the effectiveness of the proposed forecasting model, an experiment was conducted
using data collected over one year from three production facilities with high operational loads. The primary
goal was to predict pump failures as a binary phenomenon (failure/normal operation) and to assess key
parameters such as pressure, temperature, vibration, and electricity consumption. This approach allowed a
clear distinction between classification tasks (binary prediction) and regression tasks (continuous parameter
prediction), avoiding ambiguity in evaluation metrics.

Two groups of models were analyzed: the proposed model based on modified recurrent neural
networks (RNNs) and traditional statistical models, including standalone decision trees, Random Forest,
and Gradient Boosting. All models were compared using the following key metrics: precision, recall, and
F1-score for classification tasks, and mean absolute error (MAE) and mean squared error (MSE) for
regression tasks.

Table 4 presents the results of the comparative evaluation of model efficiency for predicting the
technical condition of pumps, highlighting the strengths of the proposed approach for each parameter.
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Table 4 — Results of comparative evaluation of the efficiency of the proposed model for predicting
the technical condition of submersible pumps

Performance Description Parameter Proposed Model Traditional Model
Evaluation Metric Results Results
Precision Proportion of Failure prediction 90% 85%
correct forecasts
among all forecasts
Recall Ability of the Failure prediction 88% 78%
model to correctly
detect actual
failures
F1-Score Balance between Failure prediction 89% 80%
precision and recall
Mean Absolute Average absolute Pressure 0.03 0.08
Error (MAE) difference between
predictions and
actual values
Temperature 0.02 0.07
Vibration 0.04 0.09
Electricity 0.01 0.05
consumption
Mean Squared Average squared Pressure 0.05 0.12
Error (MSE) difference between
predictions and
actual values
Temperature 0.04 0.10
Vibration 0.06 0.14
Electricity 0.03 0.08
consumption

Source: author's own development

The results demonstrate that the proposed model significantly outperformed traditional methods
across all key metrics. Specifically, the high precision (90%) indicates the model's ability to correctly
identify true positives while minimizing false positives. The recall (88%) highlights its capability to identify
a high proportion of actual faults, reducing emergency shutdown risks and ensuring uninterrupted
operation.

The separate analysis of parameters (pressure, temperature, vibration, and electricity consumption)
shows that the proposed model achieves substantially lower mean absolute error (MAE) and mean squared
error (MSE) compared to traditional methods. For instance, the prediction of temperature is characterized
by the lowest MAE (0.02) and MSE (0.04), demonstrating the model's high precision in this category.

This detailed evaluation approach clarifies the strengths of the proposed model in handling each
parameter effectively, enabling improved maintenance planning. In comparison, traditional methods exhibit
higher errors and struggle with incorporating historical dependencies, which are critical for accurate
predictions in real-time industrial environments.

One of the main challenges of implementing predictive maintenance systems is the high cost of
modernizing infrastructure and purchasing the necessary equipment. Businesses often face high financial
costs for installing 10T sensors, providing high-bandwidth data transmission channels, and deploying
servers to process large amounts of information in real-time. In addition, existing enterprise information
systems are not always compatible with new technological solutions, which requires additional costs for
software integration and adaptation of information architecture.

Another problem is the difficulty of customizing artificial intelligence algorithms and adapting
them to specific operating conditions. Machine learning algorithms require training on large data sets to
make accurate predictions. However, this data may be uneven or contain gaps due to technical failures in
the operation of sensors [2].

This can affect the quality of the model and increase the number of false-positive or false-negative
fault signals, which complicates the operation of the monitoring system. It is also important to take into
account that the operating conditions of pumping equipment can change due to changes in the operating
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environment or external factors such as temperature or load level, which requires model flexibility and the
ability to retrain.

Another challenge is the need to train the personnel who will work with the predictive maintenance
system. Sophisticated data processing algorithms and monitoring systems require qualified professionals
who can monitor the system's operation, analyze forecast results, and respond to signals of possible failures
in a timely manner. This requires the implementation of training programs for technical staff and the
involvement of specialists with experience in analytical systems and artificial intelligence algorithms [8].

To solve these problems, the integration of predictive maintenance systems should be carried out
in stages, starting with the implementation of pilot projects at critical nodes of the production system. This
allows you to evaluate the system's effectiveness in real-world conditions and establish the process of data
collection and processing before large-scale implementation. At the initial stage, special attention should
be paid to choosing IoT sensors with a high level of accuracy and stability, as well as setting up data
transmission systems to ensure minimal signal delay.

It is recommended that machine learning models with a regular retraining function be implemented
to adapt algorithms to changing operating conditions and eliminate the impact of unstable data. In addition,
data filtering algorithms should be used to minimize false positives, eliminating random distortions caused
by technical failures or external factors [5]. Particular attention should be paid to the creation of backup
data storage systems to avoid the loss of critical information in the event of failures.

To increase the level of readiness of the enterprise to work with the predictive maintenance system,
it is necessary to implement training programs for technical personnel and conduct regular training on the
use of the system. This will ensure prompt response to system signals and timely maintenance decisions.
Successful integration of the predictive maintenance system will allow the company to move to real data-
driven management strategies, which will increase resource efficiency, reduce the number of emergency
downtime, and ensure the stability of pumping equipment in the long term.

Conclusions and prospects for further research. The study confirmed the effectiveness of
integrating artificial intelligence algorithms and loT sensors for predicting both pump failures as a binary
phenomenon and specific quantitative parameters such as temperature, pressure, vibration, and power
consumption under actual operating conditions. The proposed modified methodology for analyzing
streaming data demonstrated significantly higher prediction accuracy compared to traditional methods due
to its use of adaptive recurrent neural network (RNN) models and advanced data pre-filtering algorithms.
By accounting for both short-term fluctuations and long-term trends, the methodology provides a
comprehensive approach to assessing pump conditions.

Key results include a substantial reduction in false-positive signals, which minimizes unnecessary
equipment shutdowns, and improved detection of actual failures, ensuring prompt and reliable maintenance
interventions. These outcomes were achieved by leveraging multifactor models that incorporate the most
critical parameters affecting pump performance. This capability allows for condition-based maintenance
strategies, reducing emergency downtime and optimizing operational costs.

However, the implementation of predictive maintenance systems is not without challenges. High
costs associated with infrastructure modernization, 10T sensor integration, and the configuration of
algorithms to handle variable streaming data remain significant barriers. The need for skilled personnel to
operate these systems and the incompatibility of existing information architectures with modern loT
solutions further complicate adoption.

To overcome these obstacles, phased integration is recommended, starting with pilot projects in
critical areas to test and adapt algorithms to real-world conditions. Regular retraining of models and the
application of filtering algorithms can mitigate the effects of anomalous data and noise. Additionally,
ensuring reliable data transmission channels with minimal latency and implementing backup storage
systems are essential for preventing data loss and maintaining system integrity.

Future research should focus on optimizing artificial intelligence algorithms for incomplete or
irregular data and developing universal models adaptable to diverse operating conditions. A promising
direction involves creating systems capable of autonomously identifying new failure patterns and updating
forecasting models without manual intervention. This will further enhance the autonomy and reliability of
predictive maintenance systems, ensuring continuous and efficient operation of industrial equipment in
dynamic and complex environments.
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OPTIMISING MACHINE LEARNING INTEGRATION IN REAL-TIME TEXT ANALYTICS
PLATFORMS: TECHNICAL APPROACHES AND PERFORMANCE CRITERIA

Korostin O. Optimising Machine Learning Integration in Real-Time Text Analytics Platforms: Technical
Approaches and Performance Criteria. The article investigates the integration of machine learning into real-time platforms for
analysing text streams. The relevance of the topic is driven by the growing volume of unstructured textual data and the need for its
prompt and accurate processing to support decision-making in such fields as media monitoring, cybersecurity, finance, and
healthcare. The effectiveness of such platforms is shown to depend on the adaptability of algorithms, analysis accuracy, scalability,
and transparency of results. Special attention is paid to the technical aspects of implementation, including distributed architecture,
streaming data processing, optimisation of computing resources, and integration of explainable models. The purpose of the article
is to study the possibilities of integrating machine learning algorithms into real-time platforms for analysing text streams, in
particular, to develop approaches to improving the efficiency of data processing, ensuring their transparency and adaptability in a
changing information environment. To achieve this goal, the study applies a combination of literature analysis, comparative
evaluation of existing algorithms, and an experimental assessment of technical solutions. The findings indicate that the main
challenges of integration include the computational complexity of deep models, scalability constraints, and delays in data stream
processing. It has been shown that the use of distributed computing technologies, hardware accelerators (GPU/TPU), and online
learning mechanisms significantly improves the performance of such platforms. The application of adaptive algorithms capable of
real-time parameter updates increases analysis accuracy under unstable data conditions. The study concludes that integrating
machine learning into real-time systems enhances the speed, reliability, and scalability of text analytics. Further research should
focus on developing universal multilingual platforms that combine energy efficiency, modularity, and high analytical performance.

Keywords: machine learning, text streams, real-time platforms, algorithm adaptability, data analysis, distributed
computing, performance optimisation, algorithm transparency.

Kopocrtin 0.0. OnTumizauis iHTerpauii MalIMHHOr0 HABYAHHA y NMJIAaTGOPMH aHATI3y TEKCTOBHX HMOTOKIB Y
peajibHOMY 4aci: TexHiyHi migxoau Ta KpuTepii egekTHBHOCTI. Y CTATTI ZOCTIMKYETHCS iHTErpalis aarOpUTMIB MAITHHHOTO
HaBYaHHA y IUTaTOPMHU PEAFHOTO Yacy Ul aHali3y TeKCTOBUX MOTOKIB. AKTYalbHICTh TEMU 3yMOBJICHA CTPIMKHM 3POCTaHHIM
00CsTiB HECTPYKTYPOBAaHHUX TEKCTOBUX NAHWX Ta HEOOXIMHICTIO 1X CBO€YacHOI 0OpOOKW Ui MIATPUMKH NPUHHATTSA PIilIeHb Y
chepax Meia-MOHITOPUHTY, KibepOesnekH, GinanciB i Mequnuan. [Toka3aHno, 0 eheKTUBHICTh TAKUX MIAT(HOPM 3aJICKUTH Bij
aJIalITUBHOCT] aJTOPUTMIB, TOYHOCTI aHajdi3y, MacmtaboBaHOCTI Ta MPo30pocTi pe3ynbrariB. OcoONMBY yBary HpUILIEHO
TEXHIYHUM acIeKTaM peaiisalii, 30KpeMa po3INoJiIeHiil apXiTeKTypi, MOTOKOBIH 00poOLi AaHHUX, ONTHMI3aLil 00UNCITIOBATBHUX
pecypciB i BIPOBA/PKCHHIO IOSICHIOBaHMX Mojeieil. MeTolo CTaTTi € IOCHiKeHHsS MOXIIMBOCTEH iHTerpamii aJropuTmiB
MAIIMHHOTO HaBYaHHS Yy TUIaTGOpMHU peambHOTO Hacy AJsl aHaNli3y TEKCTOBHX IOTOKIB, 30KpeMa PO3poOIeHHs MiIXOIiB 10
MiABHIIEHHS eeKTHBHOCTI 00pOOKH JaHMX, 3a0e3MeueHHs iX MPO30pOCTi Ta aTaNTHBHOCTI B YMOBaX 3MiHHOTO iH(OPMAIIIfHOTO
cepenoBumia. sl JOCATHEHHS MOCTABJACHOI METH BHKOPHCTaHO METOIM aHaji3y HAayKOBUX JUKEpes, HMOPIBHSAHHS ICHYIOUHX
AITOPHUTMIB Ta EKCIIEPUMEHTAIBHOTO TOCTIHKEHHSI TEXHIYHUX pillleHb. Y pe3yabTaTi BCTAHOBJIEHO, [0 OCHOBHUMH NpoOieMaMu
iHTerpauii € BUCOKa 00UMCITIOBAIBHA CKIIAJHICTh TIIMOOKHX MOJelei, 0OMeXeHHs1 MaclITabOBaHOCTI Ta 3aTPUMKHU IPU 00poOII
moTokiB. JloBeAeHO, IO 3aCTOCYBaHHS TEXHOJIOTIH pPO3MOAUICHUX O0YMCIEHb, amapaTHuUX mpuckoproBadiB (GPU/TPU) Ta
MEXaHi3MiB OHJIalH-HaBYaHHS CYTTEBO Mi/IBUIIYE MPOIYKTHBHICTh TaKUX MIaTGopM. BrpoBakeHHs aJanTHBHUX aITOPUTMIB 3
MOXKJIMBICTIO OHOBJICHHSI [TAPaMETPIiB y pealbHOMY 4Yaci MOKpallye sKICTh aHali3y B yMOBaxX HECTaOUIbHHUX JaHUX. 3p0OJIeHO
BHCHOBOK, IO 1HTETpaIlisl MAIIMHHOTO HABYaHHS Y IJIaTGOPMH PEalbHOTO Yacy 3abe3rneuye ImiIBUIIEHHS MIBUAKOCTI, HaJIIHOCTI
Ta MacmTabOBaHOCTI AHANITUKH TEKCTOBUX NOTOKIB. llepcrieKTHBH MOIANbIINX AOCTIHKEHb IIOB’S3aHI 3 PO3POOIEHHIM
yHIBepCaJbHUX 0araTOMOBHUX IUIATGOPM, SKi TOEIHYIOTH €HEproe(eKTUBHICTh, MOIYIBHICTH 1 BHCOKY aHATITHYHY
MIPOAYKTHUBHICTB.

Kiio4oBi cj10Ba: ManivHHE HABYAHHS, TEKCTOBI MOTOKH, MIaTGOPMHU PeasIbHOTO Yacy, aAalTHBHICTh AITOPUTMIB, aHaII3
JaHHUX, PO3MOiNICHI 00YHCIICHHS, ONTHUMI3aLlisi IPOAYKTUBHOCTI, IPO30PICTh AITOPUTMIB.

Problem statement. With the development of digital technologies, the amount of textual data
generated in real-time is growing exponentially, creating challenges for the efficient collection, processing
and analysis of information. Traditional rule-based or statistical methods often lack the flexibility and speed
required to extract meaningful insights from unstructured, dynamic, and multilingual text streams. In
contrast, machine learning offers a powerful toolkit for recognising patterns, adapting to changing data, and
handling complexity without manual intervention.

Machine learning, as a key component of modern information systems, provides methods for
identifying key trends, classifying data, predicting events, and even automatically generating content — all
of which are increasingly needed in high-pressure, time-sensitive contexts. The application of machine
learning to real-time analytics aims to address the problem of latency and information overload: when data
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arrives faster than it can be analysed using conventional tools, critical decisions may be delayed or
misinformed. By integrating machine learning into real-time platforms, the goal is to enhance the speed,
scalability, and adaptability of analytical systems to support decision-making in domains such as media
monitoring, crisis response, financial forecasting, and cybersecurity. These are areas where milliseconds
matter, and where insight must be extracted from large volumes of unstructured text with minimal delay.

The application of machine learning for real-time text stream analysis requires solving a number of
important scientific and practical tasks. In particular, this includes the development of efficient algorithms
capable of analysing text data in real-time, optimising the use of computing resources, and ensuring
transparency and explainability of the analysis results. The scientific significance of the research lies in the
formation of new approaches to text data processing that will contribute to the development of artificial
intelligence methods and expand their applications. The practical significance is determined by the
possibility of integrating these developments into real platforms for analysing information flows, which
will help to increase the efficiency of decision-making, reduce risks and improve management processes.

Analysis of the latest research and publications. Integrating machine learning into real-time
platforms for analysing text streams is a relevant area of research that demonstrates significant
achievements in improving the accuracy, speed, and adaptability of data processing. A. Guha and
D. Samanta [1] developed a multi-level text classification system that provides high accuracy of results in
real time by combining machine learning algorithms. Their approach proved effective in minimising
document classification errors, which is especially important for streaming data.

M. Yu, Q. Huang, H. Qin, C. Scheele and C. Yang [2] studied applying deep learning to social
media analysis during disasters like hurricanes. Their approach proved highly effective in real-time,
allowing for the rapid identification of critical information and situational awareness. In their review, Q.
Li, H. Peng, J. Li, et al. [3] examinedail the evolution of text classification, focusing on deep learning
methods. The results confirm that such approaches significantly increase classification accuracy, even for
large amounts of streaming data.

G. Gomes, J. Read, A. Bifet, and J. Gama [4] studied the main challenges of working with streaming
data and proposed adaptive machine-learning models to ensure the stable operation of real-time systems.
Their study emphasises the importance of optimising algorithms for high-speed text processing. In their
review, M. Bahri, A. Bifet, J. Gama, and S. Maniu [5] identified the key tasks of data stream analysis and
emphasised the need to standardise processing methods to improve their efficiency.

B. Hammou, A. Lahcen, and S. Mouline [6] developed a distributed architecture for streaming
analytics that uses recurrent neural networks and FastText. Their approach significantly reduced text
processing time and demonstrated high performance even under heavy load. A. Rodrigues, R. Fernandes,
A. Shetty, et al. [7] studied methods for detecting spam in social networks and showed that their model
provides more than 90% accuracy in real time. These results confirm the importance of combining machine
learning and deep learning methods.

D. Jayanthi and G. Sumathi [8] proposed a powerful framework for streaming analytics that
demonstrates high speed of processing text streams. Their method allows for efficient management of
dynamic data, particularly in large systems. S. Minaee, N. Kalchbrenner, E. Cambria, et al [9] performed a
comprehensive analysis of deep learning methods for text classification, emphasising the high accuracy of
hybrid models. K. Lopes Dias, M. A. Pongelupe, W. M. Caminhas, and L. de Errico [10] developed an
innovative model for network traffic classification that demonstrated high adaptability and can be used for
text analysis. M. Umer, Z. Imtiaz, M. Ahmad and co-authors [11] proved that the combination of FastText
and convolutional neural networks significantly improves text classification results by increasing the
accuracy and processing speed.M. Yu, H. Qin, Q. Huang et al. [12] presented an effective solution for
analysing social media in emergency situations. Their approach made it possible to quickly identify critical
information, providing fast decision-making. N. Sharma, R. Sharma, and N. Jindal [13] considered the
application of machine learning in text analysis, emphasising its important role in processing large amounts
of data. S. Boppiniti [14] studied streaming analytics with a focus on dynamic decision-making, proposing
a model that optimises real-time text processing. O. Khodorkovskyi [15] examined methods of training
artificial intelligence agents for process control systems that allow the integration of machine learning into
current platforms.

The results of the analysis confirm that the use of machine learning to analyse text streams in real
time allows achieving high accuracy, efficiency, and adaptability. The key areas are the development of
adaptive algorithms, hybrid models, and optimisation of methods for processing large amounts of data.
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Identification of previously unsolved parts of the problem. Despite significant progress in the
application of machine learning to text stream analysis, the problems of algorithms' adaptability to dynamic
conditions, noisy data, and multilingualism remain unresolved, which reduces the accuracy and speed of
analysis. The absence of universal evaluation criteria that take into account scalability, transparency and
noise resistance limits the effectiveness of current approaches.

Technical challenges of integration, including scalability and resource optimisation, make it
difficult to implement productive real-time solutions due to significant computational costs.

The study aims to overcome these gaps by analysing the adaptability of algorithms, developing
evaluation criteria, and optimising technical solutions to improve the efficiency of platforms in dynamic
environments.

The purpose of the article is to study the possibilities of integrating machine learning algorithms
into real-time platforms for analysing text streams, in particular, to develop approaches to improving the
efficiency of data processing, ensuring their transparency and adaptability in a changing information
environment.

Obijectives of the article:

1. To analyse modern machine learning methods used to analyse text streams in real time and to
develop criteria for their evaluation, taking into account the efficiency of working with large amounts of
data.

2. Investigate the technical aspects of integrating machine learning algorithms into real-time
platforms, including scalability, computational performance, and adaptability to dynamic conditions.

3. Develop recommendations for optimising machine learning algorithms to improve the accuracy,
performance and stability of text stream analysis.

Summary of the main material. The key motivation for applying machine learning to real-time
text analytics lies in its ability to overcome the limitations of traditional rule-based systems, which struggle
to scale, adapt, and interpret dynamic, high-volume data flows. In real-time environments, it is essential to
extract relevant insights from constantly updating unstructured text, where the volume and velocity of data
often exceed the capacity of manual or static analytical tools. Machine learning enables automated, flexible,
and context-aware processing, making it a critical component for timely and accurate decision-making.

Real-time analysis of text streams using machine learning methods is one of the key tasks of modern
information systems. The methods used to solve these tasks include text classification, topic detection,
sentiment analysis, anomaly detection, and text generation. These algorithms allow processing large
amounts of data in a short time, providing the ability to make quick decisions based on the analysis of
relevant information. The most popular approaches are deep learning models (neural networks), natural
language processing (NLP) methods, and classical classification and regression algorithms (Table 1).

Table 1 — Modern machine learning methods for analysing text streams in real time

Method Description Advantages of using
Neural networks Provides context-aware text analysis | High accuracy of text analysis with
(RNN, LSTM, by processing word sequences. contextualisation; scalability to
Transformer) work with big data.
Classification Methods such as SVM or Random Easy to implement; fast processing
algorithms Forest are used to categorise text. of small amounts of data; efficient

for basic tasks.
Thematic modelling Identify the main themes in large text | Automation of text stream analysis;

(LDA) datasets. ability to process heterogeneous
texts.
Sentiment analysis It is used to determine the emotional Application in marketing and
tone of a text, positive or negative. customer experience research;
adaptability to different domains.
Anomaly detection Methods for finding atypical texts or Improved security; effective in
behavioural patterns in text streams. detecting rare events or threats.

Source: compiled by the author on the basis of [1; 2; 4; 5].

Real-time analysis of text streams using machine learning methods is one of the key tasks of modern
information systems. The methods used to solve these tasks include text classification, topic detection,
sentiment analysis, anomaly detection, and text generation. The most popular approaches include deep
learning models (neural networks), natural language processing (NLP) methods, and classical classification
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and regression algorithms. For example, neural networks such as GPT are widely used for automatic text
generation, providing high accuracy and contextual relevance [16]. BERT, developed by Google, has
become the basis for many NLP applications due to its ability to consider both the text's previous and
subsequent context [17]. TensorFlow, a leading platform for developing machine learning models, offers
tools for implementing sentiment analysis and text classification [18]. Scikit-learn effectively implements
methods such as classification and topic modelling, in particular through the LDA algorithm [19]. IBM is
actively implementing real-time solutions focused on data analysis and anomaly detection, which allows
automating processes in various industries [20].

These methods and platforms are key to ensuring practical real-time analysis of text streams,
improving the accuracy of data processing, and adapting to changing conditions.

Evaluation of algorithms' effectiveness for working with large amounts of text data is based on
generally accepted criteria that allow determining whether an algorithm meets the tasks set. Such criteria
are used to analyse algorithms' performance, accuracy, scalability, and adaptability in different conditions.
They are universal and can be used to evaluate algorithms in many areas, including real-time text stream
analysis. The main criteria include accuracy, which describes the level of conformity of the results to the
expected ones, speed, which determines the ability of the algorithm to process data in real time, noise
tolerance, which shows its effectiveness in cases with incomplete or corrupted data, and scalability, which
ensures the ability to work with increasingly large amounts of information. The transparency of the
algorithm also plays an important role, as it allows for the interpretation of the results, which is critical in
areas such as medicine or finance (Table 2).

Table 2 — Criteria for evaluating the effectiveness of algorithms for working with large amounts of
text data

Criterion Description Relevance to modern
conditions
Analysis accuracy The percentage of correctly Ensures the reliability of the
processed text data. results required for decision-
making.
Speed of operation The time required to process one | Allows you to process large
text stream. amounts of data in real time.
Resistance to noise The ability of the algorithm to Increases efficiency in
work with incomplete or situations with a large
damaged data. number of incorrect records.
Scalability The ability of the algorithm to Allows the algorithm to be
work with increasingly large used in large systems.
amounts of data.
Transparency of results The level of clarity of the results Ensures confidence in the
obtained for the end user. results and the ability to
interpret them.

Source: compiled by the author on the basis of [3; 4; 5; 9; 11].

Each of these criteria has practical implications for data analytics. For example, accuracy is key in
areas such as medicine or finance, where even minor errors can have serious consequences. The speed of
the algorithm is especially important in real-time systems, for example, for monitoring crisis situations or
detecting fake news on social media. Resistance to noise ensures efficiency in working with low-quality
data, which is often the case in open sources. Scalability allows algorithms to maintain performance even
if the volume of text streams increases significantly. Transparency of results helps to increase trust in
algorithms, as users are able to understand how certain conclusions were reached.

In real life, these criteria are interrelated: a highly accurate algorithm may require more time to
process data, and scalability may affect noise resistance. Therefore, their use in combination allows you to
balance different aspects of efficiency and find the best solution for a particular task.

Integration of machine learning into real-time platforms for text stream analysis requires not only
high accuracy of algorithms, but also the ability of systems to provide stable performance in dynamic
conditions [4]. One of the key aspects is the optimal use of computing resources, which affects the speed
of text data processing, system resilience to high loads, and scalability.

The technical implementation of such platforms includes three key elements: the architectural
organisation of the system, data flow management, and algorithm adaptability. The architectural component
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involves the use of multi-level distributed systems that allow processing text streams in parallel, reducing
delays. Data flows are managed through streaming processing platforms such as Apache Kafka, which
allows for real-time information processing. The adaptability of algorithms implies their ability to
dynamically adjust parameters to reduce computational complexity (Table 3).

Table 3 — Technical aspects of integrating machine learning into real-time platforms for analysing
text streams

The integration aspect Technical description Expected effect
Distributed architecture Organising computing on Improved system
multiple nodes to reduce latency performance and stability
and increase speed. under high loads.
Data flow management Processing information as it Reduced time for analysing
arrives with minimal delay. text streams.
Adaptability of algorithms Dynamic optimisation of model Improved processing
parameters during processing. accuracy by adjusting to
changing conditions.
APl integration Interaction with other systems Improved accessibility and
for data transmission and interoperability between
processing. platforms.
Energy efficiency Optimising hardware Reduced energy
performance to reduce energy consumption and
consumption. infrastructure support costs.

Source: compiled by the author on the basis of [4; 5; 6; 8; 10; 15].

Table 3 demonstrates the key aspects of integrating machine learning into real-time platforms, each
of which addresses specific technical challenges required to ensure the stable operation of such systems.
Distributed architecture is the basis for efficient processing of large amounts of data, as it allows for even
distribution of computational loads across multiple nodes, reducing latency and increasing system
performance. This approach is indispensable for platforms that work with scalable text streams, where the
amount of data can change dynamically.

Data flow management provides real-time information processing, which minimises delays in the
transmission and analysis of text streams [7]. This allows platforms to respond to new data in a timely
manner, which is critical for monitoring social media or identifying crisis events. The adaptability of the
algorithms allows the parameters of machine learning models to be dynamically adjusted in accordance
with changes in the structure and content of text streams, which ensures more accurate analysis even in the
face of uneven or unpredictable data flow.

API integration helps to create flexible systems that can effectively interact with other platforms
and data sources. This ensures synchronisation between different modules of the system, which is especially
important for large corporate platforms where compatibility of various software is required. Energy
optimisation minimises the cost of computing resources, reducing financial and environmental costs while
ensuring high system performance.

Such technical solutions are the basis for creating effective platforms that can meet the requirements
of a modern dynamic environment and provide high-quality real-time analysis of text streams.

To confirm the practical applicability of machine learning integration into real-time text stream
analytics platforms, an experimental environment was developed to simulate the operation of a typical high-
load analytical system. The setup included a streaming data input module, a processing infrastructure for
machine learning models, and a real-time performance monitoring unit.

The input data stream consisted of 10,000 short multilingual text messages in English, German,
and Ukrainian, arriving at a speed of 150 messages per second via Apache Kafka. The dataset included a
variety of content types — news headlines, social media posts, and synthetic messages — with intentional
noise such as spelling errors, abbreviations, emojis, and mixed language segments to reflect real-world
conditions.

Text processing was performed using three different machine learning models: a classical Support
Vector Machine (SVM) classifier, a Random Forest ensemble, and a BERT transformer model
implemented in TensorFlow using the HuggingFace Transformers library. The system was deployed in a
virtualized environment using Docker containers, with workload orchestration handled via Kubernetes. The
computational infrastructure included an Intel Xeon Silver 4216 32-core processor, an NVIDIA Tesla T4
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GPU (16 GB), and 128 GB of RAM. Model performance was tracked in real time using TensorBoard,
capturing metrics such as latency, accuracy, and resource utilization.
Table 4 — Comparative evaluation of machine learning models for real-time text stream processing

Model Classification Average Resource Noise Notes
accuracy (%) latency per utilization robustness
message (ms) (CPU/
GPU)
SVM 78.4 13 25% / 0% Low Fast, but weak
against
unstructured or
noisy data
Random forest 81.2 24 35% / 0% Medium Requires pre-

cleaned input for
optimal results

BERT 92.7 81 60% / 85% High Highest accuracy,
(TensorFlow) but resource-
intensive

Source: own author’s development

The results of the experiment demonstrate that the BERT model achieves the highest classification
accuracy and shows excellent robustness to noise and non-standard input, making it highly suitable for real-
time scenarios where data structure varies rapidly. However, its performance comes at the cost of significant
GPU usage and higher latency. The Random Forest model provides a reasonable compromise between
accuracy and computational efficiency, performing well when the input stream is preprocessed. The SVM
classifier delivers the lowest latency, but its accuracy degrades noticeably when handling noisy or
multilingual text streams.

This simulation allowed the observation of trade-offs between accuracy, resource consumption,
and real-time responsiveness—factors critical for designing efficient, scalable, and adaptive machine
learning-based platforms for text analytics.

To visualize the architecture used in the experiment, a simplified block diagram is presented in
Figure 1, illustrating the flow of data and interaction between system components.

Processing Cluster (K8s)
- SVM Model
- Random Forest
- BERT (TensorFlow)

Data Stream (Kafka)

Monitoring Module
(Latency, Accuracy, Performance Report
Resource Usage - RT)

Fig.1. Experimental architecture for real-time text stream analysis

The diagram illustrates the sequential flow of data in the experimental setup: incoming text streams
are transmitted via Apache Kafka to a Kubernetes-based processing cluster containing machine learning
models (SVM, Random Forest, and BERT). The outputs of these models are forwarded to a real-time
monitoring module that captures key performance metrics, including latency, classification accuracy, and
system resource usage. The final evaluation is presented in the form of a performance report.

Integrating machine learning algorithms into real-time text stream analysis platforms faces
numerous challenges that affect the efficiency, accuracy, and adaptability of such systems in dynamic
environments. The main problem is the computational complexity of algorithms, especially deep learning
models such as GPT [15] or BERT [16], which require significant resources to process large amounts of
text data. Implementing such models in real-time systems where minimal latency is critical makes it
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difficult. This limitation is particularly evident in edge computing environments or mobile platforms with
restricted CPU/GPU capacities, where large-scale models cannot be deployed without aggressive model
compression or simplification.

Another significant problem is related to the variability of text streams. In dynamic environments,
such as social media or crisis communications, the content and structure of text data are constantly
changing, leading to a decrease in model accuracy due to outdated parameters. The ability of algorithms to
adapt to these changes is limited, affecting the analysis quality. Most current models are trained in batch
mode and lack support for continuous learning or online adaptation, which reduces their effectiveness when
patterns shift rapidly. Additionally, re-training models in real time is often not feasible due to the high
computational cost.

Data complexity, such as multilingualism, different formats, or a significant amount of noise, also
creates challenges for effective analysis. For example, algorithms may not correctly process texts that
contain grammatical errors, abbreviations, or specialised vocabulary, which is common in real-world data
streams [14]. Moreover, many NLP models are initially trained on formal or structured datasets, which
makes them poorly suited for analysing informal or domain-specific language unless fine-tuned — a
process that again requires annotated data and time.

Another problem is the platforms' scalability. With a significant increase in the amount of data or
the number of users, systems can lose stability, which affects the processing speed and accuracy of the
results. This requires complex technical solutions, such as distributed computing, which are not always
easy to integrate into existing infrastructure. Furthermore, scaling real-time systems involves challenges
not only in computing but also in synchronising data flows, managing resource contention, and maintaining
low-latency performance across nodes.

The transparency of algorithms and difficulties in interpreting the results are also serious
challenges. Most modern models operate as black boxes, making it difficult to understand decision-making
processes, especially when mistakes such as medicine or finance can have serious consequences. This lack
of interpretability limits their practical use in regulated domains, where explainability is legally or ethically
required. Additionally, concerns about algorithmic bias and the inability to audit model behaviour in real
time are significant obstacles to their safe deployment.

Optimisation of algorithms for real-time text stream analysis requires consideration of both
technical and methodological aspects to achieve high performance and accuracy. One of the key areas is
the use of hybrid models that combine the advantages of multiple approaches, such as deep learning and
topic modelling. This combination helps improve analysis flexibility and better handle heterogeneous,
noisy, or multilingual data typical for real-time environments.

Another important aspect is the optimisation of computing resources, especially relevant for
systems with limited processing capacity (e.g., mobile or edge devices). Distributed computing solutions
and hardware accelerators such as GPUs or TPUs [7] allow for real-time processing of large text volumes.
In addition, the use of containerisation platforms like Docker and orchestration systems such as Kubernetes
ensures dynamic scalability and efficient resource allocation depending on workload fluctuations [8].

To address the problem of outdated model parameters and ensure responsiveness to changing input
streams, it is necessary to implement online learning mechanisms that support incremental updates. This
approach improves adaptability and maintains accuracy in fast-changing environments, such as social
media monitoring.

Given the prevalence of noisy and unstructured data in real-world streams, preprocessing methods
such as text normalisation, spelling correction, removal of duplicates, and handling of special symbols
should be integrated as a standard pipeline component.

To overcome the challenge of algorithmic opacity and improve interpretability, it is recommended
to use explainable models (XAI) [9], especially in high-risk domains like medicine or finance. These
models support transparency and allow users to understand the basis for specific conclusions or predictions.

Regular testing and validation of algorithms on real-time data streams should be an essential part
of deployment to identify performance degradation or bias early. It is also advisable to adopt energy-
efficient computing practices and lightweight model architectures to ensure sustainability, especially in
large-scale and always-on systems.

Thus, optimisation of machine learning algorithms must be multi-layered and closely aligned with
real-time system constraints. Only such a holistic approach will ensure the reliable and efficient operation
of text stream analysis platforms in dynamic and resource-sensitive environments.
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Conclusions and prospects for further research. The study confirmed that integrating machine
learning into real-time text analytics platforms significantly enhances their accuracy, adaptability, and
efficiency in dynamic environments. Transformer-based models such as BERT demonstrated the highest
classification performance and robustness to noisy data, though at the cost of high resource usage and
increased latency. Classical models like SVM and Random Forest offered faster processing and lower
computational demand but showed reduced accuracy, especially with unstructured input.

Key challenges include computational complexity, limited adaptability to changing data streams,
and insufficient transparency of algorithmic decisions. These were addressed through experimental testing,
which highlighted the trade-offs between accuracy, latency, and resource consumption.

To improve system performance, the use of distributed computing (e.g., Apache Kafka), hybrid
modelling approaches, online learning, and explainable Al techniques is recommended.

Further research should focus on developing adaptive, resource-efficient algorithms and modular
platforms that support real-time model updates and maintain explainability under varying data conditions.
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ETHICAL IMPLICATIONS OF Al APPLICATIONS IN NONPROFIT AND CHARITY
SECTORS

Kravchuk Y. Ethical Implications of Al Applications in Nonprofit and Charity Sectors. The article analyzes the
modern ethical aspects of the use of artificial intelligence (Al) in the activities of non-profit and charitable organizations. The
relevance of the study is due to the need to ensure transparency, social responsibility and equal access to digital services in the
context of the growing use of Al to automate processes and decision-making in humanitarian initiatives. It was established that the
key ethical challenges are the opacity of algorithms, the risks of algorithmic bias, non-compliance with data confidentiality and
digital inequality among beneficiaries. The aim of the work is to develop recommendations for the introduction of ethical standards
for the use of Al in the non-profit sector, taking into account international practices and ensuring social responsibility. The study
used methods of content analysis, systematic comparison and a review of international experience to identify key factors for
ensuring the ethics and inclusiveness of digital solutions. The results of the analysis indicate the need to implement the principle
of "explained Al", which ensures the transparency of algorithms and their accountability. It has been proven that the use of
multilingual interfaces adapted for socially vulnerable groups, as well as the integration of multi-layered data protection policies,
increase the level of trust in digital solutions. It is concluded that the effective implementation of Al in humanitarian programs is
possible under conditions of constant monitoring and independent audit of algorithms to reduce the risks of "black boxes". Prospects
for further research include the development of methods for adapting algorithms to local socio-cultural needs, the study of
innovations in the field of personal data protection and the creation of training programs to increase the digital literacy of
beneficiaries.

Keywords: artificial intelligence ethics, nonprofit technology, digital transformation, algorithmic accountability,
charitable sector innovation.

KpaBuyk S1.51. ETHuHi acmeKTH 3aCTOCYyBaHHS IITYYHOI'O iHTeJIeKTYy Yy HempuOyTKoBoMY Ta OuaroaiiiHomy
ceKTopax. Y cCTaTTi MpOaHATi30BaHO CYYacHI €THYHI acleKTH 3acTocyBaHHS wmTy4yHoro imtenekry (ILI) y mismbHOCTI
HenpHOYTKOBHX 1 ONMarogiifHuX opraHizamii. AKTyaJbHICTh JOCIHIIKECHHS 3yMOBIeHa HEOOXiqHICTIO 3a0e3MeueHHs] IPO30POCTi,
COLiaJIbHOI BIIIOBIJAIBHOCTI Ta PIBHOTO JOCTYIy 10 IH(POBHX CEPBICIB Y KOHTEKCTi 3pocrarodoro BukopucraHus LI s
aBTOMaTH3allii IIPOIIECIB i MPUIHATTS pillieHb y T'yMaHITapHUX iHiNiaTHBax. BcTaHOBIEHO, IO KIIOYOBUMH €THYHUMH BUKIMKAMU
€ HeNpo30piCTh ANTOPHUTMIB, PU3UKH AITOPUTMIYHOI YIEpemKEeHOCTi, HeIOTpUMaHHs KOH(DiZeHIiHHOCTI JaHMX Ta HUdpoBa
HEpIBHICTB cepell OeHedimiapiB. MeToro pobOTH € po3poOka peKOMEHIAid Ui 3ampoOBAJKCHHS CTHYHHX CTaHAapTiB
pukopuctanaa I y HempuOyTKOBOMY CEKTOpi 3 ypaxyBaHHSM MDKHApONHHX NPAKTHK Ta 3a0e3MeYeHHsSM COLiabHOT
BiJIOBiZaTBbHOCTI. Y JOCHI/KCHHI BUKOPUCTAHO METOAHM KOHTCHT-aHANi3y, CHCTEMHOTO TOPIBHSHHS Ta OTJISI MiXHAPOIHOTO
JOCBiY 7SI BU3SHAYEHHS KITIOYOBUX (pakTOpiB 3a0e3MeueHHs eTHYHOCTI Ta IHKITFO3MBHOCTI HU(PPOBUX pilleHb. Pe3ynbrartu aHamizy
CBiYaTh Mpo HEOOXiTHICTh BIPOBA/KECHHS NMPUHLIUIY «mosicHioBaHoro LUI», mo 3a0e3medye mpo30picTh alrTOPUTMIB Ta IXHIO
MiA3BITHICTH. J[OBeAEHO, 10 BUKOPUCTaHHS OaraTOMOBHUX iHTep(eiiciB, aganTOBaHHWX MJS COLIATBLHO BPA3JIMBHX TPy, Ta
IHTETpallisl MOJITHK 0araTOPiBHEBOTO 3aXUCTY JaHUX IMiBUILYIOTH PiBEHB TOBIPH 10 IU(POBUX pillieHb. 3p00JICHO BUCHOBOK, IO
edexruBHe BripoBamkeHHs LI y rymaHiTapHUX IporpaMax MOXJIMBE 32 YMOB IIOCTIIfHOTO MOHITOPHHTY Ta HE3aJIEKHOTO ayHUTy
AITOPUTMIB JJIsSI 3HWKEHHS PH3HKIB «JOPHUX CKPUHBOK». [IepCrieKTHBY NOAaNBIIHNX AOCIIPKEHB OB’ sI3aHi 3 PO3pOOKOI0 METO/1iB
aJanTaiii alropuTMIB JI0 JIOKAJIbHUX COLIOKYJIBTYPHUX MOTPeO, BUBUCHHSIM iHHOBAIIH y cepi 3aXUCTy MEPCOHANBHIX JIaHUX Ta
CTBOPEHHIM HaBYAIBHUX MTPOTPaM JJIS MiABHUIIEHHS TUPPOBOT TpaMOTHOCTI OeHedimiapiB.

KniouoBi cioBa: eTnka mMTY4HOTO iHTENEKTY, HEKOMEpIIiifHI TeXHOJIOTIi, mudpoBa TpaHcHOpMAIis, aIrOPUTMIYHA
MiA3BITHICTH, IHHOBAIIi B O1arogifHOMY CEKTOpI.

Problem statement. The use of artificial intelligence in the nonprofit and charitable sectors raises
a number of ethical issues that require comprehensive research and implementation of effective regulatory
mechanisms. These issues arise in the context of ensuring algorithmic transparency, responsible use of
personal data, and maintaining a balance between process automation and social sensitivity of decisions.
The use of artificial intelligence technologies contributes to the efficiency of resource management, but
there is still a risk of violating the rights of certain groups of people due to possible algorithmic errors or
bias, which can lead to unequal access to social programs. In this context, there is a need to develop
methodological approaches to analyzing and assessing algorithmic responsibility, which is an important
task of modern research in the field of ethics and technology.

From a practical point of view, an important task is to implement the principles of ethical
transparency and inclusiveness in the digital transformation of charitable programs to minimize the risks of
discrimination and inequality. The proper implementation of artificial intelligence technologies requires
the introduction of standards that will regulate the use of data for forecasting and decision-making, taking
into account the social, cultural, and economic aspects of organizations. The study of these aspects
contributes not only to the development of theoretical approaches to building responsible algorithms but
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also forms the basis for creating practical recommendations for their integration into the nonprofit sector to
ensure fair distribution of resources and maintain social trust in such programs.

Analysis of the latest research and publications. The ethical use of artificial intelligence (Al)
in non-profit organizations covers a wide range of issues, including algorithmic transparency, social
responsibility, data protection, and algorithmic justice.

One key aspect is ensuring that algorithms are transparent and explainable. The study by
K. Chyzhmar, O. Dniprov, O. Korotiuk, R. Shapoval, and O. Sydorenko examined the issue of information
security as a challenge to the development of information technology. The authors proved that insufficient
regulation in data protection can lead to leaks of confidential information, which is especially critical for
humanitarian programs [1].

The study by L. Floridi et al. proposed the Al4People ethical framework, which outlines the
principles of responsibility that help increase trust in algorithmic solutions and reduce the risks of
discrimination [2]. B. Mittelstadt proved that ethical principles alone do not guarantee the fairness of Al
use, emphasizing the importance of controlling algorithms and checking their impact on social groups [3].
A. Jobin, M. lenca, and E. Vayena reviewed global ethical guidelines, noting significant differences in
standard approaches depending on regional practices and emphasizing the need for unified ethical standards
[4]. C. Cath discusses the technical and legal aspects of Al applications and highlights the problem of
balancing algorithms' autonomy with respect for human rights [5]. Aspects of algorithmic management and
data's impact on non-profit organizations' activities were studied by C. Bopp, E. Harmon, and A. Voida.
They emphasize that the lack of transparency of algorithms in the work of social enterprises can reduce the
effectiveness of charitable programs and user trust [6]. M. O. Elamin’'s work showed that modernization of
the charity sector through Al can increase resource collection and distribution efficiency but requires
measures to prevent bias [7]. The problem of trust in automated systems in charitable initiatives was studied
in the article by C. Yang, Y. Yang, and Y. Zhang, where it was found that the level of trust largely depends
on the transparency of the algorithms and their ability to be explained [8]. L. Arango, S. P. Singaraju, and
O. Niininen examined consumer reactions to charity campaigns created by Al. The authors note that using
such systems can effectively attract donors, but adaptation to the cultural and value orientations of the
audience is required [9]. In medical philanthropy, C. W. Goodman and K. Chalmers have shown that
predictive tools can increase the efficiency of resource allocation. However, there are risks of limiting
access to care for certain groups due to technical errors [10].

The impact of automated interaction with users is analyzed in the work of Y. Zhou et al., who
showed that communication through chatbots can influence users' moral attitudes and their willingness to
participate in charity events [11].

In his study, R. Binns analyzed the lessons of political philosophy to ensure fairness in machine
learning and prevent social injustice in Al decisions [12].

Thus, the main challenges in ethically using Al in charitable organizations relate to algorithmic
transparency, data protection, and ensuring equal access to assistance. Despite the significant progress
in Al adoption, research shows the need to develop adaptive and accountable models to minimize the
risks of bias and increase the efficiency of nonprofit organizations.

Highlighting previously unresolved parts of the problem. Despite significant progress in using
artificial intelligence (Al) in nonprofit organizations, aspects of transparency, inclusion, and fairness of
algorithms remain unresolved. There is still a lack of research on the impact of algorithms on decision-
making in socially critical situations.

Data privacy requires adapting international standards to local conditions to strike a balance
between data protection and program accessibility. The issue of algorithm explainability also remains
relevant: many solutions function as “black boxes,” which reduces user trust.

Digital inclusion requires additional analysis of language accessibility, digital literacy, and access
to services in remote regions.

The proposed study aims to fill these gaps by formulating recommendations for transparency,
data protection, and service adaptability, which will help increase the efficiency and trust in charitable
programs.
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The article aims to study the ethical aspects of artificial intelligence applications in the nonprofit
and charitable sectors and develop scientifically based recommendations for ensuring transparency,
algorithmic responsibility, and inclusiveness of digital solutions in organizations' activities.

To achieve this goal, the following tasks are envisaged:

1. Analyze the main Al methods and technologies used in nonprofit and charitable organizations,
identifying potential ethical challenges such as transparency, fairness, and inclusion.

2. To study the aspects of confidentiality and responsible use of data in protecting the rights of
benefactors and beneficiaries.

3. Develop recommendations for introducing ethical standards for the use of Al based on
international practices to increase social responsibility, security, and trust in organizations.

Summary of the main material. Artificial intelligence is becoming an important tool for
optimizing the activities of nonprofit and charitable organizations, allowing them to automate processes,
increase the efficiency of resource management, and improve communication with beneficiaries. Using
machine learning, natural language processing, computer vision, and recommender systems facilitates
quick decision-making and implementation of support programs. However, the effectiveness of such
solutions depends on the correct application of technologies by the organization's and target groups'
needs. Table 1 provides a visual representation of artificial intelligence's main methods and technologies
and their functionality.

Table 1 — Main methods and technologies of artificial intelligence in non-profit organizations
and their functional purpose

Al method or technology Appointments in non-profit Examples of functional use
organizations
Machine learning Predicting the needs of beneficiaries and Developing models for predicting
optimizing aid distribution community needs in humanitarian

programs, calculating the amount of
resources for crisis situations

Natural language processing Automation of processing of citizens' Use chatbots to answer queries, analyze

appeals and support of communications text messages to identify priority issues

Computer vision Monitoring of program implementation Automatic analysis of photo and video
and evaluation of project results materials to check the condition of
reconstruction or aid delivery sites

Recommendation systems Personalization of offers for participants | Creating individual recommendations for
of charity programs users of social program selection
platforms

Intelligent chatbots Improving the efficiency of interaction Providing information on the status of

with beneficiaries and donors applications, support in finding the

necessary assistance

Source: compiled by the author based on [13; 14].

In the current environment, non-profit organizations actively use machine learning methods to
predict humanitarian needs. In Ukraine, an example is the SpivDiya platform [15], which works to
coordinate humanitarian aid for internally displaced persons and affected communities during the war.
Using data processing algorithms and predictive models, the platform efficiently distributes requests for
assistance between support centers and volunteer organizations depending on regional needs and
available resources. This helps to reduce delays in assisting and ensures faster processing of applications.

Natural language processing technologies are also used in social projects to improve
communication with the public. For example, during the evacuation of the population, Al-powered
chatbots helped citizens receive up-to-date information on evacuation routes and safe aid stations.

Computer vision systems are used to monitor humanitarian projects, particularly to verify the
delivery of humanitarian supplies to hard-to-reach regions. This allows you to automatically check
whether the photo reports from the scene correspond to the stated results.

Recommender systems personalize interaction with users of assistance platforms by offering the
most relevant support options [13]. This greatly facilitates the search for appropriate programs and helps
to increase the number of engaged participants.

Data privacy is a key issue for non-profit and charitable organizations, as they handle large
amounts of personal information about donors and beneficiaries. In particular, this includes
demographic information, financial data, and the history of receiving assistance or support. Using this
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information to optimize processes requires compliance with ethical standards and legal regulations
governing its processing and storage. Breaches of confidentiality not only undermine an organization's
credibility and can have legal consequences, especially in the face of increasing cyberattacks and misuse.
In this regard, organizations must implement comprehensive data protection measures and ensure
transparency in the use of information (Table 2).

Table 2 — Main categories of data and risks of confidentiality violation in charitable
organizations

Data category Purpose of processing in charitable The main privacy risks
organizations
Personal data of beneficiaries Registering, identifying needs, Improper storage or leakage of data
providing assistance
Data on benefactors Donation accounting and reporting Use without the owner's consent
Medical data Providing specialized care Unauthorized access or transfer
Financial information Maintaining financial statements Unsecured transactions and fraud
Demographic information Statistical analysis and program Misuse of data for targeting
planning

Source: compiled by the author based on [3; 16; 17].

In practice, ensuring data confidentiality in nonprofit organizations requires modern technological
solutions, regular monitoring, and implementation of information security policies. For example, the
SpivDiya platform [15] pays special attention to multi-level data encryption and multi-factor user
authentication, which can significantly reduce the risk of unauthorized access. In addition, restricting access
rights for employees depending on their responsibilities prevents accidental information leaks and
minimizes the risk of internal threats. An important aspect is compliance with the data minimization policy,
which provides for processing only the information that is directly necessary to perform a specific task.

A special category is medical data, which requires increased protection due to its confidential
nature. In programs like the International Committee of the Red Cross [18], data on the health status of
people receiving assistance is processed in compliance with international security standards. For this
purpose, regular audits of information systems are conducted to identify vulnerabilities and implement
security updates promptly.

Financial information is also sensitive, as fraudulent activities or improper storage of payment data
can lead to a loss of trust from donors. In this context, Ukrainian fundraising platforms that use secure
protocols to process financial transactions can serve as an example. For example, the United24 platform
[19] ensures transparency of financial transactions through integration with international payment systems
that are certified according to PCI DSS (Payment Card Industry Data Security Standard) [20]. This ensures
high confidence in the activities and transparency of reporting for donors.

Demographic information is used for planning support programs and statistical analysis of
performance. However, there is a risk that this data may be used for targeting in unintended ways that may
raise questions about the ethics of the organization's activities. To minimize these risks, it is important to
ensure that datasets are anonymized before processing and to limit access to aggregate reports by third
parties.

Algorithmic explainability and accountability are important elements of using Al systems in
nonprofit and charitable organizations, especially when it comes to making decisions that affect access to
care or resource allocation. "Black boxes" are algorithms whose working principles remain opaque to users
and even developers, making it difficult to control and verify the validity of the results. Lack of transparency
can lead to situations where decisions made by an Al system are biased or unfair, but the reasons for this
remain unclear. Algorithmic explainability mechanisms make the decision-making process understandable
and transparent, which increases trust in the systems and allows for auditing the results to prevent errors
(Table 3).

Table 3 — Mechanisms of algorithmic explainability and their practical application in decision-

making
Approach to ensuring explainability Description of the mechanism Practical application
Linear model Use of algorithms with a transparent Used in predicting small data sets for
structure and clear links between input social surveys
and output data
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Methods of informed decisions

Integration of interpretive models for
analyzing the work of complex algorithms

They are used to explain the work of deep
neural networks in decision support
systems

Visualization of results

Creating graphs and charts to display key
factors that affect the result

Used in reports to present data on the
results of charitable programs

Artificial examples (counterfactuals)

Analysis of alternative scenarios to assess
the impact of variables

Used in simulations to test the impact of
various indicators on decisions

Artificial examples (counterfactuals)

Analysis of alternative scenarios to assess

Used in simulations to test the impact of

the impact of variables various indicators on decisions

Source: compiled by the author based on [5; 21].

In the current context, explanation mechanisms are actively used to increase the credibility of Al
systems in charity programs. For example, UN humanitarian aid projects [22] use decision support systems
with built-in explanation modules that allow analysts to understand what factors influenced the selection of
priority regions for assistance. This allows them to check whether the socioeconomic characteristics of the
regions are taken into account and whether automatic biases have been introduced.

The use of results visualization methods is especially common in reports of large organizations
such as the Red Cross [23], where program performance indicators are presented in the form of charts and
diagrams that illustrate the factors that influenced the allocation of resources. This allows beneficiaries and
donors to better understand the logic of allocation and decision-making processes.

Regular algorithm audits ensure that errors in the systems can be identified. For example, social
assistance platforms in Ukraine conduct independent algorithm audits to prevent potential failures and
identify signs of discrimination in access to programs.

Thus, algorithm explainability and responsibility are not only technical requirements but also
ethical standards that allow organizations to maintain transparency and user trust in artificial intelligence
systems. Effective implementation of these mechanisms strikes a balance between automating decisions
and preserving social justice.

Digital inclusion is key to ensuring equal access to charitable programs for socially vulnerable
groups. In today's rapidly digitalizing society, technological solutions must be accessible to all users,
including the elderly, people with disabilities, and internally displaced persons. Lack of proper access to
information resources and digital tools can significantly limit the ability of these groups to receive
assistance. The main challenges to digital inclusion are insufficient technical means, low digital literacy,

and lack of adapted services for people with specific needs.
To analyze the main factors that influence digital inclusion in the context of charitable programs,

we summarize the data in Table 4.

Table 4 — Aspects of digital inclusion and approaches to ensuring equal access to charitable services

Digital inclusion factor

Manifestation in access to charitable
programs

Recommended approaches to removing
barriers

Access to the Internet and devices

Lack of a computer or smartphone limits
the ability to participate in programs

Providing free access to technical
facilities in support centers

Digital literacy

Low level of knowledge about using
online platforms

Conducting trainings on the use of digital
services

Adaptation of interfaces

Inaccessibility of resources for people
with visual and hearing impairments

Using audio and subtitles in services

Language adaptation

Lack of information in several languages
limits access for foreigners and national
minorities

Implementation of multilingual user
interfaces

Remote access

Lack of programs for those living in
remote regions

Development of specialized platforms
with minimum requirements for Internet
speed

Source: compiled by the author based on [6; 7].

In practice, digital inclusion in charitable programs requires integrating adapted solutions for all

population categories. For example, the Help.ua platform [24], which coordinates humanitarian support
during crises, has introduced a simple and intuitive interface with adaptations for users of different ages.
The service also provides the possibility of telephone consultations for those with limited access to the
Internet or insufficient digital literacy. In addition, the organization conducts specialized training webinars
for civic activists and volunteers, reducing technical barriers to attracting new participants.
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International organizations' experiences also demonstrate the importance of adapting services. For
example, the ReliefWeb platform [25], which supports UN humanitarian projects, offers multilingual
interfaces and a search function with audio descriptions for visually impaired people. This provides access
to information for users living in different countries and with different needs.

Language adaptation is especially important in regions with multiethnic populations. Some EU
humanitarian aid programs use chatbots that support multiple languages, allowing users to be consulted in
their native language. This facilitates more effective communication and reduces the risk of
misunderstanding critical information.

Developing recommendations for introducing ethical standards for using artificial intelligence in
non-profit organizations is an important step in ensuring social responsibility, security, and public trust.
International experience shows that effective use of Al is possible only if the principles of transparency,
inclusiveness, and respect for user rights are observed. One of the key requirements is the creation of
mechanisms for regular auditing of algorithms that allow checking the validity of decision results and
identifying possible biases. Such measures are necessary to avoid automated errors that could lead to
discrimination against certain groups of users or inaccurate allocation of resources.

Implementing a multi-layered user data protection system is also key to maintaining trust. This
includes technical security measures such as encryption and multi-factor authentication, the development
of a clear privacy policy, and a transparent system for notifying users of data processing. The experience
of international organizations such as the Red Cross and the UN shows that transparency in data collection
and use policies helps to reduce mistrust and increases users' willingness to participate in support programs.

One effective approach is to apply the principle of “explainable Al,” which provides a clear
explanation of algorithms to users and internal auditors of the organization. For example, many
humanitarian projects integrate modules that allow presenting information on which parameters were key
in decision-making. This increases the transparency of activities and allows for a faster response to potential
problems in the functioning of systems.

Implementing measures to ensure inclusiveness is also important, which involves adapting
algorithms to the needs of different social groups and regions. This requires taking into account cultural,
linguistic, and economic peculiarities and providing users with access to training materials on how to use
the services. Successful international practices show that the introduction of multilingual interfaces and the
creation of accessible instructions significantly extend the reach of programs and promote more effective
communication with beneficiaries.

Finally, an important aspect is to ensure that organizations are held accountable for Al
effectiveness. This involves conducting regular reviews of system performance and reporting the results to
stakeholders. Adherence to international standards such as ISO 27001 [26] and GDPR [27] allows for a
balance between security and program efficiency. Thus, the introduction of ethical standards for the use of
artificial intelligence is a complex process that requires an interdisciplinary approach and regular
monitoring to increase the transparency and responsibility of organizations in the nonprofit sector.

Conclusions and Prospects for Further Research. It has been established that using artificial
intelligence in non-profit and charitable organizations significantly increases resource management
efficiency and optimization of communications with beneficiaries but is accompanied by numerous ethical
challenges. The main problems are the lack of transparency of algorithms (‘“black boxes”), the risks of data
privacy violations, and restrictions on access to digital services for socially vulnerable groups. It was found
that insufficient attention to digital inclusion can lead to discrimination and unequal access to programs. It
is recommended that international ethical standards, such as GDPR and ISO 27001, be implemented to
regulate data processing and develop transparent decision-making algorithms. It is proposed that
explainable Al models and multilingual interfaces be used, as well as integrate tools for regular auditing of
algorithms to check their effectiveness and reduce the risk of automatic errors. Prospects for further research
include creating hybrid solutions to adapt algorithms to the needs of local communities, developing digital
literacy education programs for socially vulnerable groups, and the study of the impact of digital tools on
trust in humanitarian programs. Particular attention should be paid to improving data anonymization
methods and ensuring the fairness of algorithmic solutions globally.
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AHAJII3 MOKJIUBOCTEA BUKOPUCTAHHS IUPPOBUX BIBJIIOTEK B
OCBITHBOMY ITPOLECI BULIIUX BIMCBKOBUX HABUYAJIbHUX 3AKJIA/IIB

Bysano O.B., 3aiiues O.B. Ananiz MoxianBocTeii BUkopucTaHHs HHPPOBUX 0i0/i0oTeK B OCBITHBOMY Ipoleci
BHUIMX BilicCbKOBHX HABYAJIBHHX 3aKJafiB. VY CTarTi NPOBEACHO aHali3 MOXJIMBOCTEH BHKOPHCTaHHS LUPPOBUX
aBTOMaTn3oBaHuX Oibmioreunnx iHpopmauniitaux cuctem (LIABIC)3 BigkpuTHM KOIOM y BUIIUX BifiCBKOBHX HaBYaJIbHUX
3aknanax (BBH3). Po3risHyTO €BOMIONII0 TaKWX CHCTEM, BiJ iIXHBOTO CTAHOBJIEHHS 0 CydacHUX pimeHb. OcoOmuBy yBary
MPUAICHO aHali3y MOMyIsPHUX IporpaMHUX miatdopm, 3okpema Koha, Evergreen, OpenBiblio, PMB, NewGenLib. Onmucano
X (yHKIIOHANBEHI MOXIIMBOCTI, KpUTepil BUOOPY Ta MOPIBHSJIBHI IepeBaru Il BiHCHKOBHX HaBYAJBHUX YCTAHOB. 30KpeMa,
BU3HaueHo, mo cucrtemMa Koha BuaineHa sk HaiOUIBII HMEepCHEKTUBHA 3aBASKH i IepeBaraM: BIAKPUTOMY BUXITHOMY KOy,
MOXXJIMBICTIO PO3TOpTaHHS B JIOKaJbHUX Mepekax, IiATPUMKOI0 pIi3HHX MOB iHTepdeilicy Ta IMOCTIHHOMY OHOBIICHHIO
SJISKTPOHHOTO KOHTEHTy. BusHaueHo, mo BrpoBamkeHHs: [JABIC € kimo4oBHM eTanoM y CTBOPEHHI MEPEKEBOTO CepelOBUIIA
IUTSL TOCTYIY JI0 eNIEKTPOHHUX PECYPCiB, OCOOIMBO B YMOBaX BOEHHOTO 4acy. Lle cipusie migBHIIeHHIO e()eKTHBHOCTI OCBITHBOTO
Ipolecy, 3HIDKCHHIO MaTepiajlbHUX BUTPAT Ta NPHIIBUALICHHIO BIPOBAKEHHS Pe3yIbTaTiB HAYKOBUX JOCIHIIKEHb. ¥ CTaTTi
3anponoHoBaHo kputepii omiHioBaHHSA LIABIC, cepen skux omepamiiiHa cucTeMa, JOCTYIHICTh HAlAIITyBaHb, MOXKJIHBICTh
poboTH B yMOBax 0OMeKeHb. Y MiACYMKY 3p001eHO BUCHOBOK PO JOLUIBHICTE BHKOpHcTaHHS Koha mis BBH3, 3 ormsany Ha ii
YHIBEpCAJBHICTh I (DYHKIIOHAJIBHICTE. 3aIUIaHOBAHO IMOJAJbIIE IPAKTHYHE TECTYBaHHS Ta (OPMYBAHHS peKOMEHIALiil It
onTHMi3anii poOOTH CUCTEMH y BiliCKOBUX HaBUAILHUX 3aKJIaax.

Kunrouoi ciioBa: aBromaTn3oBaHi 0i0mioTeuHi iHGOpMaIiliHI CHCTEMH, CHCTEMa YIPaBIiHHS, SICKTPOHHHUN pecypc,
BIJIKpUTHI KOJI, BIHCHKOBHI HaBYaIbHUI 3akia, Koha, katanorisaiis, JOCTYIHICTbh, JOKIbHA MEpPEkKa, iIHTErpoOBaHi 610ai0TeuH1
CHCTEMH.

Buialo O., Zaitsev O. Analysis of the Possibilities of Using Digital Libraries in the Educational Process of Higher
Military Educational Institutions. The article presents an analysis of the potential use of digital automated library information
systems (DALIIS) with open source code in higher military educational institutions (HMEIs). The evolution of such systems is
examined, from their inception to modern solutions. Special attention is given to the analysis of popular software platforms,
including Koha, Evergreen, OpenBiblio, PMB, and NewGenLib. Their functional capabilities, selection criteria, and comparative
advantages for military educational institutions are described. Specifically, it is noted that the Koha system stands out as the most
promising due to its advantages: open-source code, the ability to deploy in local networks, support for multiple interface languages,
and the continuous updating of electronic content. It is established that the implementation of DALIIS is a key step in creating a
network environment for accessing electronic resources, especially in wartime conditions. This contributes to enhancing the
effectiveness of the educational process, reducing material costs, and accelerating the implementation of scientific research
outcomes. The article proposes criteria for evaluating DALIIS, including the operating system, accessibility of settings, and the
ability to operate under restrictions. The conclusion is drawn that the use of Koha in HMEISs is advisable, considering its versatility
and functionality. Further practical testing and the formulation of recommendations for optimizing the system's performance in
military educational institutions are planned.

Keywords: automated library information systems, management system, electronic resource, open source, military
educational institution, Koha, cataloging, accessibility, local network, integrated library systems.

IlocTaHoBka 3aBIaHHA. Y CydacHMX yMoOBax HM(POBi3alii OCBITH BaXJIUBUM 3aBIAHHSIM €
3a0e3neueHHs JIOCTYIy JO SIKICHUX iH(OpMamiiHUX pecypciB Uil MiArOTOBKH (DaxiBIiB y BHIIUX
BiliCbKOBHX HaBYaibHUX 3aknagax (BBH3). OmHuM i3 KIIOYOBHX IHCTPYMEHTIB y ILOMY HANPSMKY €
mu@poBi 0i0MiOTEKH, sKi TO3BOJSIIOTH ONTHUMI3yBaTH OCBITHIM MpoLec, MOKPALIUTH JOCTYIHICTb
HaBYAIBHUX MaTepiajiiB i COPHUATH BOPOBAKEHHIO CYYaCHHMX TEXHOJIOTiIH. 3aBOaHHSIM JOCIIHKEHHS €
BU3HAUYEHHS. MOXKIIMBOCTEH BUKOpUCTaHHS 1HdpoBux Oibmiorek y BBH3, anani3 ix ¢yHKIiOHATEHUX
nepeBar i He/IOJIKiB, a TaKoX (GOPMYIIOBaHHS PEKOMEHJIALIN MOA0 iHTerpamii uux pilieHb y OCBITHIH
HpoLEeC.

AHani3 nocaizkeHb. AHAJI3 JiTepaTypH Mokasye, 1o udpoBi 6I0TIOTEKH BiAIrpalOTh 3HAYHY
pOJb y MOJIepHi3allii OCBITHROTO TIporiecy. BiTun3nsiHI Ta 3apyOiXHI JOCHITHHKH aKIEHTYIOTh YBary Ha
nepeBarax u@poBux O0i0OMiOTEK, TaKUX SK 3PYUHICTbH JOCTYILy, MOXKJIHUBICTH pOOOTH B TUCTaHLIHHOMY
dbopmarTi, iHTerpallis 3 HaBYaJbHMMH IIATGPOPMaMH Ta EKOHOMis peCypciB. 30Kpema, TOCiIKCHHS
JIEMOHCTPYIOTh, 110 Y BICHKOBiH OCBITI ITUGPOBI 010IIOTEKH CIPUSAIOTH HiABUIICHHIO PIBHS ITiATOTOBKH
KypCaHTiB i 3a0e3MeuyioTh JOCTYI A0 aKTyalnbHOi iHQopMalii HaBiTh B yMOBax oOMexeHb. [IpoTe, icHy10Th
mpoOJieMu, TOB’sI3aHI 3 BHOOPOM MPOTPaMHOTO 3a0e3MeucHHs, 3a0e3MEUYCHHSM OC3MeKU JaHuX i
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ajanTaui€ero cucteM ao crenudivyaux norped BBH3.

MeTo10 CTATTi € MOCTIKEHHS MOXKJIMBOCTEH BUKOPHCTAHHA LU(PPOBUX Oi0NIOTEK y BHIIHMX
BIiCBKOBHX HAaBYAIIbHUX 3aKJIaJax, aHami3 ix (yHKIIOHAJTPHUX MOXIHWBOCTEH, a TaKOX pO3poOKa
pexoMeHaniil moao X BIpoBaKeHHS AJ1s1 IIOKPALIEHHS OCBITHHOTO MPOIIECY i HAYKOBOT IisSUTBHOCTI.

Bukaan ocHoBHoro marepiany. Jlo xommtorepusamii Oi0mioTedHi 3aBIaHHS BUKOHYBAJIHCS
BpyuHy. CrHiBpoOITHHKHM BpY4YHY KaTaJOTi3yBalM JKepesla Ta iHACKCYBaJU iX 3a JOMOMOTOK CHUCTEMH
KapTKOBOTro Karajory. PaHHs mexanizaris 3’sBuiacs B 1936 pomi, B TexacbkoMy yHiBEpCHTETI TOYaIn
BUKOPUCTOBYBATH CUCTeMY epdoKapT Al yrnpasiiHHs o0irom 6i6miotexu. 3 mosiBoro ctangaptie MARC
(machine-readable cataloging) y 1960-x pokax, 1110 30irjiocst 3 pO3BUTKOM KOMIT FOTEPHHUX TEXHOJIOTIH —
Haponuiacsi aBToMaru3auis 6i0mioTek. 3 ILOro MOMEHTY OiONIOTEKHM IMOYald EKCHEPUMEHTYBAaTH 3
KOMIT FOTepamu, i, mounHaoun 3 KiHog 1960-x i mpomoBxyroun g0 1970-x pokiB, Ha PUHOK BHHILIN
6i0miorpadiyHi moCIyry, M0 BUKOPUCTOBYIOTH HOBI OH-JIAHH TeXHOJOTIl Ta cminbHuid craHnapt MARC.
Jo mepmmx aBromaTtm3oBaHux 0Oibmiorek Hamexamun Online Computer Library Center (OCLC) (1967),
JOCTiTHUIIbKA O10i0TeyHa Tpyma (ska 3rogom o0’ eananacs 3 OCLC) i 6i0mioTedna Mepeska BamHrrona
(sixa crana Western Library Network i Teniep takox € gacturnoro OCLC) [1].

[epiioro MalIMHHO-OPIEHTOBAHOK CUCTEMOIO 0iOiorpadiuHOro 30epiraHHs Ta MOIIYKY Oyna
Intrex, sixka 30epirama xatamor i3 mpubxm3Ho 15 000 >kypHamBHHX cTaTeil Ta MPOXOAHIIA TECTYBAaHHS B
imKeHepHili 6i6mioTeri MaccauyceTchbKOro TEXHOJIOTIUHOTO iHCTHTYTY. 1l BHKOPHCTOBYBAIM s
PO3pOOKH Ta TECTyBaHHS KOHIIEMIIIM aBTOoMaTH3aiii 0i0mioTek.

1970-1i poxw 3'ssBUIHCS "CUCTEMH MiJ] KIIF0Y" Ha MIKPOKOMIT'TOTepax, O1JIbII BiIOMI SIK iHTETpOBaHi
cucremu ympaBmiHHA Oibmiorekoro, HuHI - IIABIC. Ili cuctemu Brimouanu HeoOXiTHE amapaTHe Ta
nporpaMHe 3abe3neveHHsl, ke J03BOJISUIO MMiIKII0YaTH OCHOBHI 3aBJIaHHS 3 00iry, BKIIIOYAI0UU KOHTPOIb
3a 00irom i MpPOCTPOUEHi MOBIIOMIICHHS. Y Mipy PO3BUTKY TEXHOJOTII iHIII 0i0Mi0TeYHI 3aBIaHHS TaKOXK
MO>KHa Oyiio BUKOHYBaTH 3a gonomoroio LIABIC, Bkirouaroun npuadanHs, KaTaiorizalliio, pe3epByBaHHs
Ha3B 1 MOHITOPHHT CEPiifHUX BUIaHb.

3 eposroriero [aTepuery mporsarom 1990-x i B 2000-x pokax LABIC mouanu mo3BOJATH
KOpHCTyBadaM aKTWBHIIIE B3a€MOMISTH 31 cBoiMu OiOmioTexkamu uepe3 online public access catalog
(OPAC) - katasmor myOmidHOTO JOCTYITy, Ta OH-TaliHOBI BeO mopramu. KoprcTyBauam HagaeThCs MPaBo
BXOJIUTH y CBOi 0iOMioTeyHi OOJIKOBI 3amucH, mo0 3ape3epByBaTH a00 MOHOBUTH KHHUTH, a TaKOXK
ABTOPHU3YBATUCS JJIs JOCTYITY 10 OHJIAHHOBHX 0a3 JaHux 0i0Ii0TeKH

Ho xinusg 2000 poky mnocradanbauku LIABIC 30inpmmnm He Jniie KiTbKICTh NPOIOHOBAHUX
MOCIIYT, aJie i I[IHA Ha HUX, OCKUILKK PO3POOKH TaKUX CUCTEM MaJll KOMEPIIHHUIA XapaKkTep, a MporpaMHi
peanizanii Oynu BIACHICTIO PO3pOOHHMKA. 3aMOBUTH aBTOMATH3aLil0 MOCIyr 0i0nioTeYHHX crpaB Oysio
MOJKJIUBO TIJIbKH BEJIMKMM 010J1ioTekaM. 3pOCTaHHs I[iH MPU3BEJIO JIO MEBHOTO HEBJOBOJICHHS 0araTthox
Manux 0i0iioTek. Y Toif ke yac mounmHaeThesi po3poOka Ta tectyBanHa LIABIC 3 Binkputum Komom, i
peamizamii Oyau goctynHi BciMm. Jleski Oi0JiOTeKH mmouanu 3BepTatucs jo po3podnukie I[ABIC 3
BIAKpUTUM KomoM. HaWnommpeHinn NpUYWHHU: YHUKHYTH TPUB’S3KH 10 TOCTA4albHUKA, YHHUKHYTH
JIEH31MHUX 300piB, MOXIJIMBICTh B3ATH y4acTh Y po3poOii mporpamHoro 3abesneuenHs. CBoboaa Bin
MOCTaYallbHUKIB TaKOX [O3BOJsUIa 0i0JioTekaM BH3HAYATH MPIOPUTETHICTH MOTPEO BIAMOBITHO 0
TEPMIHOBOCTI, Ha BiIMiHY BiJI TOTO, 1[0 MOKE 3aIIPOIIOHYBATH iX MOCTA4YaIbHUK [2].

biOmiorekn, ski mnepedinum Ha LIABIC 3 BiZkpuTUM BUXIZHMM KOJOM, BHUSIBHIIH, IO
MOCTaYaTbHUKY Terep OLIbII CXMITbHI HAIaBaATH SIKICHI IIOCITYTH JIJISl POJIOBKEHHS APTHEPCTBA, OCKIILKU
BOHHM OiJIpllIe HE MalOTh MpaBa BOJIOAITH mporpamMHuM 3abesneueHHs M LIABIC i 3B’s3yBatu 0i0miorekn
cyBOpuMHU KOHTpakTamMHu. Tak Oyno 3 koHcopuiymom SCLENDS, nepxaBna 6i0miorexa IliBaeHHOT
Kapomian pazom 3 aeskuMu MicUeBUMH NyOniuHuMH 0i0mioTekamMu copMyBanu CHUIBHOTY, W00
MOJIUTATHCS EJIEKTPOHHUMH PECYPCaMH Ta CKOPUCTATHUCS TIepeBaraMu BIIKPUTOTO BUXiTHOTO Koy. Jlume
yepe3 2 poku micist nmoyatky aisuibHocti SCLENDS, 1o koHcopuiymy npuenHanucs 13 cuctem myOmiuHux
6i0mioTek y 15 kpainax.

3 BUKOPHCTaHHAM XMapHHUX CHCTEM, KepyBaHHsI 06i101ioTekaMy Ha0yBa€e HOBUX IEPCTIEKTUB. 3T1IHO
3 BijjomocTsimMu Bij HamioHansHOTO iHCTHTYTY cTaHmapTiB i TexHonorid (NIST), xmapHi TexHosoril
JI03BOJIIIOTH BJIOCKOHAJIMTH, MAaclITa0yBaTH Ta HAAIHHO 3aXHCTHUTH CHCTEMY YIPABIiHHS Ta MpOLEC
posropranus ABIC.

B 3B’A3Ky 3 BENHMKOIO PI3HOMAHITHICTIO Ta MOCTIHHMM pPO3BUTKOM CY4YacHOTO MPOrPamMHOrO
3abe3nedeHHs 3 BITKpUTUM KomtoM 1utst peanizariii [IIABIC(Ta6r.1.) BuHMKa€e moTpeda y po3yMiHHI MiIX0MIB
y moOyIOBI TakWX CHCTEM, Ta BHIUIEHHI OKpEeMHX KpHUTEpiiB s (opMyBaHHS NPOMO3ULIH TI0
BHKOPHCTAaHHIO KOHKPETHHUX IPOTrpaMHMX pimeHs y BBH3.
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IHABIC 3a3Bu4aii CKIAmaeThCcs 3 peAIiHOl 0a3w JaHWX, MPOTPAMHOTO 3a0e3MeUeHHS IS
B3a€MOZII 3 Li€lo 0a3010 MaHMX i JBOX rpadiuHuX iHTepdeiiciB KopucTyBada (OAWH AJS KIIIEHTIB, 1HIIUIA
st nepconany). bimpmiicte LHABIC pospinstors ¢yHKIT mporpaMHoro 3abe3medeHHs Ha OKpeMi
MpOrpamMu, sIKi HA3WBAIOTHCS MOJIYJSMHU, KOXKEH 3 sKHX 00 €THAHWH YHi(iKOBaHUM iHTEepdeiicoM.
[puknaan MOIYIiB MOXYTh BKITFOYATH:

* npunOaHHsA (3aMOBJICHHS, OTPUMAHHS Ta BUCTABJICHHS 3aMOBIICHD);

* KaTayorizaris (kmacudikaris Ta iHIeKcaris MaTepialiB);

* THpax (BUAAaYa MaTepialiB KOPUCTyBayaM i OTpUMaHHS iX Ha3an);

* cepianu (BiACTEe)KEHHS XypHATIB 1 ra3eTHUX (OHIIB);

* OoHJalH-KaTajior myoaiyaoro nocrymy abo OPAC.

Koxen kopucTyBad i KOXKEH €JIEeMEHT MaloTh YHIKaNbHHUH ineHTH(dikatop y 06a3i maHUX, IO
nossoisie LIABIC BincrexxyBaTu ix B3aemomiro [3].

Tabmuus 1. CydacHe mporpamHe 3a0e3meueHHsS AJsl peanizanii HM(POBHX aBTOMAaTH30BaHUX
016ioTeUHNX 1HPOPMAIIITHAX CHCTEM

Pix
[Iporpamue Pix OCTaHHBOTO Moga Kinpkictp . .
Po3pobHuK . . Jlinensia
3a0e3meueHHs BHITYCKY | CTaOIIBHOTO | PO3POOKH | KOPHCTYBadiB
BUILYCKY
GPL-3.0
CrinpHOTa Perl, abo
Koha 2000 pix | 2023 pix | JavaScript, 4257 .
Koxa HTML HOBILIOT
Bepcii
Cayba GPL-2.0
myOmigHOT Perl C 6o
Evergreen oibmiorekn | 2006 pix 2021 pix Y 1800 -
XUL HOBIIIIOT
Jxopmxkii
(GPLS) Bepcii
Komanna
PMB po3pobku | 2002 pik 2022 pik PHP 2000 CESIOLL_
PMB '
GPL-2.0
Komanna 60
OpenBiblio | po3po6uukis | 2002 pik | 2018 pik PHP No data HOBIIION
OpenBiblio
Bepcii
NewGenLib | Y& | 2005 pix | 2015 pix Java No data GPL
Solutions

Koha — 1ie oana 3 Hatigockonamimmx 6e3komtoBHUX ITABIC i3 BiAKpUTHM KOIOM. 3alpoBaykeHa
y 1999 pomni, Koha BukopuctoByeTbcs THCSYamMu 0i0mioTek mo BcboMy cBiTy. CepBepHa dYacTHHA
posropayra Ha OC Linux. [igrpumye 26 MoB iHTepdeiicy. KopucTyBadi WiHYIOTH 1€ NpOrpamHe
3a0e3neueHHs 3a MPOCTOTY Ta MMPOKMK Halip ¢yHkuii HamamrtysanHs. [Iporpamne 3a0e3mnedyeHHs
KUTTE3aTHE, MaclITabOBaHe Ta ijeajbHe JJIs BCiX BUIIB 0i0mioTek. Excrutyaryerbes B 22 opraHizamisax
VYkpainu.

Monymi Koha exmowatots: kataior, OPAC, Tupax, KepyBaHHS KOPHCTYBa4aMH Ta IIaKeT
npuabanb. [Iporpamue 3abesnedeHHs] MUPOKO BUKOPHUCTOBYETHCS MalUMM Ta BETUKHUMH ITyOIIYHUMHU
0i0ioTeKaMu, TPUBATHUMH OyXTajTepaMu, KOMIIAHISIMH, IIKOJaMHU Ta yHiBepcuteTamu. Lle pimmeHHs
MOKe OyTH BCTaHOBJICHE Ha aBTOMAaTHU30BAHUX CHCTEMax Kijacy 2 Ta BUKOPMCTOBYBAaTHCS B MiApPO3iTIax
mo 3abe3neuyyroTh oOMexeHui moctyn a0 indopmarii. Jana I[ABIC moxe OyTH BUKOpHUCTaHA SIK
enekTpoHHa 6ibmioreka st BBH3.

Evergreen — 1ie 6e3K0IMTOBHE IPOTpaMHE 3a0e3IeUeHHS sl KepyBaHHS 010J1i0TeKaMHu 3 BIIKPUTHM
BUX1THUM KOJIOM, SIK€ BUKOPUCTOBYEThCS Maixke 2000 0i0ioTekamMu B yChbOMY CBiTi, IPOTIOHYE iHTEpdeiic
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MyOJTI9HOTO KaTajory pa3oM i3 (YHKISMH, IO CIPOIIYIOTh Ta JOTOMarairoTbh KOPHCTyBadam y
¢dopmyBanHi 3amuTy. [laHe pimeHHs TiAXOAMTH A 0iOmioTeK OyAb-SKOTO PO3Mipy, Bill Malux A0
cepenHix, Benukux Ta ckimagHnx. CepBepHa yactuHa po3ropayra Ha OC Linux. IlinTpumye ogHy MOBY
iHTepdeiicy — anrmiiiceky. [Iporpamue 3abe3neueHHs Oyno BHepine po3poOJIEHO CHCTEMOIO MyOsiyHOT
oiomorexkn Jlxopmkii me B 2006 pori, i CHiIBHOTA 3pocTae, a MporpamMHe 3a0e3MedeHHs MOCTIIHO
PO3BHUBAETHCS, 00 3aI0BOJILHUTH OTPEOH KOPUCTYBAUiB.

OpenBiblio — me mpocra y KOpuCTyBaHHI cHCTeMa aBTOMaTh3allii OiOTIOTEK, JOCTymHA SIK
OE3KOLITOBHUH I1HCTPYMEHT 13 TEXHOJOTI€0 BiAKpUTOro Kopxy. IIporpamne 3abe3medeHHS MOXKHA
BUKOPHCTOBYBAaTH SIK IHTETPOBaHY CHCTEMYy KepyBaHHS OiONMOTEeKO0 IS KepyBaHHS poOOYHMHU
MpolecaMy Ta pecypcamu 0i0JIiOTeKH.

PMB — e 6e3komToBHE iHTErpOBaHe pilIeHHs TS KepyBaHHs Oi0mioTexoro. Ha manwmit MOMeHT
nporpamue 3abesneueHHs mae 6au3pko 2000 kimieHTiB; Bepcis 4.2 PMB kopHCTY€eThCSI BETUKHM YCIIiXOM
cepen KopucTyBadiB. 3acHoBaHe y 2004 porii, PMB mmmpoko 3acTocoByeThes 010mi0TeKaMu Ta IEHTPaMu
JOKyMEHTalii sK OaraToyHKIIOHANbHE DIMICHHA IUIS KepyBaHHs Oibmiorekoro. CepBepHa 4YacTHHA
mpamroe Ha OC Linux, Windows, Mac OS. Ilixtpumye 7 MoB iHTepdeticy

VuikanpHicte PMB Takok BKIIOYae IHCTPYMEHT KEpyBaHHS JOKYMEHTAaMH, SKHH MOJIETIIyeE
CTBOpEHHsS BCiX THMiB 3ammciB. Moro ocramust Bepcis 5.0 TaKOK Mae MOXIIMBICTH EKCIOPTYBATH
iHpopmanito 3 nudpoBux AOKyMeHTIB. Lle Takok m03BOJSE SKCHOPTYBATH CIMCOK Mponosuiiii. PMB
cnoyatky Oymno minmen3oBaHo 3a GNU General Public License, mo 3a0e3mnedye BUTBHHNA AOCTYIT IO
nporpaMHoro 3abesmneucHHs. Tenep PMB ninen3zoBano 3a OeskomntoBHor Jinensiero CECILL, ska
3a0e3redye mpaBoBy Oe3nexy y @paHiii Ta iHIIKUX KpaiHax i3 MOXIOHIMH TPAaBOBUMHU CHCTEMaMHU.

NewGenLib igeansHo mMAXOAUTE SK IS MAIMX, Tak 1 11 Beaukux 0i0miorek, NewGenLib — e
iHTeTpOBaHe pileHHs s KepyBaHHS 0107i0TeK010, pO3pO0IIeHe TAKUM YHHOM, 00 KOPHUCTYBayi OyiH B
ueHtpi yBaru. [Iporpamue 3abe3neueHHs € MacitaboBaHuM i ayxe edpextuBHIM. CepBepHa YaCTUHA MOXKE
Oytu posropayta Ha OC Linux Ta Windows.

3 mporpamMHuM 3a0e3neueHHsM New(GenLib 3pyuHimie BiICTeXyBaTH TOBapH, BiABiqyBadiB i
paxyHku. Yci moxyni NewGenLib nosaicTio BeO opienroBani. IIporpamHe 3a0e3neueHHs BignoBigae
MiKHapoaHUM ctanaapTam. NewGenLib normyisspHuid 3aBsSKH CBOIH 31aTHOCTI MPAIOBATH BiIMOBIAHO JI0
MpuBiNIeiB KiIieHTiB. Po3mmpeHi GpyHKIii kepyBaHHS 0i01i0TEKO0 MOXKYTh OYTH MTpHI0aHi 3a TIEBHY ILIaTYy.

OTxe, aHaTi3yl0YM HaBEJIeHI JIaHI CTa€ MOKIMBUM C(HOPMYBATH Psiji KPUTEPIiB Ta 00paTh MeBHY
HABIC nna 6i0miorex BBH3. Ilepmmii, ne omepauiiiHa cucrema Ui pO3TOPTaHHS MNPOrPaMHOTO
3abe3neuenHs: LIABIC i takoro OC € Linux, sik cuctemMa 3 BIIKpUTHM KoaoM. Jlpyruii - mommpeHicTs Ta
CXBaJIbHI BIATYKM Bin KopucTyBauiB. TpeTiii — HasBHICTh Pi3HHX MOB iHTepdelcy mIsi TEeBHUX
HanamrtyBanb. [1’stuit — Bukopucranns LIABIC B ymoBax oOMexeHb — BAKOPUCTAHHS Ha PiBHI JIOKAJTBHOT
Mepexi Ta BiAcyTHOCTI AocTymy Ao Inreprery. IllocTuii — monmoBHEHHs! HaBYAJIBHOTO (DOHIY B yMOBax
obmexeHb [4].

Posrnsinemo ocHoBHI nepeBaru Koha mopiBHSHO 3 J€SIKMMHU 1HIIMMU MOMYJISIPHUMH TEXHIYHUMU
pienasimu LIABIC:

VY nopiBusHHI 3 LHABIC Ha ocnHoBi Evergreen (ciyx0a myGmiuaux 6i6miorex Jxopmxkii, CLLIA)
HABIC nHa ocHoBi Koha mae muprmii cniekTp (yHKIIOHATBHUX MOXKIUBOCTEH, BKIFOUAIOYH MOJIYJI
KaTtayorizarii, ynpaBiliHHSI KOMIUIEKTYBaHHSIM, IUPKYJIALIIO Ta 3BITHICTh; JEMOHCTPYE OUIBIIY THYUKICTb
Ta JIETKICTh Y HAJNAITYyBaHHi, 1110 JI03BOJISIE aJJalITyBaTH CUCTEMY ITiJ] KOHKPETHI MoTpedu 0i0moTek; Mae
OUTBII PO3BHHEHY CIIJIBHOTY KOPUCTYBadiB Ta pO3pOOHHKIB, IO 3a0e3leuye pPeryssipHi OHOBJIEHHS Ta
SKICHY TEXHIYHY MiATPHMKY.

V nopiensiaHi 3 LHABIC Ha ocroBi PMB (komanaa po3po6ku PMB, ®panuist) LIABIC Ha ocHOBI
Koha mpononye neranpHimmid Ta OUIbII IHTYITUBHHMN iHTepdelic KOpHCTyBaya, CIPOILYIOYU POOOTY
nepcoHainy 0i6i0Tek; Mae GUIBII OTYXHI MOKJIMBOCT] YIPaBIIiHHS KOPUCTYBAa4aMH, BKIIIOUAIOYH THYUKE
HaJIANITYBaHHS TpaB JIOCTYIy; 3a0e3rneuye Kpairy MiITPUMKY MiXHAPOJAHUX Oi0NIOTEYHUX CTaHJIAPTIB,
takux sk MARC21 ta UNIMARC.

V mnopieasaHi 3 IIABIC Ha ocHoBi OpenBiblio (komanaa po3pobHukiB OpenBiblio) Koha mae
LIMPILII MOXIIMBOCTI KaTaJorizauii, ympaBiiHHS KOMIUIEKTYBaHHSIM Ta CTaTUCTUKHU, POOJSuM i1 Oiibin
KOMIUIEKCHUM  PIIICHHSM; OiATPUMYE JIOKamizamito iHTepdeiicy Ha 26 MOB, IO JIO3BOJSIE
BUKOPUCTOBYBAaTH ii B 6araTOMOBHOMY CEPEIOBHILI; JEMOHCTPY€E BHUIIY HaXilHICTH Ta MPOIYKTUBHICTH
3aBJISKM BUKOPUCTAHHIO CyYaCHHMX TEXHOJIOTiH, Takux sk Linux, Apache, MySQL/MariaDB.

V nopieustani 3 ITABIC Ha ocHoBi NewGenLib (Veru Solutions, Iazist) ITABIC na ocHoBi Koha
Ma€ OUIbII aKTHBHY Ta PO3BUHEHY CIIJILHOTY KOPHUCTYBadiB Ta PO3POOHHUKIB, IO 3a0E3ICUy€E IBHIIIY
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peaxiiito Ha MOTpeOu Ta 3aMUTH; MIPOIIOHYE MUPIINI HAOIp IHCTPYMEHTIB IS YIIPABIiHHS 0107110TeUHIMHA
npolecamMy, BKIIOYAI0UM MOIYJI KaTajorizauii, HIUPKYJLii, KOMIJIEKTYBaHHS Ta 3BITHOCTI, Ma€ THYYKY
CHCTEeMY HaJIAIITyBaHHS MPaB JAOCTYITy Ta iHTerpamii 3 iHIIME iH(QOpMaIliiHUMHI CHCTEMaMH, 110 POOHUTH
i O1TBII YHIBEpCATBHOIO.

Amnami3z mokazaB mo, I{ABIC na ocHoBi Koha mae y cBoemy ckiazi KoMImieKCHHH Habip
IHTETPOBaHMUX MOJYJIB, IO OXOIUIIOIOTH yCi acmektu 0ibmiorednoi misutbHOCTI. OCHOBHI MOMIIMBOCTI
CHCTEMH BKIIFOYAIOTh!

Kamanoeizayirn. Ilintpumky MixHaponuux ctannaptiB MARC21 ta UNIMARC nnst ctBopeHHs
Ta yrpasiiHHA 6i0iorpadivHIMH 3aicamMu.

MoOXIUBICTh IMOOPTYBaHHS TOTOBHX 0i0JiorpadiuHuX AaHUX 13 30BHILIHIX HKEpeT.

I'Hydka cucTeMa penaryBaHHs Ta 30epexeHHs 0i0miorpadiunux nanux [5].

Ilyoniunuti enexmponnuti xkamanoe (OPAC). 3a0e3nedeHHs BeO-IOCTYIYy JO EICKTPOHHOTO
KaTaJIOTy AJIsl KOPUCTYBAaiB.

Posmiipeni MOXJIMBOCTI TMOIIYKY 3a KIIOYOBHMMH CJIOBaMH, aBTOpaMH, Ha3BaMU Ta I1HIIUMHU
napamerpamu. HanmamryBanas iHTepdeiicy BiAMOBIAHO 10 MOTPeOd KOHKPETHOI 010Ti0TeK .

Ynpaeninus onoamu ma exzemnisapamu. ABTOMATH3AIlil0 TPOIECIB BHIAYi, OBEPHEHHS Ta
pesepByBaHHs OiOmioTednux MatepiamiB. KoHTponms mTpadiB, HaragyBaHb Ta CTaTyCy MOCTYITHOCTI
NpUMipHUKiB. BeneHHs AeTanbHOro 00Ky HAsBHAX €K3eMIUISIPiB.

Kepysanna xopucmysauamu. BeneHHs TOBHHX TpoQLTiB KOPHUCTYBadiB i3 JIETaNTi30BAHOIO
iHpopmaliero. 3miHCHEHHS THYYKOTO HaJalTyBaHHA MpaB JOCTYIY [0 Pi3HUX (QYHKIIH CHCTEMH.
IaTerpamito 3 iHmIMMY iH(GOPMAIIHHUME CHCTEMaMH JUTI CHHXPOHI3aMii JaHUX PO KOPUCTYBAUiB.

Komnnexmyesannus. [lnanyBaHHsI Ta KOHTPOJIb POIIECIB 3aKYIIBII HOBUX 010110TEYHHUX MaTepialiB.
Benenns ¢inancoBoro o06miky, MoB'sI3aHOTO 3 MPHIOAHHAM pecypciB. ['eHepamis 3BITIB IS aHANI3y
e(eKTUBHOCTI BUKOPHCTAHHS OIOJKETY.

3gimuicms ma aumanimuxa. ABTOMaTH30BaHE CTBOPEHHS Pi3HOMAHITHHX 3BiTiB MPO AiSUTBHICTH
0i0mioTekn. AHaNi3 CTATUCTUKY BiJBiJyBaHb, BAKOPHCTAHHS PECYpCiB Ta eeKTUBHOCTI poOoTH. ['HyUKi
IHCTpyMeHTH (iabTparii naHux s (GopMyBaHHS CIEI[iali30BaHUX 3BITIB.

Omxe mepeBaraMu siki Bu3Ha4aroTh BHOIp Koha y sikocTi TeXHIYHOTo pimeHHs Ui OOYA0BU
HABIC nns Buxkopuctanss y ocBitHboMy mponieci BBH3 Ta npuBabnusum BuOOpOM 11st aBTOMAaTH3ALI]
010J110TeYHOT AISUTLHOCTI € HACTYITHI:

Biokpumuii ko0 i 6e3xoumosgnicms. Koha € mporpaManmM 3a0e31eueHHsIM 3 BiIKPUTUM BUX1THAM
KOJIOM, HIO JIO3BOJISIE KOPUCTYBauaM HE JIMIIe BUKOPUCTOBYBATH ii OE3KOINTOBHO, ajie i MOJTUQIKYBaTH
BiJITOBI/THO /IO BIIACHUX TOTPEO.

BincyTHicTh NiNEH31MHUX BUTpaT Ha MpoOrpaMHe 3a0e3MEeUeHHs] CYTTEBO 3HMKYE BUTpATH Ha
aBTOMATH3aIliI0 010JI0TEYHHUX MPOIIECIB.

Mynvmughynxyionanvricms. Koha iHTerpye BCi OCHOBHI aclieKTH 010J1i0TEUHOT NiSTIbHOCTI B €IUHY
cucteMy, 3a0e3meuyroun eQeKTHBHE YHpaBIiHHS OiOmiorpadiyHMMU  JaHUMH, EK3eMILIIpPaMH,
KOpUCTYyBauaMH, (JiHaHCAMH Ta 3BITHICTIO.

Komruiekcamii miaxiz J03BOJSIE aBTOMATH3YBAaTH IIUPOKWH CIEKTp Oi0MiOTEeYHUX TIPOIIECIB,
M1IBUIIYIOYH 3aralbHy e(eKTHBHICTH POOOTH.

Macwmabosanicms:Koha nerxko amantyerbess 10 MOoTped 0i0mioTek pi3HOro po3Mmipy - Bif
HEBEJMKUX IIKUTbHUX KHUTO301peHb JI0 BEJIMKUX HAYKOBHX YCTAHOB.

Cuctema 31aTHa 00CITyroByBaTH SIK 010110TeKH 3 HEBEJIMKUMH (poHIaMHU, Tak 1 MaciuTaOHi 30ipKu
3 MiJIBHOHAMU TIPUMIPHHKIB.

Hiompumxa 6acamvox mos. Koha mniarpumye monan 26 MoB iHTepdeiicy, IO I03BOJISIE
BUKOPHCTOBYBATH 11 B 0araToHaIioHaJIbHOMY CePEIOBHIII.

MOXIUBICTh JIOKaNi3alii CHUCTEMHU CIpHUA€ 3pYyYHOCTI BUKOPUCTAHHS Uil IEpPCOHATY Ta
KOPHUCTYBauiB 0i10Ii0TEK.

Locmamus y nopieHAHHI 3 IHWUMU NPOCMOMA 6 HANAWIMYBAHHI Ma 6uKopucmanti. IHTyiTUBHO
3po3yminuii intepderic Koha 103Bosisie mBUAKO HABYUTH [IEPCOHAI MPAIFOBATH 3 CUCTEMOI0, MIHIMI3YIOUH
BUTpATH HAa HaBYaHHA. [ HyuKi HajalITyBaHHA Ta aJamlTalisi CUCTEMH J0 MOTped KOHKPETHOI 0i0MioTeKn
3HAQ4YHO COPOUIYE 1i BIIPOBA/IKECHHS.

Haoitinicms. Bukopuctanus Linux sk cepBepHoi muardopmu 3abe3nedye BUCOKY CTaOUIBHICTS,
Oesneky Ta mpoAyKTHBHICTH pobotu Koha. Illupoka cminbHOTa po3poOHHMKIB Ta kopucTyBauie Koha
rapaHTye peryJsipHe OHOBIICHHSI CHCTEMH, BUIPABIICHHS IOMHUIIOK Ta BiAMOBIIHICTh Cy4aCHHUM BUMOTaM.

IMocninoBHicTk BrpoBamkenHs Koha y ocsitwiii nporec BBH3 mMoke ckiiagatucs 3 HaCTYIMHUX
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eTalliB.

Poscopmanns cucmemu. BcraHoBieHHst cepBepHoi yactuHH Koha Ha mmardopmi Linux.
HamamryBanus 6a3u manux (MySQL abo MariaDB) Ta BebG-cepBepa (Apache abo Nginx). Immopt
icHyrounx 0ibmiorpadiuHux 3amuciB y CHCTEMY Yepe3 CTaHAapTH30BaHi popmaru, Taki sk MARC21.

Hanawmyeanus cucmemu. Koudiryparis inrepdeiicy kopucTyBaua Ta HaJAIITyBaHHS IIpaB
JOCTYIy IUIs mepcoHany. HamamTyBaHHS MOZYNiB BiAMOBiAHO A0 crenu(iYHUX MOTPed KOHKPETHOI
010mioTeKH.

Inrerpanis Koha 3 iHmmMu iHpopMaIiitHIMU CCTEMaMHU ISl CHHXPOHI3aIlil TaHUX.

Hocniona excniyamayisa. Bukopuctanus wmoxyns OPAC pmns 3abe3medeHHs BeO-IOCTYIY
KOpUCTYyBadiB 70 0i0nioTe4HuX pecypciB. 3acTocyBaHHS MOAYNIB ympaBiiHHS QoHZamMu Ta
KOMIUTIEKTYBaHHS 111 €peKTHBHOTO OOIIKY Ta pyXy 0i0moTedHnx MarepianiB. PerynspHuii MOHITOPUHT Ta
aHaji3 poOOTH cUCTeMH Yepe3 BOyAOBaHI iHCTPYMEHTH 3BITHOCTI.

IHiompumxa ma onoenenns. Perynapae onosneHnHs Koha 1o HOBuX Bepciit st OTprMaHHS HOBHX
(GyHKII# 1 BUNpaBICHHS MOMHJIOK. B3aemois 3 akTuBHOW cruibHOTOH Koha st 0OMiHY HOCBiZOM,
OTPUMAaHHSI TEXHIYHOI MIITPUMKH Ta JTOIOMOTH Y BHpileHHi npobiem [6].

BucHoBKH Ta mepcneKkTHBH Noaaiabioro gocaimkennsa. Anamis [IABIC nis BBH3 BusBuB ix
KITFOUOBY POJIb Y MOJIEpHIi3allii OCBiTH, 0COOIUBO B yMOBaxX iH()OpMAIifHIX BUKIHKIB Ta BOEHHOTO Yacy.
[opiBusaus matdopm BuzHaumno Koha sk HaitOinem nepcnextuBny it BBH3 3aBasku BimkpurocTi,
THYYKOCTI, JIOKaJbHIA poOOTi, MOBHINM minTpumili Ta oHoBieHH:IM. BmupoBamkenHs LIABIC Koha €
KITFOYOBHM KPOKOM JIO CYYacHOTO iH(OPMAamiiHO-OCBITHROI'O CEPEIOBHINA, ONTUMIZYIOUH TOCTYI IO
pecypciB, MIBUIYIOYN e(DEKTUBHICTh HaBUAHHS, 3MEHIIYIOYM BUTPATH Ta MPHUCKOPIOIOYH IHTETPALlilo
HayKOBHX PO3p00OK y BilicbkoBy ocBity. JominbHicTs BukopucTanus Koha y BBH3 miarBepmkeno ii
YHIBEpCaIbHICTIO Ta (YHKITIOHATHHOIO TTIOBHOTOIO.

Iomanpmii mocmimpkeHHs OyAyTh 30CEPEHKEHI Ha MPaKTHYHIA peamizamii Ta MOTIHOICHOMY
BUBUYEHHI edekTuBHOCTI BhpoBamkeHHs Koha y BBH3, ske Bkmowae mpoiiecu po3ropTaHHs Ta
MIPOBEICHHSI JOCTITHOT eKCIDTyaTallii CHCTEMH JJIs OLIHKKA MOYIMBOCTEH B pEATbHUX YMOBAaX Ta PO3POOKY
METOAMYHHX PEKOMEHAALH 111010 BIPOBAIXKEHHS, BKIIOUAI0YH HAJIAIITYBAaHHSI, IHTETpawilo Ta HiATOTOBKY
10 BUKOpHcTanHs. OKpeMy yBary HeoOXiIHO IPUIITMTH JOCHTIPKeHHIO BIUHBY BripoBakeHHs: LIABIC Ha
SKICHI Ta KUIbKiCHI ITOKa3HUKH OCBITHHOTO MPOIIECY, 30KpeMa Ha piBeHb iH(popMalliitHOT 3a0e3neueHocTi
HaBYaHHA, 33/I0BOJICHICTh KOPHUCTYBadiB, YCIIIIHICTh KypCaHTIB Ta €(QEKTHUBHICTh HAYKOBO-IOCIIiTHOI
pobotu.
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KJACHU®IKAIIA TA KOOYBAHHS JE®EKTIB ITIPOTPAMHOTI'O 3ABE3ITEYEHHS
BHACJIIJIOK JIi KIBEPATAK

Joopummn 10.€. Knacudikania ta xonyBanus gedeKTiB NporpaMHoro 3ade3nedyeHHs: BHACJANOK Aii kidepaTak. B
po6oTi Ha mifcTaBi MPOBEAEHOTO aHATI3y BIUIMBY KibepaTak Ha CTaH Ipale3[[aTHOCTI aBTOMaTH30BaHUX CHCTEM Ta KOMIUIEKCIB,
NPOIIOHYEThCA MeTOoAMKa Kiacudikamii Ta KomayBaHHA He(eKTiB ITOIIKOMIKEHOTO IpOorpaMHOro 3abesmedeHHs. Meronuka
kracudikanii Ta KoAyBaHHS Ie(eKTiB MpOrpaMHOro 3abe3redeHHs po3poOjeHa Ha MiACTaBi MEBHUX XapaKTEPUCTHK Ta
k1acu(ikalifHAX O3HAK HaOLIBII PO3MOBCIOPKEHUX Kibeparak Ta MedeKTiB MPOrpaMHOro 3abe3MeueHHs], 10 BUHHUKAIOTh
BHacHiok ix mii. B ocHOBY kmacudikauii mokgageHi iCHYIOYl 3B’A3KH MK IOIIKODKEHHM IPOTPaMHHUM 3a0€3Me4YeHHSIM Ta
MOXIIUBIMH Je(eKTaMy, II0 BUHHUKAIOTh BHACIIAOK il KibepaTak, a TakOoX MK AedeKTaMu MPOrpaMHOro 3abe3leueHHs Ta
criocobaMu iX BUSIBJICHHS Ta BinHOBIeHHs. Ha mincTaBi aHani3y kiacugikaniifHuX 03HaK po3po0iieHa CTpyKTypa TEXHOJIOTIHHOTO
Koy Je(eKTy MONIKOHKEHOTO MPOTPaMHOro 3a0e3MeueHHsI, eICMEHTaMH SKOTO € TMeBHI KiacudikaniiiHi o3Haku. Ha mpuknani
onHOTO 3 BHUAY Kibepatak SQL-iH'eklist npuBeaeHui MpaKTHYHUH NpHKIan Kiacudikamii Ta mpu3HadeHHs KOIIB s Ae(eKTiB
MOIIKO/PKEHOTO MPOrPaMHOTro 3a0e3NeueH s, a TaK0XK BapiaHTH MOXJIMBMX KOMOiHaMii KOJIB Ae(EKTiB, 110 MOXKYTh BUHHKATH
mig wac nii kxibeparaku Buay SQL-iH'ekmis. 3 MeToro momanbmioi ¢opmaiizamii BiZHOBIEHHS Ie(EKTiB IMOIIKOIKEHOTO
MPOTPaMHOTO 3a0e3MeUeHHs, IPUBEACHUN i€papXiyHUH B3a€MO3B’S30K PiBHIH TEOPETHYHOTO AEPEBY CTaHy aTaku BuUmy SQL-
iH'eKWis, OI0 BiANOBiAaE MOPAAKY Kiacudikamii Ta kogyBanHA. JlociimkeHHs, 0 Oyny MPOBEAEH]I, JO3BOJSIOTH 3aCTOCOBYBATH
METOAUKY Kiacu(ikamii Ta KOoAyBaHHA OE(EKTiB IMOLIKOHKEHOTO HMPOTpaMHOro 3a0e3NeucHHs BHACHINOK Aii kKibepaTak ais
ABTOMAaTH30BaHOTO IIPOSKTYBaHHS TEXHOJIOTIYHHX IPOIECIB JIarHOCTHKY Je()eKTiB MOIIKOIKEHOTO IPOrPaMHOT0 3a0e3eueHHs,
a TaKO)K BU3HAYCHHsI OIIBHOCTI BiJTHOBJIEHHS MPOIPAMHHMX MOJYJIIB Ta PIillIeHHs IHIIMX TEXHOJOTIYHUX MHUTAaHb MO0 3aXHUCTY
iHpopMmamii.

KnrwuoBi cioBa: nedekT MOMIKOMHKEHOTO MPOrPAMHOTO 3a0e3MeueHHs, KiacH(ikamiiiHi 03HAKH, IiarHOCTYBaHHS,
TEXHOJIOT1YHHHI KO, Kibeparaka, kiacudikaTop gedeKTis.

Dobryshyn Yu. Classification and coding of software defects resulting from cyberattacks. Based on the analysis of
the impact of cyberattacks on the state of operability of automated systems and complexes, the article proposes a methodology for
classifying and coding defects of damaged software. The methodology for classifying and coding software defects was developed
based on certain characteristics and classification features of the most common cyberattacks and software defects resulting from
their effects. The classification is based on existing relationships between damaged software and possible defects resulting from
cyberattacks, as well as between software defects and methods for their detection and recovery. Based on the analysis of
classification features, the structure of the technological code of a damaged software defect was developed, the elements of which
are certain classification features. Using the example of one of the types of cyberattacks, SQL-injection, a practical example of
classification and assignment of codes for defects of damaged software is given, as well as options for possible combinations of
defect codes that may arise during the action of a cyberattack of the type SQL-injection. In order to further formalize the repair of
damaged software defects, a hierarchical relationship equal to the theoretical state tree of the SQL injection attack type is given,
which corresponds to the order of classification and coding. The studies that have been conducted allow applying the methodology
for classifying and coding damaged software defects due to cyberattacks for automated design of technological processes for
diagnosing damaged software defects, as well as determining the feasibility of restoring software modules and solving other
technological issues related to information protection.

Keywords: damaged software defect, classification features, diagnostics, technological code, cyberattack, defect classifier.

IMocTaHoBka HaykoBOi MpoOJjeMu. AHANI3 NONIKO/KEHOTO IPOrPaAMHOTO 3a0e3MeUYeHHsT B
HACHIJIOK Jii pi3HOro poay KibepaTak CBiTYHTH MPO Te, MO MPOIEC BiTHOBIEHHS Mpane3JaTHOCTI
aBTOMATH30BaHHX CHCTEM Ta TMPOTPAMHHX KOMIUIEKCIB CKJIQJIHO (opManizyBatd, BpaxoBYIOUH
0CO0JIMBICTh, HEMOBHOTY Ta CYIEPEWIMBOCTI iH(pOpMAIIil, 110 3 ABISETHCS IMICAS HABMHUCHHX IiH, SIKi
3IHCHIOIOTHCS 32 IOTIOMOTOI0 3aC001B €JIEKTPOHHUX KOMYHiKaliid. OCHOBY 3a0e3neueHHs Mpane3JaTHOCTI
nporpaMHoro 3a0e3ledeHHs CKIafaloTh IMPOLECH iarHOCTYyBaHHS, Ha 0a3l SKUX Yy MOAAIBIIOMY
OyIyIOThCS TEXHOJIOTIYHI Orepallii 3 Bi/IHOBICHHS 1e(DeKTiB IPOrPaMHOTO 3a0e3ICUCHHSI.

TexHonoria aiarHOCTyBaHHS Nepeadadae BHUABICHHS Ae(EKTIB MPOrpaMHOro 3a0e3ledeHHs, sKi
3’SIBJISIFOTHCS TICIs Ail pi3HOrO poay Kibepartak, yHACHiZOK HasBHUX BPA3IHBOCTEH y CKJIali MPOTPaMHUX
MOJYJTIB Ta KOMIIOHEHTIB aBTOMATH30BaHMX CHUCTeM. ToMy 3ajadi MIOJO0 BHUSBJICHHS, OIIHKK Ta
kiacudikaiii 1e()eKTiB IPOrpaMHOro 3a0e3MeYeHHs, a TAKOXK X MMOJAJIBIIOr0 I'PYIyBaHHS B TEXHOJIOTIYHO
- ToAiOHI TpynH BiJPI3HSAETBCA 3HAYHOK TPYyIOMICTKiCTIO. OKpiM TOro CKJIagHO 3a0e3NednTH
AaBTOMATH3aLil0 TPOLECY BiJHOBIEHHS MOLIKOPKEHOTO IPOrpaMHOro 3ade3ledeHHs BHACHioK il
kibepaTak, TOMy 1[0 Ha TETEePilIHINA Yac BiZICyTHI GopMalli3oBaHi METOJMKH OIKCY BHYTPIIIHHOTO 3MICTY
Ta B3aEMO3B’S3KIB OKPEMHX TEXHOJOTIYHHX OIlepanid 3 BiTHOBJIECHHS JIeEeKTiB MPOrpaMHOro
3a0€e3MeueHHS.
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[lix yac BHMKOHAHHS TEXHOJIOTIYHHMX OINEpalid 3 BiAHOBJIEHHS TMOIIKOKEHOIO MPOTrPaMHOIO
3a0e3MeyueHHsT BHACTIAOK il KibepaTak, KpiM BHSBJICHHS, IiaTHOCTYBaHHS Ta aHaIi3y Ne(eKTiB, BasKINBE
MicIIe 3aiiMaroTh omneparii Kiacudikarii, KoayBaHHs Ta TPYITyBaHHS Ae(EeKTiB MPOTPaMHOTO 3a0e3MeYeHHS
B TEXHOJIOTIYHO - MOAI0HI TpyIy.

Tobro 3agaua mepeabavae BUKOHAHHS Omepalii po3mi3HaBaHHS KOHKPETHOTO NIe(eKTy, a came,
BHSABIIEHHS HaOOpy O3HAK IS MOJANBINOI iX Kiacudikallii Ta TpymyBaHHS 3 METOI0 HAKOIMHIYBaHHS
TEXHOJIOTTYHO-TIONIOHMX eEeKTiB 32 03HAKOIO ONTHMAJIFHOTO CIIOCO0Y BiHOBIIEHHS. PO3B’s13aHHS BUIIE
omnucanoi 3aja4i moTpedye MpoBeACHHs TEXHOJOTTYHHUX ONepaliii 00 aHali3y Je(eKTiB MpOorpaMHOro
3a0e3neUeHHS, SIKE BiTHOBIIIOETHCS BHACIIOK Mii KibepaTak, a TaKoX 3MiHCHeHHS Kiracudikarii medexTis,
BUKOHAHHS KOJTyBaHHS 03HAK Ae(EKTiB Ta pO3pOOKH TaKk HA3BAHOTO KOMIUIEKCHOTO JTe()eKTy.

Hedekr, ams sKoro HeoOXiMHO pO3POOUTH TEXHOJOTTUYHHUN MPOLeC, IOBUHEH OYTH MpeacTaBlIeHUN
y BHIi HaOOpy O3HAK, SKi MalOTh BiANOBIAHUN KOJA. 3a pe3yibTaTaMH YOTO MOKJIMBO aBTOMAaTHU3yBaTH
MIpOLIeC BiHOBJICHHS, SIKWH mependadae BigHeCeHHS ne(eKTy 0 MEeBHOTO 00pasy, I SKOTO BXKE ICHYE
0JI0K - cxeMa BiAHOBJICHHS.

TexHOMOTIYHMIA TIPOIIEC BiJHOBICHHS, IKUH CKIIAZA€THCS 3 OJIOK-CXEMH, SBIISE COOOI0 CYKYIHICTh
00pa3iB Ta MOXKITUBUX pimreHs. [lix vac aBromartu3aiiii, onuc nedekTy BiTHOCUTHCS 10 IeBHOTO 00pa3y Ta
MiJCTaBl MOXIUBUX BapiaHTIiB Ui HBOTO MPH3HAYAIOTHCS TIEBHI PIMIEHHS CTOCOBHO BiJHOBJICHHSI.
[Mpuyomy At KO)KHOTO BapiaHTy HEOOXiJHO MPHUIATH CTYIiHb Ba)KIUBOCTI, AJISI TOTO 100 3 MHOXHHHU
pimeHs obpatu onTuManbHuA. Takiil minxin nependadae mpoBeAeHHs poOiT 3 knacudikaiii, KOAyBaHHS
03HaK JedeKTiB TOMIKOHKEHOTO IPOrpaMHOro 3a0e3medeHHs Ta po3poOKy, Ha 0asi BKa3aHOTro,
KOMIUIEKCHOT Mopeni JedeKTy 3 METOK 1 BUKOPHCTaHHS Ui BUOOPY TEXHOJOTIYHOTO IMPOIECY
BiJTHOBJICHHSI IPOTPaMHOT0 3a0e3MeYeHHs BHACTIIOK Jii KibepaTak.

AHaji3 gochigKeHb. 3a7adel0 TEXHOJOTIYHOTO TMPOILECY BiTHOBIEHHS IIOIIKOPKEHOTO
MporpaMHOro 3a0e3nedeHHs] BHACTIAOK MAii Kideparak, € BWU3HAYEHHS BIAMOBITHOTO Ae(eKTy, TOMY
pillicHHS BKa3aHOI 3ajayi 0a3yeThCs HAa BCTAHOBJCHHI BIAMOBIAHOCTI MIiX PI3HUMHU O3HAaKaMH, IO
XapaKTepU3yIOTh B IIJIOMY Je(EeKT, Ta TEXHOJIOTIYHIMH METOJIaMH 1X BHSBICHHS Ta YCYHECHHSL.

PizHOMaHITTIO Ne(eKTiB MOIIKOMKEHOTO MPOTpaMHOro 3abe3medeHHs, 0COOMCTOMY JOCBILYy Ta
IHTYIII cHiBpoOiTHUKA, MIO0 BHKOHYE OLIHKY CTaHy Mpane3JaTHOCTI MpOrpaMHOTO 3a0e3neueHHS 3a
JIOTIOMOT0I0  OOYMCITIOBAJIbHUX 3aCO0IB, MPOTHUCTABIISAETLCS KIHIICBE YHCIO THUMIB JIe(EKTiB, O03HAK Ta
TEXHOJIOTIYHUX pimeHb. HeoOxiaHO BU3HAYNTH OCHOBHI THITH Ae(EKTiB, 3MIMCHATH 1X aHAIi3, Ta IMiICTaBi
YOro po3po0OuTH KiIacu(PiKaTOPH, 1110 IHTEPIPETYIOThH BIJIOMOCTI PO ASHEKTH 3 METOI0 aBTOMAaTH30BAaHOTO
MPOEKTYBaHHS TIPOLIECIB BiTHOBJCHHS IOIIKO/HKEHOI'0 MPOrpaMHOTO 3a0e3medeHHs. HeoOXigHoro
BHUMOTOI0 TaKOX € BUKOHAHHS JOCJTI/PKEHB 1010 (hopMatizallii 03HaK Ta MOHATb, 10 BiTHOCSTHCS JI0 OTUCY
neeKTiB MOIIKOHKEHOTO TIPOTPaMHOTO 3a0e3neveHHs. [Ji1 BUpIllleHHs 3a3Ha4eHUX 3aBJaHb, HEOOXiTHO
3MIACHUTH Kiacuikaiito ae(EeKTiB MOIIKOIKEHOrO MPOTrPpaMHOro 3a0e3MeyYeHHs Ta Ha 1l OCHOBI
PO3pOOHUTH MaCHBH TEXHOJIOTIYHUX KOJIB JIeEKTiB.

Icayroui Ha TtemepimHIA Yac cuctemu Kiacudikamii edeKTiB IMOMIKOHKEHOTO MPOTPaMHOTO
3a0e3MeYeHHs HEIOCTATHLO 3aJJ0BOJIBHSIOTh MOJMJIMBICTH 1X BUKOPUCTaHHs JJIsS aBTOMATH3allil, TOMY
MoTPeOYIOTh TOONPAIFOBAHHSI.

AHaIi3 HayKOBUX POOIT CBITYHTH, IO 7O IBOTO Yacy IIe He po3poliieHa yHiBepcalabHA CHCTEMA
knacudikaiii 1eeKTiB MOMKOMKEHOT0 IPOTPaMHOT0 3a0e31meueHHsl, JepKaBHi YCTAHOBH Ta KOMITAHIT it
4ac poOOTH 3aCTOCOBYIOTH CBOI BJIaCHI METOIH KIacu(iKallil IUITXOM PO30HUTTS JeEeKTiB MOIMIKOPKEHOTO
MPOTPaMHOro 3a0e3Me4YeHHs Ha Pi3Hi KJIacH 3 MOJAIBIINM TPYIyBaHHSM.

Opnumu 3 Haiimepmux poOiT, ne Oynu po3poOneHi Ta omMcaHi HayKOBI OCHOBH Kiacugikamii
nedeKTiB Ta TOMUIJIOK ITPOrPaMHOTo 3a0e3redeHHs, Oy poOOTH 3aKOPJOHHUX Ta BITYM3HSIHAX HAYKOBHX
astopiB Taitepa T, Jlunnoy M, Mapexka JI, [lesetina E., [llunrepa H.

B 3a3nauenux poborax knacudikamis edekTiB mporpaMHoOro 3ade3neyeHHs 0a3yBaIncs Ha i CTaBi
OCHOBHHUX BHJIIB JISUIBHOCTI, MOB’SI3aHUX 3 XKUTTEBHM IHUKJIOM PO3POOKH aBTOMATHU30BAHHUX CHCTEM Ta
nporpaMHuX MojaymiB. Kiacubikarisi, KomyBaHHS Ta MPOTHO3YBaHHA Je(eKTiB TporpaMHOTrO
3a0e3MeUeHHS 3aIMIIAETHCS aKTYaJILHOIO 1 Ha TeTepilHii Jyac.

Tak, jmexinbka BITYM3HSHHMX aBTOpiB [1] BBakawTh, 1m0 APEKTH NMPOrpaMHOro 3a0e3NeueHHs
HeoOXiHO kmacudikyBaTh Ha miAcTaBi iX (QYHKIIOHATBHOCTI, HaNpHKIaa, QYHKIIOHAIBHI Ta
HedyHKUiOHANbHI. BpaxoByroun Taky kiacudikaliio, aBTOpPH HPOMOHYIOTb, IO IiJl Yac MPOBEICHHS
niarHOCTyBaHHA Je(eKTiB NpOrpaMHOro 3a0e3MeyeHHs, HEOOXiAHO Yy SKOCTI OCHOBHOI O3HAaKH
knacudikaiii o0upaTH JePEKTH, SKi HEraTUBHO BIUIMBAIOTh Ha aTPUOYyTH SKOCTI IPOrPaMHOIO
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3a0e3neyeHHs. HaykoBii BBakaroTh, IO HE(QYHKLUIOHATBHUH NOEPEKT MOXE MPOTrpecyBaTH, TOMY
3OifiCHEHHs] 3aXOJiB 3 BHUSBICHHSIM O3HaK He(pYHKIIOHANbHUX NedekTiB Ha (a3l mpoekTyBaHHS Ta
CYTIPOBOY aBTOMAaTH30BaHUX CUCTEM Ta KOMILJIEKCIB, € TOJIOBHHAM ITiTXOZ0M IIOJ10 Kiacupikariii qedexTiB
MPOTrPaMHOro 3a0e3MeUYeHHS.

Hocnimxenns knacugikamii nedexTiB mporpaMHOro 3abe3nevyeHHs MPUBEACHO TaKOX y HAyKOBi
pobGoti [2]. ABTOpaMH 3aIpOIOHOBaHMI METOZ aBTOMATHYHOI Kiaacu(ikaiii medekTiB 3 METOI ix
IIBUIKOTO 3HaXOJPKEHHS Ta BiAHOBJICHHS. HayKoBi criBpOOITHIKH CTBEPIKYIOTh, IO HA TEMEPIITHIH Jac
He icCHye aBTOMaTW4HOI Kiacugikanii aedekTiB mporpaMHOro 3a0e3neueHHs, TOMY pPO3TJSIAI0Th Ta
MPOTMIOHYIOTh BIAMOBIIHI KOHIEMIIi] M[0/10 aHami3y AedeKTiB Ta iX ympaBIiHHIO, a TAKOXK KiIach(iKaiito
nedeKTiB MporpaMHOro 3a0e3MedeH s, Ka 3HaYHO MiABUIINTH €(PeKTUBHICTh TECTYBaHHS MPOTPaAMHOTO
3a0e3MeYeHHs Ta 3HU3UTh BapTiCTh KO0 00CITYrOByBaHHSI.

Jexinbka poOiT, IPUCBSYEHUX MUTAHHAM Kiacudikamii gedekTiB mporpaMHoOro 3abe3neueHHs,
nepeadaydaroTh 3aCTOCYBaHHS OKPEMUX MaTeMaTHIHMX MOJIENeil Ta METOIB MAaIIMHHOI'O HaBYaHH:A. Tak y
HayKoBOi poborti [3] HaBeneHa MeToJUKa MOOYJIOBU pErpeciiHOi MOJEeNi IIOM0 MPOTHO3YBAHHS TOSBU
JeeKTiB MPOrpaMHOro 3a0e3MeYeHHs, 10 BitoOpakae MaTeMaTUYHUHN 3B’ 30K MIXK IIUIBHICTIO Je(hEKTIB
Ta iX KinmpkicTro. [limxoam, 3amporoHOBaHI aBTOpaMH, O3BOJISIOTH MOKPAIIUTA Yac MPOTHO3YBaHHS
nedeKTiB Ta SIKICTh ixX Kinacugikarii.

Iarepec mpeacrasisie podoTa BiTUM3HSHOTO aBTopa [4]. Y HayKkoBill poOOTi MpHUBEACHI MaTeMaTHIH1
MOJIeNIi  Bpa3iIMBOCTEH MPOTpaMHOro 3a0e3ledyeHHs, a TakoXX KpuTepili kiacudikamii nedexTis
MporpaMHOro 3a0e3MeyeHHs, SKi T03BOJIIOTh C(HOPMYITIOBATH MTpaBHiIa iX Kiach(ikaiii. ABTOPOM TaKOXK
3alPONOHOBAHMIA METOJ] Ta MEXaHi3MHU POTHO3YBAHHS MOSBU Je(EKTiB, SIKi MOXKYTh OYTH 3aCTOCOBaHI ISt
MPOTHO3YBaHHS 3001B 1 Bpa3IMBOCTEH SIK MPHUKIIAJHOTO, TaK i CACTEMHOTO MIPOrPaMHOTo 3a0e3eveHHs.

[TponoxeHHAM poOIT 3 MUTaHB aHATI3y He(eKTiB MPOrpaMHOTO 3abe3meueHHs Ta ix Kiacudikarii,
€ HaykoBa pobota (axiBmiB [5]. ¥ poboti aedexTu mporpamHoro 3abesrnedeHHS KIacH(iKyIOThCS B
3aJIeKHOCTI BiJ CTymeHs iX BIUIMBY Ha Mpale3faTHICTh NporpamMHoro 3abesmedeHHs. JledexTtu
MporpaMHOro 3a0e3nedeHHs KIIACU(iKYIOThCS Ta OOMPAIOTHCS 3 BUKOPHCTAHHSAM TIE€BHOTO aITOPUTMY,
KU 0OMpaEThCs Ha IMiJICTaBl aHaMi3y MOKA3HUKIB SIKOCTI IPOTPAMHOTO 3a0€3eueHHS.

ABTOpaMu HaykoBoi po0OoTu [6] 3IMiHCHIOETHCS OIiHKA Y3TOJKEHOCTI MK O3HaKaMu AedeKTiB
NporpaMHOro 3abe3leveHHs] Ha MiJACTaBi JOCHI/DKEHHs TEeBHUX KiacudikaTopiB. Y poOOTI O3HAKH
Je(eKTiB PO3MOAUIIOTECS Ha crienn(ivHi, SKi HaJeXKaTh J0 OJHOrO KiIacudikaTtopa Ta arHOCTHYHI st
iHmoro kinacudikaropa. HabGopu maHux mnpo JedeKTH NpPOrpaMHOTO 3a0e3NeveHHS OMUCYIOTHCS
(byHKIIISIMU, SIKI BIUIMBAIOTH Ha MPOIIEC X BiJJHECEHHS JIO IEBHUX KITaCU(IKaTOPiB.

V HaykoBiit po6ori [ 7] npuBeeHi g0cipKeHHs Kiacupikaiii 1eeKTiB mporpaMHOro 3a0e3neyeHHs
3 BUKOPHMCTaHHSA LITy4yHOro iHTenekTy. llin 9ac aiarHOCTyBaHHS, aBTOpPaMHU CIIOYATKy BHKOHYETHCS
KJIacudikalis 1epeKTiB MPOrpaMHOro 3a0e3MeYeHHsI 13 3aCTOCYBaHHSIM KOMIIOHEHTIB €KCIIEPTHOT CUCTEMH,
sKa Ma€ IIEBHY CTPYKTYPY, 1110 HoO0yaoBaHa Ha 0a3i nporpamuoro 3adesnedenns MS SQL Server ta macusu
nedekTiB  mporpamHoro 3abesmeueHHs. Kmacudikamis medektiB  mporpamHOro  3a0e3NeveHHs
3IIHCHIOETHCS B aBTOMAaTHYHOMY PEKUMI HIJISIXOM BH3HAYCHHS KaTeropii 1eeKTiB Ha MiICTaBl THIIOBHX
O3HAaK Ta JIOTIYHOTO BUCHOBKY BHUXOJSYH 3 XapPaKTEPHCTHUK IMEBHOTO THIY JePEeKTy MPOrpaMHOTO
3a0e3neueHHs. 3a pe3yabTaTaMH JiarHOCTHKH Ae(EKTiB MPOrpaMHOro 3a0e3neueHHs] POOUTHCS NMEBHUN
BHCHOBOK IIOJTO X IMOAANBINOT Kiracuikarii.

3a BICHOBKaMH aBTOPIB, €KCIIEPUMEHTAIBHI PE3YJIbTATH TIOKa3yIOTh, 1[0 3aIPOIIOHOBAHA CUCTEMa
niarHocTyBaHHs Ta kiacuikanii aedekTiB NporpaMHOTO 3a0e3NedYeHHs] 3 BUKOPHCTaHHSAM LITYYHOT'O
IHTENIEKTY CYTT€BO IEpEBEpPLIyE TOUYHICTh TPAAULIHHOTO MEXaHI3My IiarHOCTYBaHHS, 11O 3A1HCHIOETHCS
0e3 BUKOpHCTaHHS 3ac00iB OOUYMCIIOBANLHOI TeXHilli. Meron knacuikailii, Skl BUKOPUCTOBYETHCS Y
HAYKOBil po0OOTi, Ha TIepIIOMY eTari BU3HAYa€ KaTeropiro Je(eKTiB MporpaMHOTo 3a0e3NeueHHs 3a
JIOTIOMOTOI0 THUIIOBMX O3HAK, a Jaji 3a paXyHOK 3MEHIICHHS 0a3u 3HaHb €KCIIEPTHOI CUCTEMH, BUOHMpae
Ha3By jJedekTy 3 uuclia XapaKTepUCTHK, SIKi HajexaTb J0 MEeBHOTO Buay aedekty. IHTepec B poOOTI
npejcTanisie 0a3a 3HaHb eKcrepTHOl cucTeMu. OKpIM JOMOMDKHHMX TaOHIlb, icHye 0a3a aedekTiB, ska
BKJIIOYa€e /1B Tabiuui: Tabnuiio AedeKTiB THIy KepyBaHHS Ta MOTOKY AaHWUX Ta CTPYKTYpPOBaHy Ta
HEQYHKIIOHAIBbHY TaONHIIO 1e(EeKTiB.

Meton knacudikarii Ta rpymyBaHHs aedeKTiB nmporpaMHOro 3abe3redeHHsl, SKHii BUKOPUCTOBYE
KOHIICTILIIFO HEYiTKOI JIOTIKH mpejcTaBieHuid y podori [8]. Lle# mixxin 1o3Boiisie OTpUMAaTH CKIaIHICTB,
HEMOBHOTY a00 HEBH3HAYEHICTh, IO YacTO BiJI0OpakaeThCs B mporeci aHamizy aedektiB. Metoj
HaBEJCHHUN y HAyKOBIiH mpaili Moxke OyTH KOPHUCHHUM ITiJI Yac eKCIUTyaTallil CKJIaIHUX aBTOMATH30BaAHHMX
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crcTeM Ta KoMIuiekciB. Ha gymMKy aBTopiB neeKTH mporpaMHOro 3a0e3neueHHs MOXKYTh IPEACTaBISATHCS
B Pi3HUX KOHTEKCTaX Ta Y BiIMIHHOCTI BiJ] KJIACHYHUX METOAIB Kiacudikarii neekriB, 1¢ KOXKeH NedeKT
YiTKO TOTpaIUisie B OMHY 3 KaTeropiil, HalpHKIAJ, BaKIUBUH, HEBOXKIMBHA a00 KPUTHUHHHA, HedeKT
MPOTPaMHOTO 3a0€3MEeYCHHS MOKE YaCTKOBO BIIHOCUTHCSA A0 KiJIBKOX KaTeropiil (HampukIiam, Moxe OyTH
OJHOYACHO BAXJIMBUM 1 KPUTHYHHM, 3aJI€)KHO BiJl KOHTEKCTY). Takuii MeToquuHMiA npuiioM Kiacudikarii
TO3BOJISIE BpaxyBaTH pPi3HI XapaKTepHCTUKH JAedeKTiB mporpamMHOro 3abe3medeHHs Ta 3abe3meuye
iTeparniifHe X TPyITyBaHHS 3 MOAAIBIINM BUOOPOM ONITUMAIIBHOTO CITIOCO0Y BiTHOBICHHS.

VY HaykoBili poboti [9] HaBemeHi OKpeMi METOIWYHI MiAXOAU M0N0 Kiacudikarii maedekTis, 3a
JOTIOMOTOI0 3aCTOCYBAaHHS TEXHOJOTIYHMX OIEpamii 3 IMPOTHO3yBaHHS IPOTPAMHOTO 3a0e3NeUeHHS.
ABTOpHY CTBEPUKYIOTh, IO I JedeKTiB MporpaMHOro 3a0e3meueHHs] HalOUThIl 3aCTOCOBYBAaHUMH €
MeToau kiacu(ikauii, sKi BHKOPHCTOBYIOTH €JIEMEHTH JIOTICTHYHOI perpecii Ta BHIIQJAKOBOTO JICY.
[lizxoan moa0 MporHo3yBaHHs Ae(EeKTiB MPOrpaMHOro 3ade3neueHHs 0a3yloThes Ha MiAcTaBi OiHapHOT
knacudikaiii, sika xKracuikye MOAYII MPOrpaMHOTo 3a0e3nedeHHs Ha AeeKTHHI Ta HenaedexTHuit. Ha
IYMKY aBTOpiB, KIacudikaris AeQeKTiB IporpaMHOro 3a0e3MevYeHHs € BAXKINBAM €IEeMEHTOM BHUSBIICHHS
nedeKTiB, TOMy B POOOTI BH3HAUYCHI OCHOBHI HANpPsSMKUA JOCIHI[HKCHb IIOJ0 METOJIB BHOOpPY Ta
YAOCKOHAIIEHHS KJIacu()iKaTopiB, SIK BAYKIIMBOTO €IEMEHTY MOJIEITi BUSBICHHS Je(EeKTiB.

VYV maykosiii crarti [10] aBropm CTBepmKyIOTh, IO Kiaacudikamis aedexTiB mporpaMHOro
3a0e3MeUeHHs € TOJIOBHUM (akTOpoM y 3abe3nedeHHi Horo sikocti. OKpiM 1boro mporec kinacugikarii
nedeKTiB, CIpsSMOBaHM Ha TPOTHO3YBAaHHS TOSBU JAe(EKTiB BiAirpac BHpPIMIANBGHY POJNb IiJ 4Yac
MpU3HAYEHHS CIOCO0iB iX BimHOBIeHHS. [[mst mporHosyBaHHs Ta kinacudikarii medekTiB aBTOpH
MPOTNIOHYIOTh 3aCTOCYBaHHs METOJIB MAIIMHHOTO HaBYaHHsS, Ha 0a3i SKOro B3/iMCHIOETbCS aHaNi3
BUSIBJICHHSI 3aKOHOMIpDHOCTEH 1 B3a€MO3B’SI3KiB MiXK DPi3HMMHU (DakToOpamMH Ta BHHUKHEHHSIM JE(EKTiB
nporpamHoro 3abe3meueHHs. [licas mpoBeaeHHS niarHOCTyBaHHs Kiacuikaris nedekTiB mporpaMHOTO
3a0e3neueHHs] 3IIICHIOETBCS HAa OCHOBI BUSIBJICHMX XapaKTEPUCTUK, XapakTepy BHHHKHEHHS Ta
KPUTHYHOCTI.

Konektus aBtopiB [11] 3a3Hadae, mio aedexkTd mporpaMHOro 3abe3nedeHHs HeOoOXiqHO
knacudikyBaTH BIAMOBIAHO 0 BUMOT Ta (pa3 po3poOKH KUTTEBOTO IUKITY MPOTPaAMHOTO 3a0e3MeUeHHS.
Le# miaxin 30cepeKyeThest Ha AedekTax, 110 JOMYIICHI Ha eTami po3poOKU MOJYIIIB Ta KOMIIOHCHTIB
mporpam. 3a pe3yJbTaTaMu pooiT, aBTOPHU MPEACTABISIOTH METOANKY Kiacudikallii 1edeKTiB mporpaMHOro
3a0e3NeueH s i3 ypaxyBaHHSIM MOMHJIOK, IO NMPU3BOIATH 10 300iB Horo mpanesmatHocti. O3HaKamu
knacudikaiii neekTiB BUCTYNAIOTh MOAIOHOCTI Ta MOXO/DKEHHS IMOMHUJIOK 3a pe3yJbTaTaMu PO3POOKU
MPOrPaMHOro 3a0e3MeYCHHSI.

Heo0ximHO 3a3HaYnTH, 10 aHATI3 JTITEPATYPHUX JKEPET, IPUBEACHUX HAYKOBUX ITiIXO[iB, CBITYNAThH
PO aKTyalbHICTh Mpobiemu Kiacudikamii Ta KOAyBaHHS ISQEKTiB Il 9ac PO3pOOKHA Ta CYIPOBOIY
MPOrpaMHOro 3a0e3neueHHs. AJie ICHYI0Yl METOAMKH HE MOXKYTh OyTH Y TIOBHOMY 00CsI31 3aCTOCOBaHi J10
knacudikaiii nedeKTiB MOMKOHKEHOTO POTPaMHOTO 3a0e3MeYeHHsT B YMOBaX HEMOBHOTH iH(opmarlii,
sKa ICHye TiJ 4Yac 3MilicHeHHs KiOepatak. KpiM Toro TexHOmOTris IiarHOCTYBaHHS Ta BiJIHOBJICHHS
MOIIKOJ/PKEHOT'0 MPOTPAMHOI0 3a0e3MeUeHHsT CyTTEBO BiJPI3HSAETHCS BiJ| TPAAWIIHHOT TEXHOJIOTIi, sKa
3aCTOCOBYETHCS I1iJ1 4aC PO3POOKHU Ta OHOBJICHHS IPOTPAMHOI0 3a0€3MeUSHHsI, TOMY 1110 Ma€ Pi3HUMA CKIal
Ta TOCIHIZOBHICT, TEXHONOTiYHMX omepariil. llpobnema xnacudikarmii medexTiB MOMIKOIKEHOTO
MPOrpaMHOro 3a0e3MeYeHHs 3UIIAETHCS aKTyaIbHOIO.

Meta po6oTn. MeTor0 CTaTTi € BUpIIIEHHS po0JieMu 1010 Kiacu@ikailii Ta KogyBaHHs 1e(eKTiB
MOIIKO/HKEHOT'0 TPOrPaMHOr0 3a0e3MEUYEeHHS] 3 METOI PO3POOKM KOMIUIEKCHOI Mojieni JedekTy Ta
BUKOPHUCTAHHS MPOIIOHOBAHOI MOJEINI AJ1s1 BUOOPY TEXHOJIOTTYHOI O MPOLECY BiHOBICHHS OLIKOPKEHOTO
MPOTPaMHOr0 3a0e3MevYeHHs BHACHIOK il KibepaTak.

Buknaag ocHoBHOro martepiany ii OOIPpyHTYBaHHSI OTPMMAHHMX Pe3YJbTATIB JOCTiI:KEHHS.
[Ipane3gaTHicTh  NOMIKOKEHOTO  MPOrpaMHOro  3a0e3ledeHHs, o noTpedye  BiAHOBICHHS,
XapaKTepU3YEThCsl KOPTEXeM Je(eKTiB, ki HEOOXiTHO YCYHYTH.

[MpumycTuMo, 10 ICHYE MOIIKO/PKEHEe MporpamHe 3a0esnedeHus {P,.}, TEXHIUYHHI CTaH SKOTO
BU3HAYAEThC CyKynHicTio gedekrtie {d; dp}, i KOXHuWH HeDEKT MOIIKOIKEHOIO IPOrPAMHOIO
3abe3neyeH s XapakTepu3yeThesi HAOOpPOM BifNoBiaHUX 03HaK {W;}. Buxoisuu 3 boro MOKHA 3aIIUCaTH:

dy(Wyy),d4 (W21), o dy(Wy),
dy(Wiz), di(Waz), ... di (W), 1)
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dn (Wln)' dl (WZn), dl (Wkn)

[Tomkopxene mporpaMHe 3a0e3nedeHHs, mo NoTpedye BiTHOBICHHIO, Ma€ OAWH abo IeKiTbKa
nedeKTiB; OMHOMY Ta TOMY K€ Je(eKTy BiIIOBiIa€ OAWH a00 JAEKiIbKa O3HAK.

CyKymHICTh BCIX MOXJHMBHX Je(EKTiB, sKi JOMOBHIOIOTHCS TICBHUMH O3HAKaMU MOXYTh
chopMyBaTH KOMIUIEKCHHH 00pa3 TMOIIKOHKEHOTO MPOrpaMHOro 3a0e3MedeHHs, fKe OMHCYEThCS 3a
JIOTIOMOTOF0 HACTYITHOTO BUPA3Yy:

d1(W11, WZl' Wkl) LILERIE dn(Wln,WZn,Wkn) (2)

3agaua CKIaJaeThCs B TOMY, 1100 311HCHUTH PO3ITi3HABAHHS IIEBHOTO MOMIKOIKEHOTO POTPaMHOT0
3a0e3MeyeHHs cepel TEOPEeTHIHI MOMKIIMBHX KOMOIHAIH KOZIB KOMIIEKCHOTO 00pa3y MOIIKOKEHOTO
HpOrpaMHOro 3a0e3MedYeHHs 3 MOAANBIINM BiJHECEHHSAM HOro MO TMEBHOI TPYNH, Ui SIKOi BXKE iCHYE
BiJINOBITHUN TEXHOJOTTYHUHN MPOIIEC BiTHOBICHHS.

TakuMm dYwHOM mJIs  peammizamii MeTomukm Kimacudikarii jgedekTiB Mg d9ac BiTHOBIICHHS
MOIITKOPKEHOTO MPOrpaMHOT0 3a0e3MedeHHs, HeOOXiTHO BUKOHATH:

- BU3HAYUTH HOMEHKIJIATYPY MOMIKOKEHOTO IIPOTPaMHOTO 3a0€3MeUCHHS;

- 3MIMCHUTH aHai3 Ae(EKTIB MPOrpaMHOro 3a0e3MeUeHHS Ta ONMCATH 1X BiJAOBITHI 03HAKH LI0JI0
HOMEHKJIATYPH TTOIIKO/PKEHOTO TIPOrPaMHOTO 3a0e3IIeueHHS,

- po3poOHMTHM Ta BUKOHATH KOIYBaHHS O3HAK JAe(EKTiB MOIIKOIKEHOTO MPOrPAMHOTO
3a0e3MeUeHHS,;

- pO3pOOHTH KOMIDIEKCHHH 00pa3 MOIIKOMKEHOTO IMPOTPAMHOTO 3a0e3MedeHHs, SKUH MOXKHA
OTIMCATH 32 TOTIOMOTOF0 KOMOiHAIIi# Ko/iB nedekTiB Ta X 03HaK.

YV naHoi cTaTTi MPONoOHyeThCs KiacudikaTop NeeKTiB MOIIKOHKEHOTO IPOrPpaMHOro 3a0e3eUeHHS,
SKUH po3poONieHUi Ha MixcTaBi MeBHUX Kiacu(ikamiifHUX O3HAaK. B ocHOBy kmacuikamii moOKIameHi
ICHYFOUi 3B’SI3KM MK KiIacH(piKallifHUMH XapaKTepUCTHKaMH KiOepaTak, MOIIKOMKEHHM IPOTPAMHHAM
3a0€3MEYCHHAM Ta MOXJIMBAMHU JeeKTaMH, 110 BUHUKAIOTh MiJ 4ac il kideparak, a TaKo)K Mix
JnedeKTaMu IPOTrPaMHOro 3a0e3MedeHHsT Ta crnoco0aMu iX BUSIBJIICHHS Ta BiJHOBJICHHS. |1 KOXKHOTO
00’€xTy, 110 MpUitMae y4acTph y Kinacu(ikaiii, Ipu3Ha4aeThCs BiAIOBITHUI KOJI.

BusiBiieHHst JeeKTiB  MONIKO/PKEHOTO TMPOTPAMHOTO 3a0e3MEeUeHHsT MiJ 4Yac BHKOHAHHS
TEXHOJIOTIYHUX OTepaliid JiarHoCTyBaHHS MOTpeOye 3HAHHS MOMIJIMBUX KIaciB KibepaTak, sIKi MOXKYTh
3aificHIOBaTUCA TiJ dYac eKcIulyaTamlii mporpamHoro 3a0esnedeHHs. ToMy mepIIUM HampsMKOM
kiacudikaiii € BU3SHAUEHHS JUKEpeia BUHUKHEHHS IeDEKTY B 3aJI€KHOCTI Bij Kiacy kibeparak {Kj, }, mo
3aCTOCOBYIOTHCS 3I0BMHCHHKAMHU ISl CBOTX KOPUCHUX JiHt (Tadu. 1).

Tabmuns 1. Kiracu kiGeparak

Ne 3. Krac xibepaTaku Kon
1 30BHIIIHI 11
2 BuyTpimHi 12
3 TexHiuHi 13

Ane xnac kibepaTaku He B TOBHOI Mipi BijjoOpaxae MmoBHOTY iHopMallii, o HeoOXimHa st
NPOBEICHHS JIarHOCTYBaHHS IIOIIKO/DKEHOTO MPOrPaMHOrO 3a0e3MedYeHHs Ta IOJANIBIIOr0 BHOOPY
TEXHOJIOTIYHOTO MapUIPYTY BiJJHOBJICHHS JIe(EeKTiB, TOMY 1HIIMM HANPSMKOM Kiacu(ikalii € 3a3Ha4YeHHs
BUJy KiOeparaku, sKa TOB'3aHa 3 OCHOBHMMH KOMITOHEHTaMH I1H(PACTPYKTYpH aBTOMATH30BAHUX
cucreM {I} (Tabmn.2).

Tabsuis 2. Buau xibeparak

Ne 3. Bun kibepataku Konx
1 @immnr (Phishing) 21
2 Pancomsap (Ransomware) 22
3 DDoS-ataka (Distributed Denial of Service) 23
4 SQL-in'exmis (SQL Injection) 24
5 Jlronuua mocepeanni (Man-in-the-Middle) 25
6 Kpanixkka cecii (Session Hijacking) 26
7 3noBMHCHE nporpaMHe 3adesneuenHs (Malware) 27
8 Artaku Ha Bpa3nuBocTi (Zero-Day Attacks) 28
9 [Mporpamu-mmurysu (Spyware) 29
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10 Artaka aucTaHIifiHOrO mocTymy g0 pecypciB (Remote Access 210
Trojans, RATS)
11 Kpocc-caiit ckpunrrunr (Cross-Site Scripting, XSS) 211
12 ComianeHa imkerepis (Social Engineering) 212
13 Ckimminr (Skimming) 213

KibGepaTaky MOXyThb MaTu Pi3HOMaHiTHI MPUYMHHU a00 MOTHBH, IO JIeXKAaTh B OCHOBI IXHBOTO
[POBEICHHS, TOMY IHIIIUM HANPSIMKOM Kiacuikarii Oy/e Bu3sHaueHHs npuuntu {Resy,}, 1omy Bkazaumii
BHUJT KiOepaTaku 3aCTOCOBYETHCS 3TOBMUCHUKOM (Ta01.3)

Tabmuis 3. [IpuunHu NosBU BUIB KibepaTak

Nez.m [TpuunHa mosiBu KibepaTaku Kon
1 dinaHcoBa BUroaa 31
2 TToniTiyHi Ta 1i4€0710rYHI MOTUBHU 32
3 IIuryHcTBO 33
4 KoHKypeHTHI nepeBaru 34
5 [TomcTa a60 0COOKCTI MOTHBU 35
6 BiiichKOBI Ta TEpOPUCTHUYHI MOTHBH 36
7 TectyBanHs 37
8 TexHIYHI TOMUIKH 38
9 ATaky, oB's3aHi 3 COIIaIbHUMHU MEpeXaMu 39
10 XakepcTBO 3apajyl PO3Baru 310
11 BpasnusicTs cuctemun 311

BaxnuBuMm HampsmMkoMm kmacuikamii € po3momin AedeKTiB y 3aleXHOCTI Bif IUIeH, II0
BHKOPHCTOBYIOTH 3MIOBMHCHUKH {M}.q }. Jlo Takux jedekTiB HEOOXIHO BiJHECTH 371aM CHCTEMH OE€3IeKH,
BUTOK KOH(]iaeHniHHOT iHpopMaIllii, HeaBTOpU30BaHUI JOCTYH Ta 3MiHA HAJTAIITYBaHHS CUCTEMH, BiIMOBa
B 00CIIyrOBYBaHHI, CUCTeMHI 3001 a00 aBapii, MOPYIICHHS! CHCTEMU MOHITOPHHTY, TTOPYIIEHHS] POOOTH 3
0a3amu nanux. Hampuknan, kibepaTaka Mo)Ke 3MiMCHIOBATHCS Ha amapaTHi KOMIIOHEHTH CEpBEpiB,
MPUCTPOIB BBEJICHHS/BUBEACHHS, CUCTEM 30epiraHHs JaHUX, MEPEXKEBI MPUCTPOI TOMIO (Tad.4)

Tabmuis 4. 1lins xibepaTax

Ne 3. Linp xkibepaTaku Kon
1 BukpageHas ocoouCTHX JaHUX 41
2 Joctyny 110 00:1iKOBHX 3aIlKCiB 42
3 Bumaranss rpoiei 3a TOBepHEHHS JJOCTYIY JI0 TAHUX 43
4 [lepeBanTa)keHHSI CUCTEMH 3 METOIO ii BHBEIEHHS 3 Jagy abo 44

TAMYacOBOTO MPUIHHEHHS pOOOTH
5 Monudikaitist JaHuX y 0a3ax JaHUX 45
6 Bukpagenns nanux y 6a3zax JaHux 46
7 Bukpanenns koHbineHmiiHOT iHpopmarrii 47
8 [IxigymmBe BTpyYaHHs B poOOTY CHCTEMHU 48
9 BukopucTtanHs Bpa3iMBOCTEH Ui OTPUMAHHS JOCTYIY JIO 49
CHCTEMHM a00 JaHUX
10 [InUryHCTBO 32 KOPUCTYBAaueEM 410
11 Binnanene kepyBaHHS KOMIT'IOTEPOM JKEPTBU JUIS KPaliKKH 411
JaHuX ab0 1HIIUX 3JI0BMUCHUX LIJIEN
12 Bukpajenns riatikHoi iHpopmarii 412
13 MaHinyJsiis JaHuMU 413

Hactynaum HanmpsMkoMm kiacudikamii € po3moain 1eQeKTiB y 3aJIe)KHOCT] 10 TUILYy IPOTrpaMHOro
3abe3neuenns {P,}, HANPUKIIA/, HANEKHICTH 10 CUCTEMHOTO TPOrPAMHOTO 3a0€3MEY€EHHs], TIPUKIATHOTO
MPOrpaMHOro 3a0e3MeYeHHs, a TAKOXK JI0 IHCTPYMEHTAILHOTO IIPOrpaMHOro 3abe3mnedyeHHs (Tadi.5).

Tabnuus 5. Tunu nporpamuoro 3a0e3neueHHs

Nez.n Tun nporpamHoro 3a0e3neyeHHs Kon
1 CucremHe nporpaMHe 3abe3nedeHHs 51
2 [Mpuknanne nporpamHe 3a0e3MeueHHs! 52
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| 3 | IncTpyMeHTanbHe NporpaMHe 3a6e3neyeHHs | 53 |

Ha migcraBi anami3y momko»KeHOro MporpaMHoOro 3ade3neueHHst Oyu BUSBIICH] Ta MpoaHalizoBaHi
ocHoBHi T aedektiB {Ty} , 10 BUHUKAIOTH miJ J9ac il kibeparak. ITepennik OCHOBHMX TaKHX THITIB
nedeKTiB HaBeACHUN y TabuIli 6.

Tabmuns 6. OcHOBHI TUIH NTe()eKTH TOLIKOKEHOTO MPOrPaMHOT0 3a0€3MEeUYCHHST BHACTIIOK il
kibeparak

Nez.m Tun nedexry Kon
1 HeaBTopu3oBaHuii J0CTYII 61
2 3MiHa HaJalTyBaHHS CHCTEMHU 62
3 BinmoBa B 00cayroByBaHHi 63
4 HecrtabinpHicTh pob0TH cHCTEMHU 64
5 306i#i y poboTi cuctemMu 65
6 [IpoGiieMu 3 OHOBJICHHSIMU CHCTEMHU 66
7 [opy1ieHHs] CHCTEMH MOHITOPUHTY 67
8 [opymiennss poOOTH  KOMIIOHEHTIB ~ KOMIT IOTEPHOT 68

Mepexi
9 30iii cuctemu 6e3meKu 69
10 HexopektHa ~ 00poOka  BXiIHWX  JaHWAX, IO 610
BUKOPHCTOBYIOTh 3aIIUTH

Jist GimbIn meTanbHOT XapaKTePUCTHKY THUIIB Ae(DEKTiB Ta MOJANBIIOTO OMKUCY KOMIUIEKCHOTO KOy
nedekTy TOIIKOPKEHOTO  IMpOorpaMHOro  3a0e3ledeHHsd, 3OiHCHEUMO  Kiacu(ikalliro  MHiATHTIB

{Tpd} JedeKTiB MOMIKOIKEHOTO MPOrpaMHoro 3ade3neyeHHs (Tadi. 7).

Tabmuns 7. OcHOBHI miaTHIHN NeeKTiB MOMIKOKEHOTO MPOrPaMHOT0 3a0e3MedeHHsT BHACIIIOK
nii kibeparak

Ne 3. [TinTun nedexry Kon
1 BTpara KOHTPOJIIO HAJl CUCTEMOIO 71
2 BustydeHHst KpuTHYHEX (ailtiB 72
3 3MiHa KpUTHUHUX (ailiiB 73
4 BifcyTHiCTh BifINOBI/Ii CHCTEMU HA 3aIUTH 74
5 Brpara nocryny 10 GyHKI# cucteMu 75
6 CucremHi 3001 y po0OTI IpOrpaMHOro 3a0e3neueHHs 76
7 CucteMHi aBapii y poOOTi mporpamMHOro 3abe3rneyeHHs 77
8 HeBianoBiiHICTh JIOTiKH POOOTH MPOTPaMu 78
9 Burtik onepaTuBHOI mam'siTi cUCTEMH 79
10 HeBipHe BUKOPHUCTAHHS POIIECOPHOTO Yacy 710
11 [opymieHHst poGOTH 3 OazaMu JaHUX 711
12 BincyTHicTh naT4iB Oe3meKu 712
13 HekopekTHe OHOBJICHHS TPOTPaMHOT0 3a0e3MedeHHs 713
14 3miHa iHdopMalii y CHCTEMHHX KYpHaIax 714
15 BunaneHHs cUCTEeMHUX KypHAJIiB 715
16 [MopyieHHs: poOOTH MEPEXKEBHUX MPOTOKOJIIB 716
17 [opymienHs kKoHGiAeHIIHHOCTI 717
18 ITomkomKeHa HIIBHICTh JaHUX 718
19 [Mopy1ieHHs MiTbHOCTI IPOTrPaMHOT0 KOIY 719

20 Hebe3neka BUTOKY IaHUX 720
21 Butok ganux 721
22 TTomkomKeHHS JaHUX 122
23 IndpyBanHs ¢aiuiB 1uis BUMaranHs 723

Kunacudikamis nepeadayae po3noisl aAe(eKTiB MOIIKOHKEHOTO MPOrpaMHOro 3a0e3reucHHs 3a
KPHUTEPIEM BXKIIMBOCTI IIOJI0 1X MOAaNbIIOro BifHoBieHHs {K), }. Taku nedeKTH nporoHy€eThCsl BKIFOYATH
B IPYIH: OCHOBHI Ta HEOCHOBHI. I1i1 OCHOBHUMHU pO3YMiIOTh TakH Ae()EeKTH, sIKi MOTPeOyIOTh 000B’ I3KOBOT
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MEPEeBipKH MiJ] 4aC BUKOHAHHS TEXHOJOTTUYHHMX OIEpalliif 3 A1arHOCTYBaHHS Ta MOJANBUIOTO BiHOBICHHS.
HeocHnoBHuMH € Taki AedeKTH, IpH AKUX MOIIKOIKECHE porpaMHe 3a0e3MeueHHs MOKe THMYacoBe OyTH
ekcruryaryBaTucs (Tabi.8).

Tabmuus 8. Kputepiil BaxXIMBOCTI JeeKTy MOMIKOHKEHOT0 NPOrpaMHOro 3abe3neueHHsl

Ne 3.m. Kpurepiii BaxXIuBoCTi gedekty Kon
1 OcHoBHHUH 81
2 HeocHoBHUi 82

JethekTH, 1110 BUHUKAIOTh B HACIIIOK il KibepaTak, MOXKHA KIIaCH(piKyBaTH 3a 3HAUUMICTIO {Z) 4 }-
Hanpuknan, € nedexTu, siki CyTTEBO BIUIMBAaIOTh HA HAAIWHICTH POOOTH MPOrPaMHOTO 3a0e3medeHHs
(momKomKeHa WiBHICTh AaHUX, MOPYLIEHHS KOHQiAeHUiiHOCTI iHdopmamii, mopymeHHs UiIbHOCTI
MIPOTPaMHOTO KOJY), a € TaKi, sIKi HOTpeOyIOTh YCYHEHHS B Apyry depry. Taka xmacudikariitHa o3Haka
MOBHHHA BPaxOBYBAaTHUCS MiA yac (OPMYBaHHS TEXHOJIOTiYHOTO MPOLECY, IO BU3HAYAE TOCHTIJOBHICTD
BIZTHOBJICHHS JI€(DEKTIB MOIIKOKEHOT0 MporpaMHoro 3abe3nedyeHHs (1adi.9).

Tabmuis 9 Kpurepiit 3HauUMOCTI 1e(heKTy MOIMIKOHKEHOTO MPOTPAMHOTO 3a0e3eUeHHS

Ne 3.1m. Kpurepiit 3HaunMocTi nedexry Kon

1 [TporpaMHe 3a0e3neueHHs MOKHA BUKOPHCTOBYBATH 91

2 IIporpamue 3a0e3neyeHHs MOYKHAa BHKOPHUCTOBYBATH 92
TICJIsI IepeHAaIaroHKEHHS

3 [Iporpamue 3abe3reyeHHss MOKHA BHKOPHUCTOBYBATH 93
00MeKeHO

4 IIporpamue 3a0e3neyeHHs MOYKHAa BHKOPHUCTOBYBATH 94
ITiCJIA BIIHOBJICHHS

5 [Iporpamue 3a0e3mmedeHHs TOTPeOye 3aMiHH 95

[1ix yac mpoBeeHHS JiarHOCTYBaHHS JS(EKTIB MONIKOHKEHOTO MPOTrPaMHOT0 3a0e3MeYeHHS OTHIeT
3 BOXKJIMBUX O3HaK Kiacu®ikauii € po3moain AedeKkTiB y 3aex)HOCTI Bif criocody ix BusBIeHHS {Sykq}-
Taku o3HaKy 3a0€3MeUyI0Th ONTUMAIbHE BUKOPUCTAHHS CIICiai30BaHOTO MPOTPAMHOTO Ta TEXHIYHOTO
3a0e3MeUeHHs], CIPHUSAIOTh ONTUMAIBHOMY 3aCTOCYBAHHIO OIlepaliii MO0 HAJAIITYBaHHS CHCTEMH
MOHITOPHHTY Ta BUsBJICHHS KibepaTak (1ab6:1.10).

Tabmuis 10. CiocoOu BusiBiieHHS J1e(heKTiB MOIMKOIKEHOTO MTPOrPaMHOr0 3a0e3MeYeHHS

Neo 3.1. Crioci6 BusiBneHHs e eKTiB Kon
1 AHaui3 xxypHaiiB Oe3nekn 101
2 [lepesipka minicHoCTI Qaiiiis 102
3 Amnaris Tpadiky Mepexi 103
4 AHauti3 Bpa3IMBOCTEH IPOTPAMHOTO 3a0e3MeueHHs 104
5 TectyBaHHs Ha TIPOHUKHEHHS 105
6 AHaJti3 HasiBHOCTI HIK|JUTMBUX MIPOTpaM 106
7 MOHITOPHHT MTOBEIHKH KOPUCTYBaUiB 107

TakyuM YUHOM Ha IMiJICTaB] aHANI3Y KiIacu(iKaliifHUX 03HAK PO3PO0JICHA CTPYKTYPa TEXHOJOTIYHOTO
KOJy e(heKTy MOIIKOIKEHOTO IIPOTPaMHOT0 3a0€3IIeUeHHS, elIEMEHTAMH SKOTO € BKa3aHi KiacudikamiiHi
O3HAKHU

Kq = {Kxa, Is, ReSyq, Myq, B, Ty, Tpd' Ky, Zya ,Svka} (3)

Jocnimkenas, mo Oynu MpOBEIEHI 32 METOJUKOI0, IO MPUBEACHA, JO3BOJSIIOTH BHUKOHYBATH
KOJyBaHHs 1e(DeKTiB MOIIKOKEHOI0 IPOrPaMHOro 3a0e3neyeHHs BHACIIOK [IiT KibepaTak. Po3po0iieHuii
TEXHOJIOTIYHUH KOJl HEOOXITHHUM JUIsi MAIIIMHHOTO MPOEKTYBAHHS TEXHOJIOTIYHUX IPOIIECIB JiarHOCTUKU
NeEeKTiB MOIIKOPKEHOTO MPOTPAMHOT0 3a0€3IeUeHHs, a TAKOXK BU3HAYCHHS JIOIUILHOCTI BiJIHOBJICHHS
MPOTPAMHUX MOJIYJIB Ta PIlIEHHS 1HIINX TEXHOJIOTIYHAX MUTAHB I0JI0 3aXUCTY iH(QOopMaIii.

®dparMeHT MOXIIMBUX KOMOIHAIii KomyBaHHS [e(EKTIB, IO MOXXYTh BHHHUKATH Iia 4Yac il
kiOepaTaku Bugy SQL-iH'ekuist npencraBnennii Ha puc 1 Ta Tabmuui 11. lepapxiunnii B3aeM03B’ 130K piBHiii
TEOPETUYHOTrO AepeBy cTaHy ataku BuLy SQL-iH'exuis BignoBifae MopsAKy KOAyBaHHS, SKUH OMMCAHUNA
pasiie.
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Kirac kibeparaku

Bup kibeparaku

[IprumHa mosBH KibepaTaku

Linb kibepaTaku

Tun nporpamHoro 3a0e3neueHHs

Tun gedexry

[Migtun nedexry

Kpurepiii BaknuBocTi geexTy e

Kpurepii
3HAYUMOCTI
Crioci6 BusiBNIeHHS 1e(heKTy Aeexty
Puc.1. Teoperuune nepeBo crany ataku Buay SQL-ix'ekiis
Tabmuns 11. Bapiantu kogyBanHs nedekris ataku Buay SQL-iH'exiris
Bun kibeparaku SQL-iH'ekis

BapianT 1 BapianT 2 BapianT 3 BapianT 4
11243114552610717 | 11243114652610718 | 1124311495261072181 | 112431141352610722

8192104 8192104 92104 8192104

CyTT€eBOIO 00CTaBUHOIO, SIKa CIIPOIIY€E TEXHOJIOTIYHI orneparii kiacudikaiii J1eQexTiB € Te, mo I
knacugikaiii HeoOXiHO MaTH TOBHHH KOMIUIEKT 3pa3KiB Je(EeKTiB MOMIKOKEHOro MPOrpaMHOTO
3abe3rneucHns. KOKHUH KOMIUIEKT 3pasKiB Xapakrepusyerbesi Habopom osnak {PR;} Ta HOMepom
nporpamu {NR;}.

Takum umHOM Kiacu@ikaisis 3BOAUTHCSA A0 TOPIBHSAHHSA BIANOBIAHMX O3HAaK Jedekry, 1o
JarHOCTYEThCsI, 3 HOPMAaTHBHUMHU O3HAKaMH TMPOTPaMH, SKa HAJIEKUTh MEBHOMY KJIACy MPOTPAMHOIO
3a0e3neueHHs. SIKIO 03HAKH CIiBIAAAI0Th, TO 3pa30K AedekTy Oyne HalaeHul, ifomy Oyae mprucBOEHUI
HOMEHKJIaTypHUH HOMeEp, SKHH BiZHOCHTBCS 1O Ha0Opy O3HaK MOUIKO)KEHOTO MPOrPaMHOTO
3a0e3MeueHHSI.

HaBenenuit meton kiacudikarii Mae eBHI HEJOJIKH:

- CKJagHicTh BUOOPY CTaHAAPTHOrO HAOOpy O3HAK Je(EeKTiB MPOrpaMHOro 3abe3neveHHs;

- mocTiiiHa moTpeba y 301IbIIeH] KUTBKOCTI 03HAK;

- 30UIBIICHHS TPYAOMICTKOCTI Kjiacu(ikarrii.

3HKEHHS TPYyIOMICTKOCTI Kiacugikamii Moxe OyTh 3a0e3neueHo 3a paxyHOK 301IbLICHHS
KUTBKOCTI KpOKIB IMOpPIBHSHHSA Ta 3MEHIIEHHS O3HAK JAeeKTy MpOorpaMHOro 3ades3mnedyeHHs. 100To,
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BKa3aHUU croci0, 3BOJUTHCS JI0 OJIHI€T omepailii TOpiBHAHH Ta moTpedye {N} o3Hak JAedekTy, HeoOXiTHIX
Ta JOCTaTHIX i igeHTH(IKalii MOIIKOHKEHOT MPOrpaMu 3a JIOMIOMOTOK OJHOTO TOPIBHSAHHS. SKIO
BUKOPHCTOBYBATH MJIsi KOKHOTO TOPIBHAHHS OJWHKY O3HAaKy, TO KUTBKICTh TOPIBHSHB 30UTBIIATHCS.
3amaya 3BOAUTHCSA 10 BUOOPY TAKOTO crtocody kinacudikarii nedexry, sskuit moTpedye MiHIMaIBHAX 3aTpaT
IiJ] 9ac HOro JiarHOCTyBaHHS.

Tpuamnicts knacudikamii qeQeKTy TOUIKOIKEHOT0 TPOTPAMHOTO 3a0e3MedeHHs] MOYKHA BU3HAUYNTH
BUXOJISTYM 3 HACTYITHOTO BUPA3y:

Ty = Tdiag + Tac (4)

ne: Tyiqg — BUTpaTH, 10 IPUCYTHI 1/l YAC BUKOHAHHS OTEpallii 1iarHOCTYBaHHS;

T, — 4ac pobOTH aBTOMATH30BaHOI CHCTEMH, MpU3HAYeHOI s Kiacudikarii aedexTiB
MOIIKO/PKEHOT'0 IPOrpaMHOTo 3a0e3MeueHHS.
Burparu Tyjq4 , 10 IPUCYTHI i/ 4aC BUKOHAHHS OTEPALlil JIIarHOCTYBAHHS, BUSHAYAIOTHCS YACOM,
IO BUTpada€e CHiBPOOITHHK, SIKUH 3IHCHIOE TIOTIEPEIHE TIarHOCTYBAaHHS MOIIKOIKEHOTO TPOTPAMHOTO
3a0e3MevYeHHs.
Taxki BUTpaTH MOXKIIMBO BU3HAUUTH, BUXOJSTYH 3 HACTYITHOIO BUPaA3y:

Tdiag = Z:lzl Tpdk )

ne:  Tpq - TPUBATICTD  IIONEPEAHBOTO  JIArHOCTYBAHHS  MOMIKOUKEHOTO  MPOrPaMHOTO
3a0€e3IeueHH;
| — HOMep MIiKpOoOTepallii;
K o3maka, 1110 BUKOPUCTOBYETHCS IMiJT Yac Kiacuikarrii.

TakuM uYmHOM 3arajgbHa TPHUBANICTH 3AiMCHEHHS Kiacudikamii MeeKTiB MOIIKOIKEHOTO
pOrpaMHOro 3a0e3nedeHHs BU3HAYAETHCS:

Ty = Z?zl Tpar + Tac (6)

BucHoBkH. TakuM 4HHOM, JOCIIKEHHS, 110 OYJIM IPOBECHI, JO3BOJISAIOTH 3aCTOCYBAaTH METOANKY
kinacudikaiii Ta KOIyBaHHS AC(PEKTIB IOIIKOKEHOIO MPOTPaAMHOro 3a0e3MeYeHHsS BHACHIIOK il
kibeparak, ska mnepefdayae TOPIBHAHHS BIAMOBIAHMX O3HAaK JEPEKTy, IO JIarHOCTYEThCS, 3
HOPMATHBHHMH O3HAKaMHU MPOTPaMH, SKa HAJIEKHUTh IEBHOMY KJIaCy IPOTPaMHOTO 3a0e3NeueHHsI.
CyTTeBOIO 00CTaBHHOO, SIKA CIPOILIYE TEXHOJIOTIUHI omepallii kiacudikaiii Ta KoxyBaHHs J1e(EKTiB € Te,
110 i Kiacu@ikaiii HeoOX1IHO MaTH MOBHUI KOMILJICKT 3pa3KiB JIe(h)eKTiB MOLIKOIKESHOTO IPOrPaAaMHOI0
3a0e3NeueHHs], SIKMHA XapaKTepu3yeTbCs HAO0OpOM O3HaK Ta HOMepoM mnporpamu. Ha mincrasi
3anpoIIOHOBAHOI Kitacudikarii npeacTaBieHa CTPYKTypa TEXHOJIOTIYHOTO KOy Je(eKTy MOIIKOIKEHOTO
MPOTPaMHOrO 3a0e3NeueHHs, IKHH MOKe OyTH BUKOPHCTAaHUH Mijl 9aC aBTOMATH30BAHOTO TPOCKTYBaHHS
PI3HHX TEXHOJOTIYHMX Omepamiid, a Takox s ¢opmamizamii 3amadi MiarHOCTHKHA MPOTPamMHOTO
3a0e3nedyeHHs, PO3pOOKH TIOCIIJOBHOCTI TPOEKTYBAaHHS TEXHOIOTIYHOTO IMPOIECY iarHOCTYBaHHS
MOIIKO/PKEHOTO MPOrpaMHOro 3a0e3MeYeHHs BHACIIIIOK JIii Kideparax.
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THCTPYMEHTHU MOJEJIOBAHHA TA CUMYJIALI AJIs1 BABYEHHSI KOMITFOTEPHUX
MEPEX: OI'JIAA I IPAKTUYHUU JOCBIJ

Ko3zaxk O.B., Muxaiisiopa JI.M., Cemenummna I.B. IncTpyMeHTH MoJeII0BaHHS Ta CHUMYJISILII /sl BUBYCHHS
KOMI'IOTEPHHX Mepek: Orjsia i mpakTuaHuii mocBia. CHMyIsLis Ta MOZENTIOBaHHS MOXYTh BiAirpaBaTH Ba)XKIMBY pONb Y
nporeci BUBYCHHsS KOMIT IOTEepHHX Mepex. Came Il iHCTPyMEHTH JIONOMAaraloTh CTYISHTaM BHBYHMTH ITOBEHIHKY MeEpexi Ta
MOPiBHATH MOKA3HUKH 11 IPOIYKTUBHICTB IMiJl 9acC Pi3HUX CLEHAPiiB poOOTH, HE BUMATral0uH MPH IbOMY CIIELiaIbHOTO 00JIaTHAHHSI.
OpHak mporec iHTerparmii iHCTpyMEHTIB MOJICTIOBAHHS Ta CHMYJIALIl B MEpEeXeBi KypCH 3a3BHYail 3aJeXKHTh BiJ] TEMH Kypcy
MiATOTOBKH a00 OCOOMCTHX BIONOOAHb BHKJIAJada, IO MOXE HE 3aJOBOJBHATH BHMOTH MiATOTOBKH MalOYTHBOTO (haXiBII.
IMoenHaTH TEOpiro Ta MPAKTUKY B OHOMY KypCi BUBUCHHS KOMIT IOTEPHUX MEPEK HaI3BHYAIHO Ba)KKO, Yepe3 MOCTIHHE 3pOCTaHHs
CKJIQIHOCTI 1 MacIuTady cydacHuX Mepex. Lle cTano oJHi€ro 3 TOJIOBHUX JAHOTO JTOCIHIKEHHS, B XOAi SIKOTO OYyJ0 PO3IJISHYTO
(YHKLIOHAN HAWMOMYJIAPHIINX CHMYJSITOPIB MEpeXi, a TaKoXK 3rajaHo HepeBard Ta HENOJIKH KOXKHOTO 3 PO3TIBTHYTHX
IHCTPYMEHTIB, 1[0 JOTIOMOTJIO IIPOBECTH aHAaJIi3 MOXIIMBOCTI BUKOPHUCTAHHS KOKHOTO 3 HUX B TIpoIieci BUBUeHHs Mepex. Hamano
BJIaCHI peKoMeHamii Uil e()eKTHBHOTO BIIPOBA/KEHHS IIUX IHCTPYMEHTIB B Ipouec HaBuaHHs. L{i pekoMeHnarii MoxXyTh OyTH
3aisHI SK Ha PiBHI MIKUI Ta JINEiB, Tak i B 3aKJIaJaX BHUIIOI OCBITH, II0 POOHTH iX yHiBEepCalbHUMHU Y BUKOpUCTaHHI. [luTaHHs
3MiHU MIAXOIB y BITYM3HSAHIA OCBITI IO Mpollecy BUBYEHHS KOMIT IOTEPHHX MEPEK BH3HAYCHO AKTYalbHUM JUIl HACTYIHHX
JIOCTI/DKEHb, OCKUIBKH 4Yepe3 TEXHOJIOTIYHY DPEBOJIOIII0 Ta CTPIMKHHA PO3BUTOK iH)OpMALiHHUX TEXHOJNOTIH, SKUH TPHUBAE
JIeKiIbKa OCTaHHIX OECATHIIITh, HABYABHUN MaTepiall KO)KHOTO POKY BTpadyae CBOIO aKTyalbHICTh, @ MEPEXKi, HABMAKU, CTAIOTh
BCE CKJIaJHIIIAMH.

KorouoBi ciioBa: xomr’roTepHi Mepexi, TOMOJIOTIsI MepeXk, HaBYAIbHI KYPCH, MOJEIIOBAHHS, CUMYJIALIs, MPOTrpaMHi
3aco0u, KpuTepii OIiHKY.

Kozak O., Mykhailova L., Semenyshyna I. Modeling and Simulation Tools for Studying Computer Networks:
Overview and Practical Experience. Simulation and modelling can play an essential role in studying computer networks. These
tools help students study the behaviour of the network and compare its performance indicators during different scenarios of
operation without requiring special equipment. However, the process of integrating modelling and simulation tools into network
courses usually depends on the topic of the training course or the personal preferences of the teacher, which may not meet the
requirements of the training of a future specialist. Combining theory and practice in one course of studying computer networks is
extremely difficult due to the constant increase in the complexity and scale of modern networks. This was one of the main reasons
for writing the current scientific work, during which the functionality of the most popular network simulators was considered, and
the advantages and disadvantages of each of the considered tools were also mentioned, which helped to analyse the possibility of
using each of them in the process of studying networks. Our recommendations for effectively implementing these tools in the
learning process are provided. These recommendations can be used both at the level of schools and lyceums and in higher education
institutions (HEIs), making them universal. The issue of changing approaches in domestic education to the process of studying
computer networks is determined to be relevant for future research since, due to the technological revolution and the rapid
development of information technologies, which has been going on for the past several decades, educational material loses its
relevance every year, and networks, on the contrary, are becoming more and more complex.

Keywords: computer networks, network topology, training courses, modelling, simulation, software tools, evaluation
criteria.

IMocTtanoBka mnpodaemu. KoMimT'roTepHi Mepexi CTalnd HEBiJI€MHOI CKJIQJIOBOIO Cy4YacHOTO
CYCHIUIBCTBA 1 BiAITparOTh BUPIMIAIBHY POJib Y (QYHKIIOHYBaHHI KOMIIAHIH, ypsAiB Ta OKPEMHX JIIOJCH.
Kommanii BHUKOpHCTOBYIOTH Mepexi, 00 3abe3neuntd Oe3mepepBHY poOOTY MPHUCTPOIB CBOIX
criBpoOiTHHKIB. BOHM MOXyTh gomnomaratu ainutucs (ainamu i iHmow iHQopmaliero. Mepexese
oOsiamHaHHS 3a0e3ledyye CTBOPEHHs, KEpyBaHHS Ta MIATPUMKY IMX JIIHIK 3B 3Ky, 3QJIMIIAI0YM 1X
0e3MeYHNMH 1 JOCTYIHUMH IS THX, XTO iX BUKOPUCTOBYE [1].

Crae 3po3yMijio, II0 MIPOI PO3BUTKY TEXHOJIOTIH KOMII'IOTEPHI MEpPEXi pO3BHBATHMYThCS Ta
BiZIrpaBaTUMyTh yCe OIIBINY PONb y MOBCAKACHHOMY KUTTi [2]. Ile 00yMOBIIIOE BaKIMBICTh BUBUEHHS
KOMIT IOTEpPHUX MEPEX, 110 MOXKe BiIOyBaTHC SIK HA OCHOBI 3aKJIa/IiB OCBITH, TaK 1 CAMOCTiHHO, 0a3yI0UUChH
Ha OoHJaiH-Kypcax. CTyaeHTH i y4Hi, micisl 3aKiHYeHHs] HaBYAJIbHOI IPOrpaMy, OTPUMYIOTh 3HAHHS, SKi
JIO3BOJISIIOTH 1M MPaIfOBAaTH Ha mocai GaxiBIiisd 3 KOMII FOTEPHUX Mepexk (KOMIT FOTEPHOIo iHXeHepa).
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®daxiBenb 3 KOMIT IOTEPHAX MEPEeX Kepye BCIEI0 Mepexero opraHisaiii, Je BiH mpairioe. J{o iioro
000B’sI3KIB, SIK MPaBWIO, BXOAWTh BCTAHOBJCHHS KOMYHIKAalliIlHOro OONaJHaHHS, YCYHEHHs
HECHpaBHOCTEW 1 Jorromora B po3poOili eeKTHBHUX MPOTOKOINIB Oesreknu. BiH Takoxk TapanTtye, 0
KOMIT FOT€pH CHIBPOOITHUKIB 3aMIIAIOTECS ITiAKIIOYCHIMH, a BeOCalHTH KOMIMaHil Ta OHJIAH-MarasuH
aKTHBHI B Oyb-skuii yac [3].

['ooBHUME TpoOIEMaMH TIPH MIATOTOBI KOMIT IOTEPHUX 1HKEHEPIB € Hee(EeKTUBHI BUTPATH Yacy
Ta pecypcis, AKi BiIOyBalOTbCA Yepe3 HeMPaBMIIbHE BUKOPUCTAHHS CyYaCHHUX 1HCTPYMEHTIB MOIETTIOBaHHS
1 cumynsanii. Kimo4oBuM cnocoOoM po3B’s3aHHS LUX NPOOJIEM € aHalli3 MOXKIMBOCTI BUKOPHUCTAHHS
KOXXHOTO IHCTPYMEHTY B TIpoIleci BHBYCHHS Mepex. Bin mnorpebye orisgy (QyHKIiOHATY
HAUTOMyJISPHIIINX CHUMYJISITOPIB MEpeXi Ta BU3HAYEHHS iX IepeBar i HeAOdiKiB, o Oyme 3pobieHo B
JTAHOMY JTOCITiPKEHHI.

@opmyJIIOBaHHSI MeTH i 3aBIaHb [JOCHiIXKeHHs. MeTor CTaTTi € Ooriij i1HCTPYMEHTIB
MOJICITIOBAHHSI Ta CUMYJISILIIT KOMIT IOTEPHUX MEPEX Y KOHTEKCTI X HOAAIbIIOr0 BUBUCHHS.

Jst nocATHEHHS TTOCTABIICHOT METH OYJIH BHpIIICH] Taki 3aBJaHHSA:

1. INosicHeHa 0COOJIUBICTH MPOIIECY MOJICIIFOBAHHS Ta CUMYJIALIT KOMIT FOTEPHUX MEPEK 1 BUSHAYCHO
HOro nepeBar.

2. BusBneHO HaAWMOMYyNSPHINII CUMYJISTOPH KOMIT FOTEPHOI Mepeki W oOommcaHo iX BaKIIMBI
MTOKa3HUKH.

3. 3ailicHeHO aHalli3 MOKIMBOCTI BUKOPUCTAHHS KOKHOTO 3 PO3TIISIHYTUX 1HCTPYMEHTIB y Mpoleci
BHUBYEHHS MEPEX.

4.Ha ocHOBI BCiX MHHYIHX KpOKiB pO3pOOJIEHO BIIACHI PEKOMEHMAIil Ui eQeKTHBHOTO
BIIPOBAKCHHS IHCTPYMEHTIB MOJCTIOBAHHS Ta CUMYJISIIIT KOMI FOTEPHUX MEPEXK Y MPOIIEC HABYAHHSI.

Cepen MeTofiB, sKi OyJud BUKOPUCTaHI 3 METOI BHUPIIICHHS BCiX BH3HAUCHUX 3aBJaHb

JOCITiKeHHs OyIn Taki, sIK:

- MemoO MOHIMOpuUH2Y. BAKOPUCTOBYBABCS JUIs 300pY, CUCTEeMaTH3allll Ta aHai3y iHpopMaIlii mpo
MOJICTFOBAHHS 1 CUMYJISIIII0 KOMI FOTEPHUX MEPEXK;

- MemooO NOpiGHAHHA: 3HANOOWBCS T 4Yac IOCHIIPKEHHS CHMYIATOPIB 1 TOPIBHAHHA iX
HaWBaKJIUBININX XapPaKTCPUCTHK;

- Memoo abcmpacysants: OyB BAKOPUCTAHHUH ITiJ1 9ac JOCITIDKEHHS [Tl BAOKPEMJICHHS OCHOBHHX
TIOHSATH 1 KaTeropi;

- MemooOu aHanizy ma cuHme3y: BAKOPUCTaHI B TIPOIIECI BUSBJICHHS HAWBIIMBOBIIIIUX E€JIEMEHTIB 1
YUHHHKIB PO3BUTKY 00’ €KTa JOCII[HKCHHS.

CrierianibHi Tpynu MeToiB 300py W 0OpoOku iH(opmarii, IpoBeaeHHs aHATITUYHOI POOOTH Ta
00rpyHTYBaHb OyJI0 BUKOPUCTAHO 3 METOIO PO3B’sI3aHHS 3aralIbHUX 3aBJaHb JTOCHIPKCHHS.

AKTyasbHICTh BHOOPY TE€MH AOCHIIPKEHHS BH3HAu€Ha BAXKJIMBICTIO MHUTAaHHA KOHTPOJIIO SIKOCTI
BUBYCHHS KOMIT FOTepHUX Mepex. Came 3alyueHHs B IpoIleC HaBYaHHS MaHOYTHIX KOMIT FOTEPHUX
iHKeHepiB eeKTUBHUX 1HCTPYMEHTIB MOJIENIOBAHHS Ta CUMYJISIIT TO3BOJISIE IM TpAIfOBATH SIKICHIIIE, a
KOMIMaHisM — 3abesrmeuntu Oe3nepebiiiHy poOOTy MPHUCTPOIB CBOIX CHIBPOOITHHKIB, MIATPUMYIOUH
0e3MeYHICTh 1 TOCTYIHICTD iX 3’€JHAHHSA MiX COO0I0 B YMOBaX MOCTIHHOTO HAaBaHTAXKCHHSI.

AHaJii3 ocTaHHIX Aoc/IiIKeHb Ta myoJTikauniii. /111 moyatky HeOOXiTHO MPEICTABUTH METOIOJIOTIS
BinOOpy myOmikamid anst aHaiizy. ['OIOBHMM KpHTEpieM MpH BHOOPI HAayKoBOI jitepaTypu Oyna ii
aKTYaJlbHICTh (HE CTaplle I’ sITH POKiB, KpiM npaui B. Touwnnina) Ta pi3HOMaHITHICTH (POOOTH YKpaiHCEKUX
Ta 1HO3eMHHUX JociigHukiB). [licias GopMyBaHHS METOAOJON BiOOpY HAYKOBOI JTEpaTypH BHUPIIICHO
OyJ10 niepeiiTu 110 11 aHami3y. B fioro xozi Oyjie moka3aHo BKJIaJ Mpalib, 1110 aHATI3YIOThCS, IPH HAITMCaHHI
MOTOYHOI CTATTI.

X04 KOMIT'FOTEPHI MEpeXi BUKOPUCTOBYIOTHCS BXKE HE OJIHE NIECSTWIITTS, aje HaBiTh 3apa3 TeMa
BUKOPHUCTAHHS IHCTPYMEHTIB MOJICTIOBAHHS Ta CHMYJISIIII KOMIT FOTEPHUX MEPEX I[IKaBUTh OaraTbox
BITYM3HSHUX 1 3aKOPIOHHUX JOCIIIHUKIB, SIKi MPALIOIOTh Y Tamy3i iHpopMaiifHuX TEXHOIOTIH.

B naykogiit npani O. Is4yk Ta iH. pO3JsIHYTO MUTaHHSA BUOOPY IHCTPYMEHTIB JJIs1 MOAETIOBaHHS i
eMYJISIlii KOMIT' FOTEpHUX Mepex. Biu3HaueHo, 110 KOXKEH 3 HUX € YHIKaIbHUM, OCKIIBKH IIPOIIOHY€E KOPUCHI
MOYKJIMBOCTI JIJIs TOCATHEHHS pisHux miieii [4]. L maykoBa mparis ctana GyHIaMeHTaIbHOO I BHOOPY
KOHKPETHHX CUMYJIATOPIB 3 METOIO aHaJli3y.

V¥ crarti B. Oxpimuyka Ta [. OXpiMUyK MpoBEACHO aHAII3 HAWOIIBIN MOMMMPEHUX CUMYIIATOPIB Ta
EMYJISITOPH KOMIT FOTEPHHUX MEPEXK, 37iHCHEHA TOPIBHAIbHA OIHKA X (DYHKITIOHATEHUX MOMIIMBOCTEH 1
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BU3HaYeHI cepH iX MOTEHIIHHOT0 3acTocyBaHHs. [5]. Ile 103BOIMIIO aKTyasTi3yBaTh BayKJIMBICTh TUTAHHS
KiOepOe3neKkn B IpoLeci CTBOPEHHS KOMIT FOTEPHOT MEpexi.

I'. IlpeeBa 3ampomnoHyBajla METOJ MOJICNIOBaHHSI MepexeBoro Tpadiky 3 QpakTaIbHIMH
XapaKTepUCTUKAaMU ISl TECTYBaHHS aJTOPUTMIB 1 MTPOTOKOJIIB KOMIT IOTEPHUX MepeX. B OCHOBI Takoro
MiAXOAYy 3HAXOIUTHCS BUKOPHCTAHHS (DPAKTATBHOTO aHali3y Ta MapKiBCHKHX MPOLECIB, LIO JO3BOJISIE
CTBOPIOBATM  YHCJIOBI  MOCHIOBHOCTI, ~MAaKCUMaJIbHO HaONWKEHI 110 peanbHOro  Tpadiky
TEJeKOMYHIKaIliiHIX Mepex [6].

JocnimkeHHsT METO/IiB BU3HAYCHHSI KIIFOUOBUX XapaKTEPUCTHK KOMIT IOTEPHHUX MEPEXK, 30KpeMa ixX
CTPYKTYPHOI JKUBYYOCTi Ta HaAIMHOCTI, CTaj0 00’ €KTOM HayKoBO1 po3Biaku A. HeBzoposa Ta iH. HaykoBui
3aMpoTIOHYBAJIM METOAWNKY PO3PaxXyHKY MOKA3HWKIB HAIIWHOCTI 3B’S3KYy, MPOBIBIIHM aHaJi3 MOXIIUBOCTI
PEKOHCTPYKIIii Mepex AJist 3a0e3nedeHHs iX cTabiIbHOro (PYyHKIIIOHYBaHHSA, Ta HaJalld PEKOMEHAIl{ 010
i IBUIIICHHS ITUX XapaKTePUCTHK [7].

VY crarti K. C. Xanzgepao ta JI. C. Xenekap BUSIBICHO, IO CHUMYJIALIS NEpeBaKa€ aHATITHYHI
MiAXOH B IPOLIECi BUBYEHHS KOMIT FOTEPHUX Mepex. Ll cTaTTs 103BosnIa BUSIBUTH KOHKPETHI IIepeBar
cUMYyITALT 3acobamu NS-3 Hal iHITMMH METOIaMH BUBUEHHS KOMIT FOTEpHUX Mepek [8].

JIx. ['omec Ta iH. JOCTIAMIN 1 TIOPIBHSIM ICHYIOYE NPOTrpaMHe 3a0e3MeUeHHsI IS MOJICITIOBaHHS
Mepex. lle momomormo mpoBecTH BiAOip MapaMeTpiB A MOPIBHAHHSA 1HCTPYMEHTIB MOJETIOBAHHS
KOMIT' foTepHHX Mepex [9].

OrnsgoBa crarrs [ X. Amgmaii Ta iH. MicTUTh aHami3 33 pi3HUX CUMYJSTODIB, SKi
BUKOPHUCTOBYIOTHCS IJISI TECTYBaHHS M OIIHKA HOBHX IPOTOKOIIB 1 MIXOIIB Yy 0€3IpOTOBUX CEHCOPHUX
Mepexkax (WSN). ABTopH OLIHHIIM IepeBaryd Ta HEAONIKH KOKHOTO 3 CUMYJSTOPIB Y KOHTEKCTI Pi3HUX
akagemiuaux cep WSN, Hamaioum neTanbHE MOPIBHSIHHS IHCTPYMEHTIB aHaNi3y MpPOAYKTHBHOCTI 3a
BiloMMMH MeTpukamu [10].

[Ipoanami3yBaBmIn akTyanbHI HAyKOBi Tpaili, MOHOrpadii i cTarTi Ha MPOQITBPHUX calTaX, MOXHA
3pOoOUTH BUCHOBOK, 110 OOpaHa TeMa € aKTyaJbHOI Ta I[IKAaBOK JJIs 0araThbOX JOCIHITHHUKIB. Takox,
3raJlyf0ud BaroMHUil BHECOK BCiX MepesliYeHUX BHUILE JOCTITHUKIB B aKT PO3KPUTTS 0cO0IHMBOCTEl 00paHoi
TEeMH, TOTPIOHO TAKOXK BiIBHAYUTH HU3KY HEJIOJIKIB Y iX MPAIfX, TOJIOBHUM 3 SIKUX € BiJICYTHICTh BIACHOTO
NOMJIAAY HAa NPAaKTUYHE BIPOBA/KEHHS IHCTPYMEHTIB MOAEIIOBAHHS Ta CUMYJISILIT Y IPOLIEC HaBYaHHS.

Buknag ocHOBHOro martepiany i OOIPYHTYBaHHSI OTPUMAHHX Pe3yJbTATIB JOCTiIKeHHS.
Crnioyatky HEOOXiAHO HOSCHUTH OCOOIMBOCTI MPOLIECY MOJEIIOBAHHS Ta CUMYJIALIT KOMI IOTEPHUX MEPExX
1 BU3HAUMTH Horo mepeBaru. CHUMyJSITOp Mepexi — Iie mporpamHe abo amapaTtHe 3a0e3ledeHHs, sKe
nepeadadae MOBEIIHKY KOMIT IOTEPHOI Mepexi, 6e3 moOyJoBH peallbHOI Mepexi, iMiTyrouH ii poborTy.
Cumynsiiss KOMIT'IOTEpHOI Mepexi BiOyBaeTbcs NUITXOM BHUKOPHCTaHHS MPHCTPOiB 1 Tpadiky, 3
HACTYIIHUM aHaji3oM ix edekTuBHOCTI. SK mpaBmilo, KOPUCTYBadi MOXXYTh HAJIAIITYBAaTH CUMYJISITOP
BIJITOBITHO JIO CBOiX BJIACHWX aHAJNITHYHUX MOTpeO. CHUMyISATOpH 3a3BUYall MiATPUMYIOTE T00pe Bimomi
MIPOTOKOITH, SIKi BHKOPHUCTOBYIOTHCSI CBOTOJIHI, Taki sk Oe31poToBa JiokansHa Mepexa (WLAN), WiIMAX,
UDP ta TCP (npoTokos KepyBaHHS [Iepeaadero).

Jleski cuMyIaTOpy Mepeki BUMararoTh TOMEPEeTHHOTO BBEICHHS CIIEHApiiB 1 KoMaH I (TapameTpiB
Mepexi). [lapameTpu Mepexi BU3HAYal0Th CTaH MEpexi (po3TalryBaHHs BY3JiB, 3B S3KH, Tepeady JaHuX
Tomo). HaliBaxknuBinn BUXiTHI CUMYJATOPIB MICTAThCA y Gaiini BincTexenHs. Paiinmu BincTeKeHHS
MOKYTb JOKYMEHTYBaTH OyAb-siKi moaii MoaentoBanHs. Jleski CUMyIsSTOpY MaloTh JOAATKOBI (DyHKILIT 11
300py AaHHUX 0€3MOCePeIHBO 3 HABKOJIHUIIHLOIO CEPEAOBHUIIA B PI3HUH Yac H00M, THXKHS Ta MICAL, 11100
MoKa3aTu cepeliHii, HaWTipIni 1 HalKpani peKUMH.

MepexeBi CUMYJIATOPH TaKOX HaTarOTh 1HCTPYMEHTH JUIS TIOJIETTIEHHS Bi3yaJIbHOIO aHallizy
TEH/EHLIH 1 MOTeHIIHHMX NpoOieMHUX Miclb. CUMYIIALIS MepexXi CKialHa, HAPHUKIaA, KOJIH € BeJIMKa
MEPEBAHTAXEHICTh, CEPEIHs OIlIHKAa 3alHATOCTI Yepe3 BHCOKY IucHepcito € Bakkor. 11[o0 omiHuTH
MEpPETIOBHEHHS MepexkeBoro Oydepa, yac, skl HeOOXiAHUIA TSl BiATOBI I, MOXKHA 301UnbmuTH. CriemianbHi
METOJH, TaKi SIK KOHTPOJIb 3MiH 1 Ba>KJIKMBa BUOiIpKa 301JIBIIYIOTH IIBUIKICTh MOZEIIIOBAaHHS POOOTH MEPEXKi.
[lepeBarn BUKOPUCTAHHS MTPOIIECY MO/ICITIOBAaHHS POOOTH Mepexi HaBeaeHo B Ta0mumi 1.

Tabmums 1. [TepeBaru MojienoBaHHS POOOTH KOMIT FOTEPHOT MEpexi

Ne | Hasga nepesaru Onwuc nepesaru

1 [ligBuienns [HCTpYMEHTH MOJIEIIOBaHHS MEPEXi MPONOHYIOTH EKOHOMIYHO €()EKTHBHE
€KOHOMITHOT PIIICHHS JJI TECTYBaHHS MEepPEe)KeBUX KOH(DIrypaiiiii 6e3 morpedu y
e(eKTUBHOCTI (hizmurOoMy oOnamHaHHI. 1le mpu3BOANTH 10 3HAYHOI €KOHOMIT JIS
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Oprasizariif, 0coOJMBO Ha eTarnax IJIaHyBaHHS Ta PO3POOKH TOIIONOTI]
Mepexi

2 | 3HMKCHHS PU3UKIB ImiTyroum MepeskeBi crieHapii, opranizamii MOXXyTh BUSIBUTH 1 YCYHYTH
MOTEHLIHHI poOsIeMu niepes yrpoBaaKeHHsM. Lleit mpoakTHBHMHA miaxif
3HIKYE PU3HK 3001B y MEPEXKi Ta MiJBUIIYE 3araibHy HaJlIHHICTh CUCTEMHU

3 [Nonepenniii MoenroBaHHs MEPEKi Ja€ MOKIIMBICTD TPOBOIUTH TOTITUOJICHE
TIPOTHO3 TECTYBaHHS MPOAYKTUBHOCTI, JIO3BOJISTFOYX OPTaHI3aIlisIM OIIHHUTH, SIK
e(heKTUBHOCTI MeperKa TIOBOJAUTUMETHCS 3a PI3HUX YMOB. Lle Mae BupimanbHe 3HaYeHHS

JUTSL ONTHMI3alliil MPOyKTUBHOCTI MEpEXKi Ta 3a0e3meucHHs O0e3/10raHHOi
B3a€MOJI{ 3 KOPHUCTYBa4eM
Iocepeno: ysaeanvnerno asmopamu Ha ocnogi [11].

Kpim Toro, MoaenroBaHHsI KOMIT FOTEPHOT MEPEXKi I0ToMarae OLiHUTH CTIHKICTh pealbHO iCHYI0YOT
Mepexi 3 aHANIOTIYHUMH TapaMeTpaMu 10 Kidep3arpos, miaBUIIMBIIN e(heKTHBHICTH, KOHTp3axomiB. Lle
MIHIMI3y€E PH3UK BTpaTH BaXXUIMBHX aKTHBIB Ta 3a0e3medye 30epekeHHS KOH(QIICHIIMHOCTI JaHUX.
['00BHOIO TEpeBaro MpOIECY MOJCIIOBAHHS B KOHTEKCTI O€3NEKH € Te, 0 MOXKHA MiJgaBaTH
3MOJIENIbOBaHY Mepexy KibepaTtakaM 06e3 pU3HKY ITOMIKOHKEHHS MEPEKEBOr0 00IaTHAHHS.

Ha >xamp mporiecn MoOIENIOBaHHS Ta CHMYJALII POOOTH KOMIT'IOTEPHHX MeEpeX MaroTh 1 CBOI
00OMEKeHHS, cepell SIKUX OCHOBHUMH OyJIM BH3HAYCHI:

- HETOYHOCTI BHACIIIOK CIIPOICHHS 1 abcTpakiii poOoTH (Pi3HuHO ICHYIOUMX MEPEXK;

- MM MacmTad CUMYJISII, Yepe3 BeNHKi moTpedn B OOUHCIIOBAIBHHUX pecypcax 1 CKIaJHICTh
caMuX O0YHMCIICHB;

- nucOanaHc MiXK IIBHIKICTIO Ta TOYHICTIO, SIKUM 9acTO BHHUKAE ITiJ YaC MOJICTIOBAaHHS MEpexi Ha
piBHI MaKeTiB.

AHanizyrouu nepeBaru i 0OMeXeHHsST MOJICTIOBaHHS poOOTH KOMI IOTEPHUX MEPEK MOXKHA JiiTh
BUCHOBKY, IIO JI€SKi 3 HUX MOXYTh HiBeIIOBaTd iHmI. [IpHKiazoM Takoro € momepeiaHbO BH3HAUEHE
MIJBUIICHHS EKOHOMIYHOI e()EeKTUBHOCTI, BHACIIIJIOK MOJCJIIOBAHHS, II0 MOXE OYTH HIiBEJIbOBAHE
noTpe0oI0 B 00UMCITIOBANIBHUX pecypcax 1 CKIaIHICTIO caMuX o0uncieHb. Came TOMY Ha piBHI opraHizariit
MIPH MOJICTFOBAHHS MEpEXi BiOyBaeThCsl (POpPMyBaHHS 3BITYy, KU MICTUTH OI[IHKY IIHOTO IIPOIECY B
KOHTEKCTi HOTO (piHAaHCOBOI JOLIJTLHOCTI.

Hani tpeba sramatu cnenugiky 3acTOCYBaHHS Pi3HMX THMIB cumyistopis. [lepm 3a Bce, OyIno
BUSIBJICHO, 110 OYAb-SIKUI MEPEKEBUI CUMYIATOP MICTUTH IIUPOKUH CIIEKTP MEPEXKEBUX TEXHOJOTIH, AKi
JIOIIOMAraroTh KOpUCTyBadaM NOOYAyBaTH CKIaJHI MEpEexXi 3 MPOCTUX OJIOKIB, TAKUX SIK BY3JIM Ta 3B’ S3KH,
e MOXYTb OyTH iepapxivHi Mepexi 3 pi3HUMH THIIaMH BY3JIiB (KOMIT FOTEPH, KOHIIEHTPATOPHU, MEPEKEBI
MOCTH, MapUIPyTH3aTOpH, KOMYTAaTOpH). TeXHIKM CHMYJSMil KOMITIOTEPHHX MEpeX MOXKHA
KkJacu(ikyBaTu 3a TpbOMa OCHOBHUMH KaTErOpisiMu:

1. Moga mofenroBaHHs 3araabHOTo npusHadeHHs (GPSS).

2. KoMyHIKaliiHO-Opi€HTOBaHA MOBa MOJICITFOBAHHS.

3. IlporpamHe 3a0e3MeUeHHS] MEPEKEBOI'O MOACTIOBAHHSI.

MoBa MozeIOBaHHS 3arajisHOrO MPU3HAYEHHS 3aCTOCOBYETHCS 710 Oy Ib-AKO1 CUMYJISILIi, 0COOIHUBO,
SKIIO BOHA BUKOPUCTOBYE MOJYJIl CUMYJISITOPA Ta MEPEKEBI eleMeHTH (BY3JH, KaHaIW, TpoTokoin). Lle
JIy’Ke KOPHCHO TIPH MOJICTFOBaHHI MEpEeX MacoOBOTO OOCITYyrOBYBaHHS, KOJM 0arato CTaTUCTUYHUX JaHUX
30muparoTecst aBToMatnyHo [12]. CunbHOIO CTOpOHOK Iii€i KaTeropii CHMYNSATOpiB € iX YymoBa
aJIalITUBHICT, IO JIO3BOJISIE KOPUCTYBAueBi MOJIETIOBATH OYAb-5IKy MEpexXy 3 OyIb-SIKUM OarkaHUM
MIPOTOKOJIOM, a CJIa0KOI0 CTOPOHOIO € CKIIQJIHICTh BH3HAYEHHS TOMOJOTii Mepexi Ta ii MpOoTOKOIIB, 110
BUMarae 3HaHHs iX OCOOJIMBHUX MOB ITPOrpaMyBaHHSI.

KomyHnikaniiino opieHTOBaHa MOBa MOJEIIOBaHHA Mae BeluKy cxoxicte 3 GPSS. Ane B
CUMYJIATOpAX i€l KaTeropii OUTBIIICTh eJIeMEHTIB, HEOOX1THUX IS MOJCTIOBAHHS MEPEeXi, TONepeTHBO
MiATOTOBJIEH], 10 3MEHIIYE Yac, SIKH HeOOXiTHUN AJISl CAMOTO MPOLeCy MOAEIIOBAHHS, ajleé HeTaTHBHUM
YUHHUKOM IPHU LBOMY € TaliHHS agantuBHOCTI. IlpuknamoM cumynsaTopa wmi€i xaTeropii € mporpaMa
OPNET Modeler. Bona mo3Boiiia BUKOHATH aHali3 MEPEX y KOHTEKCTI 1X aJalTUBHOCTI Ta IIBHIKOCTI
nepenavi ganux. OCHOBHMMH IapaMeTpaMM aHaji3dy Oyid: 3arpuMka (y CeKyHaax), repeaaHuii Tpadik
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(makeTiB/cexyHy) Ta oTpuMaHuii Tpadik (makeTiB/cekyHmy). Moro pe3ynpTaTH MOBENH, LIO JOKATbHA
Mepeka MpaLioe Kpale, Hixk 6e3poToBa JIOKaJbHa Mepeka 3 TOUKH 30py 3aTPUMKH Ta Tpadiky B odici B
CHUTYaIlil, KOJIM aJalTHBHICTh i MOOUTBHICTH HEe € HEOOXiTHUMH repeBarami [ 13].

Kareropis mporpamHoro 3abe3nedeHHs MEPEKEBOTO MMPOrPaMyBaHHS MICTHTh TMOBHI MakKeTH, SKi
KOMYHIKaI[ifHO Opi€HTOBaHHH CHMYJSATOpP MOXKE iMiTyBath 0e3 HEOOXiZHOCTI KOAYBaHHSA HUISXOM
B3a€MOJIi1 KOpUCTyBaya 31 3BHYaiHUM TpadiuHuM iHTepdeiicom, Ha SKOMY MOKa3aHi BCi 3MOAEIbOBaHI
€JIeMEHTH, IO BIANOBINAIOTH (AaKTUYHUM (MapHIpyTH3aTOPH, KOMyTaropu Tomio). Ha momatok mo
MiJIBUIICHHS TOYHOCTI 1€ MTOKPAILYE JISTKICTh 1 IBUAKICTH MIPOIECY MOJICIIFOBAHHS, i TOMY ITiTXOAHUTh JIJIs
KOPHCTYBauiB, SIKi HE 3HAOMI 3 TEXHOJIOT1SIMHA POTpaMyBaHHS.

3aranoMm, npodeciitHi KopucTyBadi (KOMIT IOTEpHI 1H)KEHEpH), 0COOIUBO Ti, M0 MAlOTh CIPaBYy 3i
crienuiYHUMH MepekaMH, BiITAIOTh IepeBary MOBaM MOJETIOBAHHS, 3 SKUMH Ba)KKO IpAIOBaTH, HA
BiMiHY BiJi KOPHCTYBadiB, SIKi MAlOTh CIIPaBy 3 TEMOIO MOJEIIOBAHHs OUIbII MPUMITHBHUX 1 THIIOBHX
Mepex. s 3pydHOCT OCTaHHIX IHCTPYMEHTH CUMYJIALIT MEepeki MOBUHHI MaTH IT°SITh XapaKTEPUCTHUK, sIKi
HaBeeHO B TaduLi 2.

Tabnuus. 2. HeoOXiHI XapaTepUCTHKH CUMYJIISITOPIB KOMII IOTEPHOI Mepexi

No Ha3zpa [TosicHeHHs1 XapaKTepUCTUKA
XapaKTEePUCTUKH

1 I'ayukicTs y KopuctyBau mOBUHEH MaTH MOXKIIMBICTh I0JIaBaTH HOBI THITH 3araJIbHUX

MO/JIEITIOBaHHI MEpEeKEBUX PECYPCIB, TAKUX SIK BY3JIH, TOCHJIAHHS Ta IPOTOKOIH, 10
Habopy eMyJsTOpa

2 Jlerkictp HasBHicTh Tpadivanx iHTEPQEHCIB | MOKIUBICTH CTPYKTYPOBAHOTO

MO/JICITIOBAHHS MOJICITIOBAHHS y BUTJISII CKIIAHUX MOJIEJIEH HAa OCHOBI MPOCTHX MOJIENEH,
a TaKOXX MOXKITUBICTb IOBTOPHOTO BUKOPUCTAHHS MOAYJIiB 3 QYHKIIIH, sIKi
TIPUCKOPIOIOTH MTPOLIEC MOICTIOBAHHS

3 IBuakicTh Yac 00poOKH y BETUKUX CUMYJISIISIX BRKIMBUHN ISl MEPEXK 13 BEIUKOIO
MOJIETIIOBAaHHS KUTBKICTIO BY3JIiB, 1110 BUMArae HAJIGKHOTO KEPYBaHHS aM TTIO

4 | Awnimariis nporeciB I'padiune BimoOpaskeHHS eeMEHTIB MEPEXi, Ki OOMIHIOIOTHCS

MOBiTOMJICHHSAMH OJTUH 3 OJTHUM, 1100 BUPIIIIATH MOMUJIKH MOJICITIOBAHHS
Ta 3pO3YMITH, SIK 1€ TPaIoe. Y JACSIKUX Iporpamax Jjisi MOJICIIFOBaHHS
CUMYJISITOP 3aIlyCKA€EThCS OHOYACHO 3 rpadiuHuM iHTepdelicoM, a B
JISSTKMX IHITUX TCJI BUKOHAHHS CUMYJISTI|

5 MOXITUBICTD MeToro MOJICTIOBaHHS, SIK TPABUIIO, € TOCIIKSHHS BILUTUBY OJHOTO 200
MTOBTOPHOT'O KUIBKOX MapaMeTpiB (cepeaHiii po3mip nakera abo emHocTi Oydepa) Ha
3ammycKy Mmporecy e(heKTUBHICTh POOOTH MEPEKi, TOMY ITOBTOPIOBAHICTh € HEOOXITHOO
MO/ICITIOBAHHSI YMORBOIO JIJIsl CUMYJISITOpa

Lowcepeno: enacna po3pobka agmopias.

3arajoM, CJijl 3a3HAYUTH, 1[0 CTBOPEHHS HAIWHOIO Ta SIKICHOTO CHUMYJISTOpPa MEPEXi BUMAarae
BUKOPHUCTAHHS TEXHOJIOTI1 MOJICIIFOBAHHS PAa30M i3 3HAHHSAMH TOTOJIOTIT MEPEX 1 MPOTOKOJIAMH.

3BUYAKHO, MOPS] 13 3a3HAYCHUMH BUIIEC XapaKTEPUCTHKAMH, Y KOXKHOTO CUMYJISTOpa OyIyTh JesKi
IHIII MOYKJIUBOCTI, Cepel IKHX:

- IPUCYTHICTh BOYIOBaHMX MOJYJIB, IO BiANOBIJAIOTH €IEMEHTaM MEPEXi Ta MPOTOKOJIaM;

- HasBHICTh T'€HEPATOPa BUMAAKOBUX YMCEI 1, y OUIBII MPOCYHYTUX QOopMax, 31aTHICTh CTBOPIOBATH
BEJIMYMHHU 3 PI3HUMHU BUIAJKOBHMHU PO3MOIIIAMH, OCKUILKK OUIBIIICTh HMOMIH y MPOLEC MOJSITIOBAHHS
MAalOTh TUI BUIMAIKOBUX IPOLIECIB;

- MATPUMKA KOPUCTYBAUiB 1 PYHKIIISI CBOEYACHOTO OHOBJICHHS (OCOOIUBO JUIsSi HOBUX TIPOTOKOJIB)
13 MOBHUM JIOCTYIIOM A0 JTOKYMEHTAIIil;

- HaJaHHA 3BIiTIB NP0 HapaMeTpu MPOAYKTHUBHOCTI Mepexi (IIBUAKICTH BHXOAY, €(EKTHBHICTb,
3aTPUMKY TIepelladi TOIO) y BUTJLLAI mudp 1 rpadiuHuX KPUBHX Pa3oM i3 MOMIIMBICTIO BUKOHAaHHS
CTaTUCTUYHUX OTEpaliil 3a pe3yIbTaTaMH 1HIINX MO3UTUBHUX XapaKTEPUCTHK CUMYIIATOPA.

BusiBineni HeoOXifHI XapakTEPHUCTUKH Ta MOKIMBOCTI CHMYJSTOPIB KOMITIOTEPHOI Mepexi
JO3BOJISIIOTH 3pOOWMTH BHCHOBOK NP0 IX 3PYYHICTh HAaBITH IJIS TOYATKIBI B Tamy3i iH(GOpMAIiHHIX
TexHojorii. TakuM YHMHOM, IJIs ITOYATKy IPOLECY eMYJIALii KOPHUCTYBayy MOTPIOHO TUIBKM BMITH

© Kozak O.B., Muxaiinosa JI.M., Cemenumuna [.B.



Hayxoesuii scypnan "Komn romepro-inmecposani mexHonozii: oceima, Hayka, upooHuymeo" 75
Jlyyox, 2025. Bunyck Ne 58

o0y IyBaTH TOIOJIOTII0 MEpPeX, 3aBaHTAKUTH EMYJISATOP Ha CBIi MPHUCTPIH 1 MPOYUTATH THCTPYKINIO IS
HOro BUKOPUCTAHHS.

HacTtymauM KpOKOM CTayio BUSBICHHS HAWMNOMYISPHIMINX CHMYJIATOPIB KOMIT IOTEPHOI Mepexi i
OTHC iX BaYIMBHX IMOKa3HUKIB. Bce mporpamne 3a0be3nedeHHs sl MOJEITIOBAHHS Ta CUMYJIISIIT Mepexi
Mae CBOIO crienudiky, sika BU3HAYA€ThCS HOro Mpu3HaYeHHsIM. BOHO BUKOPHUCTOBY€ETHCSI SIK 3 HABYAIILHOIO
METOI0, TaK i Ui mpodeciiiHol Ta aHAMITHYHOI isUIBHOCTI. [HCTpYMEHTH MOAENIOBaHHS Ta CUMYJIALIi
KOMII FOTEpHOI Mepexi 3a IX Mpu3HaueHHIM Ha BefieHo Ha Pucynky 1.

Ipodeciiini: Cisco VIRL,
GNS3, UNetLab

Hasuansni: Cisco Packet
Tracer. Boson NetSim. eNSP

Ornrrumiszanis
MOO1ILHOTO
3aCTOCYHKY

Amnamitnyni: NS-3,
OMNeT++, QualNet, OPNET

Vuisepcanbhi: UNetLab,
IMUNES

Puc. 1. [Togin iHCTpyMEHTIB MO/ICTIOBAHHS Ta CUMYJISIIIT 32 MPU3HAYCHHIM
Hoicepeno: enacna pospobka agmopie.

OCKIIBKH 111 CTAaTTS MIPUCBSYEHA OISy IHCTPYMEHTIB MOJETIOBAHHS Ta CUMYJISILIT KOMIT IOTEPHHUX
MepeX 3 METOI0 iX BMBUEHHS, TO BHpilIeHO Oyino posrisHyTn came cumyistopu Cisco Packet Tracer,
Boson NetSim ta eNSP.

Cisco Packet Tracer — me cumynstop Mmepexi Bix kopmopamii Cisco. Lleit Ge3komToBHUIA
IHCTpYMEHT, NMPU3HAYEHUH IJIs1 TOTO, 00 AOTIOMOITH MOYATKIBISIM OTPUMAaTH CepTU(IKATH MPO 3HAHHS
MepekeBuX TexHouorii, Hanpukiag CCNA. [Iporpama 103BoJISIE YUHSM Ta CTY/ICHTaM €KCIIEpUMEHTYBATH
3 TIOBeJIiHKOIO Mepexi. Lle mporpamHe 3a0e3nedeHHs BiJl3HAYAETHCS MMPOCTOTOIO HAaBiramii i miATpUMye
YUCIIEHHI MOXXIIMBOCTI OIIIHIOBaHHSA, Bi3yalli3aiii, CITIBOpalli Ta MOJENIOBaHHA, MO0 3a0e3meunTH
Oe3npobiiemHe BuBuUeHHs ckiamaHux IT-konnemmiii. Cisco Packet Tracer minrpumye 4oTHUpW Trpymnu
MPOTOKOJIB:

- mporokonu npukinagaoro pisas (DNS, HTTP tomro);

MIPOTOKOJIM MEPEIKEBOTO PIBHS;

MIPOTOKOJIH PiBHS Nepeaadi;

- IPOTOKOJIH JAOCTYITy 1 iHTepdeiicy.

VY noBux Bepcisix Cisco Packet Tracer mocriiiHo BinOyBaroTbes nmokparieHHs. Kpim toro, komanga
PO3pOOHHKIB 3a0e3redye XOopoly HiATPUMKY Jisi KopucTyBadiB. [Iporpamue 3a0e3riedeHHs TPOTOHYE
HiATPUMKY OaraTbox MpUCTpoiB. KpiMm TOro, KOpUCTyBad MOXKe TIEPETIISIHYTH BUKOHAHHS BCiX MTPOIIECIB Ta
OLIIHKTH iX B X011 cumyJsii [14].

Ockinbku cumynsarop Cisco Packet Tracer mobpe iHTerpyerbcsi 3 akaaemielo (HaBYIBHUM
cepenosuiiiem) CiSCO, TO BiH MOXe MPAIFOBATH 3TiJHO HABYAIBHOTO IUIAHY, 00 TOMOMOITH CTYACHTaM
3pO3YMITH TOHKOILI MEPEKEBOI'0 MOAETIOBAHHS Ta METOMIB Bizyamizauii. Takum 4MHOM, 1€ J03BOJISIE
BUKJIaJlauaM JIeMOHCTpyBaTh ckiafHi [T-konuenuii 6e3 ocooauBux npodiem.

[Iporpamue 3abe3rnedeHHs] PEryIIpHO OHOBJIIOETHCS, TOMY KOXKHA Bepcis Mae Kpaluid piBeHb
orrrumizamii i Oinbmie goctymaux ¢GyHkuid. Hanpukman, B ocranHiit Bepcii Cisco Packet Tracer Oymo
cnpoueHo BeO-inTepdeiic i nomano Swagger Ul ta ctuchHenns Zstd. Sk i Oyap-saxuii inctpyment Cisco
Packet Tracer mae cBoi mepeBaru Ta Hemomiku. Cepen WOTro mepeBar CIifl MAKPECTUTH 3PYUHICTh IS
MMOYATKIBIIIB, XOPOIITY IMATPUMKY, ITHPOKI MOXKJIMBOCTI MOJICTIOBAHHS MEPEKi, MOXIIMBICTh 1HTETrparii i3
HaByanbHUM Iu1aHoM Cisco, miATpUMKY Kinbka npuctpoiB Ta APIL. o Hioro HenomiKiB MOJKHA BiTHECTH Te,

© Kozak O.B., Muxaiinosa JI.M., Cemenuinna 1.B.



76

Hayxoesuii scypnan "Komn romepro-inmeeposani mexHonozii: oceima, Hayka, upooHuymeo"

Jlyyox, 2025. Bunyck Ne 58

0 BiH HE imeadbHO MIAXOAUTH ISl EKCIepPTiB, Ma€ TeBHI OOMEKEHHS TOPIBHAHO 3 (i3MIHAM
o0JiaHaHHM Ta BUMarae po3yMiHHSI OCHOBHUX MepeKeBUX KOHLENii [15].

Hactymaum Oymo posrmstHyTo cuMynarop Boson NetSim — cumymnsTop Mepexi, po3poOieHwHit
komrraniero Boson Software. Bin mo3Boisie MoaemoBaTH MepexeBi cepenoBuia ta creHapii Cisco. Ilei
iHCTpYMeEHT migTpumye pizHi komanau 1 ¢pynkuii Cisco 10S, mo no3Bossie KOpUCTyBauaM MPaKTUKYBaTH
KOH(]irypamito i yCyHeHHsI HECITPaBHOCTEH.

NetSim mpomoHye momnepeaHbO CTBOPEHI MepeXeBl TOMONOTrii 1 creHapii, SKi Mpu3HaueHi st
BIATBOPEHH: pealbHUX MepexeBux cepenoBui Cisco. BiH 103BoJIsie KOpUCTyBayaM CTBOPIOBATH 1 BIIACHI
TOTIOJIOTi1, IIISIXOM BUKOpPHCTaHHA iHTepdelicy nepersryBannsa. NetSim miaATpuMye pi3HOMaHITHI TpynH
MIPOTOKOJIB, CEpel TKHX:

Kl HaBeaeHo B Taonumi 3.

- CTeK CTPIKHEBUX MPOTOKOIiB Mepexki inrepHeT (TCP/IP);

- IipoToKoiIM AuHamiuHoi MapipyTtusauii (OSPF);

- mpotokoiu Mapmpytusaiii Cisco (EIGRP);

- IPOTOKOJIM OYUCTKHU Tpadiky.
Bci nepeBaru ta Henoniku BukopuctanHsa Boson NetSim rpyHTYIOTBCS Ha HOTO XapaKTEpUCTHKAX,

Ta6muns. 3. Xapakrepuctuku cumyJisitopa Boson NetSim

No Ha3zpa Ornuc xapaKTepUCTUKU
XapaKTePUCTUKH
1 3pyuHuit NetSim Hazmae inTepdeiic, IKUi J03BOIISIE KOPUCTYBAYaM JIETKO
inTepdetic HAJIAIITOBYBATH Ta 3aITyCKaTH MO/JICIIOBAHHS HABITh JJIS THX, XTO Ma€
00MEKeHHI TOCBI pOOOTH 3 IHCTPYMEHTAMH MEPEKEBOT0 MOJICITIOBAHHS
2 | Ulupokuii criekTp NetSim miaTprMye pi3sHOMaHITHI MEpeXi Ta MPOTOKOJIH, BKItoYatoun 5SG
JIOCTYITHUX MEPEX 1 NR, LTE, IoT, Ethernet, Wi-Fi, TCP/IP, maprupytuzamnito, VLAN,
MPOTOKOJIIB MOOLITBHI crieianbHi MepeKi, aBTOMOOLITBHI MEepexXi, MPOrpaMHO BU3HAYEHI
MepexKi, CYMYTHUKOBHH 3B’ 530K 1 IMiIBOJTHI MEpexi
3 | Benukuit nianazon NetSim nponoHye THy4Ki BapiaHTH JIilIeH3yBaHHs, BKIFOUAIOUU
BapiaHTIB TIOCTIiHHI/pivHi JileH3ii, Tiren3ii Ha OJIOKyBaHHS BY3J1iB/TUIaBarOUl JIIIEH311
JiIEeH3YBaHHS Ta MapameTpy XMapu/JIIOKaIbHOI MEPEXi, 110 J03BOJISIE KOPUCTyBaYaM
BUOMpATH Ta 30MpaTH KOMIIOHEHTH BIAMOBITHO J0 IXHIX KOHKPETHHUX
BUMOT
4 MOXJIHBICTD NetSim MoKHa i JKITIOYHTH 10 PEATEHHUX MIPUCTPOIB, Ha SKUX 3aITyLICHO
HIIKITIOYUTH JIO/TaTKH, I03BOJISIIOYN KOPUCTYyBa4aM TECTYBAaTH Ta OL[IHIOBATH
NetSim o MPOAYKTHBHICTH CBOTX MEPEXKEBUX KOHQITYpalliil y peaticTHIHOMY
30BHIIIHBOTO CepeIOBHIIII
oOJtaTHaHHSA
5 Buxignawuii ko C NetSim nocrayaeThcst 3 BUXiTHUM KOJIOM MPOTOKOIY Ha C, 110 103BOJISIE
KOPHCTYyBauaM 3MIHIOBATH Ta IMHCATH BJIACHI anropuT™u. BiH iHTerpoBaHuit
i3 cepemopuieM po3pooku MS Visual Studio s 6e3nepebiitHoro
KOJYBaHHS
6 | Posmmpeni yruititu NetSim Hamae po3MpeHi yTHIIITH, Taki K MaKeTHe BUKOHAHHS KiJTbKOX
CUMYJIALIIH, OaraTonapamMeTpuvHe OYHIICHHS Ta TeHepaTop CIieHapiiB
MEpeXKi BEIMKOTO PO3MIpY
7 | B3aeMo3B’s30K i3 NetSim Jierko iHTerpy€eThCs 13 30BHIIIHIMHI IHCTPYMEHTaMH, TAKUMH STK
30BHIIIHIMHA MATLAB, Simulink, SUMO, Wireshark, Python, 110 go3Bossie
IHCTpyMEHTaMHt KOPUCTYBauaM BHKOPHCTOBYBATH MOKJIMBOCTI IUX 1HCTPYMEHTIB JUIS
aHaJi3y Ta Bisyauizawii
8 | Benwmka KinbKicTh NetSim micTuth Benuky 0i0ioTeKy BOYIOBaHMX MPHUKIIAJIIB 1 BapiaHTIB
MPUKIIAJIIB BUKOPHUCTAHHS, III0 MOKE 3a0MIJIUTH Yac JUIs KOPUCTYBaviB, HAIAI0UH
NOTIEPEHbO HANAIITOBAHI ClIeHapii, sIKi CIy)KaTh BiAMPaBHOIO TOYKOIO IS
pOOOTH cuMyJIsITOpa

IDicepeno: yoockonaneno agmopamu Ha ochogi [16].
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OcranHiM B pamMKkax orisiay ctaB cumyisatop eNSP. lle kutalicbkuii iIHCTpYMEHT CUMYJISAINT, KU
0yB po3pobnenuii kopropauieto Huawei Technologies. Y nepiry uepry BiH npu3HaueHHUN 17151 MEpEKEBUX
IHKeHepiB 1 apxiTekTopiB Huawei, sikum HEOoOXiTHO MepeBipUTH MPOEKTH Ta KOH(DIryparrii cBOiX Mepex
nepesi po3ropTaHHsIM X y peaabHOMY cBiTi. ENSP 103BoMNIsIE CTBOpIOBATH CKIIaIHI MEPEKEB] TOMONOTIT 32
JOMIOMOT 010 Tpadiunoro iHTepdeiicy. Llelt cuMynsTOp Mae HU3KY TaKMX KIIOUYOBUX OCOOIMBOCTEH:

- IocTymHa migTpuUMKa mpuctpoiB Huawei ta o6pasis NOS;
- IPOCTHH y BUKOPHUCTaHHI rpadiunuii iHTepdeiic;
- HasABHICTb MIATPUMKH BipTyalbHUX MepexkeBux (ynkuii (VNF);

- JIETKICTH 1HTETpallii 3 CHCTEMOIO KepyBaHH: Mepexkero Huawei eSpace.

Hdo mepeBar cumymstopa eNSP BigHOCATBCS: MiATpUMKa TpUCTPOiB 1 KoHGirypauii Huawei 3
BHCOKOIO TOYHICTIO 1 IeTami3arier0; 3pyYHuid iHTepdeic IIst JISTKOTO TOCTYIy Ta KePYBaHHS; MiATPUMKa
posmmpennx QyHknin, Takux ssk MPLS, BGP 1 VPLS; BOymoBani iHCTpyMEHTH AJIsI TECTYBaHHS MEpexi i
YCYHEHHSI HECIPaBHOCTEH; BiJICYTHICTh IJIaTh 3a BUKopHcTaHHA. OJHAK JJIs HbOTO NMPUTAMaHHA 1 HU3Ka
HEeNONiKiB, a caMme: TWiATpUMKa JHIle MNOpucTpoiB i1 KoHgirypamii Huawei, mo oOmexye oro
yVHIBEpCaJIbHICTh TIOPIBHSAHO 3 IHIIMMHU 1HCTpYMEHTaMH; MEHIIWN piBEHb JeTami3amii i TOYHOCTI HIXK Y
pealbHUX TPUCTPOIB; MEHII HIMPOKO BUKOPUCTOBYETHCS a00 MIATPHUMYETHCS TMOPIBHSHO 3 iHIIUMH
IHCTpYMEHTaMH; JJIsl KOPEKTHOI poOOTH MOKe 3HAJ0OWTHCS NOJATKOBE MporpaMHe 3abe3redeHHs Ta
mwiariam [17].

[Ticnst ornmsaay HaWNOMYNSPHIIIAX CHMYISATOPIB MEPEXi, M0 BUKOPHCTOBYIOTHCS JUIS HABYAHHS,
Oyno 3miliCHEHO aHalli3 MOKJIMBOCTI BHKOPHUCTAHHS KOXKHOTO 3 PO3TMIISTHYTHX IHCTPYMEHTIB Y Mpoleci
BHBUCHHS Mepex. Moro pesy/ibTaTh MOKasaiH, IO JUIS Y4HIB MK, y KOHTEKCTi ypOKiB iHDOpPMATHKH,
HaiOuTeIn peamicTmuHuM s BukopuctaHHs € Cisco Packet Tracer. Lleit cumymsarop TakoX MOXKHA
PEKOMEH/TyBaTH IS CAMOCTIMHOTO BUBYEHHS MEPEX ITiJ] 4ac HaBYaJbHHUX KypciB. Kpurepiem omiHkH, 110
JIO3BOJISIE PEKOMEHYBaTH caMe HOro, € MpocToTa B BHKOPHUCTaHHi. J[J1si BHBUEHHS MepeX B YMOBax
3akay Bumioi ocsitr (3BO) moxHa 06path sk Boson NetSim tak i eNSP, ane, 3Baykatoun Ha HeIPYKHIO
no3uiito Kuraro crocoBHO YkpaiHM Ta BEJHMKY iCTOpil0 aMEpUKAaHCHKMX CaHKIH MPOTH KopIoparii
Huawei Technologies, Bukopucrants cumysatopy eNSP y BiTYN3HsHIN OCBITI MOKEe MaTH 0arato pU3HKiB,
HAUTOJIOBHIIINM 3 SIKHX € Oe3neKa KOpUCTYBadiB 1 KOH(DiIEHIIIHHICTD iX TaHUX.

Cisco Packet Tracer He pekOMEHIOBAaHO BHMKOPUCTOBYBaTH B yMmoBax 3BO uepe3 Ttaki ioro
0COOJINBOCTI:

- eNSP ninrpumye o6pasu NOS pisHux nocravanbHukis, Toai sk Cisco Packet Tracer mintpumye
nume obpasu Cisco NOS;

- eNSP no3Boiisie aBTOMaTH3aI1Iil0 Ta MPOrpaMyBaHHsI MEPEXi 3a JIOMOMOTO0 clieHapiiB Python, a
Cisco Packet Tracer — Hi;

- eNSP migTpumye mupoxuii criektp npuctpois, Tofi sk Cisco Packet Tracer — nmume npuctpoi
Cisco.

IIpocrora Bukopuctanns Cisco Packet Tracer He MOXke KOMIIEHCYBAaTH TaKy KibKiCTh OOMEKEHb,
TOMY Ha Pi3HUX eTalax y4Hi Ta CTYJCHTH IOBHHHI MPAIIOBATH 3 PI3HUMH CUMYJISITOPAMHU MEPEKI.

Jnst 30inpmenHs eheKTUBHOCTI BUKOPHCTAHHS CHMYJITOPIB Yy TpOIleci HaBYaHHS BUKJIaJladam
NOTPiOHO iHILIIOBATH TaKi MPAKTHKH:

- BUBYATH JOKYMEHTAIif0 1 THCTPYKIT JI0 BUKOPUCTAHHS PI3HOMAaHITHHX CHMYJISITOPIB MiJ Yac
3aHSTh;

- IPOBOAWUTHU TCCTYBAHHA HABUYOK NPAKTUYIHOI'O BUKOPHUCTAHHS YUHSIMU CI/IMYJ'IHTOpiB;

- pEeryJISIpHO OHOBIIIOBATH HABYAJBbHHUI IUIaH (IOMOMAarae MOKpPAIUTH MPOAYKTHBHICTh HPOrpaMu
HaBYAHHS);

- CTBOPIOBATH TECTOBI MEPEKi Ha OCHOBI HAWKpaIIuxX MOJAENEH 1 CUMYJIAIINA 3 METOIO 3a0X0YCHHS
YUHiB.

OTxe, IpoLeCH MOJAETIOBAHHS Ta CUMYJISLI] KOMIT FOTEPHUX MEPEX MAIOTh BHpPIIIAIbHE 3HAUCHHS
JUIS. YCTIIIITHOTO CTBOPEHHS peajbHUX MepeX. BOHM JlormomararoTh M| 4ac HaBYAHHS, OCKIJIBKH JIJIsS
BHKOPHCTAHHS CUMYJIATOPIB BiJ] YUHIB BUMAra€ThCs 3HATH OCOOIMBOCTI MPOTOKOJIIB Ta TOIIOJIOTIT MEPEXK.

BuCHOBKH Ta MepCHeKTHBH MOAAJIBIIOIO AOCTII:KeHHsI. B yMOBax mepMaHEeHTHOTO PO3BHUTKY
iH(pOpMaLIHHIX TEXHOJIOTiH HEMOXKJIMBO YSBUTH pOOOTY KOMIMaHil 0e3 KOMIT IOTEPHHUX Mepex. Y Xomi
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JOCIIDKeHHST Oysio po3misiHyTo (yHKIIOHAN Haimomy sipHinmx cumyisitopis mepexi (Cisco Packet
Tracer, Boson NetSim ta eNSP), a Takox 3rajaHo nepeBard Ta HEJONIKH KOKHOTO 3 PO3IJIIHYTHX
IHCTPYMEHTIB, IO JOTIOMOTJIO MTPOBECTH aHAaIi3 MOMJIMBOCTI BUKOPHUCTAaHHS KOXKHOTO 3 HHAX y TpOIleci
BUBUCHHS Mepex. Moro pe3yabTaTH MoKasaiH, 1Mo jUIA Y4HIB IIKiN, y KOHTEKCTi yPOKiB iH(OPMATHKH,
HaO1TbII peanicTnanuM i BukopuctanHs € Cisco Packet Tracer, a s ctyaentie 3BO — Boson NetSim
Ta eNSP.

Takoxx Oyn0 HamaHO BIACHI peKOMEHMAI] Ay e(pEeKTHBHOTO BIPOBAKEHHS X 1HCTPYMEHTIB y
nporiec HaBuaHHs. L{i pexomMeHmanii MoxXyTh OyTH 3aisHi SK Ha PiBHI IIKUI Ta JIIEIB, TaK i B 3aKanax
BHUIIOT OCBITH, 110 POOUTH iX YHIBepCAJbHIUMHU Y BUKOpUCTaHHI. [IuTaHHSA 3MIHM MiJXOMIB Yy BITUU3HSHIN
OCBITI JI0 TIpOIIeCY BUBYCHHS KOMIT FOTEPHHUX MEPEK BU3HAYCHO aKTYAIbHHUM JIJISl HACTYITHHUX JTOCIIKEHb,
OCKUTBKH Yepe3 TEXHOJOTIYHY PEBOJIOIII0 Ta CTPIMKHI PO3BUTOK iH(MOPMAIIHHIX TEXHOJOTIH, SKHIA
TPHUBAE JCKIIbKA OCTAHHIX JCCATHIIITh, HABYAJILHUI MaTepiaj KOXKHOT'O POKY BTPayae CBOIO aKTYaJIbHICTb,
a MepexXi, HaBMaKH, CTAIOTh JCaNi CKIIaIHIITUMH.
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PO3POBKA 3ACTOCYHKY JUISI B3AEMO/IIT 3 KOMII'IOTEPOM 3A TOIIOMOTI' OO
2KECTIB 3 BAKOPUCTAHHSIM TEXHOJIOI'Tii COMPUTER VISION

Miponos H.O., Camuyk JL.M. Po3po0dxa 3acToCyHKY MJIsl B3a€MOAil 3 KOMI'IOTEPOM 32 0INOMOIOI0 KECTiB 3
BHKOpHCTAaHHAM TexHouoriii ComputerVision. YV po6oti mocmimkeHo MeToan Ge3KOHTAKTHOTO KepyBaHHS KOMII IOTEPOM 3a
JOTIOMOTOI0 JKECTIB PYK Ha OCHOBI TEXHOJOTIH KOMII'IOTEpPHOTO 30py Ta MAIIMHHOTO HaBYaHHA. HaBeneHo mnpukiIagu
3aCTOCYBaHHA TEXHOJOTIH B pi3HUX cdepax KUTTS, 16 BOHU IOKa3ylOTh IEPEBAXHY €(PEKTUBHICTh Ta 3PY4YHICTH Hal
TpamuuidHuMu iHTepdeiicaMu B3aemonii 3 cuctemoro. OmmcaHO 3aco0M Ta IHCTPYMEHTH, BHKOPHUCTaHI HiJl Yac pO3pOOKH
MIPOTPAMHOT0 3aCTOCYHKY. 3alpONOHOBAHO MOAYIbHY apXiTEKTYPY CUCTEMH, SKa 3a0e3meuye po3iizHaBaHHs KECTIB y peaTbHOMY
yaci, BKIJIIOYAIOYM CETMCHTAII0 300pa)KCHb, BIJCTE)KEHHsS KIIOYOBHX TOYOK PYKH Ta Kiacudikaiiro pyxiB. PeanizoBaHo
(yHKLIOHAN JUIS TIepeMillleHHs] Kypcopa, BUKOHAHHS JIBHX Ta IPaBHX KIIKiB, HOABIHHMX KJIAlaHb, IPOKPYYyBaHHS CTOPIHOK i
peryioBaHHs I'ygHOCTi. Pe3ynbratoM po0oTH € IpOrpaMHUH NPOAYKT, SIKHH MIATPUMYE MEpeMillleHHs Kypcopa MU, JIBHH i
NpaBUH KIIKW, MOJBIMHUN KK, NepeTsAryBaHHs 00’€KTiB, CKPOJIHI Ta pEryjIioBaHHS T'ydHOCTi. [IpoBeleHO TecTyBaHHS sIK
(YHKIIIOHYBaHHS OCHOBHHMX KOMAaHJ] 3aCTOCYHKY, TaK 1 poOOTH Ha pi3HHX amapaTHHX KOHQIrypamisx B peaJbHOMY 4Yaci.
3anponoHOBaHO PillIeHHS AJIS BAOCKOHAIECHHS HaJalli i po3mIMpeHHs (yHKIIOHATY MPOrPaMHOTO 3a0e3eUeHHS.

KirouoBi cjoBa: posmizHaBaHHS JKECTiB, OE3KOHTAKTHA B3a€MOis, KOMII IOTEpHHUU 3ip, MalIMHHE HaB4YaHH:,Python,
MediaPipe, OpenCV, 6e3koHTaKkTHA B3aeMOis, 00poOKa 300paskeHb, BiZICONOTIK, YIIPABIiHHS 1 BUKOHAHHA (QYHKIIHMUIII, Kpoc-
IaTOPMHICTb, AIANITUBHI aTTOPUTMH.

Mironov N., Samchuk L. Development of an application for interaction with a computer using gestures using
Computer Vision technologies. The work investigates methods for contactless computer control using hand gestures based on
computer vision and machine learning technologies. Examples of the application of technologies in various areas of life are given,
where they show superior efficiency and convenience over traditional interfaces for interacting with the system. The tools and
instruments used in the development of the software application are described. A modular architecture of the system is proposed
that provides real-time gesture recognition, including image segmentation, tracking of key hand points and classification of
movements. Functionality for moving the cursor, performing left and right clicks, double clicks, scrolling pages and adjusting the
volume is implemented. The result of the work is a software product that supports moving the mouse cursor, left and right clicks,
double clicks, dragging objects, scrolling and adjusting the volume. Both the functioning of the main application commands and
the operation on different hardware configurations in real time were tested. Solutions for further improvement and expansion of
the software functionality were proposed.

Keywords: gesture recognition, contactless interaction, computer vision, machine learning, Python, MediaPipe, OpenCV,
contactless interaction, image processing, video stream, mouse control and execution, cross-platform, adaptive algorithms.

IlocTanoBka HaykoBoi npoOsjemu. CydacHi TexXHONOTii B3aeMOii 3 KOMII'FOTEPOM, TaKi SK
KJIaBlaTypy Ta MU, 3aJTUIIAIOTHCS OCHOBHUM IHCTPYMEHTOM BBEICHHS JTaHuX. OTHAK MO)KHA BH3HAYUTH
CUTYaIlll, KOJIM BOHH MOXYTh OyTH He 30BCiM gopeuni. Hanpuknan, ¢i3ndanii KOHTAKT 3 TPHUCTPOSMHU
MOke OyTH HebaxaHNMM B YMOBAaX ITiIBUIIIEHUX BHMOT JIO Tiri€eHW a0o Mij 4ac maHaeMii, a Jjs JIoAeH 3
O0OMEKEHHMH PYXOBHUMH MOKIUBOCTSIMH TakKi JEBalCH 4acTO € HEJOCTYMHUMH a00 He3pydHUMH. Kpim
TOT0, y CIEIialli30BaHUX YCTaHOBAaX MEAWIMHHU, POMHUCIOBOCTI, 200 B cepi BipTyalbHOI peabHOCTI,
3pocTtae moTpeda B iHTYITHBHIN O€3KOHTAKTHIN B3a€MOIii, SKa iIMITy€e IPUPOIHI PYXH JIFOIMHH.

AKXTyanbHICTh pO3POOKH CHCTEMH KECTOBOTO KEPYBAaHHS KOMIT IOTEPOM IOJISTaE B HEOOXIAHOCTI
CTBOPEHHS yHiBepcalbHOI Ta e(pEeKTUBHOI CHCTEMH, 3[AaTHOI 3aMiHUTH TPAJUIiHI MPUCTPOI BBEICHHS.
Taka cucrema Mae 3a0e3ledyBaTH BHCOKY TOUYHICTH PO3Mi3HABAHHS JKECTIB HABITh Y HECTIPHUSTIMBHUX
30BHIIIHIX YMOBaX, TakuX SIK 3MiHHE OCBiTIeHHS. KpiM TOro, BasKIMBUM € MiHIMIi3allis 3aTpUMKH IS
3a0e3rneueHHs: pOOOTH B peaibHOMY 4aci, IO JIO3BOJMTH JIOCSTTH MPUPOIHOT TUTABHOCTI KEpyBaHHS.

Bupimenns uiei npobiemMu BigKpUBa€e HOBI MOXKIIMBOCTI [T 3aCTOCYBaHHs TEXHOJIOTIT B MEJULIMHI
(kepyBaHHs oOmamHaHHIM Oe3 (PI3UYHOTO KOHTAKTY), OCBITi (IHTEpaKTWBHI Mpe3eHTallii), BiHCHKOBIl
MPOMHUCIIOBOCTI (BiJajieHe BUKOHAHHS Oe3NeYHUX OIepalliid) Ta JJs KOPHCTYBadiB 3 OOMEXKEHHMHU
MOJIMBOCTSIMU. TakuM 4YMHOM, po3poOKka cTabigbHOI Ta JOCTYITHOI CHUCTEMH KEPYBAHHS JKECTAMHU €
KPUTHYHO BaXKJIMBOIO ISl IPOTPECy B rairysi JIOAMHO-MAIIMHHOT B3a€EMOIiT HaJaIi.

AHani3 gocaigxkennb. CydacHi cMCTeMH O€3KOHTAKTHOTO KEpPYBaHHS CIMPAIOTHCS HA TEXHOJIOTIT
KOMIT FOTEPHOTO 30Dy, SKi Jal0Th 3MOTY PO3Ii3HABAaTH Ta IHTEpIpeTyBaTH pyxu 0Oe3 3arpumok. Cepen
KIIIOYOBHUX iIHCTPYMEHTIB BUKOPUCTOBYEThCA 0ibmioTexa OpenCV, o Hagae GyHKIIOHAN U1 MAaHIITy IS
i3 300pakeHHSIMHM Ta aHali3y BiJeOJaHUMX. 30KpeMa, 3a ii JOMOMOIOI0 peaji3yloThCsl AITOPUTMH
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BiJICTEXKEHHS TIOJIOKEHHS PYK 1 MaJbIliB, IO TO3BOJISE IMITYBATH Mii MHIII, TaKi K MepecyBaHHSI Kypcopy
a00 BUKOHAHHS HATHCKaHb.

OKpeMuM MiAX0J0M € BUKOPHUCTAHHS MaPKEPHHUX CUCTEM, A€ Ha MaJbISIX PO3MIIIYIOTHCS KOJIHOPOBI
Mapkepu. g merommka, 3acHoBana Ha OpenCV, mokpaimiye CcTaOUTBHICTh KEpPyBaHHS 3aBISKH TOUHIH
inenTudikaii K0ap0poBUX TOUOK [1]. AnropurMu 06poOKH 300paXkeHb aHATI3YIOTh 3MiHH Y BiATIHKAX Ta
HNPOCTOPOBOMY pO3TAlllyBaHHI MapKepiB, IIO J1a€ 3MOTY PO3PI3HATH KOHKPETHI KOMaHIM (HAIpUKIAI,
JiBui abo mpaBuii kiik). Take pilieHHs yCcyBae HEOJHO3HAYHICTh y PO3IMi3HABaHHI JKECTIB, 0COOJIMBO B
YMOBax MIBUIKUX PyXiB a00 MpoOJIEeMHOTO OCBITICHHS.

[lle omHMM NEpPCIEKTUBHUM MiIXOJIOM € CUCTEMa, 3alpPOIIOHOBaHa Y poOOTi [2], sika BUKOPHCTOBYE
3ropTtkoBi HeWpoHHI Mepexi (CNN) 1y BUCOKOTOYHOTO pO3Mi3HABAHHS JKECTIB y pealbHOMY 4aci.
HocmimkenHs neMoHCTpye e(heKTUBHICTD IToeTHAaHHS MOBH Python Ta rmibokoro HaB4aHHS IJT CTBOPEHHS
0e3KOHTAKTHOTO iHTep(eCy, 3MaTHOTO 10 poOOTH B Pi3HHUX CKIAJHUX yMoBax. MeToauka mepenbadae
nornepeaHio 0OpoOKy 300pa’keHb, CErMEHTAIil0 O0JacTi PyKH Ta BHIYYEHHS KIIOYOBHX O3HAK JUIA
nonanbmroi kiaacudikarii xectiB. OCOOTMBICTIO FOTO MAXOMY € PO3MIMPEHHS HAaBYAIHHOI BHOIPKH 3a
JTIOTIOMOTOO METO/IiB ayTMEHTAIli1, [0 T03BOJIAJIO MMiIBUIIUTH TOYHICTh po3Ii3HaBaHHSA 3 96,9% 1m0 99,2%.
3amponoHoBaHe pillleHHs OyJI0 MPOTECTOBAHE B CIEHAPISIX YIPABIiHHS POOOTH30BAHUM MaHIMyJIATOPOM,
IO MiATBEPAMIO HOTO MPUAATHICTD AJISl IPOMHUCIIOBOTO BUKOPUCTAHHS.

VY nocnimkenrHi [3] 3ampomoHOBaHO MiIX1/T 10 pO3MTi3HABAHHS KECTiB ISl 0€3KOHTAKTHOT B3a€EMOII1
3 KOMIT'IOTEPOM Y peajbHOMY Haci, /ie aBTOPH BHKOPUCTOBYIOTH KoMOiHamiro 0ibmiorek OpenCV Ta
MediaPipe. Po3pobnena meromomnoris nepeadadae cerMeHTanito 300pakeHb, BUSIBICHHS KOHTYPIB PyK i
TOYHE BH3HAUEHHS ITOJIOKEHHS MMajbIliB, M0 3a0e3redye po3mi3HaBaHHs kecTiB. DyHKIIOHAT CUCTeMHU
BKJIIOYAE YIPABIIHHSA KypCOpPOM, BUKOHAHHS HATHUCKaHb, MPOKPYYYBaHHS, MEPETATYBaHHA 00 €KTIB Ta
perymroBaHHs r'y4HOCTi. OCOOIUBICTIO 3aPOIIOHOBAHOTO PillIEHHS € HOTO €PEeKTUBHICTD Y peaibHOMY Yaci
32 YMOBHM MiHIMaJIbHUX OOYHCIIOBAJILHUX PECYpPCiB, IO POOUTH CUCTEMY MPHUIATHOK IUISl LIIMPOKOTO
CIIEKTpa 3aCTOCYBaHb.

HaykoBi npaiii HeonHOPa30BO aKLEHTYIOTh IIEpeBark TEXHOJIOTiH pO3Mi3HABAHHS KECTiB, 30KpeMa
y CIICHaPIsIX, e 3MEHIICHHS (PI3MYHOT0 KOHTAKTY 3 TIOBEPXHAMH € KPUTHYHHUM — HAIIPUKIIA], Y 3aMKHYTHX
npocTopax abo mix Jac cranaxiB iHGEKIIHHUX 3aXBOPIOBaHb. LITIOCTpaIli€ro mboro ciyrye cucremal4],
po3pobiieHa Ha ertari aktuBHOro nomupeHas COVID-19, ska 103Bojsie KepyBaTH KOMII'IOTEPOM depe3
xecTh 0e3 HeoOXiTHOCTI JOTHKY JIO MPUCTPOIB, THM CAMHUM MiHIMI3yIOUH PU3UK Iepeiadi MaTOreHiB.
[loniGHI iHIMIATUBY MiAKPECTIOIOTh HE JIUIIE TEOPETHYHUN MOTEHI[iaN TaKuX pillleHb, aje U iXHIo
NPaKTHYHY IIHHICTh Y Cy4YaCHUX YMOBaX.

VY KOHTEKCTiI BIHCHKOBHX OTeparliii, 30KpeMa MpH BUKOHAHHI iH)XEHEPHO-CAllepPHHUX 3aBJaHb,
TEXHOJIOTI] PO3Mi3HaBaHHsI KECTIB BiAIrpalOTh BUPINIAIBHY poJib y 3a0e3reueHHi Oe3leKkHu IepcoHaly.
BuxopuctanHa AMCTaHIIITHO KepoBaHWX POOOTIB 3 (YHKI[IOHATHPHUMH MAaHIIyJIATOpaMu[S]| H03BOJISIE
BUKOHYBATH oIlepallii 3 00MeXeHUM Oe3mocepeIHiM BTPpyYaHHSIM JIFOAHHU, [0 3HWKYE PSMUNA PU3UK JUTS
KUTTs. SIckpaBuM npukiaaoM € cuctema DataGlove, sika dikcye Ta nepezae KOOpAMHATH PYK OriepaTopa
B PEKMMI pearbHOro 4acy, 3a0e31euyroun yIpaBIiHHS POOOTOTEXHIYHUMHU KOMILIEKCaMu. Taki iHHOBaIlii
3HAYHO 3MEHIIYIOTh IMOBIPHICTH ITOMMWJIOK ITiI 4ac 3HEMIKO/DKEHHS BHOYXOBHX MPHCTPOIB, 1€ KOXKEH
MUTIMETp KOHTPOIIIO Ma€ (araibHe 3HAUCHHS.

Meta po6oTn. MeToro 10CiiPKEHHS € po3po0Ka eeKTUBHOT CCTeMU OE3KOHTAKTHOTO KepyBaHHS
KOMIIT FOTEPOM 3a JJOOMOT010 kKecTiB. OCHOBHMM 3aB/IaHHSIM € CTBOPEHHS ITPOTPaMHOTO pillleHHs Ha 0asi
TeXHOJOrH KoMt toTtepHoro 3o0py (OpenCV) ta BimcrexkenHs pyxiB (MediaPipe), 3matHoro 3amiHUTH
MPHUCTPOI BBEACHHS, TakKi AK Muila abo kimaBiarypa. CucreMa mae 3abe3reuyBaTd peaizalliro 0a30BHX
¢yHKUIHA Mumi Ta podoTy B peanbHOMY 4aci. OKpiM TeXHIYHMX aCIeKTiB, po0OTa CpsiMOBaHa Ha aHaNi3
TOYHOCTI Ta CTAOLIBHOCTI CUCTEMH YepPe3 TECTYBAHHS 3 Y4aCTIO KOPUCTYBAUIB y PI3HUX CLIEHAPISX.

Buknan ocHoBHOro Martepiany ii OOIPYHTYBaHHSI OTPUMAHMX pPe3yJbTATIB JOCTiIKEHHS.
CyuacHi cucTeMH PO3Ii3HABaHHS JKECTiB, MONPU BHCOKHH PiBEHb TOYHOCTI, CTUKAIOTHCS 3 CYTTEBUMH
00MEKEHHSIMH, 30KpeMa OOMEXEHOI0 KiNBKICTIO MIATPUMYBAaHUX >KECTIB Ta TPYyAHOLIAMHM afanTamii 10
HOBHUX CIIeHapiiB BUKopucTaHHs. Hanpukian, 6arato pilieHb He 3/1aTHI TUHAMIYHO BIPOBAKYBaTH HOBI
xecTd 0e3 MOBHOT MepepoOKH aITOPUTMIB, MO OOMEXye iX 3aCTOCYBaHHS B CKIIQJIHWUX ymoBax. Jlis
MOJOJIaHHS HEIOJIKIB Y JIaHii poOOTi MPOIOHYETHCS CHCTEMA, sIKa iHTErpy€e TEXHOJIOT1l KOMIT IOTEPHOTO
30py (CV) wist CTBOPEHHS IHTYITHBHOI'O O€3KOHTAKTHOTO iHTEep(deicy KepyBaHHS.

Juns peamizanii cucremu o0paHo MoBy Python, sk iHTeprnpeToBaHy MOBY NpOTrpamyBaHHs, IO €
KJIIOYOBHM 1HCTPYMEHTOM y c(epi MAalIMHHOTO HaBYaHHS Ta KOMII IOTEPHOTO 30Dy 3aBISKH CBOIH
THYYKOCTI Ta BENHKiH KinbkocTi 0i0miorek [6]. CuHTakcuc MOBH, 3pO3yMUIHI HaBiTh HOBauykaM, i
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MO>KJTUBICTH IMIBUAKOTO MPOTOTHITYBAHHS POOIISATH HOTO 17IealTbHUM IJIsT pO3POOKHM CUCTEMH PO3ITi3HaBaHHS
KECTIB.

Python po3mmproe Habip AOCTYMHUX IHCTPYMEHTIB, Ta KpOC-TIIaTQPOPMHY CYMIiCHICTB, IO JO3BOJISE
3amyckati kon Ha pisHEX OC 6e3 3miH. IIpoTe MoBa Mae oOmexxeHHS: mopiBHSIHO 3 C++, MIBHIAKICTH
BUKOHAHHS HIDKYA, a 3aJIe)KHICTh BiJ 30BHINIHIX O0i0Ji0TeK 1HOAI YCKIAIHIOE CYMICHICTH Bepciid.
HesBaxxatoun Ha e, Python 3anumiaerbcss onTHManbHUM BUOOPOM AJIsl IBHIKOL iTepalii Ta TecTyBaHHS
imei, 0co0IMBO Ha paHHIX eTamax mpoekty. Bukopucranus 6i6miorek MediaPipe Ta OpenCV gae 3mory
CTBOPIOBATH CHUCTEMH, SIKi aHAJTI3YIOTh PyXH PYK y PeaJbHOMY Haci, IepPeTBOPIOIOYH 1X Y KOMAaHIH IS
KEpPYBaHHSI KOMIT IOTEPOM.

MediaPipe, po3pobnena Google, € OCHOBHUM iHCTPYMEHTOM sl pO3IMi3HABAHHS JKECTIB y AaHid
cucrteMi. BoHa BUKOPHUCTOBYE monepeHh0 HaBUEHI MOJIEi MAIIMHHOTO HaBYaHHS, MI00 1AeHTH(IKYBaTH
21 KI0YOBY TOUKY Ha pyii [7], BKIIOYa04M CYTiI00H MaibIliB Ta OCHOBY 3aI’siCTs. [Iporiec oYnHaAEThCS
3 cerMeHTanii 300paskeHHs, Ae aJrOPUTMHU BUAUIIOTH 001aCTh, IO MICTHTh PYKY, 1300104H 11 Bix hoHy
3a JIOTIOMOTOI0 OOMEXYBAJIBHUX paMoK. Jlami, 3a momomMoror rianOOKMX HEHPOHHHX MEpeXk, CHcTeMa
MIPOTHO3Y€E TOYHI KOOPAMHATH KOXHOI TOYKH, BPaXOBYIOUH JIaHi 3 MOMEPEAHIX KaJIpiB i 3a0e3nedeHHs
TUTABHOCTI BiJICTeXeHHs. Hampukiaa, Kojau KOpHCTyBad 3TMHAE BKa3iBHUH maelb, Moaens MediaPipe
BHU3HAYAE 3MiHY KyTa MiXk (ajlaHraMu Ta Mepe/iace i AaHi Ui MoJabIIoi 00poOKH.

OpenCV Binmnosinae 3a 00poOKy BigeonoToky. bidiioTeka 3acTOCOBY€ Taki METOIH, SIK (DiTbTparris
LIyMiB, KOPEKIIisl KOILOPOBOTO OallaHCy Ta MepeTBOPEHHS 300paxkeHs y mpocTip HSV, mob migroryBatu
JaHl JUIs TOYHOTO aHaii3zy. BaxkmuBy posb Bigirpae merox Jlykaca-Kanane, skuii BU3Ha4ae€ ONTHYHUN
noTik [8]- BekTOp 3MilllEHHS KIIOYOBHX TOYOK MK MOCHIOBHUMH Kaapamu. Lle mo3Bosisie cuctemi
BIJICTE)XYBaTH HE JIAIIE CTATHYHI MO3UIIIT PYKH, ane i i TuHaMidHI pyXH.

Jist mepeTBOpEHHST PO3Mi3HAHUX JKECTIB Y KOHKPETHI Aii BUKOPUCTOBYEThCS 0i0mioTeka pynput.
Bomna B3aemomie 3 cucremunm AP [9]. KepyBauHs TydHicTIO peanizoBaHe uyepe3 0i0mi0TeKky pycaw, sika
sukopuctoBye Windows CoreAudio API [10], mo 103Bosisie MPOrpaMHO 3MIHIOBATH PiBEHb 3BYKY 0e3
3aTPUMOK.

Po3pobka mporpaMHoro 3ade3mnedeHHs Al 0e3KOHTaKTHOT B3a€MOZIT 3 KOMIT FOTEPOM pO3IOYanacs
3 BUOOpY iHCTpYMeEHTIB. Sk cepenouiie po3podku oopano VisualStudioCode, mo 3a06e3nedniio 3pyqHiCTh
HaIMCaHHS, TECTYBaHHS Ta HajaroJpkeHHs kony. basoto cra inmTeprperatop Python 3.8.5, sxuii OyB
IHCTaJIbOBAHWH 1 HATAINTOBAHMIA HA €Talll MArOTOBKH. JI0aTKOBO BCTAHOBJIEHO HEOOXITHI 3a7I€KHOCTI,
BKJTFOUAIOYH 0i0IIIOTEKH I pOOOTH 3 BiZieo, 0OpOOKH 300paKeHb Ta eMYJIALIT il MUTIIi.

ApXiTeKTypa CHCTEMH peasli30oBaHa 3a MOAYJIbHUM NPHUHIUIIOM, MIO JO3BOJSE PO3AUIHTH
(yHKIIIOHAJ HA He3aJeXHi KOMIIOHEHTH. Hanpukiiaz, oJiiH 3 KOMIIOHEHTIB BiJINOBIa€ 3a BUSIBICHHS PYK,
iIeHTU]IKAIiI0 KIIFOYOBUX TOYOK Ta PO3PAXYHOK BiJICTAHEH MK MANBLSMH 32 JIOTIOMOTOI0 aJITOPUTMIB
MediaPipe, Tomi sK Ipyruii MEpeTBOPIOE KOOPAMHATH PYK y KOMAHIM MHII, a TPETid I03BOJIsIE
HAJIAIITYBATH MMapaMeTPH 3BYKY 1 peryltoBaHHs T'YYHOCTI CUCTEMH. TakiuM YHMHOM, MOAYJIbHICTh CUCTEMHU
JI03BOJISIE JIETKO JIOJIaBaTH HOBI (DYHKIIIT Ta XKECTH JUIS MacIITa0yBaHHs KEpYBaHHsI IPUCTPOSIMU, O€3 3MiH
y 6a30BOMY KO/Ii.

OCHOBHMM KOMIIOHEHTOM CHUCTEMHU € (ailn main.py, SKu# iHimianizye podoty Bcix moaynis. s
po0oTH 3 BiJieo MOTOKOM iMmIopToBaHo 0ibmioTeky OpenCV, 1o 3abe3neuye 3axOIICHHS KaapiB 3 BeO-
KaMepHu Ta iX mojansiry oOopoOky. Y ¢dyHkuUil main() peanizoBaHo Oe3NepepBHUN LHKII, SIKUI aHANI3ye
KOXEH KaJIp: BUKOHYE KOPEKIII0 KOJIHLOPOBOTO OaliaHCy, 3MiHY PO3Mipy 31 30€peXeHHsIM MPOTOpIild Ta
JI0JIaBaHHs €JIEMEHTIB iHTepdelicy, TaKUX K IPSAMOKYTHA pamKa JJisl 30HH KePYyBaHHs, KTy TYIHOCTI Ta
inukatop yacroru kanpis (FPS). Ko peanizanii 1aHOro NUKITy MpOJEeMOHCTPOBAHO B JTICTUHTY 1.

Jlictunr 1 — Peasizanis kaupy

whileTrue:
img, frameReduction = screen settings.get frame ()
if img is None:
break
screen_settings.enforce aspect ratio()
img = detector.findHands (img)
ImList = detector.findPosition(img, draw=False)
if len(lmList) != O:
fingers = detector.fingersUp ()
cv2.rectangle (img, (frameReduction, frameReduction),
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(screen_ settings.wCam - frameReduction,
screen settings.hCam - frameReduction),
(255, 0, 255), 2)

img = volume control.draw volume interface(img, window height)
img = screen settings.draw fps(img)

83

KiHenp mictuHry 1

BukopucroBytoun 6i6miorexky MediaPipe, cTBopeHO MOyJb, IO BiANOBIJAa€ 32 PO3IMMi3HABAHHS
pyk. Kiac HandDetector() Bkmouae tpu kimouoBi metoau: find Hands() manst momepeanboi oOpoOku
300pakeHHsI Ta BUICHHS KOHTYpiB pykK, find Position() ai1st BU3HaYeHHsT KOOPAMHAT KIHYMKIB MaBIIB 1
find Distance() muis po3paxyHKy BificTaHel Mix Toukamu (J1ict. 2). L[5t torika € 0CHOBOIO /1715l IEPETBOPEHHS

¢i3nyHNX pyXiB y mu(pOBi KOMaHIH.

Jlictunr 2 — Po3ni3HaBaHHS PYK

classHandDetector:
def init (self, mode=False, maxHands=1, detectionCon=0.5,
trackCon=0.5) :
self.mode = mode
self.maxHands = maxHands
self.detectionCon = detectionCon
self.trackCon = trackCon
self.mpHands = mp.solutions.hands
self.hands = self.mpHands.Hands (
static_ image mode=self.mode,
max num_ hands=self.maxHands,
min detection confidence=self.detectionCon,
min tracking confidence=self.trackCon)
self.mpDraw = mp.solutions.drawing utils
self.tipIds = [4, 8, 12, 16, 20]
def findHands (self, img, draw=True) :
imgRGB = cv2.cvtColor (img, cv2.COLOR BGR2RGB)
self.results = self.hands.process (imgRGB)
if self.results.multi hand landmarks:
for handlms in self.results.multi hand landmarks:
if draw:
self.mpDraw.draw landmarks (img, handLms,
self.mpHands.HAND CONNECTIONS)
return img
def findPosition(self, img, draw=False):
self.lmList = []
i1f self.results.multi hand landmarks:
myHand = self.results.multi hand landmarks[0]
for id, 1lm in enumerate (myHand.landmark) :

h, w, ¢ = img.shape

cx, cy = int(lm.x * w), int(lm.y * h)
self.lmList.append([id, cx, cy])

if draw:

cv2.circle(img, (cx, cy), 7, (255, 0, 255),
cv2.FILLED)
return self.ImList
def findDistance(self, pl, p2, img, draw=True, r=7, t=3):

x1l, yl = self.IlmList[pl][1l:]
x2, y2 = self.lmList[p2][1l:]
cx, cy = (x1 + x2) // 2, (y1 + y2) // 2
if draw:

cv2.line(img, (x1, yl), (x2, y2), (255, 0, 255), t)
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cv2.circle(img, (x1, yl1l), r, (255, 0, 255), cv2.FILLED)
cv2.circle(img, (x2, y2), ¥, (255, 0, 255), cv2.FILLED)
cv2.circle(img, (cx, cy), ¥, (0, 0, 255), cv2.FILLED)
length = math.hypot(x2 - x1, y2 - yl)
return length, img, [x1, vyl, x2, vy2, cx, cy]

KiHEIlb JIICTHHTY 2

IarerpoBano Moxmynb, SKHH BigNOBigae 3a KOH(DIrypawlilo BiKHa NporpaMH Ta aJanTamiio
BIZICOTIOTOKY 110 Pi3HUX yMOB BimoOpaxenus. Kmac Screen Settings() BuxopucroBye Windows API st
OTPUMAaHHSI METPHK €KpaHa KOPUCTyBadya, IO JO3BOJISIE aBTOMATHYHO PO3MIIIYBAaTH BIKHO MPOTPaMH B
KOHKPETHOMY MicIli ekpaHa mpu 3amycky. Merox get frame() 3abe3medye 3axoIUIEHHS KaapiB 3 BeO-
KaMepu Ta X afamnTaiilo 0 MOTOYHHMX po3MipiB BikHa. Ilim wac 3miHM po3MipiB BpydYHY CHCTEMa
ABTOMAaTUYHO KOPHTYE MPOMOPIIi 300pakeHHs, 30epiratoun criBBigHOIIEHHs cTopiH 4:3. Lle 3amobirae
nedopmariii  BiIeOnoToky Ta 3abe3mneuye CTaOimbHICTH po3mi3HaBaHHS kecTiB. [lms  Bisyamizarmii
iHTepdeiicy noaano inaukarop FPS. Ko 3 HajnamryBaHHS BikHA MPOrpaMH NOKa3aHO B JIICTHHTY 3.

Jlictuar 3 — HamamTyBaHHs BiKHa

class ScreenSettings:
def init (self):
self.wCam = 640
self.hCam = 480
self.user32 = ctypes.windll.user32
self.wScr = self.user32.GetSystemMetrics (0)
self.hScr self.user32.GetSystemMetrics (1)
self.pTime = 0
self.aspect ratio = 4.0 / 3.0
self.cap = cv2.VideoCapture (0)
self.cap.set (3, self.wCam)
self.cap.set (4, self.hCam)
self. initialize window ()
def initialize window(self):
cv2.namedWindow (self.window name, cv2.WINDOW NORMAL)
cv2.resizeWindow (self.window name, 400, 300)
def position window (self) :
if self.first display:
x position = self.wScr - 400
taskbar height = GetSystemMetrics (SM _CYSCREEN) -
GetSystemMetrics (SM_CYFULLSCREEN)
y position = self.hScr - 300 - taskbar height
cv2.moveWindow (self.window name, x position, y position)
self.first display = False
def get frame (self):
success, img = self.cap.read()
if not success:
return None, None
window rect = cvZ.getWindowImageRect (self.window name)
window width = window rect([2]
window height = window rect[3]
self.wCam = window width
self.hCam = window height
frameReduction = int(window width * 0.16)
if window width > 0 and window height > 0:
img = cvZ.resize(img, (window width, window height))
return img, frameReduction
def draw fps(self, img):
font scale = self.hCam / 480.0
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cTime = time.time ()
fps = 1 / (cTime - self.pTime)
self.pTime = cTime

return img

KiHelb JICTUHTY 3

Hdus  wmomynst  emynsmii  miii mumi  BUKOpucTaHo — 0iOmioTeky — pynput.  Merton
handle_mouse movement() mepeTBOprOE KOOPAWHATH PYKH, OTPHIMAaHI 3 MOAYJS PO3Mi3HABaHHA PYK, Y
MO3MINI0 Kypcopy Ha eKpaHi, BpaXOBYIOUH pealibHI PO3MipH AHCIDIES IJIs TOYHOTO MMO3UIIIOHyBaHHs. Pyx
BKa3IBHOTO TAaJIbL aKTHBI3ye MEPEMIIICHHS KypcoOpy, TOJi SIK OJHOYACHE WiAHITTS BKAa3iBHOTO Ta
CepeqHhOr0 TAIBI[B IHIMIIOE JIBHHA KK a0o mepersryBaHHA. JlomaBaHHsS O€3IMEHHOTO MAIbI 10
KOMOiHaIii BUKJIMKAE MPAaBUN KIIK, a MOJOKEHHS BEJHKOTO TAllbIl BH3HAYAE HAIPSIMOK MPOKPYTKH —
Bropy abo BHuU3 (J1icT. 4). [y 3MEHIICHHS «IPYYKAHHS» KypCOPY 3aCTOCOBAHO aJITOPUTMH 314 KYBaHHS
PYXy Ha OCHOBI JiHilHOT iHTepmonsanii. Lle 703BOMMIIO TOCATTH IUIABHOCTI HABITh MPHU IIBUAKHX pyXax
pyKH.

Jlictuar 4 — EMynsmis nift Mumti

class MouseControl:

def  init (self, screen width, screen height):
self.mouse = Controller ()
self.smoothening = 7
self.click smoother = 0
def handle mouse movement (self, x1, vl, frame reduction,

window width,
window height) :

x5 = np.interp(xl, (frame reduction, window width -
frame reduction), (0, self.wScr))
y5 = np.interp(yl, (frame reduction, window height -

frame reduction), (0, self.hScr))
self.cLocX = self.pLocX + (x5 - self.pLocX) / self.smoothening
self.cLocY = self.plocY + (y5 - self.plocY) / self.smoothening
self.mouse.position = (self.wScr - self.cLocX, self.cLocY)
self.plLocX, self.plLocY = self.cLocX, self.cLocY
if self.click smoother >= 30:
self.RMB pressed = False
self.LMB pressed False
self.click smoother += 1
return (x1, vyl)
def handle left click and drag(self, img, length im, line info im,
frame reduction, window width,window height) :
self.RMB pressed = False
if not self.dragging and length im < 25:
cvZ2.circle(img, (line info im[4], line info im[5]),
7, (0, 255, 0), cv2.FILLED)
self.mouse.press (Button.left)
self.dragging = True
self.LMB pressed = True
elif self.dragging:
cv2.circle(img, (line info im[4], line info im[5]),
7, (0, 0, 255), cv2.FILLED)
def handle scrolling(self, thumb up):
if thumb up:
self.mouse.scroll (0, -0.5)
else:
self.mouse.scroll (0, 0.5)
def handle right click(self, img, line info im, line info mr):
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if self.dragging:
self.mouse.release (Button.left)
self.dragging = False
self.LMB pressed = False
if not self.RMB pressed:
cv2.circle(img, (line info im[4], line info im[5]),
7, (0, 255, 255), cv2.FILLED)
cv2.circle(img, (line info mr[4], line info mr[5]),
7, (0, 255, 255), cv2.FILLED)
self.mouse.click (Button.right, 1)
self.RMB pressed = True
self.LMB pressed False

return img

KiHeub JicTUHTY 4

PerysiroBaHHS TYYHOCTI peali3oBaHO B OKPEMOMY MOJYJIi 4epe3 IHTerpailiro 0i0imioTeKu pycaw,
sKa B3aeMoJiie 3 ayaiocucremoro Windows. Meron handle volume_gesture() aHamizye BepTUKAIbHI pyXu
PYKH: TTHATTS JOJIOHI 3017IBIITy€ TYYHICTb, 8 OITYCKaHHS — 3MEHIIye. BizyanbHa mikana rygHOCTi, CTBOpEHa
3a goromoroio OpenCV, THHAMIYHO aJanTyeThCA 10 PO3MIpiB BikKHA IIPOTPaMH, BioOpakatouu MOTOYHHAN
piBEHB 3BYKY Y BimcoTkax (JicT. 5).

JlictuHr 5 — PerynoBanHs T'y4HOCTI

classVolumeControl:

def init (self):
devices = AudioUtilities.GetSpeakers|()
interface = devices.Activate (IAudioEndpointVolume. iid ,

CLSCTX ALL, None)
self.volume = cast(interface, POINTER (IAudioEndpointVolume))
self.volRange = self.volume.GetVolumeRange ()
self.minVol, self.maxVol = self.volRange[0], self.volRange[l]
self.current volume = self.volume.GetMasterVolumeLevelScalar ()
self.volume bar = int(np.interp(self.current volume, [0, 1],

(400,

1507))
self.volume percentage = int(self.current volume * 100)

def handle volume gesture(self, ImList):

fingertips = [lmList[tip] for tip in [8, 12, 16, 20]]
avg y = sum(tip[2] for tip in fingertips) / len(fingertips)
vol = np.interp(avg y, [80, 150], [self.maxVol, self.minVol])
current volume = np.interp(vol, [self.minVol, self.maxVol], [0,

self.volume.SetMasterVolumeLevelScalar (current volume, None)
self.volume bar = np.interp(avg y, [80, 150], [150, 400])
self.volume percentage = int(np.interp(avg y, [80, 150], [100,

def draw volume interface(self, img, window height):

height, width = img.shape[:2]

volume x = int(width * 0.1)

volume top = int (height * 0.3)

volume bottom = int (height * 0.8)

volume width = int(width * 0.05)

cvZ2.rectangle (img, (volume x, volume top),
(volume x + volume width, volume bottom),
(0, 255, 0), 3)

current volume height = int(np.interp(self.volume bar, [150,

40071,
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[volume top,
volume bottom]))
cv2.rectangle (img, (volume x, current volume height),
(volume x + volume width, volume bottom),
(0, 255, 0), cv2.FILLED)
return img
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KiHeIb JICTHHTY 5

[licas 3aBepmieHHST PO3pOOKH TPOTPAMHOTO 3a0e3MedeHHs ISl KEePyBaHHS KOMIT IOTEPOM
JKECTaMH, iHIIIIIOBaHO KOMIUIEKCHE TECTYBaHHS, METOIO SIKOTO CTalla TepeBipKa BiAOBITHOCTI CUCTEMHU
BCTaHOBJICHUM BHUMOTaM. TecTyBaHHS OXOMIJIO MTOCIiAOBHY MEPEBIPKY KOXKHOTO KECTY, 100 3a0e3meunTH

KOPEKTHICTh BUKOHAHHS BCiX KOMaH/ Ta MiHIMi3yBaTH PU3UK HEMIPABUJIBHOI iHTEpHpeTalii pyxXiB.

VY paszi BiACyTHOCTI KpUTHYHUX IIOMIIIOK y KOJIi, TpOTpama yCITiITHO 3aITyCKanacs, akTHBYIO4H BeO-
KaMepy Ta BifjoOpakarouu iHTepdelici eneMeHTH: iHauKarop FPS y peansHOMY Yaci Ta mIKary Ty4HOCTI 3
YHICIIOBUM BiZJOOpask€HHSIM PiBHS 3BYKY Y BifcoTkax. [lepiimii eTam TecTyBaHHs 30CepeANBCS Ha MepeBipLi
BiOOpa)KeHHsI PaMKH 30HU KepyBaHHs, SIKa Majla aalTyBaTUCs 0 3MiH pO3MipiB BikHa mporpamu. Pamka
3’BJIsLIACS JIMILE TOJ1, KOJIM KOPHCTYBad pO3MILyBaB PyKy B 3aJaHiii 0071acTi, 1 3HUKaa npy ii BUJAJICHHI,

IO MiATBEPANIO KOPEKTHICTh POOOTH AITOPUTMIB BiIcTe:KeHHS (puc. 1).

B} Hand Virtual Mouse U

Puc.1 — Intepoeiic nporpamu

Hactynaum kpokom ctana nepeBipka 0a3oBux (yHkuii. IliZHATTS BKa3iBHOro maybels Ta HOro

nepeMillleHHs B MeXaX paMKH aKTUBYBAJIO PyX Kypcopy MHUILI 10 eKpaHy (puc. 2).

W' Hand Virtual Mouse % a

Puc.2 — Pyx kypcopy
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Jns BUKOHAHHA CKIIQIHIMIUX Mil, TaKUX SK TepeTaryBaHHS (aiiiiB abo BUAIICHHS 00’ €KTiB,
moTpiOHO OyJI0 MiAHITH BKa3iBHHM 1 cepenHidl manbii ogHodYacHO (puc.3). 30MmKeHHS IUX HalbIliB
1HIIIFOBAJIO JIIBUH KITIK, TOJI SIK TXHE pO3BEJCHHS Ha OUTBIIY BiJICTaHb BUKJIMKAIIO ITO/IBIfHE KIIAI[aHHS.

Intu.edu.ua
https:/intu.edu.ua

lonosHa | IHTY | Nyubkui HauioHansHW TEXHIYHWIA YHIBEpCUTET

secti THTY

OHUE NS HALWOHANEHO-NATPIOTHYHOND BUXOBaKHHS 3400yBavia aullol ocaith

KOHUENUIA |HPopMauifHO-IMUDKEBOT noniTH

Has4aHHs

Haxas Ne108-01-02

oprasizauho
HTY y

OCBITHLOO NPOLIEC

TiB J1...
Y - MonoBHa

Mpasa cTyaeHTiB

Mpaea neHTis - Monoexa | NIHTY

NyubkrA HaLOHANLHAA TEXHISHWA

For International Students
Technical University is
equal opportunity institution v

Lutsk National

Puc.3 — JliBuii ki Muri

JonaBanHs O€3IMEHHOrO mMajblld J0 KOMOIHAIii 3a0e3nedyBajio TpaBud Kk (puc.4), 10
po3mmpioBaio (GyHKIIOHANEHICTE CUCTEMH.

Q{;‘, Bapwts 305pIENIE 0 OB EKALALH las

KONnOBaTH NOCARRHA HA 30608 NENHE
G Peaaryeatn sobpaxenies
& 3imamte o6pamema
Craopwin QR-K02 2n% UROro 306pIxENE
| &) Nowyx so6paews 8 hoepwet
Q6paded noLyx

Llosate 20 KoreespH »

B & =

Noauwrace

3ok expana

&

Nepexrazai 3 Deepl

GO Nepespum
F 2 c 9 - -

Puc. 4 — [paBuii kitik My

Ji1st IpoKpydyBaHHS CTOPIHOK Bropy a00 BHU3 KOPUCTYBay MaB 3aKPUTHU BCI MaNbLi, KPiM BEJTUKOTO,
PYX SKOTO BH3Ha4YaB HaNpsIMOK (puc.5).

nnarmamirt — nnannfiuue

Puc. 5 — [IpokpyuayBaHHs
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BeprukanpHi pyx# pyKd 3 BIIKPUTHMH TAITBISIMHA, KPIM BEJIMKOTO, TO3BOJISUIH 3MIHIOBATH TyYHICTh:
HiAHATTS pyKH 301IbIIYBaIO PiBEHb 3BYKY, OIIYCKaHHS — 3MEHIITyBajo. Lli 3MiHM Bi3yanizyBanucs Ha IIKami
Ta MATBEPIKYBAIUCS BiToOpakeHHSIM Ha maHeni 3aBaans Windows (puc.6).

B ' Hand Virtual Mouse - o X

Speakers (Realtek High Definition Audio)

Q)

Puc.6 — PerynroBaHHs Ty4HOCTI

OkpeMUM pe3ylbTaTOM TEeCTYBaHHsS CTaja MiATBepIPKEHHS YHIBEpCAIbHOCTI CHUCTEMH: BOHA
KOPEKTHO IpallfoBalia sK 3 JIiBOIO, TaK 1 3 MPaBOK PYKOIO, HA/Ial0Uu KOpPHCTyBauaM cBoOoay BuOopy. Lle
3a0e3MeYIIO iHTYITHBHICTh B3a€MOJII Ta 3pyUYHICTh Y PI3HUX CIEHAPIsIX BUKOPHCTAHHSI.

J7st OIiHKA TIPOYKTHBHOCTI PO3POOIIEHOTO MPOTPaMHOTO 3a0e3medeHHsT 0yJI0 MPOBEACHO CEPIFo
TECTIB 32 y4acTio 8 KOpUCTyBadiB. BakIMBO 3a3HaYMTH, 10 KO IPOrPaMH 3aJIMIIABCS HE3MIHHAM Ha BCiX
eTarax, 1o JI03BOJIHIIO BUKIIOYUTH CTOPOHHI (JaKTOPH BIUTMBY Ha pe3yNbTaTu. TecTyBaHHS OXOIWIIO Pi3Hi
amapatHi KOH]Iryparii: cramioHapHi KOMIT I0TepH, HOyTOYKH, BOY/IOBaHi Ta 30BHIIIHI KaMepH 3 Pi3HOIO
PO3AUTFHOIO 3/1aTHICTIO. J[0/1TaTKOBO BpaxoBaHO BiJICTaHb BijJ BeO-KaMepyd Ta YMOBH OCBITJICHHS, 11100
IMITYBaTH peasbHi CIIeHapii BUKOPUCTAHHSL.

KoxeH ywacHuk BUKOHYBaB 10 cripo0 Ajisi KOXHOTO JKECTY, IO J03BOJIMIIO OTPUMATH CepejHi
3HAUeHHS JJIs TPHhOX IMOKA3HWKIB: TOYHOCTI PO3Mi3HABAaHHS, Yacy peakilii CUCTeMH Ta CTabiTbHOCTI
BUKOHaHHS KOMaHJ. TOYHICTh BUMIpIOBajacs SIK BiJICOTOK YCIHINIHUX CHpPOO, KON CHCTEMa KOPEKTHO
iHTepnperyBasna skecT. Yac peakuii (ikcyBaBcs BiJi MOMEHTY BHKOHAHHS J>KECTy JIO 1HIIIFOBaHHS
BianoBimHOI il Ha KoM toTepi. CTabinbHICTE omiHIOBanacs 3a 10-0ajabHOIO IIKANO, A€ KOPUCTyBadi
Bi/I3HaYaJIM, HACKIJIbKH TOCIIIOBHO CHCTEMA pearyBaja Ha OJJHAKOBI PyXH.

[IporpamHe 3a0e3redeHHsT MPOJACMOHCTPYBAJIO CEPEAHIO TOYHICTH mHoHan 95% s 0azoBuX
orepallii, TAKKX K NEePEeMIllICHHs] Kypcopy Ta peryJOBaHHS TYYHOCTI, TOAL SIK MOJIBiHE KIIallaHHS, SIKE
BUMarae CHHXpOHHOTO 3B€/ICHHS Ta PO3BEIACHHS MAIBIIIB, TOKA3aI0 MEHIITY TOYHICTh. Yac peakiii cucTeMu
KOJIMBABCS B Mexkax 36—54 Mc, 1110 BiIIOBiIae BUMOraM poOOTH B peajbHOMY Yaci.

CralinpHiCTh JKECTy OIIHIOBANAcs 4Yepe3 KOHCUCTEHTHICTh pe3yNbTaTiB y PI3HUX YMOBax.
BinnoBigHO SK i 10 TOYHOCTI, MEPEMILICHHS KYpCOpy Ta PEryJIIOBaHHS T'YYHOCTI OTpUMAail HalKparii
pe3yNbTaTH, TOJIi SIK TOJBiMHE KJIallaHHS IoKa3zano cebe ripmie. Husbka cTabimbHICTH OCTAaHHBOTO
MOSICHIOETHCST Yy TIIMBICTIO JIO HIBHJKOCTI PYXY MAaJbIB Ta CXOXKICTIO XKECTy 3 MPOCTUM KIIAIIAHHSM, IO
iHOOl TPHU3BOAMIO OO0 TOMMIKOBOI iHTepmperauii. OTpuMmaHi pe3yinbTaTH BCiX TIOKa3HHUKIB OyIo
y3arajibHEHO Ta 3BE€ACHO B TaOuuIio 1.

Tabmuis 1 — Pe3ysbpTaTy MOKa3HHUKIB aHATI3Y QYHKIIIOHYBaHHS KECTiB

KpuTepii
Kect CrabiibHicTh
. o .
Tounicth (%) Peaxuis (mc) (in 1 10 10)
[Nepemimmennst Kypcopy MU 98 42 9,6
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JliBuii Kiik 96 39 8,5
[ToaBiiiHMIH JTIBUH KIIIK 90 50 7,4
[IpaBwuit Kiik 94 42 8,6
[epeTsryBanus 96 45 8,8
Ckpodinr 97 41 8,4
PerymtoBanHs ry4socTi 98 42 9,3

OOrpyHTYBaHHS PE3yJIbTATIB TAKOX MiATBEPIKYETHCS MOPIBHIHHIM 3 aHAJIOTIYHUMHU PIillICHHIMH,
Hampukian, cucrema Ha ocHOBi LeapMotion nmemonctpye TtouHicts 98% [11], ane Bumarae
CHeriai3oBaHOro OONaAHAHHS, TOJl SK 3aIpOIIOHOBAaHWHN MiAXin 3abe3nedye 95% mpu BUKOPHCTaHHI
3BUYAiiHOI BeO-KaMepHu.

OTtprMaHi AaHi MATBEPHKYIOTH, IO cHCTeMa e()eKTUBHO BUKOHY€E OCHOBHI (DYHKIIi1, ajie moTpedye
ONTHMI3amii IS CKIamHIMAX >KecTiB. Hampukiax, moaBiiiHe KiIamaHHS MOXKHA TIOKPANTUATH IIITXOM
BIIPOBA[)KCHHS AJITOPUTMIB, SIKi aHATI3YOTh HE JIMIIE BiJICTaHb MIXK MAIBISIMH, a i TUHaMIKy pyxy. Takox
BapTO JOJAaTH MOXKIIMBICTh KaJIiOpyBaHHS YyTJIMBOCTI il iHIUBIAyalbHI OCOOIMBOCTI KOPUCTYBAUiB.

[Ipouec TecTyBaHHS MPOTpPaMH BHSBUB KIIOYOBI HANPSAMH Ul BIOCKOHAJEHHS HAaJaili, 30KpeMa,
ONTUMI3aIii0 poOOTH 31 CKIAAHAMH KOMaHAAMH, TAKUMH K TTOJBIHHWHN JiBUH KiK. J{1s BUpimeHHs i€l
MpOoOJIEMH TPOIOHYETHCS TEPErNITHYTH JIOTIKY OOpOOKM Ii€l KOMaHIW: 3aMIHUTH JKECT Ha OLIbII
iHTYiTHBHUI a00 BIPOBAaTUTH IOJATKOBI aJTOPUTMH, IO aHATI3YIOTh TPUBAJICTh Ta TPAEKTOPIID PYXY.
Takoxx BapTO BpaxoByBaTH 30BHIIIHI (PaKTOPH, Taki SK SKICTh KaMepH Ta OCBITIEHHS, PO3POOHBIIU
aIafITHBHI MEXaHi3MH, SIKi aBTOMaTHYHO KOPUTYIOTh TapaMeTpH PO3ITi3HABaHHSI.

MaiiOyTHi OHOBIIEHHS Mepe0avyaloTh PO3MIMPEHHS (QYHKIIOHATY HUISTXOM JI0/IaBaHHS HOBHX KECTiB
IUTS KepyBaHHS Mefia (mays3a, MepeMHUKaHHS, MacIITa0yBaHHS) Ta CHCTEMHHX HANAMITYBaHb (HAIPUKIIA,
SICKpaBicTh). MofyJibHa apxiTeKTypa MpOrpamMH JO3BOJISE JIETKO IHTETPYBAaTH III MOXJIMBOCTI 4epe3
CTBOPEHHSI OKPEMHX KOMIIOHEHTIB. KpiM TOro, IuiaHyeTbcs BIOPOBAKCHHS IHCTPYMEHTIB, TaKHUX SIK
TOJIOCOBUH IMMOMIYHHUK Ta BipTyallbHa KJIaBiaTypa, o 3poOUTh CHCTEMY IIie OLTBII YHIBEPCATHHOIO.

Juia migBuieHHs 6€31MeKH Ta 3pYYHOCTI pO3pOOIIIETHCS MEXaH13M aKTHBAIIi] )KECTOBOTO KEPYyBaHHS
yepes CremiaibHy KOMOIHAIliI0 PyXiB, 10 3anodirae BUMaakoBuM misM. [liaTpumka po3mi3HaBaHHS JBOX
PYK OJHOYAaCHO BIJKPUE MOXKJIHMBICTH BUKOHAHHS CKJIQJHUX KOMaHJ, HaNpHKIAl, OJHOYACHOIO
MepeTaryBaHHs 00 €KTIB 1 peryiaoBaHHS mapaMeTpiB. [HTepdelic mporpaMu Takox MOTpedye PO3BUTKY:
IUIAHYETBhCS JIOAATH 1HTCPAKTUBHHUM Tij 13 JkKecTaMH, KOHTEKCTHI IiJKa3kh Ta IePCOHAJi30BaHi
HaJIAlITYBaHHs, JIOCTYITHI Yepe3 MaHeb MeHH0. L{e cipocTUTh OCBOEHHS CUCTEMH JJIs HOBAUKIB 1 3pOOUTH
B32€MO/IiF0 OinbI e()eKTUBHOI. BakmBUM pillleHHSAM CTaHE PO3MIMPEHHS MiATPUMKH Ha OIEpalliiHi
cucremu Linux ta macOS, 110 301IbIINUTE ayAUTOPiIF0 KOpUCTYyBadiB. [is 11b0ro Oy/ie BUKOPUCTAHO KPOC-
iatdopmHi 6i0I0TeKH Ta aJanTOBaHO iICHYHOUYI MOy i crierudiky mux OC.

TakuMm 9rHOM, cHcTEMa OE3KOHTAKTHOTO KEPYBaHHS KEeCTaMH Ma€ IMOTSHIIAI ISl IEPETBOPEHHS Ha
YHiBepCaIbHUI IHCTPYMEHT, KA MTOETHYE BUCOKY TOYHICTb, 3pYYHICTh Ta JOCTYIHICTh. Peamizaris mux
HIIIaTUB He JHIe TMOKPalUTh NOTOYHI (QYHKIII, ane W BiAKpUE HOBI clieHapii BUKOPUCTAHHS — Bif
moOyTOBUX 3a/1a4 10 NMPOo(eciiHUX CePeIOBHUIIL, Jie OC3KOHTAKTHE KEPYBaHHS € OLIbII JAOIIIBHUM, aHDK
BUKOPHCTAHHS (Di3UYHHX MIPUCTPOIB BBEIACHHSI.

BucnoBku. Po3po0ieHo mporpaMHAN TPOAYKT ISl OE3KOHTAKTHOTO KEPYBAaHHS KOMIT IOTEPOM 3a
JIOTIOMOT'OI0 JKECTIB JIEMOHCTPYE BHCOKY e(EeKTHBHICTh y peaiizamii 0a30BHX (QYHKIIIH MHII, TaKUX SIK
nepeMillleHHsT Kypcopy, BUKOHAHHSI HAaTHUCKaHb, MPOKPYTKAa Ta PEryJIIOBaHHS I'ydHocTi. Bukopucranus
TexHoJoriii komm’torepHoro 30py OpenCV Ta BiacrexxeHHs pyxiB MediaPipe no3Bosnmno crBoputn
PIIIICHHS, 1[0 MPAIFOE B PEKUMI peasbHOTO Yacy 3 4acTOTOI 00poOku kaapiB a0 30 kaapiB y CeKyHAY,
3a0e3Meuylour J0CTaTHBHO IUIABHY B3aeMoJil0. MoaylibHa apXiTeKkTypa cucTeMH 3a0e3leuye THYUKIiCTb Y
po3mmpeHHi (QyHKI[IOHATY, HAMpUKIaa, JOJAaBaHHI HOBHX JKECTiB a00 IHTErpaiiro I0JaTKOBUX il Ta
THCTPYMEHTIB, 1110 POOUTH ii aaNTHBHOIO JIO PI3HHUX CIEHAPITB BUKOPUCTAHHSI.

ExcniepuMeHTaNbHI TECTH 32 yYacTIO KOPUCTYBAUiB MiITBEPIN TOYHICTH PO3ITi3HABAHHS JKECTIB
Ha piBHI 95% 11a 6a30BUX omepalliii, TAKUX SIK MepeMillleHHs Kypcopy Ta peryitoBaHHs ryaHocTi. OqHak
CKJIQHINI i1, 30KpeMa MHOABIHHHUI KK, MOTPEOYIOTh MOAAJBIIOT0 BIOCKOHAIICHHS aJrOPUTMIB JUIs
MIBUIIEHHS CTaOLILHOCTI. BaXIJIMBUM JOCATHEHHSIM € CYMICHICTb CUCTEMH 31 3BUUaliHUMM BeO-KaMepaMH,
10 3HAYHO 3HIKYE BapTICTh PillIEHHS T4 pOOUTH HOTO TOCTYIHUM JUIs IIUPOKOTO 3aCTOCYBaHHS.
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[epcriekTHBH PO3BUTKY CHCTEMH HaJIalli BKITFOYAOTh BIPOBAKEHHS METO/IIB TTHOOKOTO HABYAHHS
JUIS TABUINCHHS TOYHOCTI PO3Ii3HABAHHS CKIIATHUX 1 KOMOIHOBaHHMX JKECTiB. BaKIIMBHM KpOKOM €
PO3UIMPEHHS MATPUMKH HA PI3HUX OMEPALIMHUX CHCTEMAX, 10 JO3BOJIHUTH 3ATyYUTH IIUPIIY ayIUTOPI0
KopucTyBadiB. ONTHUMI3aIlisl alrOpUTMIB IJIs1 poOOTH B YMOBaxX HEPIBHOMIPHOTO OCBITIEHHS abo mpu
YaCTKOBOMY MEPEKPHUTTI PYK MiABHIUTH CTAOITBHICT CHCTEMH Y pEATbHUX CIICHAPisX, 1€ i1eadbHi yMOBU
PLIKO TOCSIKHI.

[IpakTH4Ha MiHHICTH PO3POOKU MOJNIATAE B ii MOTEHIIANl JJii BUKOPUCTAHHS B TPOMMCIIOBOCTI,
MEIWIIMHI, BIPTyalbHIH peaNbHOCTI Ta IJIS KOPHUCTYBadiB 3 OOMEXEHHMH PYXOBHMH MOXKIUBOCTSMHU.
Hanpuknan, B ymoBax maHaeMiii cucTeMa MOKe 3MEHIIMTH PU3UK Mepeaadi iHdekLii uepes3 MiHiMi3aliio
KOHTaKTy 3 MOBEPXHSAMH. TakuM YMHOM, CHCTeMa KEpyBaHHS KOMII IOTEPOM 3a JIOTIOMOTOI0 JKECTIB €
MEPCIIEKTUBHAM KPOKOM Y HAIPSAMKY CTBOPEHHS 1HTYITUBHUX iHTEp(EHCIB IO IMHO-MAIINHHOI B3a€MO/II1,
0 BiIKPUBA€ HOB1 MOKJIMBOCTI JJISI 32CTOCYBaHHS Y PI3HUX Taly3sx, BiJl TOOYTOBOTO BUKOPHUCTAHHS JI0
KPUTUYHO BAXKJIMBHX OTIEPAIlil.
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KJIACHU®IKAIISI BUJIB IOMUJIOK B TEOITPOCTOPOBIIM BA3I JJAHUX
HA ITIPUKJIAAI JEPKABHOI'O 3EMEJIBHOI'O KAJJACTPY

Mopo3 b. 1., Hlnmanbkuii 0.0. Kinacudikaniss BUIiB MOMWIOK B reonpocTopoBiii 6a3i ganux Ha npukjiaaai
Jep:KaBHOI0 3eMeJIbHOr0 KaacTpy. Y CTaTTi ZOCIIHKEHO podieMy Kiacudikamii TOMHIOK Y TeOnpocTOpoBUX 0a3ax TaHUX Ha
npukiani ingopmarnii 3 JlepkaBHOTO 3eMeIBHOTO KajacTpy YKpaiHd. 3alporoHOBAaHO PO3MIMPeHy KiacH(pikamilo HOMIIOK, SKa
OXOIUTIOE  aTpUOYTHBHI, T'€OMETPHYHI, TOIOJOTIYHI Ta KOHTEKCTyalbHI IIOMIJIKH. 30KpeMa, pO3TISTHYTO IOMMUIKA
MO3UIIOHYBaHHS, TOIMOJOTIYHI MOPYIICHHS, HEKOPEKTHI aTpUOYTHBHI JaHi, JyOJIOBaHHS Ta HEMOCTIMOBHICTh MaHuX. CTarTs
aKIEHTy€e yBary Ha BaXKIMBOCTI aBTOMAaTH30BAHOTO BHSBJIEHHS IOMWJIOK Ui 3a0e3MeUeHHs SKOCTI IeONPOCTOPOBHX ITaHHX.
3po01eHO BUCHOBOK IIPO HEOOXiTHICTh MOAANBIINX JOCTIIPKEHb 13 BUKOPHCTAHHSAM CTATHCTHYHHX METOMIB [UIs imeHTH]ikamii
aHOMaJIiil. 3ampONOHOBAaHI MiAXOMU CHPHUSIOTH IABHIICHHIO TOYHOCTI aHaNi3y Ta MIATPUMYIOTH NPUHHATTS pPilIeHb Yy
reoiHpoOpMaiiHIX cCUCTEMaX.

Ku1ro4oBi c10Ba: reonpocTopoBi JaHi, MOMIIKH, Kiacupikaris, 3eMensHui kagactp, PostGIS.

Moroz B., Shyshatskyi O. Classification of errors in geospatial databases based on the example data of the state
land cadastre. The article investigates the issue of error classification in geospatial databases using data of the State Land Cadastre
of Ukraine. An extended classification of errors is proposed, including attributive, geometric, topological, and contextual errors.
Specifically, it examines positioning errors, topological violations, incorrect attributive data, duplication, and data inconsistency.
The article emphasizes the importance of automated error detection to ensure the quality of geospatial data. It concludes with the
need for further research using statistical methods for anomaly detection. The proposed approaches enhance analysis accuracy and
support decision-making in geographic information systems.

Keywords: geospatial data, errors, classification, land cadastre, PostGIS.

IMocTaHoBKa HAyKOBOI MpodJaeMu. ICTOpUYHO TeONPOCTOPOBI AaHi 30epiraMch y ManepoBoMy
BUIJISAI, TOMY JIFOJIH MaJIO IPUIIISUTH YBard mpo0emMam, siki BAHUKAIH Yepe3 HETOUYHOCTI Ta moMmiiku[ 1].
Tak, Oyno BiZOMO IO TeONMPOCTOPOBI HAOOpW MAHWX CTPAXKIAIOTH BiJl HETOYHOCTEW, MPOTE CIOCiO
30epiraHHsi He JIJaBaB MOXIJIMBOCTI MOOA4YUTH Mpo0ieMy B HiJoMy. PO3BUTOK KOMIT FOTEPHHUX TEXHOJIOTiN
JlaB TIOINTOBX JUIS Tepexoay Ha mudposi ¢gopmatu 30epiranHs manux. Llel mepexin BiAKpHUB HOBI
MO>KJIMBOCTI /7151 aBTOMATH3allii, ajie TAKOXK MPHBHIC HOBI BUKJIHUKH.

BHecenHs maHuX y reompocTtopoBy 0a3y 3a3Buuail BK/IIOYae B cede pydHe BBEIEHHS alo
CKaHyBaHHA iH(popMallii, IO € MOTEHIIHHUM JKEPENIOM Pi3HUX MMOMHJIOK Yepe3 JOACEKHN (akTop, 10
BaXXKO BUSIBUTH Ha erari BBeaeHH:[Z2]. Lleil mpouec Mo)ke NpPU3BECTH OO MOSBU MOMHJIOK, TaKHUX SIK
IyOJFOBaHHSI 3aIlKCiB, HENpaBWIBbHI TreorpadivyHi MpuB’s3KH a00 HEKOPEKTHI aTpUOYTH IMPOCTOPOBHX
3anmuciB. B mpolieci BHeCEHHS NaHWX TaKOX BHOCATHCS 1 Ti MOMWJIKH, HIO ICHYBaJM B TamnepoBUX
JOKYMEHTaX.

Taxi HIOMHJIKY B OAAJIBIIOMY BIUIMBAIOTh HA IPUUHATTS YNPaBIiHCHKUX Ta IOPUANYHUX PillIeHb,
TOMY BKJIMBO PO3POOUTH METOIH JUIsl TX aBTOMATH30BAHOTO BUSIBICHHS 1, 32 MOYKJINBOCTI, aBBTOMATUYHOTO
BUTIpaBiieHHs. [1Jis BUpilIeHHs 1€l HayKOBOi MpobieMu HeoOXiIHO BUKOHATH PsIJl 3aB/IaHb:

1. TIlposectu aHani3 HayKOBOI JiTEpaTypH LIOAO BiIOMHX THIIIB IOMUJIOK 1 IX IPUYHUH.

2. Pozpobutu xiacudikamito HTOMHUIOK 3a iX TUIIaMH.

3. JlochimuTu icHYIO4i METO/IM 1 aNTOPUTMH JIJIsl aBTOMATH30BAHOTO MOMITYKY MTOMHJIOK.

4. CTBOpPHUTH METOIM Ta aJITOPUTMU JIJIsI ITOIITYKY TOMMJIIOK.

5. Pozpobutu nporpamy [uist aHaJlizy reonpoCcTOPOBUX JaHHUX.

6. IIpoBecTr TecTyBaHHS pO3pOOJIEHOTO IPOTPAMHOTO 3a0e3IeUeHHS Ha PealbHUX JaHUX.
BukoHaHHs WX 3aBJIaHb JI03BOJIMTH HE JIUIIE BUPIIIUTH OKPECIIEHY MPo0IIeMy, ajie i 3aKiiajie OCHOBY JIIs
JOBIOTPUBAJIOTO 3a0€3MEUYEHHS SIKOCTI F€0NPOCTOPOBUX AAHUX.

AHaJi3 ocTaHHIX gocaifKensb i nyOaikauiii. [Ipo6nema nmomyky moMuIoK B reoiHpopMaiitHux
cHcTeMax JOCHiKyBanack TakuMu HaykoBismu sik Dr. Christopher Ndehedehe[3], Mr. Manuel S Pascual
[4] Ta Dr. Chrisman, Nicholas[2]. ¥ cBoix nocmimKeHHSIX aBTOPU HPOIOHYIOTh PO3IUIATH MOMWIIKU Y
reoNpoCTOPOBUX 0a3ax NaHUX Ha KibKa KaTeropiil:
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1. Homunxu nozuyionyeanns. 11i MOMIIIKY BUHUKAIOTh Yepe3 HETOYHOCTI B MOJIOKEHH] TaHUX Ha
kapti. Dr. Christopher Ndehedehe 3a3nHauae, mo Taki MOMHIKH MOXYTh OyTH CIPHYMHEHI
MaciraboM KapTH, MeTo1aMu KapTorpadyBanus ado soacskumM aktopom [3]. Manuel S. Pascual
ToJ1a€, 110 repedopMaTyBaHHS TaHUX, HAITPHUKIIA], 3MiHa ITPOEKIIii, MOKe BHOCHUTH IMTOXUOKH Yepe3
HEOJIHO3HAYHOCTI mepeTBopeHHs: koopauHat[4]. Dr. Chrisman akieHTye yBary Ha BasKJIMBOCTI
MO3UINIIHOT TOYHOCTI, 3a3HAYAIOUM, IO PI3HUI Y TOYHOCTI MiX JDKEpelaMH JaHUX MOXKE
MPU3BOIUTH 10 HAKOITMICHHS ITOXMOOK MPH HAKJIaTaHHI IMapiB.

2. Tononoziuni nomunxu. 1o TONONIOTIYHUX MOMUIIOK BiHOCSITHCS MMOPYLIEHHS! TEOMETPIi, TaKi SIK
NEPeTHHHU, NPOTraluHu abo BIACYTHICTh 3’€IHaHb MiX eleMmeHTaMmu. [loMunku mpu BBeACHHI B
maaux ['IC MoXyTh TMPHU3BOAUTH SK IO CIIOTBOPEHHS CaMoOi T€OMETpii, Tak 1 0 CIIOTBOPEHHS
3aranpHOi KapTHHHA. Jl0 CIIOTBOpEeHHS TeoMeTpii BiTHOCATH YTBOPEHHS BY3JIB Y IIOJIITOHAX,
HE3BMYHUX (POPM TOJITOHIB, MOMIKO/KEHI BUXiHI naHi. [lo cOTBOpeHHS 3arajibHOI KapTHHU
BiZTHOCSITH, HAIIPHUKJIAJ, HECHIBIAAiHHS TOYOK JBOX JOTUYHUX MOJITOHIB, IO CTBOPIOE MEPETUH
abo TIpoTaIuHy.

Dr. Chrisman y cBoiii po60Ti TaK0K OKpEMO BHIIISE JOTIUHY Y3TO/KEHICTh. BiH CTBEpIKYE, 110

cydacHi ['IC MOXyTh aBTOMaTHYHO NEPEBIPATH HASBHICTH JIOTTYHUX TTOMHUIIOK, TAKUX SIK BiCYTHI

KOPIOHM YW HETO3HA4eHi MONroHw. Taki MepeBipKH MOXYTh BUSBUTH IIOMHJIKH, SIKi Oyiwm O

HEBUAVMHMU Ha PiBHI aTpHOYTUBHOI UM MO3HIIIHOT TOYHOCTI. Hampukiiaza, mpocTHii po3paxyHoOK

‘point-in-polygon‘ Moke YHUKHYTH pO3MillleHHs] YMOBHUX OYHKiB Ha cyIi ab0 pidoK 32 MeXaMu

ix 3amnas [2].

3. Henpasunvni ampudymueni oani. ATprnOyTHBHI TOMWJIKH BUHUKAIOTh Y pa3i HEMPaBUIIBHOTO 200
HEKOPEKTHOTO TPUCBOEHHS XapaKTEPUCTUK 00’ exTaMm. Hampukinas, ciibCbKOroCoaapChKi yrias
MOXYTh OyTH To3HaueHi gk O0onota. Dr. Christopher Ndehedehe minkpecitoe, 1m0 Taki MOMHIKH
4acTo TOB’s3aHi 3 JIOACEKUM (hakTopoM i cy0’€KTUBHICTIO B Kiiacu(ikarii JaHuX.

Pesynbratu myOumikaiiiii cBiguaTh Ipo Te, MO0 TOYHICTh 1 SKICTh JaHUX € KPUTHYHO BAXKJIUBUMH JIJIS
npoektiB I'IC. TloMuiky, HETOYHOCTI Ta HEBH3HAYEHOCTI MOXYTh CEPHO3HO BILUIMHYTH Ha PE3yJIbTaTH
aHamizy.

Y Toif ke dYac, aHaNi3 HasSBHUX MyONiKalii BUSBWUB HEHONIK: IONPH 3HAYHUHA BHECOK Y
JIOCITIIPKEHHS TIPOOJIeMH, aBTOPU POOIT HABOJATH JIMIIE OCHOBHI THUITH TIOMUJIOK (TIO3MIIIiHI, TOITOJIOTIYHI,
arpubyTuBHi). Kiacugikaiis BHKOHaHA Ha 3arajlbHOMYy piBHi, Oe3 neramizarii. J[ins momaibIINX
JIOCITI/DKeHb HEOOXITHO JIeTali3yBaTH HaBEJCHI aBTOPAMHU BUAW ITOMMWIIOK, ONMMCATH IX BH3HAYEHHS Ta
METO/IX TIOMIYKY.

MeTo1o cTaTTi € OpPMYITIOBaHHS aBTOPCHKOTO BU3HAYCHHS MTOHATTS "aHOMAJIii Y TE€ONPOCTOPOBUX
0azax pgaHuWx" Ta YTOYHEHHS 1 TOTIHOJCHHA BiOMHX KIAcHU(IKAlii TOMWIOK I TIOJAIBIIOrO
JTOCITIIPKEHHS allTOPUTMIB IS iX ieHTH]IKaII1.

Buknaa ocHoBHoro marepiaay. [Ipobnemu 3 gaHUMH Ta MOMHJIKH B T'€OMPOCTOPOBHX Oazax
JAHUX MOXXKHA O3araJibHUTH CJIOBOM '"aHoMalis". AHOMaiisi € BIIXHWIEHHSM BiJl OYiKyBaHHUX a0o
CTAHJAPTHHUX XapaKTEPHCTUK JaHUX[5], sike y BHIAIKy 3 F€OMPOCTOPOBHMH 0a3aMH JaHUX MOXKe OyTH
pe3ybTaTOM TOMWIIKH, BUKJIHMKAHOI JIIOJCHKMM (DakTOpoM, TEXHIYHUMH 300siMH a00 CHaJIKOBHMHU
npobJeMaMu 3 EPUIOKEPEIT JaHUX.

Y KOHTEKCTi TeONpOCTOPOBUX JAaHUX, AHOMAJii MOXYTh ITPOSIBIIATUCS Y BUTIISAL:

o [lomunok no3uyionysanHs: NEPETUHY a00 HAKJIQJAHHS 00’ €KTIB.

e Tononoziunux nopyuieHv: HANPUKIAL, 00 €KTIB, SIKi 3HAXOAATHCS 10332 MEXaMH JJ03BOJICHOT
obmacri,

e Hegipnux ampubymugnux 0anux: HEBIIOBITHUX KaTeropii 00’ €KTiB, XapaKTEPUCTHK, TOLIO;

Juist ananmizy Ta kiacudikaiii BB TOMUJIOK y MeXax CTaTTi 0yJio 00paHo 0a3y JaHWX 3eMETbHUX JIIISTHOK
VYkpainy, mo omyOnikoBaHa [Jlep:xaBHor0 ciyx0010 YKpainu 3 nurans reojiesii, kaprorpadii Ta KagacTpy
npotaroM 2020-2022 pp. Xoua B 3eMeJIbHOMY KaJacTpi HasiBHI Haiipi3HOMaHITHIlI AaHi (BiX OMOPHUX
MYHKTIB T€0J€3MYHOI MEPEXi 10 KOOPAMUHAT JAEP)KaBHOTO KOPJOHY), MOCTIDKEHHS B MEXax i€l CTaTTi
00MEXYy€eThCS JIMIIE JAHUMH PO 3eMENbHI AUISTHKH Ta iX aTpuOyTH.

Ha nepmomy erani Oyno miAroToBaHo AaHi Ui aHamizy. 3 JOMOMOTrO0 NporpaMHHX 3aco0iB Oyiio
3aBaHTKEHO Ta TIOEIHAHO JIBa JDKEpelia IaHHuX:

e HaGip nanux nmpo 3apeecTpoBaHi 3eMelbHiI AUISHKY 3 odiuiitHoro caiity Jepxkreokamactpy [6].

e [lpuxiaanuii nporpaMHuid iHTepdeic I J0CTYy 10 BiIOMOCTEH PO 3eMeNbHY AUISHKY [7].
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[adopmarris 3 BigkpuTux mrepen Oyia moeaHaHa i 3aBaHTaXEHA B TEOMTPOCTOPOBY 0a3y NaHUX, IO MICTUTh
TaOJUIIIO, TOJIS SIKOT 3a3HaveHi B Tabmuui Nel. [{is 30epiranHs JaHUX BUKOPUCTAHO 00’ €KTHO-PENALIHHY
6a3y manmx PostgreSQL 3 BcTanoBnernnm momatkoMm PostGIS, skuit mo3Bossie 30epiraté reonpocTopoBi
JaHi. 3arajbHa KiTBbKICTh 3aMUCiB Yy oTpuMaHii Tabmuii - 24,058,660 psinkib.

Tabmuig 1. Onuc CTBOPeHUX MOJTiB 0a3u JaHUX

IoJe Onuc

CAD_NUM KanactpoBuit HoMep 3eMeIbHOT AIISHKY.
OWNERSHIP_CODE Kox dhopmu BracHOCTI Ha 3eMETBHY IiISTHKY.
OWNERSHIP HasBa ¢opmu BiacHOCTI 3eMENBHOT TUISTHKY.
PURPOSE_CODE Kopx kareropii Ta mpr3HaYeHHS 3€MEIb.

CATEGORY Hassa kateropii 3emMenb 3a IiTbOBUM MPU3HAYECHHSIM.
PURPOSE HasBa 1ineoBoro npu3HayeHHs 3eMeJIbHOT JUITHKH.
UNIT_AREA OpuHUII BUMIPY TUTOMII 3eMEITbHOT TiTITHKH.

AREA SIZE YuciioBe 3HaYCHHS ILIOILI 3€MEIbHOT iISHKH.
GEOMETRY I'eomertpis 3emenbHOT ninstaKH B ipoektii EPSG:4326

[lo 3aBepiIeHHIO MiATOTOBYOTO €Taly, MPOBEIEHO JAOCIIKEHHSI OTPUMAHOTO HAO0Opy JaHUX Ha HASBHICTh
PI3HHMX BHUIB MOMHJIOK. Pe3ynpTaToM HOCHiKEHHS cTaja JeTaibHa Kiacuikallisi BUIIB IMOMHMJIOK,
HaBeJIeHa HIDKYE.

Homuaxu aTpudyuii. ATpuOyTHBHa iHPOPMAIIisI OXOTLTIOE JIUIIE Ti OIS, IKi HE MAIOTh MPSIMOTO
3B’S13KYy 3 TE€ONPOCTOPOBUMH JaHUMH YU X MOXiTHHUMHU. Y LBOMY PO3IiTI PO3MISHYTO KiacHuQikalio
OCHOBHHX THITiB IIOMIJIOK aTpHOYTHBHUX JTAaHUX 3a TXHIMU XapaKTEePUCTUKAMH.

ZKupnum Kypcueom HaBelIeHO KOPOTKY Ha3BYy BHIYy NMOMHJIOK, 32 SKAM JETAIFHO ONHCAaHO BH3HAYCHHS
MOMMJIKH Ta PO3MIITHYTO MEXaHi13M BHSIBJICHHS:

1. Buxio 3nauenv ampudymy noza 3a0ani o00medxsceHHsA. ATpUOYT Mae OOMEKEHH HaOIp
JOIyCTUMUX 3Ha4eHb a00 (hiKCOBaHWH Iiama3oH, MpoTe (pakTH4YHI 3HAYSHHS aTPUOYTY BUXOMIATH
3a MEXI1 IUX 00OMEKEHb. BUSBIICHHS TAaKOTO THUITY MOMUJIOK BUKOHYETHCS TIOETAITHO. Po3risiHeMo
mporec TOUIYKY IMX MOMHJIOK JeTanbHinie Ha npukiani arpuoyry OWNERSHIP CODE y
JOCTIKyBaHOMY Ha0Opi JaHUX.

3amnut:

SELECT ownership, ownershipcode, count (id) as count

FROM parcels_2023

GROUP BY ownership, ownershipcode

ORDER BY count DESC;

Pezynbrarn:
OWNERSHIP OWNERSHIPCODE | KigsKicTb JiISHOK
"lpuparua piacuicrn" 100" 20255499
"He pusuaucio" on 1751902
"KoMyHaTBHA BIACcHICTR" 200" 1324549
" depakasna Biaacuicrn” 300" 726648
"He pusratero” qn 35
"He pusuaicuo" " 12
"He Busaageno” 2" 6
"He pusnageno” o 1

Puc. 1. lapopmariis mqpo OWNERSHIPCODE vy 3pi3i 3a 2022 pik.

[lepmmM eranoM mepeBipky € BU3HAUYEHHS OOMEXEHb. Y BHIIQAKY 3 3€MEJIbHUMH IJSTHKAMU,
mxepenom Takux npaBui € [lomoxenns "llpo Ilopsmox BeneHHst Jlep:kaBHOTO 3eMeIHHOTO
KagacTpy" sKe BCTaHOBNIOE (ikcoBaHuid Halip 3HAa4YeHb, SIKE MOXKE NPUUMATH II0Jie
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OWNERSHIP_CODE. 3rigHo 3 Homatkom 3 TIlonoxeHHs [8], MOXIHBI 3HAYCHHS MAarOTh
BIAITOBIAHOCTI SIK 3a3Ha4eHO B Ta0Oauii Ne2,

JlpyruM eranoM € TOpIBHSHHS OTPUMAHWUX 3HAYCHb 13 BCTAHOBJICHUMH OOMEXKEHHSIMH Ta
BUSIBIICHHSI BiJIXwiIeHb. {15 mpoBeneHHs nepeBipku 0yio copmoBano SQL-3anwur, skuit oTpumye
3 0a3u maHux yci yHikaneHi 3HadeHHs atpuOyty OWNERSHIP CODE pa3zom i3 KiTbKiCTO
MOBTOpPEHb. Pe3ynbTaTh BUKOHAHHS 3alUTy HaBeleHO Ha pucyHKy Nel. OTpumaHi pe3yibTaTH
MOKa3yIoTh, MO y KamacTpoBux naHux 3a 2022 pik arpudyr OWNERSHIP CODE wmictuts 62
3aIUCH 31 3HAYEHHSIMH, SIKi HE BXOJSATH IO TIEPEITiKy JOMyCTUMHUX.

Tabmuirs 2. opMu BIACHOCTI 3eMENBHUX IISTHOK [8].

Kop, dopmMa BJIaCHOCTI
100 [IpuBaTHa BIacHICTh
200 KomyHanbHa Bi1acHiCTh
300 Jep:xaBHa BIIacHICTBH

Kpim Toro, 3rauHa KinbKicTh 3anuciB (1,751,902 abo 7.28% Bix 3araibHOi KiTBKOCTI) HE MICTHTB
iHpopmalii mpo Gpopmy BiracHOCTI. [yt mo3HAYEHHSI BIACYTHOCTI TaHUX BUKOPUCTAHO Kof 0, sSIKuUit
HEe TMepen0davyeHO 3aTBEPPKCHOI0  JOKYMCHTAI€l0, [0 CBITYHTh NP0  3aCTOCYBaHHS
He(OPMANBHOTO I IX0/Yy A0 MO3HAYeHHsI BIICYTHOCTI iH(opMmarrii.

2. Biocymmnui oani. ATpuOyTH MarOTh MOPOXHI 3HAYCHHS Tam, J¢ MOBHHHA OyTH iH(opMaIlis.
[lepeBipky Ha BIICYTHICTH JaHWX MOXIWBO 3MINCHUTH HUIAXOM SQL-3amuTy, SKWUH BHSBIISIE
TIOPO’KHI 3HaYEHHs B 00paHOMYy aTpuOyTi. Po3riissHeMo 1eid TUI MOMHIIOK Ha TPUKJIaai aTpuoyTy
CATEGORY y nmocriimxyBaHoMy HaOOpi TaHHX.

SQL-zanuT g aHamisy:

SELECT category, count (%)
FROM public.parcels_2022
WHERE category IN (NULL, ’?%)
GROUP BY category;

PesyasraTn:

CATEGORY KinpkicTe nlIan0oK
79

Puc. 2. ludopmariis npo Bigcyrtuiit arpudyr CATEGORY y 3pisi 3a 2022 pik.

Sk mokazaHo Ha pucyHKy Ne 2, y 6a3i nanux BusBieHo 79 3amucis, y skux arpudyr CATEGORY
Ma€ MOPOXHE 3HaueHHA. BiACYTHICTh JaHMX y LBbOMY IOJIi MOPYIIYE BUMOTH LIOAO IOBHOTH
3a3Ha4yeHHs iHpopmartii[9].

3. Henpasunvnuii mun oaunux. ATpuOyT MICTUTh 3HAYCHHS 3 HEBIAMOBIIHUM THIIOM JaHUX,
HaNpHUKIa, TEKCT 3aMiCTh YUCIIa.
Jiis BUSBICHHS IIOTO BUJIY TOMWIOK ckianeHo SQL-3amuT, sikuili mepeBipse MOXIHBICTh
KOHBEpTallii 3HaYeHb Y YHCIOBUU (hopMmar Ta copTye iX y MOpsAKy crananHs. J[s mepeBipku
obpano atpubytr AREA SIZE, sixuii 3a cBoiM BU3HAUYEHHSIM Mae OyTH JpoOOBUM YHCIIOM, OHAK
y JOCHIDKYBaHUX HA0Opax BIAKPUTHX JaHUX BiH MPEACTABICHUH y BUTIISII TEKCTOBOTO THITY.
Sk mokazaHo Ha pucyHky Ne 3, mone AREA SIZE wmicTuth 3ammcu, sKi HE MOXYTb OyTH
MIEPETBOPEHI B YHCIIOBHM hopMmarT, uepe3 mo nosepraerhes 3HaueHHst NULL. Ycboro BusiBneHo 21
3aIuC 13 TAKUMH TOMUJIKAMHU.
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3anmT:
SELECT
cadnum, area, (
CASE
WHEN trim(area) ~ ?--?\d+(\.\d+)7?\$>’
THEN CAST(area AS DECIMAL)
ELSE NULL

END) AS area_as_decimal
FROM public.parcels_2022
ORDER BY area_as_decimal DESC

LIMIT 20;

PesyasTaTn:
CADNUM AREA SIZE | AREA SIZE DECIMAL
"4412700000:12:005:0038" null
"0122787500:07:001:0280" null
"4411400000:16:003:0056" null

Puc. 3. Hemocrosipai 3nadenuss AREA_SIZE 3a 2022 pik (ycroro 21 3amuc).

4. Opgocpaghiuni nomunxu. JlyomoBaHHS 3aMKCIB, [0 MAIOTh OJHAKOBE JIOT1YHE 3HAYEHHS, TIPOTE
BHeceHi B 0a3y naHux B pizHOMY (opmari uepes opdorpadidai MOMHUIKH.
[NoMunku B HanMcaHHI MOXYTh YCKIIQJIHIOBATH MOUIYK Ta IPYIyBaHHS JaHUX. Y JOCIiIKyBaHOMY
Habopi mgaHmx 1e crocyerbes, Hampukian, mons PURPOSE, ske BimoOpaxkae mpu3HavYeHHS
3eMeJIbHOT AUTSTHKH.
OCHOBHI MiAXOAU 00 TOHIYKY opdorpadivHuX MOMHIIOK Yy TEKCTOBUX MOJSAX 0a3yroThes Ha
QITOPUTMAX TMOIIYKY CXOXHX TEKCTOBUX PSJKIB: TEpeBipli KIOYOBUX KOMI3id Ta METOdy
HaHOMMKINX CYCiIiB.
[NepeBipka KIFOUOBHX KOJMi3ii — nepeadadae CTBOPEHHS aIbTEPHATHBHOTO TPEICTABICHHS PSAKA
y BUDIAII KIIOYa, HANPHUKIAA, MICHs TNPHUBEICHHS WOTO Y HWKHIH PEricTp, OYMIICHHS BiJ
PO3AUIOBUX 3HAKIB, BUIAJICHHS 3aiBUX MIPOOLIB, TOMO. Y Ci PSIIKH, SKi MAIOTh OJTHAKOBHN KITIOY,
00’ eTHYIOThCSI B O/IHY Tpymy. Lleit MeTon myke MBUAKHMN, alle He THYYKUH.

-

Pesyabrarn:
PURPOSE KinpkicTs 3ammmcis
st BejieHHs 0COGUCTOTO CETIHCBKOTO TOCIIOIAPCTBA, 12713
JITA BEJIEHHA 0CODUCTOTO CeTARCHROTO TOCTOTAPCTRA, 9425
JUTA BEICHHA 0CODUCTOrO CelAHCHKON0 TOCIOIAPCTBA 137
Jast Bemenus 0coGUCTOTO CETIHCBKOT0 TOCTOIAPCTBA. 39
Jna meeHus 0cobUCTOTO CeTAHCHROTO TOCTOMAPCTRA, 28
s BejgeHs ocoBHCTOrO CeIHEHCHKOIO IOCLHOLAPCTEA, 17
Jlaa BemgeHHS OCOBHCTOTO CETMHCBKOTO TOCIOTAPCTRA, 10

Puc. 4. Ipuknaau Bapiauiit atpudyty "PURPOSE" 3naitneni merogom Key Colision.

MeToa HallOIMKIMX CyCiiB — BUKOPHCTOBYE MapaMeTp, 1110 BU3HAYA€E NOPIr BiAcTaHi: Oyab-sKi
PSUIKH, BIZICTaHb MK SIKWMH MEHIIIA 32 33/IaHe 3HAYCHHs, OyIyTh BKIFOYEHI B OJTHY TPYITy Pa3oM.
Lei#t Meron 103BOJISIE TOYHINIE PETYIIIOBATH BiJIMIHHOCTI MK PSJIKaMU, ajie TIOTpeOye BEIHKHX
00YHCITIOBATIBHUX PECYPCiB, OCKIIBKH NOTPIOHO MOPIBHIOBATH BCi Mapy PsAKIB, IO YIOBUIBHIOE
Mpo1ecC AJIsl BEUKUX Ha0OPiB JaHMX.
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PeszynsTaTn:
PURPOSE KinbkicTs 3anucis
st Becis 0cobucTore CoAMICLKOIO FOCHOAAPCTEA 12713
IS BEACHHH OCOONCTOr0 CeJsnChKOrO MOCIOIAPCTBA, 9425
7181 BeJeHHS OCOOHCTOTO CeMTHCBKOTO TOCTIOTAPCTE 137
151 BeieHHS OCOBHCTOTO CETSTHCBKOTO TOCTOIAPCTBA. 39
Jnsa Bemenns ocoOHCTOrO CETIRCEKOTO TOCTOIAPCTEL, 10
" st BedeHHAsT 0COONCTOTO CETTHCBKOTO TOCTOTapeTea 2
- st BeeHHES 0COOHCTOTO CETTHCRKOTO TOCTTOTAPCTRA 2
JLns BeaeHHS 0co0HCTOTO CRNTSTHCBKOTO TOCTIOIAPCTBA 1
st BeleRHET 0coBACTOTOCRTTHCRKOTO TOCTTOTAPCTRA, 1
JIA BEJIEHHA OCODUCTOrO CEJIAHChKOTOCTIONAPCTRA 1
A BeeHH 0CODHUCTOIOCEUAANCHKOIO roCHOoAapCrsa 1
JTH BEJIEHHA0CODHCTOTO CEMITHCHLKOTO TOCTIOIAPCTRA, 1

Puc. 5. Ilpuknanu Bapiamiii atpudyty "PURPOSE" 3naiineni meromom Nearest Neighbof.

Ha pucynkax NeNe 4, 5, mpogemMoHCTpoBaHa ImepeBara ajroOpuTMy HAMONMKYUX CYyCilliB Haj

KIFOYOBHMH  KOJMI3isIMH y TOMmYKy opdorpadidHuX TOMWJIOK: 3aBISKH THYYKOCTI

HapaMeTpU30BaHOTO Pa/liyCy BAAIOCS 3HAWTH JI0JATKOBO TaKi IIOMUJIKH:

e BuKopHCTaHHS CHMBOJIB © Ta ‘-° 11 0OpaMIICHHS 3aIHCy.

e [loMmiku y HamMCaHHI CIiB (BiICYTHICTH PO3MIJIOBOTO 3HAKY): "0COOUCTOTOCEISIHCHKOTO" Ta
"censiHCHKOTOCTIOAapCTRa.

5. Henocnioosnicms oanux. ATpuOyTH, 110 TOBUHHI OyTH Y3TOKEHIUMH, MAIOTh Pi3HI 3HAYSHHS.
Jns mepeBipky HETOCHiOBHOCTI JaHuX cTBopuMo SQL-3amur, skuii BHTATHE 3 0a3W JaHUX
iHpopmarito npo Bci napu 3HaueHb arpuOyTiB OWNERSHIP ta OWNERSHIPCODE, a Takox
KUTBKICTh TaKHX 3aITHCiB.

SanuT:

SELECT ownership, cwnershipcode, count(id) as count
FROM parcels_2023

GROUP BY ownership, ownershipcode

ORDER BY count DESC;

Pesyabrarn:
OWNERSHIP OWNERSHIPCODE | KiibKicTbh JLIAHOK
"[TpEBaTIa BIaciicTn" 100" 20255499
"Ile pasnadeno” RN 1751902
"KoMymannita saacmicers” 200" 1324549
" Hepskasna saacuicts” 300" 726648
"He pmsnarceno” g 35
"He suznaneno” "mn 12
"He suznaueno” " 6

"He suznaueno”

—

1

Puc. 6. ludpopmanis mpo OWNERSHIP ra OWNERSHIPCODE.

Ha pucynky Ne 6 mokaszaHo, 110 OCHOBHA KUIbKICTh JUISHOK Ma€ OJHO3HAYHE 31CTABJICHHS MiX
nojgem OWNERSHIP ta OWNERSHIPCODE, npore, icHYIOTh HEBEIIHKi TPYITH 3aIHCIB 3 PI3HUMHI
snaueHHIMH OWNERSHIPCODE, ane 3 OWNERSHIP = "He Busnaueno". L{i 3amucu He MarOTh
4iTKOI i1eHTrdiKalii THITy BIaCHOCTI 1 CKOpillle 3a Bce Oy 3aHEeCeH] TIOMUIIKOBO.

6. Henpasunwvhi 3nauenns. ATpuOyTH MalOTh 3HAYECHHS, SIKI BUXOATH 332 MEXi JIOMYCTUMHUX abo He
BiZIMOBiAal0Th peasibHOCTi. Hampukiaz, Bix’emMHa mioma.
ITonre AREA_SIZE 3a cBoiM BH3Ha4eHHAM € APOOOBUM YHCIIOM, IPOTE y HAOOpax BIAKPUTHX
JIAHHX TIPEJICTABJICHO Y BUTIISII CTPOKOBOTO THITY. 3BaXKA0UW Ha 1ie, ckiageMo SQL 3amuT takum
YHUHOM, a0M BiH OJJHOYaCHO KOHBEPTYBaB 3HAUEHHS B YUCIIO TA COPTYBaB 3HAYECHHS Bif OLIBLIOTO
JIO MEHIIIOTO.
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3anur:
SELECT
cadnum, area, (
CASE
WHEN trim(area) ~ 2~-?\d+(\.\d+)?\$’
THEN CAST (area AS DECIMAL)
ELSE NULL

END) AS area_as_decimal
FROM public.parcels_2022
ORDER BY area_as_decimal DESC

LIMIT 20;

PesyanTaTn:
CADNUM AREA SIZE AREA SIZE DECIMAL
12320681002:01:003:0001" "1410819481.2743" | 1410819481.2743
"12324580600:01:004:0045" "1385675089.7042" | 1385675089.7042
"13222487200:04:006:0094" "937517730.8986" | 937517730.8936
"'3222487200:04:001:0040" "937365803.7717" | 937365803.7717
"'1822383800:03:000:0135" "916102795.6748" | 916102795.6748

Puc. 7. AmomansHo Benuki 3Hauenns AREA SIZE.

Ha pucynky Ne 7 HaBeneno npukinaj 3HaueHb AREA SIZE, sixi € aHOMalbHO BETMKAMU TIOIAMH,

Ha kmrant 1410819481.2743 ra. Yucmno 1,410,819,481 (abo Omm3pko 1.41 mimbsipna rexrap) €

HaJ3BUYAiHO BeIUKUM. J[7s MOpIBHSHHS: 3arajbHa IUIOINA YKpaiHU CTaHOBUThH MPHOIM3HO

603,500 kBampaTHUX KUJIOMETPIB, 110 eKkBiBaieHTHO 60.35 minbiiona rekrap. Takum unHoM, 1.41

MIJIBSIp/Ia TEKTap MEePEBUIIYE TUIONTY Y KpaiHu OuTeI HiXk y 20 pasis.

Momuaku reometpii. Y reomnpoctopoBux 0azax JaHUX MOXYTh TaKOXX BHHUKATH Pi3HOMaHITHI
TOTMOJIOTIYHI TOMUJIKH, TIOB’sI3aHi 3 TEOMETPi€r0. Y IbOMY PO3JLII PO3MIIIHYTO TOMHJIKH, 1110 CTOCYIOThCS
MIOJIITOHATPHUX 00’ €KTIB, aJpke came TakWil BUJ 00 €KTIB BHKOPUCTOBYETHCA Yy 0a3i JaHWX 3eMEThHHX
JIISTHOK.

Inpueinyaasni mommiakm. Lleit BU MOMHIIOK BIIHOCATHCS IO THX, 10 MOXYTh OyTH BU3HAYEHI
JUTSL IHJMBITyaJIbHOTO 00'€KTY OKPEMO BiJl KOHTEKCTY, TOOTO 0€3 BpaXyBaHHS HOTo CycCijiB abo aTpuOyTiB.
Taki MOMHIIKM MOXYTh CYTTEBO BIUIMBATH Ha TOYHICTh 1 HAJIWHICTH T'e€OMPOCTOPOBOTO aHANI3y, TOMY
B)KJIMBO TIPOBOJIMTH BaJIiIAIliF0 Ta KOPEKIIIFO TOMOJIOTi B 0a3ax JaHuX.

Knacugixayis inousioyanvux noMuiox noaiconanvrux 06 ’ekmis. SIk 1 B IONEPEIHLOMY PO3JIITL, HCUPHUM
Kypcueom HaBelIeHO KOPOTKY Ha3BY BUJY TIOMHIIOK, 33 IKAM JICTATbHO OMUCAHO BU3HAYCHHS MOMUJIKH Ta

PO3MIISIHYTO MEXaH13M BHSIBIICHHS:
1. Camonepemun. KoHTYp OJHOTO MOJIrOHY 200 JIiHIT IEPETUHAETHCS caM 13 CO00I0, SIK TOKa3aHO Ha
puc. 8. Moxke OyTH HaCIiJKOM MTOMIJIKA TPW BBEJEHHI JTAHUX, CIIPOIICHHS ab0 MOXWUOKHU MpH

KOHBEpTAaIlii MiXK Pi3HUMU MPOEKITiSIMH.

.

O4YKa IIepeTHIy

AN

Puc. 8. Ilpukian camornepeTuHy NOJIIroHy.

2. Hesipune 3amuxanna. 11onironu MaroTb He3aMKHEH1 KOHTYPH, 10 MOPYIIY€E IXHIO LUTICHICTD, SIK
MoKa3aHo Ha puc. 9. BuHukae, Koy KOOpAWHATH KIHIEBUX TOYOK MOJIITOHA HE CIIBMAAAI0Th 3 HOTO
MOYaTKOBUMH TOUYKAMH, 1110 TIPU3BOJIUTH JI0 PO3PHBY KOHTYPIB.
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Hezamkuenui KOHTYD

Puc. 9. IIpukiaa HE3aMKHYTOTO KOHTYPY MOJITOHY

3. Hyonikamu pebep. Ilonironun mMaroTh 3aay0apoBaHi pedpa. Pedpa qyOirorThes, 10 CIIOTBOPIOE
MIPEJICTaBJICHHS TOJITOHY, SIK TTOKa3aHo Ha puc. 10.

Jlybmmosane pedpo

Puc. 10. [Tyomikatu pebep.

L mpoGiiemMa Moke BUHUKATH Yepe3 HEeBipHE BU3HAUYEHHS a00 00pOOKY KOOPAMHAT, KOJIU OJIHI U
Ti cami pedpa 3aHOBO BBOJISIThCS 200 HE MPABIIIBHO 00’ €THYIOTHCSI.

4. Jlyonikamu eepwun. llonironn MaroTh 3a7yO0siboBaHi BepivHHA. Ll mpoOiema Moxe
CIIOTBOPIOBATH IPE/ICTABICHHS TEOMETpii, YTpPyAHIOBaTH aHajli3 Ta MEpPEeBIPKY TOIMOJIOTIi
TIOJIITOHIB, SIK MOKa3aHo Ha puc. 11. 3aqy0np0BaHi BEepIIMHN BUHUKAIOTH Yepe3 TOMUIIKH B 00po0IIi
JAaHWX, HATPHUKIIAJI, TIPU HEKOPEKTHII KoHBepcii (hopMmariB abo pelaryBaHHi TeOMeETpii.

Jy6uikar Bepuimnun
Puc. 11. Ilpuknazg gy6iikaTy BepILIMHH.
5. Omeopu no3za konmypom. I1oniroHn MarOTh OTBOPH, IO PO3TAIIOBAHI 11032 OCHOBHUM KOHTYPOM

MIOJITOHA, SIK IIOKa3aHO Ha PUCYHKY. 12. BuHrKae, Koy BHYTpilIHI 001aCTi MOJIiroHa MOMUJIKOBO
BU3HAUYEHI 11032 OTro MeXXaMH.
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Sopuinmiii orsip

O

Puc. 12 . Tlpukian oTBOPY 1M03a KOHTYPOM IOJITOHA.

6. Po3’conani wacmunu. IloJgiroHM MarThb OTBOPH, SIKI PO3Pi3alOTh IONIFOH Ha ICKiJIbKa HE
3’€IHAHHUX YACTHH, K NIOKa3aHO Ha prucyHKy Ne 13.
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Puc. 13. Po3’equaHi yacTuau

OmHMM 13 METOHIB U aHANi3y KOPEKTHOCTI 1HAWBiAyadhbHHX MOJITOHAIBHUX 00’ €KTIB B CEPEIOBHIII
PostGIS e Buxopucranns ¢yukiii ST IsValidDetail. I{s ¢yHKIiS [103BOJsIE OTPUMATH AETANbHY
iH(pOpMaIIiI0 PO NPUYKMHY HEBAJITHOCTI TeOMETpii.

JlJ1a BUKOHAHHS TaKOTO aHaNi3y MoxHa ckopuctatucs SQL-3amuToM. Pe3ynbpratn MokHA 3rpyITyBaTH 3a
MIPUYUHAMY HEBAJIi THOCTI T€OMETPIi, TAKUM YAHOM BU3HAYHBIITY OCHOBHI THITH IIOMHIIOK Ta X TIOIMIUPEHHS,
IO 1 MPOIEMOHCTPOBAHO Ha pUCYHKY No 14.

Pesynbraru cBiguats, mo monas 29 000 3eMenpHHUX AUISHOK MalOTh MOMIIIKY TUmy Self-intersection, mo
cTaHOBUTH Maibke 90% ycix BumankiB. 3HaYHA YacTWHA TOMIJIOK TaKOXK IOB’s3aHa 3 IEpPEeTUHAMHU
kinbueBux cTpykTyp (Ring Self-intersection), 1o yacTo cBia4UThH PO MPOOIIEMH il Yac CTBOPEHHS abo
00poOKHU TeoMeTpii.

SQL-zanur ajg ananisy reomerpii:

SELECT reason(ST_IsValidDetail (geometry::geometry)) AS reason, count (%)
FROM public.parcels_2022
GROUP BY reason;

PezynsraTu:
ITpuuuna nomuakn | Kinskicrs olagamok
Self-intersection 29587
Ring Self-intersection 2901
Duplicate Rings 232
Interior is disconnected | 7
Hole lies outside shell 1

Puc. 14. CraTucTka IOMHIOK FeOMETPIT 3eMENIbHUX JIISTHOK.

Cepen piiKiCHUX TIOMHJIOK MOXHA BUAUTHTH podaemu tumty Interior is disconnected (7 Bunaakis)
ta Hole lies outside shell (1 Bumamok), siki cBim4aTh PO CEPHO3HI MOPYIISHHS MIJICHOCTI reoMeTpii.
Bopanowac, KilbKicTh TeOMeTpii 3 TOMUIKAMU BiJHOCHO 3arajibHOTO 00’ €My 0a3u TaHUX CTAHOBHTD JIUIIIC
0.12%.
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BaxxnmBo 3a3HaumTH, Mo nepesipka reomerpii B PostGIS 6a3yeThcsi BHKIIIOUHO Ha €BKIIIOBii
reomeTpii, 6e3 ypaxyBaHHs eJiNcoigaabHol popmu 3eMITi, 0 MOKEe BIUIMBATH Ha PE3yJAbTaTh AJS JaHUX
rnobanpHOr0 Macmrtady. s Takux BHIMAAKiB HEOOXiMHWUN MONATKOBUHM aHami3 i3 BHUKOPHUCTAHHAM
TEOJIE3NIHNX (PYHKIIIMH.

Konrekcryanbui momuiakm. Lleli Bug moMuiiok Moxe OyTH BHU3HAUEHHWH JIMILE BPaxyBaBIIM

KOHTEKCT 00'ekTy, TOOTO Horo cycimiB, aTpuOyTiB, BiTHOIICHHS a0 iHIMMX 00’€kTiB. OCHOBHI BUAU
IIOMHJIOK HaBeIECHI HIDKYE.

1. Hepemun 3 cycionimu 06’ckmamu. Ilonironn abo mniHii, M0 MalOTh OYTH CyMiKHHMHU,

MEePEeTHHAIOThCA, SIK MoKa3aHo Ha puc. 15. [loMuka BUHUKAE KOJIM KOOPAWHATH CYMiXKHHUX TOUOK
HE BUKOPHCTOBYIOTH TIOBTOPHO, @ BU3HAYAIOTh OKPEMHMH 1 HE3aJECKHUMH BUMiPIOBAHHIMH, IIIO
HPU3BOANTH JI0 BHECEHHS MOXNOKH B KO)KHOMY 3 BUMipIOBaHb.

Kpim Toro, mommika Moxke OyTH pe3yJbTaTOM TOIO, IO KOOPAMHATH Ui CYCiAHIX 00’ €KTiB
BHU3HAYEHO B PI3HUX CHCTEMaxX KOOPAMHAT. Y TaKOMY BUIIaJKy CIIpoOa mepeTBOPEHHsI KOOpAUHAT

y enuHUil (opMmaT CHpUYMHIE TOXMOKU TMPH KOHBEPTaIlii, 0 TPU3BOJIUTH JO YTBOPEHHS
MEPETUHIB a00 PO3PHBIB MiXK 00’ EKTaMH.

Puc. 15. [lpukitan HakIagaHHS TOMITOHY Ha CycCifa.

Pospusu. TIpoMi>KKM MK IOJIITOHAMH, SKi IMOBHUHHI IIUILHO MPWIATATH OIMH IO OJHOTO, SK
MOKa3aHo Ha puc. 16.
[ToMuiika BHHUKAE, KOJU KOOPIUHATH CYMIXHHX 00’€KTIB, TAKUX SIK MOJITOHU, BU3HAYAIOTHCS

OKpPEMO Ta HE3aJISKHO IS KOXKHOTO 3 CYCIJHIX O0’€KTIB, IO NMPU3BOAMTH JO BUHUKHEHHS
MMOXHOOK.

Puc. 16. [Ipuxitagy po3prBiB MiXK CyMiXKHIUMH TTOJIITOHAMH.

3.

Ilepemun i3 3a00ponenumu oonacmamu. I'eoMeTprudHi 00’ €KTH, SIKI TEPETUHAIOTH 00J1aCTi, Je
BOHM HE TIOBHHHI TIepe0yBaTH, sIK TI0Ka3aHo Ha puc. 17.

Bonoiivma

3eMeibHA, JILISTHKA

Puc. 17. LunrocTpaliis AUISHKY, 1110 TIEPETHHAE BOJOUMY.
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[ToMunka BUHUKAE, KOJIU NOMIroHU abo 1HII reOMETPUYHI eIeMEHTH, TaKi K JOporHu, OyIiBii 4u

BOJIOHMH, MAalOTh HETIPAaBWIIBHE MMPOCTOPOBE PO3TANTyBaHHS BiJHOCHO iHIINX 00’€KTiB abo mIapiB

nmannx. [lomunnka gacTo € HaCHiAKOM HETOYHOCTI B KOOpAMHATAX a00 BiICYTHOCTI TOITOJIOTIYHOI

Y3TOJKEHOCTI MK PI3HUMH HA0OpaMH JaHUX.

BucHOBKH Ta MepcHeKTHBH MOJAJBIIMX AOCTIIKEeHBb. Y pe3yibTaTi MPOBEACHOTO aHali3y
BIIKpUTHX JaHuX Jlep>kKaBHOTO 3eMENbHOT0 KagacTpy Oyio BHSIBICHO KiJbKa KaTETOpid MOMMIIOK, IO
MOXYTh CYTTEBO BIUIMBaTH Ha TOYHICTb, JOCTOBIPHICTH 1 MpPaKTH4YHY LiHHICTH iHpopManii B
reoNpOCTOPOBUX 0a3ax JaHMX.

Buny amoManii B reonpocTopoBux basax Aamux

Buxin 3zaveHp I03a OﬁerEHHH. CamonepeTns

_BlncyTHi naﬁim Hesipre zaMurazzd
HempaBuibHME THI AaHUX | Jybnikate pebep
Opdorpadpiumi HOMHHKH. Oreopy mo3a KOHTypON:
Jy6nikaTH TaHHX Poz’epmnani gacTH#H

HenocninopHicTe naHmMx

HepipHl 3Ha4eHHSA

llepeTur 3 cycipnimu ob’exTamm

PospuBx

llepeTux i3 3aboponeHuMu oblacTaEMH

Puc. 18. BisyanbHa kinacudikariist BUaiB aHoMasiii.

OCHOBHHUMH JOCIATHEHHIMH JTOCIIIKEHHS € TaKi:

1. Pozswmupennsa knacugixayii nomunox: Ha ocHOBI aHaNi3y iCHYIOUHX JOCITIJDKEHb Ta Pe3yIbTaTiB
po0oTH 3 TaHUMH OYyJIO CTBOPEHO PO3ILIMPEHY Kiacu(iKallilio MOMHUIIOK, KA HAaBSJACHA HUXKYE B
CKOpOYeHIN opMi y BUTIISIII LUTFOCTpAIil npecTaBieHiit Ha pucyHky Ne 18.

2. Ioenmudpikayia neoonikie icuyrouux nidxodie: AHani3 jmiteparypu Ta NPaKTHYHUX NPUKIaIiB
MoKas3as, 10 icHyIoYi Kiacu@ikalii He € yHiBepcaJIbHUMH, a PIBEHb JeTani3alii 4acTo HeJOCTaTHIN
JUIsL BUPIIIIEHHS TPAKTUYHUX 3a71a4.

3. Bizyanizauis nomunok: {ns noxpaiieHHs po3yMiHHs IpoOieMu OyJIo CTBOPEHO HU3KY IpadidHux
UTIOCTpaLii, 0 AEMOHCTPYIOTh MOMIMPEHI THUIHM MOMWIIOK, TaKi SIK CAMONEPETHHH, HE3aMKHEHI
KOHTYPH, TyOJIiKaTH BEPILUH i OTBOPIB 11032 MEXaMH TIOJIIMOHIB.

Knacudikaiiisi mOMUIOK € JUIIE MEPIIMM €TarioM y OiIbII ITMPOKOMY IPOIIeCi aHaIi3y reornpoCcTOPOBHX
JaHMX, L0 COpPSAMOBAaHWU Ha BUsIBICHHA aHoMamii. [lomryk aHomanmiii — me HACTYNMHHUH KPOK, KUK
MPU3HAYCHUH [UIs BUSIBIICHHS HETHIIOBUX 3HAYEHb, SIKI MOXKYTb OYTH PE3yJIbTaTOM HETOYHOCTEH Y JaHUX.
[onpanbire gociimKeHHss Oyae 30CEpeKEHO Ha 3aCTOCYBaHHI CTATUCTHYHUX METOJIB JUIS BHSIBJICHHS
aHomatiid. 3okpema, Oy/ie BUKOPUCTOBYBATHCh CTATUCTHYHMI aHaJli3, BKIIOUAIOUM METOAU Kiacugikarii,
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KJIacTepu3allii, a TaKoXX BHUSBJICHHS 3aJIEKHOCTEH MK pisHUMH aTpuOyramu. CTaTUCTHYHI METOAU
JTO3BOJISATH BUSIBUTH HE3BUYANHI MATESPHHU B JAHUX, 1[0 MOXKYTh CBITYMTH PO HETOYHOCTI 200 mpobiieMu 3
SKiCTIO iH(pOpMaIIii, He 3aBXKIU OYEBUIHI Yepe3 TPAAHIIIHHI TIX0IH J0 MTePEBIPKU MTOMIIIOK.

3aBASKHM 3aCTOCYBAaHHIO TaKMX METOJIB, MOXKHA Oy/ie BUSIBUTH HE TIIHKU OYEBHIHI MMOMIIIKH, a i OLIBII
CKJIQJIHI aHOMaJii, 110 HEe Mar0Th SBHUX O3HAK MOMWJIOK, ajie MOXKYTh CYTTEBO BILUTMBAaTH Ha TOYHICTh
aHaJi3y Ta NPUUHSTTS pimieHb. L{e J03BONHUTh 3HAYHO TOKPAIIUTH SIKICTh I'EONPOCTOPOBHX 0a3 TaHUX.
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METOIU MOJEJIOBAHHSA TA KJIACU®IKAILIL EJEKTPOKAPJIIOCUTHAJIIB

Mociii JI.€., CBepcriok A.C. Metoau Mojeq0BaHHsA Ta Kiaacugikauii enexTpokapaiocursaniB. Y crarTTi
MPOBEICHUI IPYHTOBHHUII aHaJi3 METOXIB MOJENIOBAHHS, ONpPALIOBaHHA Ta KiIacHdikamii eIeKTpOKapIiOCHUTHANiB Ha OCHOBI
JOCHipKeHHs myOutikamiii y HaykomeTpuuHiil 6a3i Web of Science Core Collection 3a 2014-2024 poku. IIpoanamnizoBano 513
HAayYKOBHX Hpalb, 0 BiJOOPaXaloTh THHAMIKY PO3BHUTKY HiIXOJIB 10 iHTeprperamnii KapaioyoriyHux gaHux. biomiomerpuynuii
aHaJi3 BUSABHB 3POCTAaHHA MyOJiKaliifHOI aKTHBHOCTI 3 MaKCHMalIbHUMH NoKasHuKamu y 2019 poui (58 my6mikariit), 2022 poui
(51 ny6mikamisn) Ta 2024 poui (54 my6mikartii), 10 TiATBEPIKYE aKTYaIbHICTh JOCHIIKYBaHOI TeMaTUKU. Ha OCHOBI KITFOUOBHX
CJIiB Iy OJTiKallii CTBOPEHO XMapy TEPMiHiB, Ka JEMOHCTPY€E IPEBATIOBAHHS TAKUX KOHLETITIB SIK €JIeKTPOKapJi0CUTHaJI, TNINOMHHE
HaBUaHHA, KiIacuQikalis, ONpamloBaHHS CUTHANIIB Ta BapiaOelbHICTh CEpPLEBOr0 PUTMY. MeETONOJOTiYHMN aHAai3 3acBiIYHB
€BOJIIOIII0 MiAXOAIB BiJ TPaAWLIHHX METONiB HU(PPOBOi OOpOOKH CHTHANIB 1O BIPOBAIKCHHSA IHHOBALIHHHUX TEXHOJOTIH
MTYYHOTO iHTENEKTy. 30KpeMa, NOCHiPKEHO e(EeKTUBHICTh 3aCTOCYBAaHHS 3TOPTKOBHUX HEHPOHHUX MEPEX I KiacHdikamii
€JIeKTPOKApAIOCUTHAMNIB, SIKi AEMOHCTPYIOTh TOYHICTh MOHAm 95% NpH AiarHOCTYBaHHI pi3HHMX THMIB apuTMii. ['eorpadiunnit
po3moxin my0iKarii mokasas jigepcTBo HaykoBux ycranoB CIIA (19% my6nikauiit), Inaii (12%), Himeuannu (10%) ta Kuraro
(9%). 3a TeMaTHYHUM CIPSIMYBaHHSAM [EPEBAXKAIOTH JOCITIIKEHHS B rany3i imkenepii (51% myOuikariiii) Ta KOMI'FOTEPHUX HayK
(29%), 1110 TiIKpeCIToe MK IMCIUILTIHAPHICTE IPoOIeMaTHKy. BU3HaueHO npiopuTeTHI HanpsiMK pOo3BUTKY MeToAiB aHanizy EKC:
po3pobKka aJanTHBHUX alTrOPUTMIB (iIbTpallii 3aBaj, BIOCKOHAJICHHS METOMIB CKCTPAKINii JialrHOCTUYHO 3HAUYYIIMX O3HAK,
CTBOPCHHS 1HTENEKTyalbHUX CHCTeM Kiacu(ikamii Ha OCHOBI TiOpumHuX apxiTekryp. OcoOnuBy yBary NpHIiIEHO CHHEpTil
METOMIB MAIIMHHOTO HABYaHHA 3 KJIACHYHUMH Tinxoxamu no aHamizy EKC mis migBHIeHHS JOCTOBIPHOCTI MiarHOCTYBaHHS
CepLeBO-CYJMHHUX MaTOJIOTIH.

Kawuosi cioBa: enexrpokapriocursan (EKC), monens, MeTon, aHami3, Kiacudikamis, anropuT™, OIliHKa, HEWpPOHHA
mepexa (NN, DNN, ANN, CNN), mrry4nnii intenext (Al), cucrema mammuaoro HaBuanus (MLS), putm cepus.

Mosiy L., Sverstiuk A. Methods of modeling and classification of electrocardiograms. The article thoroughly
analyzes methods for modeling, processing, and classifying electrocardio signals based on the study of publications in the
scientometric database Web of Science Core Collection for 2014-2024. 513 scientific papers reflecting the dynamics of the
development of approaches to interpreting cardiac data were analyzed. Bibliometric analysis revealed an increase in publication
activity with maximum indicators in 2019 (58 publications), 2022 (51 publications), and 2024 (54 publications), which confirms
the relevance of the topic under study. Based on the keywords of the publications, a term cloud has been created, which
demonstrates the prevalence of such concepts as electrocardio signal, deep learning, classification, signal processing, and heart rate
variability. Methodological analysis has shown the evolution of approaches from traditional methods of digital signal processing
to the introduction of innovative artificial intelligence technologies. In particular, the effectiveness of the use of convolutional
neural networks for the classification of electrocardio signals that demonstrate an accuracy of more than 95% in diagnosing various
types of arrhythmias has been investigated. The geographical distribution of publications showed the leadership of scientific
institutions in the United States (19% of publications), India (12%), Germany (10%), and China (9%). The thematic direction is
dominated by research in the field of engineering (51% of publications) and computer science (29%), which emphasizes the
interdisciplinarity of the problem. The priority directions for the development of methods for analyzing ESN have been identified:
the development of adaptive algorithms for filtering interference, the improvement of methods for extraction of diagnostically
significant features, and the creation of intelligent classification systems based on hybrid architectures. Particular attention is paid
to the synergy of machine learning methods with classical approaches to the analysis of ECS to increase the reliability of diagnosing
cardiovascular pathologies.

Keywords: electrocardiogram (ECG), model, method, analysis, classification, algorithm, evaluation, neural network
(NN, DNN, ANN, CNN), artificial intelligence (Al), machine learning system (MLS), heart rate.

IlocranoBka mpodaemu. CydacHa IarHOCTHKA CEPIEBO-CYAMHHUX 3aXBOPIOBaHb IMOTPEOyeE
OIITUMI3allii MpOoIeciB OnpaIfoBaHHs Ta aHami3y einekrpokapuaiocurHaniB (EKC). AkryanbHicTh aaHOl
npoOJeMaTHKH 3yMOBJICHa 3HAYHOIO MOLIMPEHICTIO KapAIiONOTIYHHMX MATOJNOTIH Ta BHUCOKHMH
MOKa3HMUKAMH CMEPTHOCTI BiJl HUX y BChbOMY CBITi [1]. [HTEHCHBHHUII PO3BUTOK TEXHOJOTIH MAIIHHHOTO
HaBYaHHS Ta IITYYHOTO IHTENEKTY CTBOPIOE TMEPCIEKTHBH BJOCKOHAJIEHHS METOJI0JIOTTYHOTO
IHCTpYMEHTapil0 MOJEIIOBAHHS, OIpaLIOBaHHS Ta kiacudikamii enekTpokapaiocursamia. Tomy
CHCTEMAaTH30BaHMK aHajli3 Cy4aCHOTO CTaHy HAayKOBHX JAOCHiKECHb Y 3a3HaueHi ramys3i HaOyBae
0COOJIMBOTO 3HAYEHHS U1 BUBYCHHS MEPCICKTUBHUX BEKTOPIB PO3BUTKY Ta METOMOJOTIYHUX MapagurMm
ananizy EKC. IIpencraBnene goChiKeHHsI Ma€ Ha METi 341 iCHEHHS] KOMIUIEKCHOTO aHAJIITHYHOTO OTJISI LY
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HAyKOBHX  MyOJiKamiii  ImOoJ0  METOAIB  MOJIENIOBAaHHS,  OINpamfoBaHHA Ta  Kiacupikarii
eJIEKTPOKApJIOCUTHAIIIB 3a IeCATHPIUHUI Nepioa Ha ocHOBI OibmioMeTpuunux qanux Web of Science Core
Collection.

AHaJji3 ocraHHiX Jxociaimkens i myOaikauiii. B anamiTmayHOMY OTJIsiAl MOCTiKEHB IIOIO
esomotii anamizy curHaniB EKI" 3a octanHi ecsaTh POKIiB pO3TISAA0THCS Pi3HI MiXOH 10 MOJCITIOBAHHS
curnaniB EKI', ik oT 3acToCyBaHHS JepeB NPUUHSATTS pillleHb A7 MPOTHO3yBaHHS HACTaHHS CEPLEBHX
3aXBOPIOBaHb [2], oOTpyHTYBaHHSA Ta BepHdiKallii MaTeMaTHIHOI MOZENi CHHXPOHHO 3apeecTpOBaHUX
Kap/liOCHTHAIIB 3 BUKOPUCTAHHSAM BEKTOpA LUKIIYHUX PUTMIYHO TOB’SI3aHMX BHUIIAJKOBHX mporueciB [3],
MaTeMaTHYHe MOJICIIOBaHHs Ta METOIU OMNpAIIOBaHHS CHUTHAIIB cepls Ha 0a3l HUKIIYHUX BUIAaJKOBHX
IpoIleciB Ta BeKTOpiB [4], iMiTallifiHe MOIeIIOBaHHS CHHXPOHHO 3apEECTPOBAHHX CHUTHANIB CEPIs Ha
OCHOBI BEKTOpa MUKJIIYHAX PUTMIYHO OB’ S3aHUX BHITQJKOBHUX IMPOIECIB Y 3a7adax Kap/ioiarHOCTHKH
[5]. InTerparis mepenoBUX OOYHCIIIOBAIBHUX IHCTPYMEHTIB, TAKUX SIK aITOPUTMU MAITMHHOTO HaBYAaHHS
[6-7] Ta mTyunuit inTenekT [8-9], 3poOuaa peBOMIOINIIO B Il Tamy3i, JO3BOJUBINK OLNBII TOYHO Ta B
pexxumMi peanbHOro dacy anamizyBarn curHanu EKI. Takox posrmsHyTuii mporpec B 00poOi,
xapakTepuctuni Tta knacudikanii EK[-curHami: Bijg TpaauuiiiHoi oOpoOKH 10 MiAXOIiB MAIIMHHOTO
HaBYaHHS Ta MITy4HOTO iHTenekTy [10-12].

Mera  pociimxennsi. IIpoBectn TpyHTOBHHMU oOrsiy MyOmikamiii Mmoo MOAENIOBaHHS,
OTIpaITioBaHHS Ta Kiacudikallii eleKTpOKapIiOCHTHANIB Ha OCHOBI OiOmiomerpuunux maHux Web of
Science Core Collection 3a ocTanHe JECATHIITTS B po3pi3i KUIBKOCTI POOIT 32 pOKaMH, TUIIAMH Iy OJTiKaIlii,
aBTOpaMH, KpaiHamu, oprasizaifisiMu, kateropismu Web of Science, nampsiMkamu OCTiKeHb Ta
JTUHAMIKOFO ITUTYBaHb. PO3TIsIHyTH HalOIBI peNleBaHTHI CTATTi, TPOAHANTI3YBATH K TPAIUIIiHHI i IXOIH,
HaNPHUKIA, CIEKTPAIbHUI aHaNi3, BEUBJIET-TIEPETBOPEHHS Ta METOIM MAIIMHHOTO HABYAHHS, TaK 1 HOBITHI
TEXHOJIOT1], 3aCHOBaHI Ha TJIMOMHHOMY HaBUYaHHI Ta IITYYHOMY iHTenekTi. OcoOnuBy yBara MpUAiTUTH
OCHOBHUM TIpobiemMam, 1o BHHUKAOTH mpu 00podmi EKC, 30kpeMa BHCOKiil BapiaOenbHOCTI CUTHAIIB,
HasBHOCTI IIIyMiB Pi3HOTO MOXO/KCHHS T4 HEOOX1AHOCTI OOPOOKHU BEIHKHX OOCSTIB JIJAaHUX y PEATbHOMY
yaci. BukopucTatu qani HayKoBHUX MyOJTiKallii, 10 MiAKPECTIOI0Th aKTyalbHICTh Ta BXKIHBICTH PO3BUTKY
MeTo1iB 00po0ku EKC st mokpalieHHs SKOCTI MEAMYHOI JOTIOMOTH.

AuagiTuunmii ornsia. Haykomerpuuna 6a3a Web of Science Core Collection nae moxiusicTs
OpraHi3yBaTd pEJCBAaHTHHN TMOIIYK HAYKOBUX IyOJKallii 3 BHINE 3rajJaHoi TeMaTHKH. TOoMy s
MIPOBEJICHHS aHATITHYHOTO OTJISIY IMyOJiKaIii 00 aHai3y METOJIiB MOJEIIOBaHH, ONPAIlIOBaHHS Ta
knacudikarii curaaniB EKI 3a octanHi gecats pokiB 0yB cpopMOBaHU 3aMUT IS PO3MIUPEHOTO TOITYKY:
TS=("cardiac signal*") AND (TS=(model*) OR TS=(method*) OR TS=(*cardiogra*) OR TS=(forecast*)
OR TS=(automat*) OR TS=(process*) OR TS=(analysis) OR TS=(optimiz*) OR TS=(classification) OR
TS=(diagnostic) OR TS=(construction) OR TS=(evaluat*) OR TS=(review) OR TS=("computer system")
OR TS=("decision making") OR TS=("expert system") OR TS=(algorithm*) OR TS=(encoding) OR
TS=(signal*) OR TS=(detect*) OR TS=("Artificial Intelligence”) OR TS=("Machine Learning”) OR
TS=("Deep Learning") OR TS=("Convolutional Neural Network™) OR TS=(biomedic*) OR TS=("Neural
Network™) OR TS=("Deep Neural Network™) OR TS=(heart) OR TS=(numeric*) OR TS=("Artificial
Neural Network™)) and 2025 or 2024 or 2014 or 2015 or 2016 or 2017 or 2018 or 2019 or 2020 or 2021 or
2022 or 2023 (Publication Years) and Engineering or Computer Science or Cardiovascular System
Cardiology or Instruments Instrumentation or Neurosciences Neurology or Science Technology Other
Topics or Medical Informatics or Mathematical Computational Biology or Research Experimental
Medicine or Mathematics or Automation Control Systems or General Internal Medicine or Robotics or
Health Care Sciences Services or Rehabilitation or Education Educational Research (Research Areas) and
Engineering Electrical Electronic or Engineering Biomedical or Cardiac Cardiovascular Systems or
Computer Science Interdisciplinary Applications or Computer Science Information Systems or Instruments
Instrumentation or Neurosciences or Computer Science Artificial Intelligence or Telecommunications or
Computer Science Theory Methods or Multidisciplinary Sciences or Medical Informatics or Mathematical
Computational Biology or Engineering Multidisciplinary or Medicine Research Experimental or
Neuroimaging or Imaging Science Photographic Technology or Computer Science Software Engineering
or Clinical Neurology or Automation Control Systems or Computer Science Hardware Architecture or
Biochemical Research Methods or Computer Science Cybernetics or Mathematics Interdisciplinary
Applications or Robotics or Health Care Sciences Services or Medicine General Internal or Engineering
Industrial or Physics Mathematical or Engineering Environmental or Environmental Sciences or
Mathematics or Mathematics Applied or Rehabilitation or Remote Sensing (Web of Science Categories).
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PesysnbraT po3ImupeHoro mouryky B HaykomeTpuuniii 6a3i Web of Science Core Collection
BigoOpasumu 513 pobir 3a octanHix 10 pokiB. Llg KiITbKICTh CBIJYUTH MPO 3HAYHY yBary IOCIIIHUKIB A0
TEMAaTHKH MOJICITIOBAHHSI, OIIpaITiOBaHHs Ta Kiacudikarii enexkrpokapaiocuraaii (EKC) sk kmacuaauMu
METOJIaMH, TaK 1 3a JOMOMOTOI0 IITy4HOTO iHTenekTy (puc. 1). Haitbinpima KinpkicTh myOmikamiii Oyna y
2018 Ta 2022 pokax (no 51 npami), y 2019 (58 npaup) ta B 2024 pokax (54 mparti). Takox y 2025 poui 3a
OJIMH MICSIIb BXKE € 5 myOJTiKaIlii.

o T T T T T T T T T T 1

Puc. 1. lunamika myOumikaiii B Haykometpuuniit 6a3i Web of Science Core Collection 3a pokamu

Bcebiunwmii orisa Ta aHai3 HaOLIBII PeTIeBAaHTHHUX CTATEH 3 METO/IiB MOJICTFOBAHH, 00pOOKH Ta
knacudikaiii kapaiocurHaiis, 30kpema enekrpokapiorpam (EKI'), mokazas HactynmHe. OOpoOka curHaiiB
EKI ta cBo€uacHe BHSBICHHS MATOJOTIH cepls € BaKIMBOIO 3aJaucto 30€peKeHHs KHUTTS 1 370pOB’s
HacesieHHs cBity. ¥ crarrti Zhang, T., Lian, C., Xu, B., Su, Y., & Zeng, Z. HayKOBIIi 3aIPOITIOHYBAJIH HOBY
riOpugHy apxiTekTypy A aHaiizy KapIioJoriuHumx curHaiiB Ha ocHOBI CNN-posmmpeHoi mepexi
Transformer. Mojiennb BUKOPHCTOBYE CUCTEMY EKCTIEPTHUX PEXKHUMIB [T 0OOPOOKH SIK OTHOMOJIAIBHUX, TaK
1 baraToMOMaIbHKUX JaHUX, IPALFOIOYH Y JIBA €TAIU: BUAUICHHS MOJAJIbHO-CIICIIU(IYHUX O3HAK Ta aHAI3
MDKMOJAIbHUX B3a€MOJiN. 3aBASKM BIOCKOHaJeHHAM Ha ocHOBi CNN Mozenb IeMOHCTpye Kpariii
pe3yJIbTaTH MOPIBHAHO 3 ICHYIOUHMHU apXiTEeKTypaMH Ha pi3HUX Habopax manux [13].

Hayxogmi Giorgio, A., Rizzi, M., & Guaragnella, C. npencraBuiu eheKTHBHUNA METO] BUSBICHHS
Mi3HIX IUTYHOYKOBUX MOTEHIIaIB Y BUCOKOpo3aipHuX EKI -curnanax, mo € MapkepamMu pu3uKy panToBoi
cepreBoi cMmepTi. MeToJ cKIIafaeThes 3 TPhOX eTamiB: (QiimbTpamis Ta ouwmeHHs 15-kanambHux EKI-
CUTHAJIIB BiJI IIyMY, BHJUICHHS I1’SITH KIFOYOBUX O3HAK, Ta iX Kiacu@ikallis 3a TOMOMOT0I0 MAIIMHHOTO
HapuanHs [14]. ¥V crarti [15] aBropu Chintalapati, U. K., Manzar, Md. A. ta iHmi po3po0uwin MeTon
kiacugikawii apuTMiil Ha OCHOBI aHai3y ocHOBHUX KomnoHeHTiB EKI -curnany (P-xBuis, QRS-kommiexc
ta T-xBuns). i ouniueHHs curnainy Bukopuctano ¢inetp CaBiubkoro-I'ones, sikuit 3riamxye gaHi 6e3
CTIIOTBOPEHHS iX TEeHJEHII1. AHaIi3 poBeJieHo Ha nanux 3 6azu MIT-BIH Arrhythmia 3 Bukopucranusam
Matlab.

Haykogi ¢axisii Aygun, A., Ghasemzadeh, H., & Jafari, R. 3anpononyBanu HOBHIf MeTOA IS
HaIIHHOTO BW3HAYeHHs MixyaapHoro iHTepBany (IBI) ta BapiaGempHOCTI cepueBoro putmy (HRV) 3
CUTHAJIIB, OTPUMAHKMX 3 HOCHMMHX CEHCOPIB miJa Yac (Pi3uvHOI aKTHMBHOCTI. METO/a CKJIaIa€ThCs 3 JBOX
KOMIIOHEHTIB: KOMOIHATOPHOTO JITOPUTMY BHOOpPY XapaKTepHUX TOYOK CEpLEOUTTS B 3alIyMIICHHX
CUTHalaX, SKHW 0a3yeThcs HA TOIIYKY HAHKOPOTIIOTO NIISAXY B CHPSIMOBAHOMY alMKIIYHOMY Tpadi 3
ypaxyBaHHAM MOpP(OJIOTIYHMX OCOOJUBOCTEH KapIiOCHTHAIIB Ta TeXHIKM 00'eHaHHSA ()i3100TTUHUX
napaMeTpiB, OLIHEHUX 3 PI3HUX MOP(HOJIOTIYHUX XapaKTepUcTuK [16].

Asropu Patra, G. R., Mohapatra, S. K., & Mohanty, M. N. onucanu HOBu# MeToa Kinacudikariii
EKT -curnanis Ha ocHOBI 10-1mapoBoi 3ropTkoBoi HeWpoHHOT Mepesxi. JloCIiPKeHHS ToKa3alto, o THOO0KI
HEHPOHHI Mepexi, SIKi MICTATh MHOKMHHI IPUXOBaHi 1Iapy, 3a0e3MeuyoTh Kpallli pe3yJIbTaTu HOPIBHIAHO
3 TpagUUiHHUMH MeTOoJaMH (METOJ OIOPHHX BEKTOPIB Ta BEWBJIET-TIEPETBOPEHHS) 3aBASKH 3JaTHOCTI
oTpuMyBaTH OararopiBHeBe TpeacTaBieHns nanux [17]. Haykosmi Kaur, P., & Dewan, L. y cBoiit nparii
ToKa3aiu HOBHI MeTon 00opobku abgominansHoi EKI mrony B cepenopumii LabVIEW st giarHocTrkm
CKJIaJJHUX CEpLEBHX 3aXBOPIOBaHb. MeToJ BUKOPUCTOBYE aHaii3 He3anekHuX koMmnoHeHT (ICA) micns
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3aCTOCYBaHHS TiOpuAHWX (ITBTPIB AN BHIUICHHS CEPIIEBOTO CHUTHATY IUIOAY 3 KOMITO3UTHOTO
abaomiHaneHOTO curHaiy [18].

Taki yueni sk Elouaham, S., Dliou, A., Jenkal, W., Louzazni, M., Zougagh, H., & Dlimi, S.
ommcanu emmipudHe BeiiBier-iepeTBopeHass (EWT) mma ounmmenns EKI-curnanis Big mymy. EWT
PO3KIIala€ CUTHAJI Ha YacCTOTHI KOMIIOHEHTH, CTBOPIOIOYM CIICIialli30oBaHUil BelBieT-0a3uc ais
JeTanbHoro ananizy. [lopiBHsibHMI anamni3 3 iHmumu merogamu (DWT-ADTF, FST, Kanman, Liouville-
Weyl, Wiener) Ha nanux 3 6a3u MIT-BIH nmokazaB nepeBaru EWT y 36epexenHi kopucHoi iHhopMartii
npu Buganenui mymy [19]. Crarts mocmigaukie Baghel, N., Dutta, M. K., & Burget, R. Bimobpaxae
aBTOMATUYHHMN MeTOJa Kiacu@ikarii cepleBUX 3aXBOPIOBaHb Ha OCHOBI aHaizy (OHOKapaiorpam 3
BUKOPHUCTAaHHSAM 3ropTKoBOi HeiporHoi Mepexi (CNN). s miIBUIIEHHS TOYHOCTI B YMOBAaX IIyMYy
3aCTOCOBaHO TEXHIKM ayrMeHTarii manmx. Mogens pocsaria TtouHocti 98,60% mpu miarHoctwiri
MHOXKHHHUX Kappionoriunux 3axsoproBanb [20]. Jocmigauku D’Aloia, M., Longo, A., & Rizzi, M. y
cratti [21] Hamanu edeKTHBHHUI METOJ BHUSBICHHS Ta JIOKATi3alil MKOBUX TOYOK y 3amrymieHux EKI -
curHaiax. Lleil MeTo BUKOPUCTOBYE mepeTBOpeHHs [ 'inpbepTa Ta MOporoBy TEXHIKY Ul BUSBICHHS 30H
MOTEHIIHHUX TIKIB, 3 OJAJIBIINM BeHBICT-aHaAIi30M s aetekiii R-mikiB. TectyBanns Ha 6a3i MIT-BIH
Noise Stress Test Database mokaszano BUCOKY €(peKTUBHICTh METOAY HaBiTh MPH 3HAYHOMY PiBHI HIyMY
(SNR = 6 gb), nocsratoun uytausocti 98,13%, 1o nepesepliuye iCHyr04i aIrOPUTMHU BUSBICHHS R-XBUIIb.

ABtopu Gonzalez-rodriguez, C., Alonso—arévalo, M. A., & Garcia—canseco, E. mposoxmmu
ounteHns ¢onokapaiorpam (OKI') Big mrymy B yacToTHO-4acoBiit obmacti 3 Bukopuctanusm U-Net Ta
KopoTtkodacHoro meperBopeHHs @Dyp'e (STFT). Ha Biaminy Bim momepemHix TOCTiIKEHb, METOJ
e(heKTUBHO BUAAJISIE YOTUPH THITH ITyMiB: O1INH TayCIBChKUN, POXKEBHUH rayCiBChKHUIl, MOBHUH Ta peaTbHAN
¢donosuii mrym OKT. [lyis BupitenHs npobnemu oomexenocti unctux OKI-curnanis po3pobdiaeHo MeTox
ayrMmeHTamii naHux. TecTyBaHHS IMOKa3al0 BUCOKY €EKTHBHICTh HAaBITh NMPH HU3bKOMY CITiBBiJHOIICHHI
curHai-myMm (-5 nb), nocsraroun nokparienss Bix 11,85 no 17,60 ab [22]. ¥V crarti Lyu, X., Rani, S.,
Manimurugan, S., & Feng, Y. po3po6uiu riuboKy HeWpO-HEUITKY MOJIEINb 3 MYJIbTUMOIAIbHUM 3ITHTTSIM
o3Hak mus ananmizy EKD Big Data [23]. Meton mnoemHye HeHpo-HEYITKI CHCTEMH 3 apXiTEKTypOIO
Transformer mis ogrovyacHoro ananizy EKI'-curHaiiB Ta X criekTpanbHuX 300pakeHb. TecTyBaHHs Ha 0a3i
MIT-BIH Arrhythmia nokasano Bucoky edekTHBHICTb MeTOAy 3 TouHicTIO 98,46% Ta F1-miporo 99,1%.

Crarrs HaykoBiiB Sulthana, A., Rahman, Md. Z. U., & Mirza, S. S. nponionye ribpu/Hi aganTHBHI
CTpyKTypu ¢GinbTparii Ha ocHOBi ¢imbTpa Kammana mns moxpamenss skocti EKI-curnamis npu
BiITAJICHOMY MOHITOPHHTY 370poB's. Meton mokasas epextuBHe BuaiteHHs EKI-curaany npu HU3pKOMY
CHIBBIIHOIIICHHI CUTHAJI-IITYM, HE3AJIC)KHICTh BiJl TapaMeTpa po3Mipy KpoKy, Ha BIIMIHY Bijl TpaJuIliHHIX
ajanTUBHUX (iIbTPIB, BUKOPHUCTAHHS JUCKPETHOTO BEHWBIET-TIEPETBOPEHHS Ui TeHEpalii OMOpHOro
KOMITOHEHTa Ta HU3bKY OOYHMCIIOBAIFHY CKIAAHICTh 3aB/sku koMOiHamii Kalman-LMS 3 anropurmamu
3nakiB [24]. Yueni Raj, S., Ray, K. C., & Shankar, O. omicanu MeTo/1 aBBTOMaTH4HOI AiarHOCTHKH CEPIIEBUX
aput™iii 3 BukopucranHsm EKI-curHamiB, mo ckiamaerbesi i3 (inbTpamii Ha OCHOBI BeWBJIET-
HepeTBOPEHHs, BHsABIEHHS R-mikiB anropurmom Ilana-TommkiHca, BHIYy4eHHS O3HAaK 3a JIOIOMOTOIO
JMCKPETHOTO opToroHaidbHoro mneperBoperHss Croksemna (DOST) 3 mopampmuM  3MEHIICHHSM
po3miprocti MeroioM PCA Ta koMOiHYBaHHSIM 3 JTUHAMIYHUMHU XapakTepuctukamu RR-iHTepBamiB Ta
kiacudikaiiis 3 BukopuctanasiM SVM, onrtumizoBanoro merogom PSO. TecryBanus Ha 6a3i MIT-BIH
nmoka3ano TouHicTh 99,18% mis 16 knacis Ta 89,10% s 5 knacis 3a crangaprom AAMI, 1o nepesepiye
ICHYFOU1 METO/I Ta MOX€e OyTH BUKOPHCTAHO JIJIsl aBTOMATH30BaHOT [[IarHOCTHKH apuTMiit [25].

[pyHTOBHE JOCHiIKEHHS CydacHuX MeToaiB Kinacudikanii EKT -curnanis nposenn Abdulla, L. A.,
& Al-Ani, M. S. Apropu 30cepeuii yBary Ha TaKMX OCHOBHHX MiJX0JaX sSK IITYYHI HEHPOHHI Mepexi
(ANN), sroptkosi Heitponni Mepexi (CNN), nuckperHe BeiiBner-nieperBoperss (DWT), meton onmopHux
BekTopiB (SVM) ta meron k-maiiOommwkumx cycigie (KNN). [ns KOXHOTO 3 HHX IPOaHaNi30BaHO
BUKOPHUCTaHHS HAOOPIiB JaHUX, METOAOJIOTII, pe3ybTaTiB Ta oOMexkeHb. OcobnuBa yBara NpUILISETHCS
HOPIBHSUILHOMY aHajli3y ToyHocTi knacudikanii [26]. CNN neMoHCTpye HallKpallli pe3yJbTaTi cepell ycix
MmeToiB (Tadu. 1).

Xmapa ciiB, sika BijioOpaxkae KIIFOYOBI ciioBa aBTOpiB myOstikaiit 6a3u nanux Web of Science Core
Collection 3a gocnikyBaHOI TEMAaTHUKOO, IPECTABICHA HA PUCYHKY 2.

3a TUIIAMU JOKYMEHTIB OiNIbIIICTh HAYKOBHX Tparb ckianu ctatti (319 mpaip abo 62%), 3BiTHI
nonogiai (167 npamp abo 33%) ta orysmosi crarti (22 mpari abo 4%) (puc. 3).
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Tabmuis 1. Kimacudikanis EKC Ha ocaoBi CNN
ABTopu Habip manux [Ipomo3wurtis Metonu Pesynprar
Zubair, M., Kim, J.,|baza nanux aputmii| 3ampomnoHoBaHi 1D-CNN TouHicTE=
& Yoon, C. [27] MIT-BIH (byHKLIT HaBYaHHS 92,7%
Ha OCHOBI CHpOi
EKI
Yin, W., Yang, X., | [dani noOymoBani | MoHITOpUHT Ta Kackag CNN TouHicTh=
Zhang, L., & Oki, Ha MiKpocxeMi KIacuQikarist 88,89%
E. [28] naryuka EKT curgaimis EKI ta
BMDI101 Ta paxionoKaIifHuX
monyini Bluetooth CUTHAIIIB
Acharya, U. R., Oh,[baza ganux aputmii| ABTOMaTHYHO 9-maposi CNN TouHicTb 3
S. L., Hagiwara, Y., MIT-BIH BHU3HAYae 'ITh ITyMOM=
Tan, J. H., Adam, piSHI/IX KaTeropif/i 94,03%
M., Gertych, A., & EKI 0e3 mymy=
Tan, R. S. [29] 93,47%
Zhai, X., & Tin, C. |ba3za nqanux aputMii|  PeaizoBana CNN Tounicts>97%
[30] MIT-BIH MOJISITb Ha
MOPTaTUBHOMY
MIPUCTPOL [JIst
JIOBTOCTPOKOBOTO
MOHITOPHHTY
Zhang, J., Tian, J., CHUHTEeTHYHI Ta 3anponoHOBaHO DCNN Tounicts=99%
Cao, Y., Yang, Y., peanbHi Habopu O3HaKH Ta
& Xu, X. [31] manux EKIT  [knmacudikaropu, 1o
HABYAIOTHCSH, 3
4aCOBO-4YaCTOTHOT
oOmacri
Wang, J. [32] Hab6ip nannx MIT-| 3anpomonoBanuit | CNN+MENN TouHicTE=
BIH AF 3001041 (6) 97,4%
aBTOMAaTH30BaHOTO
BUsABICHHI AF
Yao, Q., Wang, R., | basa manux China | Kiacudikanis | Ha ocHOBIi yBarm - TounicTe=
Fan, X., Liu, J., & Physiological EKTI -curnamnis IHKpEMEHTHHIA 81,2%
Li, Y. [33] Signal Challenge | piznoi Tpusanocti | 4acosuii (ATI)-
2018 CNN

Ierolrossing .

-S89

)

* MENTAL

SEPTS &
Soatcom ,“e; Y PROBABILITY

&

\ 3 L

e
' ‘\v’-l
<1dl

¥ & s0c SHOCKS Iow

£ CHICKEN

7/ rndom TRANSFORM -

& B

Press

T
Vsl THOUGHT

0 FMRn S

INASES

e . [
B omabelc @ e

Sfﬁfé
%% _."’rt:,‘
SN

%

“ pathway -

HELerogeneous persnapity

Puc. 2. Xmapa KIIIO4OBHUX CIIiB, SIKi BUKOPUCTOBYIOTHCS B MyOJIiKaLisIX aBTOPIB

© Mociit JI.€., Ceepcriok A.C.




Hayxosuil sicypruan "Komi 1oTepHO-iIHTETpOBaHi TEXHOJIOT1i: 0CcBiTa, HAyKa, BAPOOHHULITBO"
Jhyywk, 2025. Bunyck Ne 58 109

300 -

2504

Puc. 3. KinpkicTs npaip 3a THIIAMH MyOuTiKaiii

3a npodinsaMu AOCHTITHUKIB 6a4rMO OaraTo HayKOBIIiB 3 HAHO1IBIIO KiNBKICTIO Ipamnb — 10 6, 5 1
4 npaui. Jlizepu cepen npodiniB HOCTHiAHUKIB Y BUBUEHHI i€l MPOOIeMH NpeACTaBeH] y Tabmui 2.

Tabnuus 2. Posnofin HayKOBHX Mpallk 3a MPOQiIsIMU TOCTiIHUKIB

[podisi nocniHUKIB KinpKicTh 3anuciB % of 513
Leonhardt, Steffen 6 1,17
Olde, Bo 6 1,17
Holmer, Mattias 6 1,17
Rojo-Alvarez, Jose Luis 6 1,17
Sandberg, Frida 6 1,17
Sornmo, Leif 5 0,97
Peris-Lopez, Pedro 5 0,97
Antink, Christoph Hoog 5 0,97
Zhu, Tingting 4 0,78
Kiyasseh, Dani 4 0,78
Serdijn, Wouter A. 4 0,78
Munoz-Romero, Sergio 4 0,78
Blanke, Olaf 4 0,78
Sharma, L. N. 4 0,78
Gouveia, Carolina 4 0,78

A po3mofia KiTBKOCTI poOIT 32 aBTOpaMy 0auyMMO TeX IMOAIOHY CHTYaIlif0 — IIiCTh HAYKOBIIIB
MAaroTh 10 6 Ipallb, JIBa M0 5 mpailb Ta OJUHAALATE 10 4 npaii. JlaHi npeacrasieHi y Tadauri 3.

Tabnuus 3. Po3mofin HayKOBHX Mpalib 3a aBTOpaMH

ABTOpHU KinpKicTb 3anmciB % of 513
Holmer M 6 1,17
Leonhardt S 6 1,17
Olde B 6 1,17
Peris-lopez P 6 1,17
Rojo-alvarez JL 6 1,17
Sandberg F 6 1,17
Antink CH 5 0,97
Sérnmo L 5 0,97
Bhuyan MK 4 0,78
Blanke O 4 0,78
Camara C 4 0,78
Choudhary T 4 0,78
Georgieva-tsaneva G 4 0,78
Gouveia C 4 0,78
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Garcia-alberola A 4 0,78
Kiyasseh D 4 0,78
Mufioz-romero S 4 0,78

3a kateropismu Web of Science naiiGinbine myomikaiiii npunanae Ha: [HxeHepis, eIeKTPOTEXHIKa,
enekTpoHika — 151 pobora (29%), Imxenepis Giomenuuna — 119 pobit (23%), Kapmiomorist (cepiieBo-
cyauMHHa cuctema) — 61 pobota (12%), MixkaucuurutinapHi nporpamu 3 iHpopmaruku — 58 pooit (11%),
Indopmartiitai cuctemu — 51 podora (10%), [punaau — 48 podit (9%), Hesposoris — 44 podotu (8%) ta
I Tyunwuii intenext — 40 poodit (8%) (puc. 4).

151 g
Enginesrng Elacincal Electronic G ardiovascular Sydems HNeumesiences

51

Computs Sciancs nfomaton Sydems o
35
Talacommunications

Puc. 4. Po3nonin kinpkocti npais 3a kareropismu Web of Science

IT’sripka JigepiB 3a KUIbKICTIO My OUTiKaIlii 3a MPUHAICKHICTIO 10 opraHizamiil ckianae: University
of London — 12 ny6mikamiit (2%), University of Oxford — 10 myGuikartiii (2%), Harvard University — 9
nyb6mikaiii (1,8%), University of California System — 9 ny6unikauiii (1,8), Indian Institute of Technology
System IIT System — 8 my6mikariii (1,6%) (puc. 5).

12
UNIVERSITY OF LONDON

p i =
| SWISS FEDERAL INSTITUTES OF
TECHNGLOGY oA

5
INDIAN INSTITUTE DF TECHNDLOGY SYSTEM 1T
HBYSTEM

Puc. 5. KinbkicTs myOmnikariii B po3pisi IprHANEKHOCTI 10 OpraHizaii

Haiibinpina KinbKicTh myOutikariii B po3pisi kpain abo teputopiii Hanexuts CIIA — 96 (19%),
Tanii — 63 (12%), Himeuuunni — 49 (10%), Kutato — 44 (9%), Cnionyaenomy KoposnisctBy — 36 (7%), Itaii
— 30 (6%), Icmanii — 30 (6%), Hinepnarnmam — 20 (4%), Ipany — 19 (4%) ta ®panuii — 17 (3%). Oxe,
MEPEeBAXHO EKOHOMIYHO PO3BHHYTI KpaiHH CBITYy BEJYTh HAayKOBI JIOCHI/DKCHHS 3 MPOTHO3YBaHHS Ta
JKYBaHHS CEPIICBO-CYJMHHIX 3aXBOPIOBaHb (pHC. 6).

© Mociit JI.€., Ceepcriok A.C.



Hayxosuil sicypruan "Komi 1oTepHO-iIHTETpOBaHi TEXHOJIOT1i: 0CcBiTa, HAyKa, BAPOOHHULITBO"
Jhyywk, 2025. Bunyck Ne 58 111

90 -
a0~
70~
B0

504

30+

20

Puc. 6. KinbkicTs myOmikanii 3a kpaiHamu ab0 TEpUTOPISIMH

3a kimpKicTIO myOmikamili y po3pi3i BHOaBIiB JieBOBY 4acTKy 3aiimae |EEE i3 TpetmHOIO BCiX
nyOJikanii, a HactymHi Elsevier ta Springer Nature matots yactku 15 ta 12 BigcotkiB (Tadi. 4).

Tabmurs 4. Po3mozin HayKOBUX Mpaib 32 BUAABISIMHU

Bunasmi KinbkicTh 3amuciB % of 513
IEEE 171 33,33
Elsevier 78 15,20
Springer Nature 63 12,28
Mdpi 42 8,19
Wiley 23 4,48
lop Publishing Ltd 13 2,53
NATURE PORTFOLIO 12 2,34
Oxford Univ Press 10 1,95
Assoc Computing Machinery 7 1,37
Lippincott Williams & Wilkins 7 1,37

3a HampsAMKaMHu JOCTIKeHb HalOibine myOuikaiiid npunagae Ha Imkenepiro — 262 (51%),
Kowmm’rorepHni Hayku — 149 (29%) ta Kapaionorito — 61 (12%), 1110 3HOBY MiATBEPKY€E BaXKIIUBICTD JAHOTO
nociimkenss (tadi. 5).

Tabmuns 5. Po3mofin HayKOBUX ITpaib 3a HAMPSIMKH JTOCIiDKEHb

HanpsiMk# 10CITiDKEHb KinpkicTh 3amucis % of 513
[mKeHepist 262 51,07
Komn’1oTepHi HayKu 149 29,04
Kapmiosoris (cepiieBo-CyIMHHA CHCTEMa) 61 11,89
[TprnagoOyayBaHHs 48 9,35
Hespoutorist 48 9,35
HayxkoBi TexHoJ0Ti{ 37 7,21
TenexoMyHiKaLii 35 6,82
Ximis 33 6,43
MenuuHa iHhpopMaTHKa 23 4,48
Diznka 20 3,90

3a pe3yabpTaTaMH aHai3y KiTBKOCTI MyOJiKaliid i TUTYBaHb 32 OCTAHHE ACCATHIITTS Oa4MMO, 110
HanOipIIe mybmikarmiii Oymo y 2019 pori — 59 my6mikariit 1 598 mutyBanb, nami e neske KOJTUBaHHS
KUTBKOCTI Iy OJIiKallii, aje KiJIbKICTh [IUTYBaHb 3aT€ HEBIIMHHO 3pOCTac i qocsro miky y 2024 pomi — 1387
LUTYBaHb IPHU KUTBKOCTI mMyOmikaniid 56 po0iT, 10 miATBEpIXYE BUCOKHI HAYKOBH iHTEpeC 0 HAyKOBO-
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MIPUKIATHOI MPOOJIEMAaTHKH TOCTIKEHHS METOMIB MOJETIOBAHHS, OIPAITOBaHHS Ta Kiacudikamii
eJIEKTpOKapAiocUrHamiB (puc. 7).
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Puc. 7. Pe3ynbraTu 3anuty 3a pokaMu MyOJIiKallii Ta IUTYBaHHIM

BucHOBKH Ta mepcneKTHBYU MOAAJIbIIMX AOCTiNKeHb. [IpoBeacHuii 0i0MiOMETpUYHUI aHai3
myOoikaniit y 6a3i qaanx Web of Science Core Collection 3a octanse necsatumitts (513 po0OiT) aeMoHCTpyE
cTaOiTpbHUM HAyKOBHWH IHTEpeC A0 MNPOOJeMAaTHKH MOJENIOBAHHS, OIpAIfOBaHHS Ta Kiacudikarii
CJIEKTPOKAPAIOCUTHAIIIB, 13 MIKOBUMH TIOKa3HUKaMH ITyOTiKamiiHoi aktuBHOCTI y 2018-2019 Ta 2022-2024
pokax. BusBieHO cyTTeBe 3pOCTaHHSA KUIBKOCTI IHUTYBaHb AOCTIKEHb y IiH Taiy3i, OO0 JOCSTIO
Makcumymy B 2024 pormi (1387 muryBaHb), M0 CBIAYUTH MPO 3pPOCTAIOYy AKTYAJIBHICTh Ta TMPAKTUYHY
3HAYYIIICTh JJAHOI TeMaTUKU. BecTaHoBIEHO, 10 HAWOIBIIMK BHECOK y PO3BUTOK MeToliB aHanizy EKC
3pobumu pocmigauku 31 CLIA (19%), [anii (12%) Tta Himeuunnu (10%). TIpoBiqHuMu oprasizamisMu €
University of London, University of Oxford ta Harvard University. AHaii3 MeTOMOJOTIYHUX ITiAXO/IiB
MTOKa3aB MepexiJ] BiJl TPaJAUIIHHUX METOMiB OOPOOKH CHUTHAJIB 0O BUKOPUCTAHHS TIePEAOBUX TEXHOIOTIH
HITYYHOTO iHTEJEKTY, 30KpeMa: BIPOBAKEHHs TMUOMHHUX HeHpoHHuMX Mepex (CNN, DCNN) mms
knacudikauii EKC 3 Tounictio 10 99%, po3poOka riopuaHux apXiTeKTyp, 10 HOEAHYIOTh IIEPEBArH Pi3HUX
migxoxaiB (CNN-Transformer, Helipo-HEUITKI CHCTEMH), 3aCTOCYBaHHs METO/IiB MAIIMHHOTO HABYAHHS JJIS
ABTOMATH30BaHOI J[IarHOCTUKHM CEPIICBMX MATOJOrii. BUsBIEHO TEHICHIIO 1O pPO3POOKH METOJIIB,
OpiEHTOBaHUX Ha POOOTY 3 MOPTATHBHUMH MPHUCTPOSMH Ta CUCTEMaMH BiJJIAJIEHOTO MOHITOPHHTY, IO
BIJIMTOBiTa€ Cy4acHUM NOTpedaM TeneMeTuIIuHH.

V Hammx MoJajIbIINX JTOCTIIPKEHHAX IUIAHY€ETHCS MPOBECTU TIIMOOKUH aHai3 Iy TiKalii B IHIIHX
HAayKOMeTpHUYHHMX Oaszax, 30kpema y CiteSpace ta SCOpPUS 3 METOH BHBYEHHS ICHYIOUMX METOIIB
MOJICTIIOBAHHS, OMpAaIfoBaHHs Ta KiIacu]ikaiii eIeKTpOKapIiOCUTHAIB, YIOCKOHAIOBATH METOIU
IMOMHHOTO HaBYaHHS JIJIs poOOTH 3 00MEKeHUMH HabopaMu TaHUX Ta 3a0e3MeYeHHs IHTePIIPETOBAHOCTI
pe3yJIbTaTiB.
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MOJIEJIb 3AT'PO3 /151 IHOOPMALII CUCTEMHU JUCTAHLITHOIO HABUYAHHS
MOODLE

Haszapyk B.J., Hlaiinox K.C. Mopeanb 3arpo3 mis ingopmauii cucremu aucranuiiinoro Hapyanuss Moodle. B
poOOTi po3rIsAHYTO 3arpo3 iHpopMaLiiiHOT Oe3MeKH CHCTeMH AWCTaHIIHHOrO HaB4aHHSA Moodle, sk HaHOUTBII MOMKpPEHOT
CHCTEMH B 3aKJaJax BHINOI ocBiTH YKpaiHu. OnrcaHO OCHOBHI KaTeropii 3arpo3, siki MOKyTh BUHHKHYTH B XOJli BIIPOBa/KSHHS
Ta eKCIUTyaTallii 3a3Ha4eHOi CHCTEMH B HABUAJIILHOMY ITPOIIEC], ICTATI30BaAHO OKPEMi aCTEKTH 1 MiATOTOBJICHO NCTAIBHUIA aHaIi3
3arpo3 3a paxyHOK HECAHKI[IOHOBAHOTO (Di3MYHOTO JOCTYM 0 TEXHIYHHUX 3aco0iB 00poOieHHs Ta 30epiranHs iHdopmaiii,
MOPYIICHHS ~ BCTAQHOBJICHUX IIPAaBWJI YIPABIIHHSA 1 PO3MEKYBaHHS POJEBHM JOCTYIOM, HOMWIJIOK Ta BiIMOB (3001B) y
(YHKLIOHYBaHHI IIPOrpaMHOro 3a0e3leueHHs], BIPOBaKEHHS KOMIT'IOTEPHUX BIPYCiB Ta 3aKIaAHUX HpOTrpaM, HENPaBHIBHHX
HABMUCHHUX a00 HEHaBMHCHHX Jiil MepCOHay, a TaKO)X HaJA3BHYalHUX CHTyalid. Bu3Ha4eHO Ta 3BelleHO B TaOJIMII0 BIUIMB
3a3Ha4eHUX 3arpo3 HA OCHOBHI OE3MEKOBI XapaKTEepUCTHKH iH(popMauii (KOHQiAEHIiIHHICTh, IUTICHICTh, JOCTYIHICTH Ta
CIIOCTEPEKHICTh). 3a/1s 3armobiranHs iHIUACHTIB iHPOpMaIiifHOi Oe3NeKH B CHCTEMI IO KOKHOMY BHIY 3arpo3 PO3poOJIeHO Ta
HaJIaHO PEeKOMEH ALl 1010 MPOTHAIl iICHYI0YHM 3arpo3aM. Po3pobiiena Moens 3arpo3 amst iHdopMarii B CHCTEMH AUCTAHIIIHOTO
HaB4aHHI Moodle Moxe OyTH BUKOpUCTaHA MTPHU MiATOTOBI TEXHIYHOTO 3aBJaHHS JUIS TOOYIOBU KOMIUIEKCHOT CHCTEMH 3aXHUCTY
indopmanii (nami - KC3I) cuctemu mucraHmiifHOro HaB4aHHs, a00 NMPOBEICHHS ayauTy iHpopMamiitHoi Oe3meKy BiIIOBIIHO 10
MIOJIOKEHb MDKHApOJHUX CTaHAapTiB. B cBoro yepry, BmpoBamkenHs KC3I um mpoBeneHHs ayauTy BiIKpHBaEe MOXKIHBICTBH
0e3neyHo 1 HaAifHO BHKOPHCTOBYBATH 3a3HauceHy iH(GOpMaliliHy CHCTEMy B HAaBUAJILHOMY IIPOIIEC] 3aKiajiB BHIIOI OCBITH i3
JOTPUMAaHHSIM BUMOT YHHHOTO 3aKOHO/IABCTBA YKpaiHH.

KniouoBi cjioBa: cucremn TUCTaHIIMHOTO HABUAHHSA, 3aTpo3u Oe3reky iHpopMarlii, MoeNs 3arpo3, 3aco0H Ta 3aX0I1
3aXHCTY.

Nazaruk V., Shayniuk K. Threat model for the information security of the moodle distance learning system. This
paper examines the information security threats faced by Moodle, the most widely used distance learning system in Ukrainian
higher education institutions. The study outlines the primary categories of threats that may arise during the implementation and
operational use of this system in academic settings. Key areas of analysis include unauthorized physical access to data processing
and storage equipment, breaches in access control and role-based management policies, software errors and malfunctions,
introduction of computer viruses and malware, as well as both intentional and unintentional actions by personnel, and emergency
situations. Each threat's impact on critical security attributes — confidentiality, integrity, availability, and observability — is detailed
and summarized in tabular form. To prevent information security incidents within the system, the authors offer targeted
recommendations to counteract each identified threat. The developed threat model for Moodle-based distance learning systems can
serve as a foundation for creating a comprehensive information security system (CISS) or conducting security audits in line with
international standards. Implementing a CISS or conducting an audit enhances the security and reliability of this educational
platform in academic environments, ensuring compliance with Ukrainian legislation.

Keywords: remote learning systems, information security threats, threat model, security measures and protection
methods.

Berym.

CucreMu AMCTaHLIWHOrO HAaBYaHHS CTAalOTh B JaHWH 4Yac HEBiJ'€MHOIO YaCTHHOIO OCBITHBOI'O
Ipolecy 3aKiaiiB BHUIIOI OCBITH YCiX piBHIB. 3yMOBIEHO Iie MepenyciM iX (yHKUiOHAJIOM, SIKUM Hagae
MOJKJIMBOCTI 30CEPE/PKEHHSI B OJIHOMY MicCIli HEOOXiTHMX MarepiaiiB HaBYaJbHHUX KypCiB, IHCTPYMEHTIB
KOHTPOJIIO OTPUMAaHUX 3HaHb Ta IHTEPAKTUBHOTO JiaJlory 3700yBadiB OCBITH 3 HayKOBO-IIEAArOTTYHUMHU
npauiBHUKamMu. Oco0auBo 3aTpeOyBaHUMH CHCTEMH JAWCTAHLIHHOTO HaBYaHHS CTald B Iepiog
KapaHTUHHAX OOMEXEHb Ta B yMOBaX BOEHHOI'O Yacy, MPOTE 1 MiCIsl 3aBEpIICHHS 3a3HAYeHUX 0OMEXEHb
iX momynsipHicTh OyJie 3pOCTaTH, BPaxOBYIOUM OMIli €KOHOMII Yacy Ha MepecyBaHHS O HaBYAILHOI'O
3akiaay 3100yBayiB BUIIOI OCBITH 1 BUKJIAJAlbKOTO CKIIAAy, MOKIMBOCTI BUKOHAHHS 3aBIaHb Y 3pY4HUIl
9ac, HASIBHOCTI IHCTPYMEHTIB HEYTIePEHKEHOI OITIHKY 3HAHD Y BUTJISII TECTIB.

Taka TpaHcdopMallisi OCBITHBOIO MPOILIECY BUMarae JAeTajabHOr0 aHaji3y cTaHy KibepOeseku Ta
3axucTy iHQOpMamii BIPOBaIKEHUX Yy HABYAIBHHX 3aKJIaJaX CHCTEM IHCTaHLIHHOTO HAaBYaHHS Ta
BUPOOJICHHS pEKOMEHAALIH 1010 JIOKaJTi3allii MOKJIMBUX BPa3JIMBOCTEH Ta 3arpos.

IlocTaHoBKa 3aBIAHHS.

3axucTy miAsAraloTh HACTYIHI TPYNH iH(popMalii CHCTeMH AUCTaHLIHHOTO HaBYaHHS:
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- Ja”i Ta mporpamHi Koau y BUTISAAL (aiimiB pisHMX QopmariB, 3amuciB 06a3 MaHUX Ta 1HIINX
CTPYKTYP MALIMHHOTO IPEACTaBICHHS;

- 0a3u JaHuX 3aXHCTY (CIUCKH 3apEECTPOBaHUX KOPUCTYBAYiB, iX iIeHTU(IKATOPIB, MIOBHOBAXXEHB
KOPHUCTYBauiB, MpaBa JOCTYILY, XKypPHaIH peecTpamnii oAl Ta iH.);

- JaHl 3araJbHOTO KOPHCTYBaHHSA (B TOMY YHCIHI, — HaBYaJbHI MaTepiand, JaHI TECTIB Ta
OLIIHIOBAHHSI 3HAHB).

Oco0nuBa yBara 3 TOYKH 30py 3aXUCTy Ma€ OyTH MpHALICHA JaHWM OIIHFOBaHHS 3HAHb, SKI
BUKOPHUCTOBYIOTECSI B PI3HOTO POAY PEHTHHIYBaHHSAX, NPHU3HAYCHHI CTUIICHAIA Ta JOKyMEHTax IIpo
OTpUMaHHS BUIIOI OCBITH 1, 3rigHO 3akony Ykpaimm Ilpo 3axuctr indopmamii B iHdopmariiiHO-
KOMYHIKaIiHUX cucteMax [1], moBUHHI 00pOOJIATUCS B CUCTEMI 13 3aCTOCYBAHHSIM KOMILIEKCHOI CHCTEMU
3axucTy iH(Mopmarii, abo TpW MIATBEPIKEHHS BiANOBIIHOCTI CHCTEMH YHPaBIiHHS iHGOpPMAIiitHOO
Oe3meKxoro 3a pe3yiabTaTaMy MPOIEAYypH 3 OIIHKK BiAIOBIIHOCTI HAaIllOHAJTHHUM CTaHAApTaMm YKpaiHu
HIO/I0 CUCTEM YIpaBJIiHHS iHPOpMaIiiiHOI0 0e3MeKOlO.

[Tixg yac cTBOpEHHST KOMIIEKCHOT CHCTEMH 3aXHCTY iHPOpMaLlii HEOOXiIHO BHU3HAYMTH MEPETiKiB
BiJTOMOCTEH, SIKi MiUISTal0Th 3aXKUCTY B Mporeci 00poOky, iHmux 00’ ekTiB 3axucty B AC, knacuikyBaTu
iH(dopMartrito 3a BUMoramu 110 ii KoH}imeHIiHHOCTI a00 Ba)XJIMBOCTI I OpraHizallii, HeOOXiTHUX PiBHIB
3aXHIICHOCTI iHpopMallii, BA3HAYCHHS OPSIKY BBeICHHs (BUBEICHHS ), BAKOPUCTAHHS Ta PO3NOPSIIKCHHS
iH(dopMartiero B aBToMaTn3oBaHill cucremi (maii — AC), a TaKOX PO3POOUTH Ta KOPUTYBATH MEPiOAUIHO
MoJeNi 3arpo3 i Mojeni 3axucty ingopmarii B AC.

3aas BOPOBAPKEHHS JOCTaTHIX 1 €()eKTUBHUX 3aCO0IB 3aXHCTy HEOOXITHO CHCTEMAaTHU3yBaTH
iCHYyFOUi 3arpo3u. Pe3ynbrar Takoi cucTeMaTH3allil BUKJIAJAEThCs Yy BUTIIAAI MOJICHI 3arpo3, sKka, B CBOIO
Yepry, CIIy’)KUTUME BUXITHAMHU JAHUMU JIJISl pO3pOOIIEHHS Ta BITPOBAPKEHHS KOMITJIEKCY 3aC00iB 1 3aX0/IiB
3aXHCTY.

Orasig nkepen

[IpaBoBi, Ta opranizamiiiHi 3acagu (YHKI[IOHYBaHHS CHUCTEMH BHWIIOi OCBITH B YKpaiHi
BCTaHOBJIEHO 3akoHOM Ykpainu [Ipo Buiry ocBitTy [2], pekomeHaawii 11010 HaBYAIbHO-METOANYHOTO Ta
iHpopMaliiiHoro 3a0e3reueHHs] HaBYaIbHOTO MPOIIECy 3a JUCTaHIIHHOW (OPMOIO HaBUAHHS BU3HAUCHI
[TomosxeHHsIM TIpO IUCTaHIIiHEe HaBYaHHSA [3], BimHOCHHU y cepi 3axucTy iHpopmarii B iHpopmariliHo-
KOMYHIKAI[IHHUX CHCTeMaX BperysiboBaHO 3axkoHoM Ykpaiau [Ipo 3axuct indopmarii B iHpopmariiiHo-
KOMYHIKaIiifHuX cucteMax [1], mpaBoBi Ta opraHi3ailiiiHi OCHOBH 3aXHCTY KUTTEBO Ba)KIIMBUX IHTEPECIB
CYCIUIBCTBA Ta JIep KaBH, HAIlIOHAIBHUX iHTepeciB YKpaiHu y kibeprnpocTopi BU3Ha4eHO 3aKOHOM YKpaiHu
IIpo ocHOBHI 3acanu 3abe3neueHHs KibepOe3nekn YKpainu.[4].

B [5] HajaHa oliHKa 3arpo3, BUKJIIUKIB 1 MOKJIMBOCTEH 3apOBaKEHHSI TUCTAHIIIHHOTO HABYaHHSI
BHACITIZIOK MaHieMii. ABTOpH [6] 3BepTarOTh yBary Ha HeIOCKOHAIICTh MO THK OE3MeKH ICHYIOUMX CUCTEM
JIUCTAHIIITHOTO HaBYaHHSA. SIK cTBep/KeHO B [7], 3a pe3yiabTaTaMH JIOCHIHDKEHHS CUCTEM JTUCTAHIIHHOTO
HaB4yaHHA Sakai, Moodle, Atutor, ILIAS, Canvas, Blackboard, Webtutor Ha HasiBHICTh MeXaHI3MiB 3aXHUCTY,
HauOIpII 3axumieHoo € cuctemMa Moodle (7 GamiB), a HaltMeHIn 3axuiieHor0 — Webtutor (3 Oann).
OnnouvacHo, cuctema Moodle € i Hail01IbIII BUKOPUCTOBYBAHOIO B 3aKJIa/IaX BHIIOT OCBITH YKpaTHH.

Pexomenpanii cTOCOBHO CTBOpeHHs MOAeNi 3arpo3 mpuBeAeHi B m.n. 4.2 — 4.3 pomaTky
«MeToM4HI BKa3iBKU IMOJO CTPYKTypu Ta 3micty [lnany 3axucry iHdopmarii B aBTOMaTH30BaHii
CHUCTEMI» JI0 HOPMATHUBHOIO JIOKYMEHTY 3 TeXHI4HOro 3axucty iHpopmariii H/I T3I 1.4-001-2000 «Tunose
HIOJIOKEHHS TIPO CIyXOy 3axucTy iHdopmanii B aBromarn3oBaHiii cucremi» [8]. Bumorn mo 3axucry
iHpopmanii WEB-cTOpiHKH BiJl HECAHKIIIOHOBAaHOTO JIOCTYITy BH3HaueHO B [9].

3rigro [10] i3 Bciel MHOXHHM CIIOCO0iB Kiacudikarlii 3arpo3 HaWIPHUAATHIIION IS aHai3y €
kJacugikalis 3arpo3 3a pe3yJabTaToM iX BIUIMBY Ha iHOpMaLilo, TOOTO, B HAILIOMY BUIIAJIKY, TOPYIIEHHS
LUTICHOCTI 1 JOCTYNHOCTI iHpOpMarii.

Buxiaa ocHOBHOro MaTepiaJy.

OpnHi€ro 13 HaHOUIBIIT TOIIUPEHUX B YKpaiHi cucTeM qucTaHiiiHoro Hapuanus € Moodle (Modular
Object-Oriented Dynamic Learning Environment — wmoxmynbHe  00'€KTHO-Opi€HTOBaHE JIHHAMiYHE
HaBYaJbHE CEpEOBMINE). Ii TOMyJApHiCTE OOyMOBIEHAa TAaKMMH (DAKTOpaMH, SK MOXYIbHICTb,
MacmTaboBaHICTh 1 (DYHKIIOHATBHICTh, a TaKOX HASBHICTIO Bimkputoi (rmyosmiunoi) minen3ii GPL -
General Public License. Pazom 3 Tum, Taka cuctema moTpeOye peTenbHOTO i 3BaXKEHOTO MiAXOAY IO
BUAUICHHS amlapaTHOTO PECypcy, HaJAIITyBaHHS KOMIIOHEHTIB, BIPOBAKEHHsS 3axOJiB Oe3leKu Ta
aaMIHICTPYBaHHS B IIJIOMY. BpaxoByroun BaXXIMBICTh 3aCTOCYBaHHS CHCTEMH B HaBYAJIIBHOMY ITPOIIECi
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3aKJIaqy BUINOI OCBITH, OCOONHBY yBary HEOOXiIHO MPUAIATH 3arpo3aM iH(popmamidHiA Oesmeri Ta
BIIPOBAKEHHIO JIIEBUX 3aXOiB Ta 3aC00iB 3aXHUCTY.

B cBoio uepry, BOpoBaJpKEHHsI 3acO0iB Ta 3aXOJiB 3aXUCTY MPOEKTYETHCS 3a BiANOBITHUM
TEXHIYHUM 3aBJaHHSM, pO3pOOKa SIKOTO BUKOHYETHCS Ha MiZCTAaBi MEBHUX BUXIIHUX JaHUX. Taki BUXigHI
naHi 3rigHo [8], pPeKOMEHI0BAHO OMHICATH B MOOeJ1i 3A42p03 Ta MOOei ROPYUIHUKA TSl KOXKHOI KOHKPETHOT
aBToMarn3oBaHoi cuctemu (AC). [IpeameTroM JaHOTO AOCHIIKEHHS € MOJENb 3arpo3 uid iHdopmarii
CHCTEMH JUCTaHIiHHOTO HABYAHHSI.

Mogesn 3arpo3 aJs ingopmanii cucTeMu JucTaHUiiiHOro Hapuanusa Moodle

VYci 3arpo3u Ta MOXJIMBI KiOEpiHIUACHTH MIOA0 iHPOpMALlii, sSIKa CTBOPIOETHCS, OOPOOISETHCS Ta
30epiraeThes y 3a3HadeHid iHGOpMaIIiiiHii cHcTeMi, MOYKHA TTOAUTMTH Ha HACTYITHI KaTeropii:

- HECaHKI[IOHOBaHWH (Pi3MIHUI TOCTYT IO CEPBEPHOTO Ta MEPEKEBOT0 OOJIaTHAHHS,

- TMOpYILICHHS BCTAHOBICHUX MPAaBUJI PO3MEKYBAHHS Ta YIPaBIiHHS JOCTYIIOM;

- TIOMWJIKH y mporpamMHoMy 3abesnederHi (gami - [13) ta BimmoBu (3001) y dyHkuionysanni [13
Ta TEXHIYHHUX 3aC001B;

- BIPOBA/DKCHHS LIKIUIMBOTO MPOTPaMHOTO 3a0e3NeUeHHS;

- HeMpaBWJIbHI Ta 37I0BMHUCHI il KOPUCTYBaUiB;

- Ha/I3BUYAKHI CUTYaIlil.

B Tabnumi 1 mpencraBimeHo mepemik 3arpo3 iHdopMmariii, e BHKOPHUCTOBYIOTHCS HACTYIHI
CKOpPOYCHHS JUIsl MIO3HAUCHHS TUX XapaKTEePUCTHK iHPOpMallii, Ha sKi BIUIMBae Ta abo iHmia 3arposa: K -
KOH(}iAeHiHHicTb, L] — minicHicTs, /1 - noctymHicTh, C - crioctepexHicTs. B croBmisix rpadu «Hacmiakm»
3HAKOM «+» BIAMI4a€ThCSI MOXJIMBICTh BUHUKHEHHS 3a3HAYEHOT 3arpo3u.

Tabmn. 1 Ilepenik 3arpo3 indopmarii
Tum Ta BUBHaYEHHS 3arpo3 Hxepeno Hacminku
3/m 3arpo3

3arpo3u HECaHKIIOHOBAHOTO (Pi3MYHOTO JIOCTYITY A0 00JIaHAHHS

ITomkoKEeHHS, 3HUIIEHHS abo JIronuna
BUKpaJICHHS 00J1aIHAHHSI. +
HecaHkuioHOBaHE  KOITIIOBaHHS JIronuua
iHpOpMaIii. +
Buecenns HECAHKI[10HOBAHUX JIronuna
3MmiH B I13 Ta 6a3u naHux. +
Buecenns HECAHKIIIOHOBAHUX Jroguna
3MiH B  KOHOQIrypamiro  MepexeBoi +
1HDPACTPYKTYPH.
[NopyiieHHsIM BCTAHOBJICHUX MPABUII PO3MEKYBaHHS Ta YIPABIIHHS TOCTYIIOM
[ligkarodYeHHS TOPYIIHHKA 70 Jromuua
cucreMH T  igeHTUdiKaTOpoM abo +
MapoJieM 3apEECTPOBAHOTO KOPUCTYBaYa
IlepenoBHeHH TadauIl 113,
JIOTYBaHHS 3apeECTPOBAHUX | O0JIaTHAHHS
KOPHCTYBadiB
HecnpomosxHicTb 00poOKH Obnannan
nporienypu  ayTeHTH KAl gepe3 | HA
HEJIOCTATHIO  TPOXYKTUBHICTh  S7pa
CHCTEMU
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BigcyTHicTh mocTymy 3a paxyHOK Jlronmaa,
aBapiii Ta HECHpPaBHOCTEH MepeKeBOTo | oOIagHaAHHSI
o0J1aHAHHS

Bincytricth JOCTYIIY, Jlronmaa,

crupuurHeHa Dos ta DDos arakamu

I13, oOmagHaHHsS

[omunku y 13 Ta BigMoBH (3001) TexHIYHHX 3ac00iB

30601, BUKIMKaHI BUKOPHCTAHHIM 113
3acTapiIuX BEPCiil omepalliiHoi CHCTEMH,
knactepy BipTyamizamii  Ta [I3 LMS
Moodle

[leperioBHeHHsT  TaOuuie — 0a3 113,
JaHUX depe3 0OMeKeHUH pecypc maM’sTi | obmaaHaHHS

Buxin 3 nmagy oOnamHaHHS, B T.4 O0magHan
yepe3 Qi3MuHUN 3HOC KOMIIOHEHTIB HS

BincyTHiCTh €NEKTPOKUBICHHS Obnannan

Hsl, CepeIOBUIIE

BripoBaisKeHHS IKiIIMBOTO MPOTPaMHOT0 3a0e3eveHHs!

VYpaxeHHs IPOrpamMHoOro
3a0e3MeUeHHs] KOMITIOTEpHIMU BipycaMu

JIromuHa,
I13

udpysanns 6a3 nanux ta [13 3a
JIOTIOMOTO0  IIIKIJUTHBOTO  MPOTPAMHOTO
3a0e31eueHHs

JronuHa,
113

[MepexoruieHHs napoJiB
MPOTrPaMOKO-IMITATOPOM, BKJIFOUCHHS B
MPOrpaMy IPOTPaMHMX 3aKJIAJ0K THUITY
«TPOSIHCHKHH KiHBY, «00M0ay TOMIO

JIronmuHa,
113

Bukopucranns «Bam» MOB
MPOrpaMyBaHHS, OIEPAIIfHAX CHUCTEM,
MepexxeBol iHppacTpyktypu (y TOMY
YUCII TapaMeTpiB CUCTEMH 3aXHCTY,
BCTAaHOBJICHUX «32 YMOBUYAHHSIMY).

JronuHa,
113

HenpaBuibHi Ta 3710BMHCHI JTii KOpUCTYBaYiB

Bunaakosi MOMUJIKA
KOPHCTYBauiB, 00CITyTrOBYIOUOTO
MepCOHaNy, TIOMHIKOBE KOHQIrypyBaHHS
Ta aIMiHICTpYBaHHS CHCTEMH.

JIronuHa

HinecnpsiMoBaHi mii 1010
HETPaBOMIPHOTO BIUTUBY Ha
00pobroBany ingopmanito Ta I13

JIronuna

inecnpsiMoBaHi aii 11010 3MiHK
PEXKHUMIB POOOTH CUCTEMHU

JIroguna,
13, o6magHaHHS.

BukpaieHHs B KOPUCIUBUX IIISIX
iH(popMaIliil 3 03HaAKaMH 1HTEJICKTYaIbHOI
BJIACHOCTI Ta eK3aMeHallliHhX TECTIB
KOpPHCTyBa4aMd 3  MPHUBLICHOBAaHUMH
IpaBaMM JOCTYIIY.

JIrognHa
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Hanzsuyaiini cutyartii

ABapist CHUCTEM CepenoBu
2 KUTTE3a0C3MECUCHHS (CICKTPOXKUBIICHHS, | IIIC
OXOJIOJDKEHHS Ta BEHTWIALII, JIiHIN
3B'SI3KY TOIIIO)

®izuyHe 3pyHHYBaHHSI CHCTEMHU Cepenosu
3 (BHacHigoK BHOYXY, HOXKEXKi, 3aTOINICHHS | 1Ie

TOIIO) TTOMIKO/PKEHHS BCiX a00 OKpPeMHX
HaWOUTBII ~ B@KIMBUX  KOMITOHEHTIB
cucreM (TIPUCTPOIB, HOCIIB Ba)KJIUBOI
iHbopMmallii).

3rigHo HajgaHWX B [8] pexkoMeHmaIid, MpOTHIIATH HABEJACHUM BHIIE 3arpo3aM JOIIBHO i3
BUKOPHUCTAaHHSIM HACTYITHHUX 3aCO0IB Ta 3aX0/IiB 3aXUCTY.

3arpo3u HecaHKIiOHOBAHOTO (i3UYHOI0 JOCTYNY A0 00JIaJHAHHA.

HecankuionoBanuii (hi3MyHUA JOCTYIN M0 TEXHIYHHX 3aCO0IB MOXKE peali3oBYBATHCS MUIIXOM
MIPOHUKHEHHS TOPYITHUKA y TPHUMIIICHHS, A€ Taki 3aco0W po3TamioBaHO. Y BWITAIKy peaiizamii miel
3arpo3d CTBOPIOIOTHCS MEPEeIyMOBH ISl TOPYHIEHHS MITICHOCTI, KOH(DiMEHIIHHOCTI 1 JOCTYHMHOCTI
iHpOopMaIii.

3axonu Ta 3aco00H TTPOTHIII:

- BH3HAYCHHS MOPSAAKY (DI3SUYIHOTO JOCTYITY CIIBPOOITHHKIB Ta BiJBiAyBadiB y NMPHUMIIIEHHS, /1€
pO3TalllOBAaHO CEpBEpPHE Ta MepekeBe OONaJHAHHA (IUIIXOM 3aTBEPIKCHHS Tepeliky oci0, SKuM
JI03BOJICHO 3HAXOJIUTHCH Y TIPUMIIIICHHI);

- pO3po0OKa Ta JOTPUMAHHS PErjaMeHTy PO3KPHUTTS Ta Olle4aTyBaHHs IPUMILICHb, IOCTAHOBKH Ta
3HATTSI iX 3 OXOPOHHOI CUTHaJIi3aIii;

- 3a0e3MeYeHHs] OXOPOHH MPUMIIIEHHS, JIe pO3TallOBaHO 00JIaJIHAHHS y HEpoOOUHii Jac;

- perjaMeHTyBaHHS NOPSAKY JAid MNEepcoHaly Ta OXOPOHM Y BHIAIKy peaizauii cnpob
HECaHKI[IOHOBAHOTO (hi3MYHOTO JOCTYITY.

IMopyuienHs1 BCTAHOBJIEHUX MPABUJ PO3ME:KYBAHHSI Ta YNPABJIiHHS A0CTYIOM

HecankuionoBauuii goctyn 1o iHopmaii 31iHCHIOETHCS 3 TOPYILIEHHSIM BCTAHOBJICHUX IPaBUII
YIpaBIiHHSA TOCTYIIOM, a caMe TIiIKITIOYeHHS TOPYITHUKA 10 CHCTEMH TiJT iIeHTH(IKaTOpoM abo maposieM
3apeecTPOBAHOTO KOPUCTYBaya 3 MOJAIbIIUM BUKOPUCTAHHIM 3a00pOHEHOTO TIPOrPaMHOTO 3a0€3eUeHHS
JUIs OTPUMAaHHS AOCTYIY 10 iHQOpMAaLiHHUX pecypciB B 00X1/I CHCTEMH yIPaBIliHH JIOCTYIIOM. Y BHITQJIKY
peamizanii i€l 3arpo3u CTBOPIOIOTHCS MEPEAyMOBH AJISl MOPYLIEHHS LTICHOCTI, KOH(iAeHUiHHOCTI 1
JOCTYIHOCTI iH(popMarii.

3axou Ta 3aC00M MPOTHIII:

- HaJaHHS NPUBIJICHOBAHMX MpaB JAOCTYIy KOPUCTyBadaM 3 HEOOXiAHWM piBHEM 3HaHb, Ta
HAJIEXKHOIO PeIyTaIli€lo;

- OOMeXEHHS JOCTYIly, HaJaHHsS KOPUCTyBadaM JOCTYIY TIIbKA JJO HEOOXIJHUX pecypciB Ta
¢dyHnkuionany. Bukopucranus npuHiuny HaitmMeHmmx npusineis (Least Privilege Principle.

- peecTpauis Al KOPUCTYBaUiB y 3aXUIICHOMY XYpHali ayIuTy;

- BIIPOBAKCHHS IBOPAKTOPHOI ayTeHTU(IKAIIT yCiX, 0e3 BUKIIOYEHHS! KOPHCTYBaviB CUCTEMU;

- JIOTYBaHHS 1 CIIOBIIIEHHS ITPO  BX1JT IO CUCTEMH KOPUCTYBaYiB 3 PO3IMIMPSHUMH TPaBaMH JOCTYILY,
aBTOMAaTH30BaHEe BiggalieHe OJOKyBaHHS 3acO0aMU CHCTEMH Y pasi CHOBILEHHS MPO HECAHKL[IOHOBAaHUM
BXIA;

BincyTHICTB JOCTYIY KOPHUCTYBaUiB IO CHCTEMH MOXe OyTH CIIpUYWHEHA [TEPENOBHEHHSIM TaOIHII
nmoryBaHHsa, ab6o 3oBHimHIMH DoS/DDoS arakamu. 3rifHO TNpOBEACHWX B XONI JJOCHIKCHHS
CIIOCTEPEKEHb, AKTHBHICTH HAaAMIPHOIO JOCTYIy A0 CHCTEeMU (IKCyeTbcs y TMepiof 3allikoBO -
eK3aMEeHallliHuX ceciif. Taka akTUBHICTh 3yMOBJICHA K 00’ €KTUBHUMH (DaKTOpaMU HEOOXIAHOCTI TOCTYITY
3100yBadiB BUITOI OCBITH JI0 OCBITHIX MaTepiajiB, TaK 1 3JJOBMHCHUMH JisIMH 3 METOIO TICPEITKOKaHHIO
HaBYAIBHOMY IIPOLIECY.

3axoau Ta 3acO0M IPOTHUIL:
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- BUJIIJICHHS IOCTATHLOTO alapaTHOTO Pecypcy Ui BENICHHS TAaOJIUIb JIOTYBaHHS Ta MEPioTuvHE
OYHINEHHS X aIMiHICTPATOPOM CHUCTEMU;

- aHami3 Tpadiky Ha KUIbKOX PIBHSX iHQPACTPyKTypu: Ui MEPIIOrO piBHSA Moxke OyTu
BUKOPUCTAHO MepexeBe 00NaJHaHHA (MapLIpyTU3aTop), APYTHid piBeHb - omepalliiiHa cucrema, TpeTii
piBeHBb - JONATKOBI HANAMITYBaHHS MPUKIAAHOTO MpOrpaMHOro 3abesmedeHHs abo caMoi HaBYaIbHOI
waThOpMH Ta il MOAYIIiB.

- (hixcauis [P-ampec mpuctpois, sKi npuiiMaloTs abo npuiimanu yyacts B DoS/DDoS arakax ta
BHECEHHS iX B aIpec-TUCTH 3 OOMEXEHHM IOCTynoM abo OiokyBaHHS iM okpemux [P mpotokomis ams
3ano0iranHs HaJAaHHS BiATOBII Ha OTPUMAaHI Bl HUX 3aITUTH;

HenpaBuibHi Ta 3J10BMHCHI Jii mepcoHamy

HenpaBunpHi [1ii mepcoHay TpamwisioThCsS BHACTIAOK Horo HU3BKOI KBawidikamii, Hembamoro
CTaBJICHHS JIO CBOIX CJIy>)kKOOBHX OOOB'SI3KiB 200 CBiJJOMOTO 3aBJaHHS INKOAMW. Y BUIAJAKY peamizariii miel
3arpo3W CTBOPIOIOTHCS TEPEIyMOBH JUIl TOPYIIEHHS LiTICHOCTI, KOH(IAEHIIHHOCTI 1 JOCTYMHOCTI
iH(hopMarii.

Bracnigok Takux Aiii mepcoHary MOXYTh TPAITUTHCH:

- BIIMOBU OKPEMHUX KOMIIOHEHTIB, pyWHYBaHHs TexHIUHUX 3aco0iB AC, mporpaMHHX pecypciB
(oOmamHaHHS, KaHATIB 3B'13KY, BTpaTa IaHUX, IPOTpaM Ta iH.);

- HEHaBMICHE MOIIKOKEHHS HOCIiB iHGopMaIii;

- HempaBoMipHa 3MiHa pexxumiB pobotn AC (oKpeMuXx KOMIOHEHTIiB, oOnaanaHHs, [13 Toimo),
IHIIIOBaHHS TECTYIOUMX a00 TEXHOJOTIYHHUX TPOLECIB, SIKi 3[aTHI MPU3BECTH 0 HE3BOPOTHUX 3MIH Y
cuctemi (Hampukman, ¢dopMmaTyBaHHS HOCIIB iH(opMmariii abo 3HUIIEHHS OKpeMux iH(hopMaIiitHIX
pecypciB);

- HeHaBMHCHe 3apakeHHs [13 komm'toTepHIMH Bipycamu;

- HEKOHTPOJbOBaHe momupeHHs iHdopmanii 3 AC, mapoiiB Ta ineHTH(IKaTOPIB KOPUCTYBAUIB,
iHmoi iHpopmauii mwono pexumis podoru AC;

- HemnpaBOMipHE BIPOBAKEHHS i BUKOPUCTAaHHA CTOpOHHBOTO 13 (Hampukial, HaBYaIbHHUX Ta
IrpOBHX MpOrpamM, HeCAaHKLIOHOBAHOT'O CUCTEMHOT0 1 mpukiiagHoro 13 Tta in.).

3axonu Ta 3acO0U MTPOTHIII:

- opranizarist mpogeciifHoi MiArOTOBKH;

- PO3MEXKYBaHHS MPaB JIOCTYITy Ta IPHUBLJIETB;

- BITPOBAKCHHS TOJIITUK Ta IHCTPYKITiH Oe3meK;

- MO/ICITIOBAHHSI HETPaBIIILHHX JIif TEpPCOHATY;

- BEJICHHS JKypHAJIB ayIuTy il kopuctyBadiB y AC;

- periaMeHTanis mopsAKy AOMYCKy KopucTyBadiB 10 poboTu 3 AC.

31m0BMHUCHI Aii KOPHCTYBadiB MOXYTb OYTH CIpPSIMOBaHI Ha HECAHKLIOHOBaHY MoaM(ikaiito
pe3yibTaTiB OI[IHIOBaHHS 3HaHb (OIIHKH), BHUKpajeHHS iHdopMmalii 3 o03HaKamMu I1HTENEeKTyalbHOI
BJIACHOCHOCTI Ta BUKpaJeHHs iH(opMaii i3 BMICTOM MiICYMKOBUX TECTIB 3 KOPUCIMBUMHU MOTHBaMu. B
Neplry 4epry Lie CTOCYEThCsl KOPUCTYBauiB 3 MpHBielioBaHMM jaoctynoM. Hampuknax, xopuctyBad i3
poimio  “MeHemkep Kadenpw”® Mae TEXHIYHY MOXJIMBICTH BiiOpaTH Kypc, pO3pOOJCHUN OJXHUM
BUKJIaJIa4eM 1 3aKpilUTH 32 MM KypCOM iHIIIOTO BHKJaJada Oe3 BijjoMa mepmioro. [Hima 3arpo3a Moxe
OyTH peaizoBaHa KOPUCTYBa4aMH 13 POJUTIO “MOJEepaToOp UEHTPY OLIHIOBaHHS 3HaHb , SIKi MAlOTh AOCTYII
JI0 BCiX, 0€3 BUKIIIOUCHHS, TECTOBHUX 3aBJlaHb, PO3POOJIEHMX BHUKJIAJa4aMH 3 BiIMIY€HUMH NPaBHIIEHUMU
BIJIMOBIASIMUA Ha KOXKHE THTaHHsA. CaMe 1151 KaTeropist KOPUCTyBaviB Ma€ TEXHIYHY MOMIIUBICTh KOITIIOBATH
3a3HavyeHy iH(OpMalilo i pO3MOPSAIHKATICH HEIO Ha BIACHUH PO3CY/I.

3axonu Ta 3acO0U MTPOTHUIII:

periaMeHTyBaHHs Jiii KOPUCTYBaviB i3 MPUBIJICHOBAHUM JOCTYIIOM, SIKE YHEMOXKIUBIIIOE TIEBHI
37I0B)KUBAHHS;

MiHiMi3alis KUTbKOCTI KOPUCTYBAYiB 3 MPUBIJICHOBAHUM JIOCTYIIOM;

HaJIAIITYBaHHS JOCTYIly 0 TECTOBUX 3aBJaHb TaKUM YHMHOM, 1100 IIpaBO Ha KOIIOBaHHA Ta
Moau(DiKalliFo MaB JIHIIE PO3POOHMK IMX 3aBAaHb Y FApaHT OCBITHBOI IIPOrPaMHu.

Hapzeuyaiini curyanii

Hanzeuuaiini nofii (moxexa, 3aTOIUICHHS, 3eMJIETPYC, BINCHKOBI Jii, BAHUKHEHHS pajialliiiHol Ta
XIMIYHOT HEOE3IEKH) MOXKYTh OYTH MPHUYUHOIO TOPYIIEHHS KOH(IACHIIHHOCTI, I[UIICHOCTI 1 JOCTYITHOCTI
iH(popMarii.
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3axoau Ta 3acO0M TIPOTHIL:

- MpOBEJeHHS] YIOOBMX 3aHATh 3 KOPUCTYBa4aMH CHCTEMH WIOAO iX Aiil Ha BHUMAIIOK
BUHUKHCHHS HaJI3BUYAHHUX CUTYaIlili;

- OpraHi3ailisi CHCTEMH OTOBIIIICHHS;

- BIIPOBADKCHHSA TEXHIYHUX 3ac0o0iB TpoThmii (MiHIMI3aIlii IIKOAM) BiA 3arposu, SsKi
BKIIIOYAIOTh ~ NPOTUNIOKEKHE  OOJagHaHHS, CHCTEMY  OMNOBILICHHS  MEpPCOHANy, PE3epBHOTO
€JIEKTPOTIOCTAYaHHS;

- CTBOPCHHsI 3allaCHUX KOMIUICKTIB TEXHIYHUX 3aco0iB, pe3epBHHX Komiid II3 Ta
iH(hOpMaIitHIX pecypciB CHCTEMHU AUCTAHIIITHOTO HABYAHHS;

- 3a0e3MeUeHHs] Pe3ePBHUX KOMii 3a mpuHIunoMm 3 —2 — 1.

BucHoBku

IIpuBenenuii B poOOTI aHaJi3 3arpo3 JuIsl iHGOpMAIIii B CHCTeMi JUCTaHIliitHOro HaBuaHHs Moodle
MOKe OyTH BUKOPUCTAHWI MPH CTBOPEHHI TEXHIYHOTO 3aBAaHHS JJIsl TOOYIOBH KOMIUIEKCHOI CHCTEMH
3axXHCTy iHpOpMaIii, a TaKOK pO3pOOHHKAM Ta aaMiHicTpaTopam, sIKi MPalIOIOTh HajA CYMpPOBOJOM Ta
eKCIUTyaTaIli€r0 3a3Ha9€HO1 CHCTEMH.

[IpemMeToM mOJaNBIIHIX TOCIiPKEHb MOXYTh CTaTH MOJIEIH ITOPYITHUKA CHCTEMH TUCTAHIIIHHOTO
HaBYaHHS Ta pO3pPO0Ka TEXHIYHOTO 3aBJaHHS Ha MOOYI0BY CUCTEMH 3aXHUCTY.
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2. IIpo Buy ocBity: 3akoH Ykpainu [Enekrponnuii pecypc] . — Ne 34, — 2014, — Pexxum ocTymy 0 pecypey:
https://zakon.rada.gov.ua/laws/show/1556-18#Text
3. IIpo 3atBepmkenus [TomoxeHHs Ipo AucTaHUiiHe HaBuaHHs [ Enexrponnuii pecype]. — Hakaz MOH Ne 466. — 2013.
— Pexum nocrtymy 1o pecypcey: https://zakon.rada.gov.ua/laws/show/z0703-13#Text
4. IIpo ocHOBHI 3acaau 3a0e3neueHHs KibepOe3neku Ykpainu [ Enexkrponnuii pecype] . — 3akoH Ykpainu Ne 45. — 2017.
— Pesxum noctymy 10 pecypey: https://zakon.rada.gov.ua/laws/show/2163-19#Text
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TOWARDS A PRACTICAL FRAMEWORK FOR LLMOPS: UNDERSTANDING AND
BUILDING OPERATIONAL EXCELLENCE FOR LARGE LANGUAGE MODELS

Polyakovska N. Towards a Practical Framework for LLMOps: Understanding and Building Operational Excellence
for Large Language Models. Effective life cycle management of large language models (LLMSs) ensures their reliability and
adaptability in production environments. The study's relevance is due to the rapid growth in the use of large language models in
various industries, accompanied by challenges such as high computational requirements, risks of generating false results
(“hallucinations”), and algorithmic bias. It is established that traditional MLOps methods do not provide adequate quality control
and scalability, which requires the development of specialized operational approaches for LLM. The study aims to form an
operational framework for LLMOps that covers all stages of the life cycle of large language models, from data processing to real-
time monitoring and support. The research methods are based on an interdisciplinary analysis of current practices of implementing
large-scale language models, identifying problematic aspects of their use, and developing practical recommendations for effective
system management. The main stages of the operational framework are identified, including data preparation, model development
and deployment, and control of results at the monitoring and support stages. The most critical aspects are integrating multi-level
monitoring, compliance with ethical standards, and introducing automated algorithms to reduce the frequency of false positives.
The study's results confirm that the proposed operational framework increases the reliability of language models in high-load
environments and ensures their adaptation to dynamic changes in the query structure. The use of distributed computing methods,
resource optimization, and post-processing verification helps minimize the risks associated with the performance and accuracy of
model responses. Simulation stress tests are recommended to check the system's stability during peak load periods. Conclusions.
The paper emphasizes the importance of continuously auditing models' operations to ensure their transparency and compliance
with regulatory requirements. Prospects for further research include optimizing retraining processes and implementing energy-
efficient computing resource management methods.

Keywords: LLMOps, large language models, MLOps, operational framework, ethical artificial intelligence, generative Al
life cycle, inference optimization.

HonsikoBebka H.O. Ha muisixy no mpaktuyHoi pamku LLMOps: po3yminHsi Ta ¢opMyBaHHsI omepauiiiHoi
AOCKOHAJIOCTI 1151 BeJINKUX MOBHHUX MojeJeii. EQexTrBHe ynpaBiiHHS )KUTTEBUM IUKJIOM BEIHKUX MOBHHX Mozenei (LLM) e
KJTIOYOBHM aCIeKTOM 3a0e3ledyeHHs iXHbOI HaJidHOCTI Ta agaNTUBHOCTI y BHPOOHHYMX CepelioBHINAX. AKTYalbHICTh
JOCII/UKEHHSI 3YMOBJICHAa CTPIMKMM 3pOCTaHHSIM BHKOPHCTaHHS BEIMKHX MOBHHX MOJENEH Yy PI3HUX raiay3sX, L0
CYIPOBODKYETBCS BHMKJIMKAMH, TAaKAMH SIK BHCOKI OOYHCIIOBaJbHI MNOTpeOHM, PH3MKM TeHepalii XUOHHMX pe3yNbTaTiB
(«raxronnHamniity») Ta arOPUTMIYHA yIIepeKeHicTs. BeTaHoBIeHO, o Tpaauiiitai Metonu MLOps He 3a0e31euyoTh HaJIe)KHOTO
PiBHS KOHTPOIIIO SIKOCTi Ta MacIiTabOBaHOCTI, [0 BIMarae po3poOKH CIemiaTi30BaHuX onepaniiHux miaxonis mit LLM. Meta
nociipkeHHs — popMyBaHHA onepaniiHoi pamku LLMOps, sika OXOIUTIOE BCi €TaIu KXKUTTEBOTO IIUKITY BETMKHX MOBHUX MOJIEIIEH:
BiZl 0OOpOOKH AaHUX IO MOHITOPHHTY Ta MATPUMKH B peaJbHOMY Yaci. MeTou TociiHKeHHS 0a3yI0ThCs Ha MUK IUCIUTUTIHAPHOMY
aHai3i Cy4aCHUX MPAKTUK YIPOBA/UKEHHS BEIMKHX MOBHHX MOJIeJIeH, BUSIBICHHI NPOOIEMHUX acHeKTiB IXHbOr0 BUKOPHCTAHHS
Ta po3poOIli MPaKTHYHUX PEKOMEHIANIN JUis €(EKTUBHOTO YIPaBIiHHS CHCTeMaMHd. BU3HAUue€HO OCHOBHI eTamu omnepariiHoi
paMKH, 30KpeMa IiIroTOBKY AaHHX, PO3POOKY Ta pO3rOpTaHH MOJIENI, a TAKOXX KOHTPOJIb Pe3yIbTaTiB Ha eTarnax MOHITOPUHTY 1
niaTpuMKy. HallOinbI KpUTHYHIME aCTIEKTaMH € iHTerpallist 6araTopiBHEBOr0 MOHITOPHHTY, JOTPUMAaHHS €THYHHUX CTAHJAPTIB i
BIPOBA/DKEHHSI aBTOMAaTHU30BAaHUX AJITOPUTMIB JUISl 3MEHIICHHS YacTOTH NMOMMIKOBHX BiAmNOBineil. Pe3ynbraTé IOCHiKEHHS
MiATBEPKYIOTH, IO 3aPONIOHOBAHA OTIepalliiiHa paMKa MiIBUIIY€E HaIiifHICTh pOOOTH MOBHHX MOJIeNIel y BUCOKOHABAHTAXKEHIX
cepenoBHIIax i 3a0e3meuye IXHIO aJanTallifo 0 AWHAMIYHUX 3MiH y CTPYKTYpi 3anuTiB. BUKOpHUCTaHHA METOJIB PO3MOIIIEHIX
0o04HCIIeHb, ONITHMI3ALlil PECypCiB i TIEPEBIPKU PE3yIbTATiB HA €Tali MOcTOOPOOKH CHpHsie MiHIMI3aIlil pU3UKIB, MMOB’A3aHUX 13
MPOIYKTUBHICTIO Ta TOYHICTIO BiAMOBiAeH Mozemi. PekoMeHIoBaHO BIPOBAIKYBAaTH CUMYIIALINHI CTpPEC-TECTH VIS MEPeBipKH
CTIHKOCTI CHCTEMH IIiji Yac MIiKOBUX IEpioJiB HaBaHTaXXCHHS. BHCHOBKHM. Y poOOTI HAroJONIEHO Ha BaXJIMBOCTI MOCTIHHOTO
ayauty poOOTH Mojenell i 3abe3ledeHHs iXHBOI MPO30POCTi Ta BIAMOBITHOCTI HOPMATHBHHM BHMOTaM. [lepCreKTHBH
MOJAITBIIHX TOCITI/KEHb CTOCYIOTHCS ONTHMI3allii POLIeciB IOBTOPHOTO HABYAHHS 1 YIPOBAHKEHHS METO/IiB eHeproe(eKTHBHOTO
YIPaBIiHHS 00YHCITIOBAIBHUMHU PECYPCaMU.

Kumrouosi ciaoBa: LLMOps, Benuki MoBHI Mozeini, MLOps, onepamniiiHi paMKy, €THYHUH MTYyYHAI IHTENEKT, )KUTTEBAI
kI reHepatuBHoro LI, ontumizanis iHdepeHii.

Problem statement. The problem of practical implementation and operation of large language
models lies in the complexity of managing their life cycle, which includes development, deployment,
monitoring, and support in real time. High computational requirements, high dependence on high-quality
data, and sensitivity to changes in the operating environment characterize these models. Traditional MLOps
practices do not fully meet the specific needs of working with large language models, as such systems
require specialized approaches to assess the relevance of results to user requests, prevent model
"hallucinations,” and ensure ethical compliance. At the same time, using large language models in critical
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areas such as medicine, education, and finance requires the development of a comprehensive operational
framework that covers both technical and ethical aspects.

The scientific significance lies in the creation of an interdisciplinary approach that combines
knowledge from the fields of distributed computing, machine learning, large language models and
cybersecurity. The practical value of such a framework lies in the possibility of scalable and controlled
application of language models to process large amounts of information while minimizing the risks
associated with data privacy violations or algorithmic bias. Developing a practical LLMOps framework
will ensure the effective integration of models into production environments and promote the
implementation of ethical standards of artificial intelligence in real-world use cases.

Analysis of the latest research and publications. The operational management of large language
models (LLM) covers key aspects such as model lifecycle optimization, scalability, quality control, and
ethical challenges associated with generative algorithms.

The development of large language models began with the creation of innovative architectures and
training methods. In particular, A. Vaswani et al. proposed a transformer architecture that replaced recurrent
and convolutional neural networks, providing high performance and parallelism of computation. This
solution significantly increased the speed of processing long text sequences and laid the foundation for
modern LLMs [1].

The next significant step was the study by J. Kaplan et al., who established the dependence of model
performance on the number of parameters and the amount of training data. The conclusions of this work
allowed developers to create large-scale models such as GPT, which demonstrate high efficiency in
generative tasks [2].

A study by T.B. Brown et al. revealed the potential of few-shot learning, which allows models to
achieve high performance with only a few instruction examples. This opens up opportunities for effective
adaptation of models without the need for complete retraining [3].

In turn, L. Ouyang demonstrated the benefits of a reinforcement learning approach based on human
feedback, which provides more accurate and relevant answers. This approach allows models to better
respond to real user requests and reduce the number of false answers [4].

The information security challenges in large-scale systems are highly relevant, especially with the
rise of large language models (LLMs). A study by Yifan Yao et al. emphasized LLMs’ dual role in
enhancing security, including code vulnerability detection, while also posing risks like user-level attacks
and information leakage. Proper security measures and further research are essential to address these
vulnerabilities [5]

Regarding adapting LLM to specific tasks, E.J. Hu proposed the LoRA (Low-Rank Adaptation)
method, which allows for effective fine-tuning of models with minimal computational costs. This technique
greatly facilitates the integration of models into workflows without the need for complete retraining [6].

M. Howard and G. Quattrocchi emphasized the importance of infrastructure automation to support
scalable systems. They explored the benefits of using the Infrastructure-as-Code approach, which simplifies
the management and deployment of large computing systems [7].

F. Zeng's research was devoted to distributed model training. He proposed optimizing data exchange
between cluster nodes to reduce delays and improve system performance when training large models [8].

E. Frantar made a significant contribution to inference optimization by introducing the GPTQ method
for quantized model training. This method can significantly reduce the amount of memory while
maintaining high-generation quality [9].

M. Chen's work was devoted to speeding up inference through the use of optimized computing units.
The proposed approach reduces the query execution time in production environments [10].

Evaluation plays a critical role in the quality control of language models. Y.-T. Lin and Y.-N. Chen
has developed the LLM-Eval metric, which provides a multidimensional assessment of answers' coherence
and actual accuracy. This study demonstrated the need to move from the traditional BLEU and ROUGE
metrics to more comprehensive metrics for generative models [11].

The study by K. Kenthapadi analyzed real-time model monitoring systems that allow for quick
detection of anomalies in LLM performance. The author emphasized the importance of adaptive monitoring
systems to reduce the risk of decreased performance and response quality [12].

In the context of ethical challenges, L. Weidinger et al. have investigated the social risks associated
with algorithmic bias and misinformation that models can generate. The authors emphasize the importance
of developing ethical standards to prevent the harmful effects of LLM [13].
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C. Borchers considered the problem of bias and “hallucinations,” proposing methods of adaptive
fine-tuning and correction of hints to reduce false generations. These approaches minimize the risk of false
answers and increase system user confidence [14].

T. Rebedea developed practical solutions for the security of LLM applications. He introduced the
concept of “guardrails”—Ilimiters that control the output content of models. His research shows that
software guardrails significantly reduce the risks of malicious generation and increase the level of security
[15].

H. Inan described the integration of security modules into systems of user interaction with models.
The authors emphasized the importance of such modules to ensure transparency and minimize the risk of
false answers in critical scenarios [16].

The research analysis shows that significant progress in the fields of LLM and MLOps has created
the prerequisites for the formation of a separate LLMOps field that combines distributed learning, adaptive
tuning, and automated monitoring approaches. The main areas of research include the development of
model architectures, computational optimization, response quality assurance, and minimization of bias and
“hallucinations.”

Highlighting previously unsolved parts of the problem. Despite the development of MLOps,
large language models (LLMSs) have specific needs that remain insufficiently explored. In particular, this
concerns processing large amounts of unstructured data, optimizing distributed computing, and ensuring
speed without losing quality. Monitoring systems without high computational costs have not been
developed to detect delays and "hallucinations™ in real time.

There are also unresolved issues of eliminating algorithmic bias and integrating automatic
adjustments depending on the specifics of queries. Existing solutions are often focused on technical
indicators but do not consider users' needs in different industries.

The proposed operating model covers all stages of the model lifecycle, including multi-level
monitoring, automatic anomaly resolution, and ethical compliance. Practical recommendations for industry
scenarios increase the reliability and scalability of LLMs, facilitating their effective integration into
production environments.

The study aims to create a holistic LLMOps framework for effective life cycle management of
large language models that considers performance, ethics, and compliance with production requirements.

Obijectives of the study:

1. Analyze current approaches to MLOps and identify specific requirements for working with large
language models, focusing on data processing, distributed computing, and building an operational model
that covers all life cycle stages - from data preparation to supporting the model's functioning in real time.

2. Investigate methods for monitoring models in production environments focusing on detecting
delays, accurate model outputs, and ethical compliance, and develop approaches to address critical risks of
LLMs, such as bias and hallucinations, by integrating quality control and performance optimization
mechanisms.

3. Provide practical recommendations for implementing the LLMOps framework in real-world use
cases to ensure models' reliability, scalability, and adaptability in highly loaded environments.

Summary of the primary material. In modern research and practice, MLOps is considered a
comprehensive approach to automating machine learning models' development, deployment, and operation.
However, this approach is insufficient for large-scale language models (LLMs), as they have unique needs
and challenges. One of the main differences is the scale of data processing and the need for distributed
computing. Large language models operate on vast amounts of textual data that must be thoroughly cleaned,
anonymized, and structured. In addition, LLM fine-tuning and inference processes require significant
computational resources, making them unsuitable for standard MLOps approaches without high-
performance clusters and specialized hardware. Accordingly, data processing and infrastructure
management become critical steps in working with LLM (Table 1).

Table 1 — Comparison of traditional MLOps and specific requirements for LLMOps in the context

of data processing and computing resources
Aspect Traditional MLOps Requirements for LLMOps

Data processing Use of structured data sets with basic Working with large volumes of unstructured data that
cleaning and normalization methods requires anonymization, synthetic additions and
classification
Data storage Conventional relational databases or Use vector databases for quick access and search of
standard file systems relevant text fragments
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The need for graphics processing units (GPUs) and
cluster computing to speed up training and reduce latency
Terabytes of text data to customize models and process
user requests

Standard processors (CPUs) for most
stages of training and inference
Limited by the number of parameters
and the number of datasets

Computing resources

Data volumes

Scalability Local computing or small clusters Scalable infrastructure to support distributed learning and
inferences
Tools Use of standard libraries and platforms Using specialized frameworks for LLM optimization,

such as TensorFlow, MLflow such as Hugging Face Transformers
Source: compiled by the author based on [1; 2; 8; 9].

Table 1 illustrates the key differences between traditional MLOps and LLMOps requirements. For
large language models, data processing requires working with large amounts of text, often including
anonymization and synthetic augmentation. Vector databases are used for data storage and faster access to
information. It is also critical to have a high-performance infrastructure to ensure efficient data processing
and support for parallel computing.

The life cycle of large language models (LLMs) covers all stages - from data preparation to real-
time model maintenance and updating. The peculiarity of the LLM life cycle is its iterative nature and
constant dependence on environmental changes. Creating an operational model involves considering such
aspects as processing large volumes of unstructured data, efficient deployment and customization of
models, and regular monitoring and support to ensure that models are adapted to new requests and
conditions. Integrating such approaches avoids performance degradation and improves the accuracy of
model responses while minimizing the risk of bias or "hallucinations." The main stages of the LLM lifecycle
can be represented in the form of an operational model that considers the key tasks at each stage (Fig. 1 or
Table 2, as appropriate).

Table 2 — Main stages of the life cycle of large language models and their key tasks
Life cycle stage Process content Key tasks

Data processing

Data collection, cleaning and anonymization
using structuring algorithms and synthetic
augmentation methods

Formation and maintenance of an up-to-date
dataset that meets the requirements of
confidentiality and relevance

Model development

Fine-tune models or use prompt engineering to
adapt to specific tasks

Optimize model parameters, evaluate
performance using specialized metrics, and
prepare for deployment

Deployment

Integrate the model into the production
environment with a scalable infrastructure

Containerize the model, ensure uninterrupted
operation, and develop scaling strategies

Monitoring

Continuous data collection on model
performance, analysis of performance metrics
and response quality

Detect anomalies, monitor compliance with
ethical standards, evaluate latency and
throughput

Support and updates

Adaptation of the model to new working
conditions, integration of feedback and re-
training

Re-fine-tuning or updating the parameters of the
prompts, integrating new data to improve
accuracy and reliability

© Polyakovska N.
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Figure 1. Main stages and components of the proposed LLMOps framework
Source: authors' own development

The proposed operational model for managing the life cycle of large language models (LLMs)
consists of several interrelated stages that form a closed cycle. Such a cyclic structure ensures iterative
processes and continuous improvement of the models in the production environment.

At the data processing stage, a comprehensive data collection, cleaning, and anonymization process
is carried out to form a high-quality training dataset. Particular attention is paid to structuring unstructured
data and applying synthetic augmentation methods to increase the volume and relevance of data without
risking loss of model accuracy.

Model development involves adapting the LLM to specific tasks through fine-tuning or prompt
engineering. This stage involves using optimization techniques such as LoRA or PEFT to reduce
computational costs and improve efficiency. The quality of the model is evaluated using specialized metrics
such as perplexity, answer consistency and query processing speed.

The model is deployed through containerization and integration into the production environment,
considering the needs of scaling and ensuring stability even under high loads. At this stage, ensuring low
latency and continuity of request service is important.

Monitoring the performance and quality of the model is critical for the timely detection of anomalies,
including model “hallucinations” or biased results. For this purpose, modern metrics collection systems and
automated systems for notifying about critical deviations are used. If degradation of results is detected, re-
training or updating of hints can be initiated.

The model maintenance and updating phase involves implementing feedback and using new data to
adapt the model to changing environmental conditions. This may include model re-fitting or integration of
new approaches to data processing and parameter optimization. This ensures that model responses remain
relevant and accurate even in dynamic use cases. Thus, the proposed LLMOps framework demonstrates
not only the structured management of the model's life cycle but also scientifically substantiates the
feasibility of a cyclical organization to ensure sustainability, reliability, and compliance with ethical
standards. Monitoring large language models (LLMSs) in production environments is key to ensuring their
stability, performance, and compliance with ethical standards. Given the scale and complexity of such
models, monitoring goes beyond standard metrics such as accuracy and performance. It includes an
assessment of response latency, error rate, response coherence, and detection of “hallucinations.” Particular
attention is paid to compliance with ethical principles, as LLMs can show biased responses or generate
inaccurate information, potentially creating user risks. Effective model monitoring requires the integration
of automatic notification and feedback analysis systems, which allows for tracking critical deviations and
initiating corrective measures in real-time (Table 3).

Table 3 — Key metrics for monitoring large language models in production environments
[ Monitoring metrics Content of the indicator | Importance for model management |
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Latency of response

Time from receiving a request to
receiving a response from the model

Allows you to assess whether the model
meets performance requirements and
how efficiently the infrastructure is
used

Consistency of the answer

The level of logical integrity and
meaningful sequence of answers

Helps determine whether the model
generates clear and correct texts
without contradictions

User feedback

User-provided ratings, reactions or
qualitative feedback on whether the
response was accurate, useful, or met
their expectations.

Helps evaluate the model's performance
from the user's perspective, measure
satisfaction, and identify areas for
improvement in accuracy, relevance,
and usability.

Percentage of “hallucinations”

Share of responses containing false or
fictitious information

Determines the need for additional
training stages to increase the reliability
of answers

Compliance with ethical standards

Presence of prejudice or discriminatory
statements in the answers

Helps ensure that the model meets
ethical standards and regulatory

requirements
Source: compiled by the author based on [11; 13; 14; 15; 16].

LLM models in production environments are monitored in real time using automated metrics
collection and analysis systems. For example, to assess response latency, tools monitor the speed of request
processing and notify you when the acceptable limits are exceeded. High latency may indicate an overload
of computing resources or the need to use additional GPU clusters. The consistency of the answer is checked
both by automatic algorithms and with the involvement of a human to assess the context and content of
answers in complex queries.

The rate of “hallucinations™ is critical to maintaining user confidence in the system. If the model
regularly generates false or fictitious answers, re-tuning or updating the prompt engineering is triggered to
reduce the error rate. Ethical compliance is monitored by analyzing the content of answers for
discriminatory statements or biases. To prevent violations, mechanisms for automatically blocking certain
answers and regular audits by artificial intelligence experts are implemented.

Eliminating critical risks associated with the operation of large-scale language models (LLMS),
such as bias and the generation of false information (“hallucinations™), is a priority to ensure their reliability
and compliance with ethical standards [13]. One of the key risks is model bias, which arises from
imbalances in the training data or insufficient control over the generation of responses [5]. This factor can
affect both the content of the answers and their context, which poses a potential threat of incorrect
information, especially in sensitive industries such as medicine, education, and law enforcement. Another
significant risk is model “hallucinations” — cases where the model generates confident but false or fictitious
statements that are not based on factual data [4].

To minimize such risks, it is important to implement comprehensive quality control mechanisms
and optimize model performance. The selection and cleaning of training data help reduce the number of
potentially biased or unreliable fragments that affect model performance. When preparing datasets,
classification, and sample balancing methods are used to ensure that different points of view are represented
and that certain categories of data are not dominated. In addition, one of the most effective methods is the
introduction of special filters at the stage of post-processing the results, which allows the model's responses
to be checked for compliance with ethical standards and the absence of potentially dangerous statements
[15].

An important component is monitoring and automatic intervention systems allowing for real-time
deviation detection. In particular, models can be configured to interrupt or block responses beyond the
defined ethical framework or show signs of “hallucination.” Using metrics, such as consistency of answers
and checking for inconsistent statements, allows for maintaining high accuracy and logical integrity of the
generated texts [11]. In addition, integrating models with verified knowledge databases helps narrow the
generation space to factually correct data, reducing the likelihood of false statements. In practice, these
approaches can be implemented as automated response evaluation modules that apply several verification
algorithms to analyze the relevance of model results to current queries and their validity [12]. Such modules
can operate in real time, creating multi-level protection against the impact of inaccurate data or bias risks.
An additional element of control is a regular audit of model results by experts who analyze cases of false
answers and adjust settings to maintain maximum transparency of the process. Implementing these methods
and tools can significantly reduce critical risks and ensure the sustainability of models in various use cases.
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Implementing the LLMOps framework in real-world scenarios should consider the need to adapt to a
dynamic environment and the specifics of application tasks in various industries. One of the key aspects is
to create a scalable implementation strategy with the gradual connection of additional modules and stages
of verification of the system's compliance with the practical needs of users. This involves integrating the
system at a pilot level to test workloads and identify potential problems before launching at full capacity.
In real-world production environments, implementing the framework also involves introducing a system
for regularly collecting feedback from end users to update models in response to specific requests. An
important component is simulation testing, which allows the system to be tested under stressful conditions
to ensure its uninterrupted operation during peak loads. This approach avoids errors in critical situations
and increases the system's reliability. Thus, the implementation of the LLMOps framework becomes an
effective solution for creating systems with a high level of adaptability and scalability. Integrating pilot
testing, personalization, and simulation tests makes it possible to achieve stable operation of language
models in real production environments while minimizing risks.

Conclusions and Prospects for Further Research. The article establishes that effective life cycle
management of large language models (LLMs) requires specialized approaches for data processing, model
tuning, monitoring, and adaptation to environmental changes. The main problems in this context are high
computational resource requirements, the risk of “hallucinations,” and algorithmic bias, which can reduce
the accuracy and credibility of the results. The analysis of practical scenarios confirmed the need to
implement multi-level monitoring and quality control systems that ensure timely detection of errors and
support the stable operation of models.

The main recommendations are to use distributed computing technologies to scale systems,
integrate mechanisms for automated response correction, and comply with ethical standards through regular
audits and inspections. The proposed LLMOps operating framework increases the reliability of models,
ensures their adaptability to dynamic conditions, and minimizes the risks of bias by integrating sources of
verified knowledge. Prospects for further research are related to the optimization of relearning processes
and the implementation of efficient energy consumption methods in scalable computing systems. It is also
advisable to develop tools for assessing models' coherence and ethical compliance in different linguistic
and cultural contexts, which will contribute to the formation of universal practices to maintain transparency
and accountability of language models on a global scale.
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PO3POBKA Al ACUCTEHTA JJIAA TOKAJIBHOI'O KOPUCTYBAYA HA MOBI
INPOI'PAMYBAHHS PYTHON

Iponina O.I., Cuanuin P.B. Po3podka Al acuctenTa 111 JJOKAJbHOT0 KOPHCTYBa4a HA MOBi MporpamMyBaHHS
Python. ¥ crarti po3risimaerses cucteMa po3po0Ku 6aratodyHKIIOHATEHOTO Al-aCHCTEHTa, IKUIA 31aTHHIA BUKOHYBATH ITHPOKHI
cnexTp 3aBaaHb. [IpencraBmeHo Monens Al-acucTeHTa, po3poOieHY Ha OCHOBI HEHPOHHHX MeEpEeX, AKa 3a0e3ledye BHCOKY
TOYHICTh Y BUKOHAHHI KOMaH[ Ta 3JaTHA NPAIIOBATH B PEabHOMY Yaci. 3amporoHOBaHa MOJENb JOCATIA BUCOKOI TOYHOCTI B
pO3Mi3HABaHHI rojiocy, epEeKTHBHO MPAIIOI0YX HABiTh KOJIM BUKOPHUCTOBYETHCS 0€3 MiAKIIOUEHHS A0 iHTepHeTy. B mozeni €
iHTerpaiist cucTeMu posrizHaBaHHs MOBH Vosk Ta Speech Recognition BoHH 103B0OJISIOTE TOYHO i €EKTHBHO 0GPOOIIATH TOIOCOBI
KOMaHJM. BUKOHYeTbCsl pO3Ii3HaBaHHS TOJOCOBUX KOMAaHJ y PEXHMMi peajbHOTO 4Yacy, HEe3aleXHO BiJ TOTO, UM HAETHCS Ipo
MPOCTI KOMAaHIU Ui OKPEMHUX Jii, YU MpO CICHapii, sIKi BKIIOYAIOTh OTPUMaHHs iHpopMarii. Takoxk peanizoBaHo 00OpoOka
TEKCTOBOTO BBEJICHHS Ul BUKOHaHHs komaHn. OcoOimBa yBara B poOOTI mpuaiuisuiack po3poOri edeKTHBHOI MaTeMaTHYHOI
MOJIeTi, Ika MiHIMi3y€e 3aTPHUMKH Y BUKOHAHHI 3aIHTIB 1 3a0e3medye cTabiibHy poOoTy.

Kiouosi cioBa: Al-acucrenr, HeliporHi Mepexi, Vosk, Speech Recognitio, roocoBi komaHaH, IoKanbHA 00pOOKa.

Pronina O., Synytsin R. Development of Al assistant for local user in Python programming language. The article
considers a system for developing a multifunctional Al assistant capable of performing a wide range of tasks. An Al assistant model
developed based on neural networks is presented, which provides high accuracy in executing commands and is capable of working
in real time. The proposed model has achieved high accuracy in voice recognition, working effectively even when used without an
Internet connection. The model integrates the VVosk and Speech Recognition speech recognition systems, which allow for accurate
and efficient processing of voice commands. VVoice commands are recognized in real time, regardless of whether they are simple
commands for individual actions or scenarios that include obtaining information. Text input processing for executing commands
is also implemented. Particular attention in the work was paid to the development of an effective mathematical model that
minimizes delays in executing requests and ensures stable operation.

Keywords: Al assistant, neural networks, Vosk, Speech Recognition, voice commands, local processing.

IMocTanoBka HaykoBoi mpodjaemu. B cydacHoMy cBiTi iHQOpMaliiHUX TEXHOJOTIH ITYYHUH
IHTENIEKT € TPEHJOBHUM HAIPSIMKOM po3poOKku. CydacHi Mozesi IUTYYHOTO IHTEJIEKTY JO3BOJISIOTH
BUKOHYBAaTH Oe3imiu MiKaBUX 3aBAaHb. OIHMM 3 HANpsMKIB BHKOPHUCTAHHS IITYYHOT'O IHTEJIEKTY €
CHIJIKYBaHHS 3 YaTaMH Ta IIOMIYHUKAMH Ha TIPUPOJIHIH MOBI — TEKCTOM 41 ToI0coM. OHI€I0 3 BAXKIIMBHX
mpo0iieM mpu po3podii Al-acucreHTa € 3a0e3meueHHs] BUCOKOI TOYHOCTI Ta e)eKTUBHOCTI 00pOOKH came
rojocoBux koMana. Vosk [1] € Hail6Ginb11 eeKTUBHUI IHCTPYMEHT JUIsI JIOKAJIBHOTO PO3Ii3HaBaHHS MOBH,
SKUil 3a0e3redye TOYHICTH HaBITh B yMOBax He MiAKIIOUEHOro iHTepHery. Speech Recognition [2]
JTO3BOJISIE MIBUIKO OOpOOISTH BEIMKUI 0OCAT 3aluTIB, aje BUMarae IMiJKIFOYeHHs 10 iHTepHery. llicms
po3mizHaBaHHS ronocy Hajacuiaerhes 3anut 1o ChatGPT [3]. 3aBnsku MOKIMBOCTI 0OPOOIIATH 3aITUTH Ta
TeHEepPYBaTH BIAIOBIAI Ha Pi3HI 3alUTaHHS, J03BOJIAE HAJlaBaTH KOPUCHY i1H(pOpMAIIi0 B pealbHOMY Yaci.
3reHepoBaHO BiJINOBiAL HajcHIAeThCs g0 iHTepdeiicy PyQt6 [4] nme TekcT BUBOIUTHCS Ha €KpaH 3a
nmoromororo QTextEdit [5]. Takoxk € Ba)xJIMBOIO CKIIQJOBOIO IJis 1oOymoBu Al-acucteHTa MOzenb, sika
niaTpumye cuHte3 rosiocy Silero Models 1o 103BoJIsIE CTBOPIOBATH JIBOCTOPOHHI B3aEMOJIT MIiX
KOPUCTYBaueM.

3ansgku PyQt6 mokHa KOMOiHyBaTH TexHONOTii B iHTepdelici, mo nomomarae egpeKTHBHO
00pOOIISTH rOI0COBI KOMaHH, IHTETPYBaTH Pi3Hi HYHKLIOHATBHI MOKIMBOCTI Ta HAJaBaTH KOPUCTYBadaM
TOYHY Ta IIBWJAKY BiamoBins. PyQt6 momomarae 3poOutw iHTEepdeiic OLTBII YyHHUM Ta 3py4HUM Yy
BUKOPHUCTaHHI.

AHani3 octraHHIX dochaimkeHb Ta myOaikamiii. HaykoBa ramy3 po3poOku Al-acucreHTtiB €
JIOCTaTHLO TIOMYJISIPHOIO, ICHYE PSIIT pOOIT, AEsIKi 3 SIKHI pO3TISIHYTH B po00Ti. B poboTi [6] po3rismaeTbes
MUTaHHS YaT-00TI, 10 € IJCaJIbHOK JIEMOHCTPALIEI0 TOrO, SIK MPOCTI 3aBIaHHS Ta 3allMTH, TaKi SK
HiATPUMKa KJIIEHTIB a00 MOKA3HUKHU MPOAAXKIB 1 3BITHICTb, MOJKHA BUPIIIMTU Oe3 BTpyYaHHS JIIOAUHU. B
poOOTi MpeACTaBIEHO OPIEHTOBaHY Ha 3aBJaHHS CTPYKTypy d4ar-00Ta JUIs iCIaHCBKOi MOBH Ha BeO-
CTOPIHIII TOYKHU TPOJIAXKy. ABTOPH 3aCTOCYBall MeToIu 00poOku rpupoanoi Mosu (NLP) 1 ominumu apa
METOAM HaBYaHHA MiA HarjsimoM. it peamizamii wi€i 1ianoroBoi cMCTeMH B MOAANbIIMX poboTax Oyia
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3aMpoIrOHOBaHA apXiTEKTypa MpOrpaMHOro 3a0e3nedeHHs], M0 BUKOPHCTOBYE OOUYMCITIOBAIBHUN CEpBIC
PaaS i ctpykTypy APL

VY po6orti [7] po3rasaaeTbes MOMIYK HAMMIIIIIOTO BapiaHTy AJs BIPOBAIKEHHS ITYYHOT HEHPOHHOT
Mepexi B iHpopMaIliifHii cucTeMi Ui TEXHIYHAX 1HCTPYKIIHM CTYACHTCHKOI TUTUIOMHOI poboTH. ABTOpH
oOpanu Ui MaIIMHHOTO HaBYaHHS MOCIIAOBHY MOJIENb, 1ie o3Hadae, mo ANN BukopucToBye numie |
BXiIHUH 1ap, MPUXOBaHUW/IIITFHUN ap i | BUXiAHUHN map. Y mpolueci miaroToBKU JaHUX 3aCTOCOBAHO
MeToJl cToXxacTuyHoro rpanaienta (SGD). Pesynpraramu 1b0ro JOCTIKEHHS € JOAATKH 4aT-O0OTiB i
TECTYBaHHS MOJIENi 3 BHKOPUCTAHHSAM MaTpuIll muryTaHuHH. PoGora [8] mpucBsYeHa BHKOPHCTAHHIO
renepatuBHux momivHukiB LI (GAI) mast po3poOku mporpamsoro 3abesneuenns. Xoua I Bxke
BUKOPUCTOBYETHCA B Pi3HHUX c(epax po3poOKH mporpamHOro 3adesmneyeHHs, TexHoinorii GAI, Taki sk
GitHub Copilot i ChatGPT.

VY crarri [9] aBTOpH TpoBENM MacIITaOHE JOCITIKEHHS, CIIPSIMOBaHE Ha T€, SIK BHKOPUCTOBYIOTHCS
nomiyauku 11, 30cepemxyrouncy Ha KOHKPETHHUX [JisIX 1 eTanax po3poOKH MpOrpaMHOTO 3a0e3IeUYeHHSI.
Byno Bussneno, mo BukopucTanHia noMidHuKiB LI 3amexuTe Bim aKTHBHOCTI Ta CTajii Ta aKTHBHO
BIIPOBAKYETHCSL.

PobGora [10] mnpucBsiueHa MOJAETIOBAHHIO HOBOTO TMOKONIHHS BIPTyaJbHHX MEPCOHATBHUX
MOMIYHHKIB $IK iHTErpoBaHoro rojocoBoro mnomiyanka B OC Windows. ABTopu B CBOi poOoOTi
HiATBEP/UKYIOTh, IO HAaBYaHHS 3 MIAKPIIUVICHHSM MOXKE BHBYATH IONEPEIHHO BH3HAUCHY MOJIEINh
BIpTyaJIbHOTO MIOMIYHHKA 33 JOMOMOTOI0 BU3HAUCHOTO KOPUCTYBa4eM Ha0OPy JTaHHX.

Merta pocaimkennsi. Metoto po6otu € ctBopenHsi Al-acucrenTa, sikuii Oyne 31aTHUN e()EeKTUBHO
MPAIIOBAaTH B PEaJbHOMY Yaci, BAKOHYIOUH 3alIUTH KOPHCTYBaya gyepes roocoBe a0 TEKCTOBE BBEICHHSI.

Bukiaan ocHOBHOro MaTtepiajy i 00IPYHTYBaHHSI OTPUMAHUX Pe3yJIbTATIB TOCTiKeHH. Y
1iei po6oTi Oyyno moOymoBaHo BiacHoro Al-acucrenta. KopucTtyBau Hajcuiiae 3amuT, SIKAH CIIOYATKY
00pOOJISIETHCSL CUCTEMOIO JIJIsl BU3HAUSHHS HOro I, aaii 3amut abo Hajacunaethes qo ChatGPT, abo
BHUKOHYETHCS Ha JIOKAIBHOMY KOMIT OTepi. Pe3yapTaTi MoBepTaroThesi KOPUCTYBAdy Yepes KaHal 3B SI3KY,
3a0e3MeuyoYr MIBUIKUH 1 3pO3yMiJIHiA 3BOPOTHUI 3B’ S30K.

Takum unHOM, Al acucTeHTa JO3BONSE pealizyBaTd HOTO OCHOBHI (DYHKIIiI TOJOCOBMX 3allHTIB,
inTerpamiro 3 API, aBromaTn3amiro 3aBiaHp, B3aEMOIIO 3 JOJATKaMH, a TaKOX 3a0e3neuye eeKTHBHY 1
3pydHYy B3a€MOI0 3 KopucTyBadeM. Ha puc. 1 mokasyerbcs BAKOpUCTaHHS BOYJOBaHUX KOMaH]I.

Kopuctysay SanuT

Speech .
Wi )
ask Recognition w

NokaneHni
CNOBHHUE

Binnosige abo
OIA NOKaNBsHOM
BHEOHABLA

EBuaHauseTeon Uink ChatGPT

Bugnosigs

Bignpasnae ChatGET

HKopweTysad

Puc. 1 — Cxema pobotu Al-acuctenra
Al-acucrteHT iHiniani3ye Bci HeoOXiaHI pecypcH A podoTu 3 naHuMHu. Konu kopucTyBady Aae 3amur,
BiH MEpeBIips€, UM € MiKIIOUSHHS 10 IHTEpHETY, OCKIJIBKH 1€ MoKe BIUIMHYTH Ha API uu onnaiin cepsicu.
Hani iijge erarn oOpoOKK BBEIECHHUX JAHUX SIKIIO II€ TOJIOCOBA KOMAaH/a, BOHA MTPOXOJUTh Yepe3 CUCTEMY
posmizHaBaHHs MOBH Vosk-odmaiin abo Speech Recognition-onnaiin. Al-acHCTEeHT KOHBEPTYE T'OJOCOBI
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nmaHi B TekcT. [licms Toro, ik komaHa Oyna epeTBOpeHa y TeKCT, aCHCTEHT PO3ITi3Ha€e KITFOYOBI CIIOBA Ta
(hpasu, mo0 3p0o3yMiTH, AKY 33ady MOTPIOHO BUKOHATH.

[licna ananizy TEKCTy acHUCTEHT IepeBipsie, Y € B HOro 0a3i JaHWX HEOOXiTHI CKPUNTH IS
BUKOHAHHS ITi€] 3a/1a4i, SIKIIO BiAMOBiAb 3HaiineHa, Al accTeHT BUKOHYe KOMaHIy ab0 HaJa€ BiAMIOBiAb
Ha 3aIIUT KOPUCTYBayYa.

S0 koMaHAa BUMarae AOCTYITy A0 30BHIIIHIX cepBiciB, Al acucTeHT 3BepTaeThes 10 MOTPIOHUX
APl abo nocunans. Ilicns Toro, K 3a1a4a BUKOHAaHA, ACUCTEHT HaJja€ KOPUCTYBady pe3yibTaT. Ha pucyHky
2 HaBeeHO iHTep(deiic moaaTKy, Ta 3amuT Ha Mo0yaoBY rpadika mo koxy. Ha pucyHky 3 BHKOHaHO BXKe
00poOKy 3amuTa KOpPUCTyBaua Ta HABEACHO pe3y/lbTaT BUKOHAHHA. Byin mpoBeAeHi eKcrepuMEeHTalbHi
JIOCITI/PKEHHS JUIsl BUSIBJICHHSI Yacy BIJAIMOBII Ta TOYHOCTI BUKOHaHHs. B Tabnuimi 1 HaBeneHO gparMeHT
eKCIIepIMEHTY y BHTIIAI Pi3HUX 3anmuTiB 10 Al-acucreHTa.

M A Interface

[ @ MeHro

Pobouui cmin

PoGBoumii crin

1 Matplotiib y Python:

Spark

(7 I S Y|
B

%

Dyrruionan

Q HanawTysanns
E] Ingoprayia

@ HAonomora

Puc. 2 — [lepeBipka mpaiie31aTHOCTI Ta MPAaBWILHOCTI BiANOBI I, 3anuT 10 Al —o0yoBa rpadika
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. Figure 1 - m} kS

€D Q=X DB

MpocTuil rpadik

10 4

.plot(x,
title('
t.xlabel(
.ylabel( 'Y-
.grid() 4l
.show()

Y-ocb

1.0 1.5 2.0 2.5 3.0 3.5 4.0 4.5 5.0
Xoch

Puc. 3 — PesynpTarn 3anmuTy KoprcTyBada Ha moOynoBy rpadika

Tabmuns 1 — PesynpraT nmpoBeieHHs] eKCIEPUMEHTY

3anur TouHicTh HIBuAKICTE
BUKOHaHHS BUKOHAHHS
Ckinbku OyJie m'aTh TOMHOXKHTH Ha CIM 1 IOJUIATH Ha TpH? 1.0 0.421 cexynn
o Take mTyYHWIA iIHTENEKT 1 SIK BiH BIUIMBae Ha cydacHuii cBiT? | 0.89 2.18 cexyHnn
How do you say hello world in Ukrainian? 1.0 0.514 cexyHn
[I{o Take moBa Python i sixa BimMiHHICTS Big C++? 0.71 2.35 cexkyHn
CrtBopu MeHi TabnHI0 MOB MporpaMyBaHHs Ta omumy s goro | 0.83 1.67 cexyHn
BOHH

AHanizyroun OTpHMaHi pe3ylbTaTH TecTyBaHHS Al acucTeHTa MOXKHA 3pOOMTH BHCHOBOK, IIIO
pe3yJIbTaTH BHUIUIN IIIKOM MO3UTHBHUMH. Al acucTeHT po3yMie sK yKpaiHCBKY TaK i aHINIIHCEKY MOBY,
3aBJISKM TpeHyBaHHIO Mojeiai. OCHOBHOIO IEPEBarol0 € Te, 10 aCHCTEHT MOXe OOpOOJISATH KOMaHIU
KOPHCTYBadiB MIBHJKO Ta TOYHO, 3a0e€3MeUyroud KOPHCTyBauaM BHUCOKY €()eKTHUBHICTh Y BHUKOHAHHI
PI3HOMAaHITHUX 3aBIaHb. TaKoX, 3HAYHUM IUTIOCOM € IHTETpallis 3 IHIIMMH J01aTKaMH Ta IPorpaMaMHu, 10
103BOJIsI€ OE3MEePEIIKOTHO BUKOHYBATH 3aBIaHHS.

BucHoBKH Ta nepcneKTHBH MOJAJIBIIOTO A0CTiT:KkeHHs1. Byro peanizoBano Al acucrenra, siKuit
30aTHUH 3HAYHO TIOKPAIUTH BHUKOHAHHSA pI3HOMAHITHUX 3aBJaHb JIOKAJIBHOTO KOPUCTYBadiB.
3acTocyBaHHS IIbOTO NPOIPAaMHOrO 3a0e3MeUeHHs O3BOJISE 3HM3MTH PiBEHb HaAMIipHOI iH(opmarii,
MIBUIIATH MIBUAKICTH 0OPOOKH 3aMMTIB 1 3a0€3MeYNTH TOYHICTh BAKOHAHHS KOMaH,I. OIHI€I0 3 TOJIOBHUX
nepeBar Ii€i CUCTEeMU € 3MEHIICHHS HWMOBIPHOCTI MOMHJIOK NPW BUKOHAHHI PYTHHHUX 3aBliaHb, IO
J03BOJISIE 3a0INAJANTH Yac i 3yCWIUIs KOpUCTyBadiB. Po3poOiieHa cucrema jormomMarae 3 ONTHMI3alli€ero
QITOPUTMIB PI3HOIIAHOBUX 3aBJaHb, 30KpeMa B aBTOMATH3allil MOBCSKICHHUX IPOIECIB, TAKUX SK
BIIKPHUTTS (aiiiIiB, 3aIlyCK CKPHIITIB, YIPABIIHHS KOMITTOTEPOM Ta B3a€EMOJISl 3 THIIUMH JIOJATKAMHU.
[Iporpamue 3a0e3nedeHHs TaKOX MAa€ BEIMKHUN MOTEHLIaNl ISl PO3BUTKY B SIKOCTI KOHCYJIBTaTHBHOTO
MOMIYHHKA, JIOTIOMAaraloy CTyA€HTaM Ta mpodecioHasaM IMpaloBaTH 3 HOBUMH TexHousorismu. o B
CBOIO uUepry Jo3Bossie Al acHCTeHTy alanTyBaTucs A0 3MiHIOBaHUX MOTPE0 KOPUCTYBAUiB, ITiBHUIYIOUYH
TOYHICTb 1 €peKTUBHICTh BUKOHAHHS 3aBJaHb y Oy/b SIKOMY CEPEIOBHUII.

Cnucoxk 6id1iorpagiunoro onucy
Install Vosk — Pesxum nocrymy: https://alphacephei.com/vosk/
Speech Recognition — Pexxum noctymy: https://pypi.org/project/SpeechRecognition/
API ChatGPT — Pexxum moctymy: https://platform.openai.com/docs/overview
Install PyQt6 — Pexum nocrymy: https://doc.qt.io/qtforpython-6/
QTextEdit from PyQt6 — Pexxum moctymy: https://doc.qt.io/qtforpython-6/PySide6/QtWidgets/QTextEdit.html
. Conversational Al  Assistant  Using  Artificial  Neural  Networks. —  Pexum  mocrymy:
ttps://run.unl.pt/bitstream/10362/127803/1/TAA0106.pdf
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HNEPCIIEKTUBU BUKOPUCTAHHSA MAIIIMHHOI'O HABYAHHA 1JIA 3ABE3IIEYEHHS
BIAIOBIAHOCTI IPOI'PAMHUX INTPOAYKTIB 10 JEPKABHUX HOPMATUBHUX
BUMOTI'

IMuxepuneup C.T., YaiueB O.C. IlepcnieKTHBH BHUKOPHCTAHHSI MAIIMHHOTO HABYAHHA /s 3a0e3leyeHHs
BiIMOBIIHOCTI MPOrpaMHUX NPOAYKTIB 10 Jep:KAaBHUX HOPMATHBHUX BHUMOr. 3a0€3MEYCHHS BiAMOBITHOCTI HMPOTPaMHUX
HPOAYKTIB 0 PI3HOMAaHITHHX JCpP)KaBHUX HOPMATUBHHUX BHMOT, FATy3€BUX CTAHAAPTIB Ta KPALMX IIPAKTUK € OJJHUM 3 KIIOYOBUX
3aBIaHb Ul Cy4acHUX OpraHi3alliif Ta KOMIAHIH 0 PO3pOOIISIOTh YU BIPOBAIKYIOTH AaHi MPOAYKTH. Y CTATTi pO3TISAIAOTHCS
MEpPCIICKTUBY BUKOPUCTAHHS MAIIMHHOTO HAaBYAaHHS Ul 3a0e3NedYeHHs BiJIIOBIJHOCTI NPOrPaMHHX NMPOAYKTIB IO AEPKAaBHHX
HOPMaTHBHUX BUMOT. [IpoaHasi3oBaHO CyyacHi METOM MAIIMHHOTO HAaBUaHHS, SIKI MOXKYTh OYTH 3aCTOCOBaHI JUIsl aBTOMAaTH3aLli{
MpOLeCiB MEepeBipKU NPOrpaMHUX INPoAyKTiB. OLiHKa MOTEHIialy BIPOBa/KEHHS MAIIMHHOIO HABYAHHS BHSBIJIA CYTTEBI
IepeBary, BKIIOYAI0YH MiIBUIICHHS e()eKTUBHOCTI, TOYHOCTI Ta MacIITabOBaHOCTI POIIECIB MepeBipKy BiANOBiAHOCTI. Omrcano
MIOTEHIIIHHI IepeBary Ta BUKJIMKHA BIPOBA/UKEHHS IIUX TEXHOJIOTIH y cdepi 3a0e3nedeH s BiAMOBIAHOCTI IPOrpaMHHX MIPOIYKTIB
JI0 JIep)KaBHUX CTaHAapTiB. Ha OCHOBI OTpMMaHUX pE3yNbTaTiB 3alIPONOHOBAHO MPAKTUYHI PeKOMEHAALil moa0 e(peKTHUBHOTO
BIPOBAKEHHS MAIIHHHOTO HABYaHHSI.

KurouoBi c10Ba: MammHHE HaBUaHHS, NMpOrpaMHE 3a0e3NeyeHHs, NepKaBHI HOPMATHBHI BHMOTH, BiAIIOBIIHICTS,
aBTOMAaTu3allis, Bepudikaris.

Shykerynets S., Ulichev O. Prospects for the Use of Machine Learning to Ensure Compliance of Software Products
with State Regulatory Requirements. Ensuring compliance of software products with various government regulatory
requirements, industry standards and best practices is one of the key tasks for modern organizations and companies that develop or
implement these products. In this article, the prospects for using machine learning to ensure compliance of software products with
government regulatory requirements are discussed. Modern machine learning methods that can be applied to automate the process
of verifying software products for compliance with governmental requirements have been analyzed. An assessment of the potential
of implementing machine learning has discovered significant benefits, including increased efficiency, accuracy, and scalability of
compliance verification processes. The potential benefits and challenges of implementing these technologies in the field of ensuring
compliance of software products with state standards are described. Based on the obtained results practical recommendations for
the effective implementation of machine learning are proposed.

Keywords: machine learning, software, government regulatory requirements, compliance, automation, verification.

IloctaHoBka mpolGiemMu. Y CyyacHHX OpraHizalisix MPOTpaMHi HPOLYKTH € HEBiJ €MHOIO
YaCTHHOIO Oi3Hec-mporeciB, 3a0e3neuytoud e(EeKTUBHICTh Ta KOHKYPEHTOCIIPOMOXHICTh KOMITaHIMH.
[Ipote, 3abe3meyeHHs BIANOBIAHOCTI MPOTPAMHOTO 3a0e3MeueHHS PIZHOMAHITHUM JIep’KaBHUM
HOPMAaTUBHUM BHMOTaM, Taly3eBUM CTAaHAAPTaM Ta MPAKTHKaM CTA€ BCE OIbII CKIaTHUM 3aBIAHHSIM.
3pocTaHHA KiJIBKOCTI PEryJSTOPHUX akTiB, iXHbOI CKIAIHOCTI Ta B3a€EMO3B’SI3KYy CTBOPIOIOTH 3HAYHI
TPYAHOI JUIsi KOMIIaHId Ta oOprasizamidi 1o MPOBOJSATH PO3POOKY Ta BIPOBAKEHHS IMPOrPAMHHX
npoaykTiB. KpiM Toro, MBUAKMHA PO3BUTOK TEXHOJIOTIH Ta 3MiH Y 3aKOHOAABCTBI BUMAraloTh IOCTIHHOTO
OHOBJICHHS 3HaHb Ta aJanTalii npouecisB 3a0e3neueHHs BiAIOBIIHOCTI, 110 YaCTO IPU3BOIUTH A0 BUCOKHX
BUTpAT Yacy Ta pecypcis.

TpaauIiiiHi METoIu NepeBipKH BIAMOBITHOCTI, TaKi SIK PyYHHUH ayIUT Ta CTATUYHUI aHaJi3, MalOTh
oOMekeHy e(peKTHBHICTh Y KOHTEKCTI BEJIMKUX Ta CKIAJHUX MporpaMHuX cucteM. L{i MeToan He 3aBkIu
3JIaTHI MIBHJIKO aJaNTyBaTHCS J0 3MiH HOPMAaTHBHUX BUMOT Ta BUSBIISITH ITOTEHITIHI HEBIAMOBIMHOCTI. Y
3B’SI3KY 3 IIUM, BUHHKAE MOTpeda y BIPOBA/KEHHI IHHOBAIlIHHUX MIIXOIB, SIKI MOXYTh aBTOMAaTH3yBaTH
Ta ONTUMI3yBaTH NPOLIECH NIEPEBIPKH Ha 3a0€3MeUSHHS BiIOBIJHOCTI 10 PErYJIATOPHUX BUMOT. MalnHHe
HaBYaHHs TPOINOHYE MEPCIEKTUBHI PillleHHS [UIs aBTOMAaTH3alii aHajily HOPMAaTHUBHHX JIOKYMEHTIB,
BUSIBJICHHS PH3HMKIB Ta IPOTHO3YBAaHHSA MOTCHIIIMHNX TMpoOJjeM, IO MOXKE CYTTEBO IIIBUITUATH
¢(EeKTUBHICTh Ta TOYHICTH MPOILECIB IEPEBIPKU BIAMOBIAHOCTI MPOrpaMHUX IMPOAYKTIB IEPrKaBHUM
BUMOTaM.

AHanii3 ocTraHHiX aocjimkeHb i myOJikaumiii. Y ocTaHHI pPOKH 3aCTOCYBaHHS MAaITHHHOTO
HaBUaHHS IS 3a0e3TledeHHs BiIIOBITHOCTI MPOTrpaMHOrO 3a0e3MeUeHHS ICp)KaBHUM HOPMATHBHUM
BUMOTaM CTajl0 TPEAMETOM aKTHBHUX JOCHiIKEHb y HAyKOBiil cminbHOTI. barato myOmikamii
30CepeIKYIOTHCS Ha PO3pOOLI METOIB, SIKi MOXKYTh aBTOMATH3yBaTH IPOLIECH MIEPEBIPKH Ta BepUdiKarii,
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T ABUIIYI0YH e(eKTUBHICTh Ta TOYHICTH IUX mpoteayp. OXHAM i3 KITFOYOBUX HAIPSIMKIB € BUKOPUCTAHHS
[IMOMHHOTO HABYaHHS MU aHallizy BEJIMKUX OO0CATIB HOPMAaTUBHHX JOKyMeHTiB. Hampuxman,
nocmimkennst Mamiareppa K. [1] posrnsmae 3actocyBanus momeneit MH i aHamizy TEXHOJIOTIYHOI
TOTOBHOCTI (epMepiB 10 BIPOBAIDKEHHS TEXHOJOTiIM TouHoro TBapuHHHUITBA (Precision Livestock
Farming, PLF), Bu3Hauaroun xinrouoBi Oap'epu Ta npaiiBepu NPUHHATTS iHHOBalii. OTpUMaHi pe3ynbTaTu
JIOTIOMAraloTh alanTyBaTy AU3aliH TEXHOJOTIH 1 Oi3Hec-cTpaTerii, MOKPaIlylo4n AOCTYIHICTh, MATPUMKY
Ta iHTerpamiro nporpecuBHux pimeHs MH y ¢epmepchbki rocronapcrsa.

PesynbraTu mokasanu 1o MoJeNb YCIINTHO 1IEHTU(IKY€E KIFUY0BI BUMOTH (hepMepiB Ta Oap’epu
BIIPOBAKCHHS TEXHOJIOTiH, CIIPOLIYIOYH PO3pPOOKY pillieHb 1 cTpaTerii U pi3HUX TPy KOPUCTYBaUiB.

Hocmigauk [Mak 1.Y. 3 koseramu [2] mpoBean BaXKIIMBE TOCIIHKEHHS, 110 JOBOIUTH ¢(PEKTHBHICTD
3aCTOCYBAaHHS MAIIMHHOTO HABYAHHS UIS aHANI3Y €KOJOTIYHMX JAHUX, BIKPUBAIOYH NEPCIIEKTHBU IS
MOJANBIIOTO PO3BUTKY aBTOMATH30BAaHHX CHCTEM Yy Tally3l €KOJOTiYHOTO MOHITOPHHTY. JlocmimkeHHs
®ap3i A.T'. [3] anaiisye iHTErpamio ManIMHHOTO HaBuaHHsA 3 DevOpS-TipakTHKaMK JJIs aBTOMATHYHOTO
BUSIBIICHHS aHOMaNiii y Jorax 1 MeTpWKax MPOAYKTUBHOCTI MPOTPAMHOTO 3a0e3Me4YeHHs. ABTOpHU
MPOTOHYIOTh TIOpUAHUHN MAX1/, SKUH BUKOPUCTOBYE KOMIIOHEHTH JJIsl MOHITOPHHTY aHOMAJIii 10 Ta micis
PO3rOpTaHHS CUCTEMHU, LIO MiBUIIY€E THYUKICTb 1 eeKTUBHICTH npoueciB DevOps.

VBary npuBepTae MOCIIDKeHHS, sike mpoBiB Mapek I1. [4] momo MOSCHIOBAIBHHX MOEIeH
mammuHoro Hasuanus (Explainable Al) B ramy3sx me 3acTocyBaHHS JaHHX MOJENCH MalOTh KPHYHE
3HAYEHHS 00 3a0e3MeueHHs MPO30POCTI PillieHb, 10 MOKe OYyTH BUKOPUCTAHE [T 3aCTOCYBAHHS [IOI0
3a0e3meueH sl BiAMOBITHOCTI MPOTPpaMHUX MPOAYKTIB O HOPMATHUBHUX BUMOT.

HaykoBa po6ota Mypyran C. [5] po3kpuBae 3acTocyBaHHs MAIIHHHOTO HABYaHHS [IS YIIPaBITiHHS
(iHaHCOBMMHM PH3HMKAaMH, a CaMe MPOTHO3YBAaHHSA PU3UKIB (BUSBICHHI MOTCHLIHHUX TPOOJEM), aHAIIi3y
BEJIMKUX JIaHUX Ta onTuMizamii mporeciB. Takox B poOOTI omucaHo sk 3actocyBanHs MH Moxe
JTIOTIOMOTTH Y TIPOAKTHBHOMY T AXO/i O YIIPABIiHAI PH3UKAMHU.

Crarts BpayHek A. Ta iHmux aBTopiB [6] akiieHTye yBary Ha BHKOPHCTaHHIO (heaepaTHBHOTO
Hapyanus (Federated Learning, FL) y MeaM4HUX IOCHTIDKEHHSX 3 METOK aHANI3y HIMPOKOTO HabOpy
NMepcoHabHUX JaHux (marieHTtiB). DeaepaTBHE HABYaHHA Ja€ MOXUIMBICTH TPEHYBAaTH MO
MAaIIMHHOTO HaBYaHHsS 0e3 HeoOXiTHOCTI mepeaayi JaHuX A0 IEHTpali30BaHUX cepBepiB. TpeHyBaHHS
BiI0OYBa€ThCS Ha JaHMX IO 30€piraloThCs JIOKAIBHO Ta Bignoizae Bumoram GDPR. Jlns migBuiieHHs
KOH(IIEHIIIHHOCTI JJaHUX MPOMOHYETHCS BUKOpHCTaHHS mudepenmiinol koudinenmiinocti (Differential
Privacy) ta 6e3neuHoro 6araroctoponHboro obuncienns (Secure Multiparty Computation)io

Bunisiennsi HeBUpilIeHUX paHillle YacTHH 3arajbHoi mpodJemu. He nuBisiunce Ha Baromi
JIOCSATHEHHSI Y 3a0e3MeueHHl BIIMOBITHOCTI MPOTPAMHUX TNPOJYKTIB JI0 JIEPKABHUX BUMOT 3aBJSKU
3aCTOCYBaHHI MAaIlIMHHOTO HABYAHHS, ICHYE psJ] PoOJIeM, SIKi 3aIMIIAI0THCS HEIOCTaTHHO BUBUCHUMH 200
NOTPeOyIOTh TONAIBIIOIO JOCITIDKEHHS. BUSABICHHS IMX HEBHPIMICHUX MPOOJIEM € BaXIMBUM JUIS
MOJJANTBIIIOTO PO3BUTKY €(EKTHBHUX PillIeHb y AaHill cdepi.

[o-miepire, oHA 3 OCHOBHUX MIPOOJIEM TIOJISITAE Y 3a0€3MEeUeHHI SKOCTi Ta JOCTYITHOCTI JaHHUX IS
HaByaHH: Mozenei. Taki nocimkenHs, sk podora Menui K. ta koser [7], apryMeHTyOTS, 1110 BasKJIUBICTh
BUCOKOSIKICHMX Ta pENpe3eHTATUBHHUX JAHUX € KIFOYOBHMHU JUIsI CTBOPEHHS TOYHHX MOJIETICH.
BukopucranHs sIKicHUX HaOOpIB JaHMX JO3BOJISIE YHHKATH IOMHJIKOBHX BHCHOBKIB, TIOB’SI3aHHX 3
HEMOBHUMHU 200 HETOYHMMHU JAaHUMHU. 3aBISKU 3POCTaHHIO JOCTYIIHOCTI BEUKHX 00'€MiB JaHMX, IXHS
SKICTh CTA€ KPUTHYHUM (PaKTOPOM.

[To-apyre, nutaHHs NoscHIOBaHOCTI Mojened MH 3aiumaeTbcst BaXJIMBUM BUKIUKOM. ChOroqH1
KOHIIETILIT MmosicHIoBaHoro mryyHoro intenekty (Explainable Al, XAl) akTHBHO pO3BUBAIOTHCA, IPOTE, HA
ocHOBi pobotu Kiaite T. ta Boxrepa T. [8], ixHe 3acTocyBanHs y ctepi 3a0e3neueHHs BiAMOBIJHOCTI
mporpaMHoOro 3abesmnedueHHss mMoTpebye MOMambInoro BaockoHaleHHs. Haykoea po6orta [8] mocmimkye
BAKJIUBICTh MOSICHEHHsI pOOOTH MAIIMHHOTO HaBYaHHSA, 10 JO3BOJISIE OLIIHUTH BIUTUB OKpEeMHUX (pakTopiB
Ha pe3yibTaTH PoOOTH MoJesiell. ABTOPH aKLUEHTYIOTh aKTYalbHICTh 1 MEPCHEKTUBHICTh BIIPOBA/IKEHHS
XAl st cTBOpEHHS MPO30pUX 1 3pO3YMUIHX PIllIeHb, ¢ HEOOXiMHO 3a0e3MMeUnTH BUCOKY MPO30PICTh Ta
TIOBIPY 3 OOKY peryJISTOPHUX OpPTaHiB.

[lo-tpete, interpaumis MH 3 icHyrouMMH mporecaMH PO3pOOKH Ta YMpPaBIiHHSA HPOTrpaMHUM
3a0e3MeyeHHsIM, 30KpeMa 3 TakuMu sK npakthka DevOps. He 3Bakarouu Ha ICHYHOYI MEPCIEKTUBU
BukopuctanHs MH mns omTmwmizamii TpOIECiB  TeCTyBaHHS Ta MOHITOPHHTY BIATOBIAHOCTI [0
PETYISTOPHUX BUMOT, IPAKTUYHI ACTMIEKTH TaKO1 iHTerpamii 3aJiaroThCsl BUBUYCHUMU Ha HEAOCTATHHOMY
piBHi. OCOOMUBO 1€ CTOCYETBCS CYMICHOCTI MK PI3HUMH IHCTpPYMEHTaMH Ta IIaTGopMaMu, a TaKOX
BHCOKY CKJIQHICTh CTAHOBHTH YIPABIIiHHS 3MiHaMU B MoAelssx MH y peaslbHOMY daci.
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YeTBepTUM HEBHpIIICHHMM Ha JOCTATHHOMY PIBHI NHUTAHHSIM € €TUYHI Ta MPaBOBi ACHEKTH
BukopuctanHs MH st 3a0e3rmedeHHs BiIMOBIAHOCTI. X04 eTHYHI MipKyBaHHS aKTHBHO OOTOBOPIOIOTHCS,
HEOOXiZHO PO3pOOUTH i BCTAHOBUTH YiTKi MpaBWia Ta CTaHAAPTH JuiA 3acTocyBaHHs MH y KoHTekcTi
JTOTPUMAaHHS BiJIOBIIHOCTI Jep’KaBHUM BHUMOTaM. lle BKITIOUa€e CTBOPEHHS CHEIiali30BaHUX CTHIHHUX
KOJIEKCIB Ta HOPMATHBHO-TIPABOBUX aKTiB, fKi BPaxOBYIOTH CHEIHU(iKy BHKOPHCTAHHS MAIIMHHOTO
HaBYaHHs y 3a0e3MeueHHi BiINOBIAHOCTI MPOrpaMHUX MPOAYKTIB Jep>kaBHUM BuMoram. Kpim Toro, icHye
oOMeXeHa KUTBKICTh JOCHIKEeHb, IO (OKYCYIOTHCS Ha aJalTUBHOCTI Ta THYy4YKOocTi momenedr MH y
JUHAMIYHUX Ta IIBUIKO-3MiHHUX HOPMAaTHUBHHX CEpelOBUIaX. B yMoBax IIBUAKHX 3MiH HOPMAaTUBHHUX
BuMor, cuctemrn MH moBuHHI OyTH THYYKMMH Ta JUHAMIYHUMH, 3/[aTHI J0O IIBHAKOI ajmamTarii Ta
OHOBJICHHA 0€3 3HAYHUX BTPAT y MPOAYKTUBHOCTI Ta TouHOCTI. Lle akTyaizye muTaHHS pO3pPOOKH HOBHX
QITOPUTMIB Ta apXiTEKTyp, SKi MOXYTh IIBHUAKO Ta TOYHO pearyBaTH Ha 3MIHM Ta HiATPUMYBaTH
aKTyaJbHICTh MOJIETICH.

BaxnuBuMm acniekToM € 3a0e3leueHHs] KpOC-AMCIUIUTIHAPHOI (KpOC-Tally3eBOi) CITBIpaIii Mix
GbaxiBIsSIMH 3 MAalIMHHOTO HABYAHHSI, MPOrPaMHOI (KOMI'FOTEPHOI) iHKEHEPii Ta HOPMATHBHOI MOJITHKH.
Ycnimnricts BrpoBamkeHHs MH jans 3a0e3neueHHS BiIMOBIAHOCTI JEpKaBHUM BHMOTaM THOTpeOye
iHTerpallii 3HaHb Ta IOCBiTy 3 Pi3HHUX Taly3eH, 10 JO3BOJISIE CTBOPIOBATH OLITBII KOMIUIEKCHI Ta epeKTUBHI
pimmennsa. Takuii minaxix M03BONIAE BpaxyBaTH O€3Ji4 acleKTiB IMpollecy 3ade3rledeHHs BilMOBiTHOCTI
BAMOTaM Ta MiJBUIIYE HMOBIPHICT YCIIIIHOI peani3allii MpoeKTiB.

TakyuM 4YMHOM, XO4Y ICHYIOUI IOCTIKCHHS JNEMOHCTPYIOTh 3HAUYHUK MOTEHLIaNn MAallMHHOTO
HaBYaHHA y cdepi 3a0e3nedeHHs BiAMIOBITHOCTI MPOrpaMHOro 3a0e3NeueHHs 10 Aep>KaBHUX HOPMaTHBHIX
BHMOT, TPOTE, 3aIMIIAIOTHCS YWCICHHI HEBHpINIeHi nutaHHA. [lomomaHHsS HWX BUKIWKIB TOTpeOye
MOAAJIBIINX JOCIIPKEHb Ta PO3BUTKY IHHOBALIMHUX MiJXOMIB Ta METOAIB, IO JO3BOJIATh MAKCHUMAaIbHO
e(eKTUBHO BUKOPHUCTOBYBaTH MOxJInBocTI MH 114 3a6e3neueHHs1 BUCOKOT SIKOCTI Ta O€3MeKH NPOrpaMHUX
MTPOJYKTIB.

DopMyTIOBAaHHS METH J0CTiAKeHHsA. MeTol0 IaHOTO JOCIHKEHHS € MPOKUI aHai3 Ta OIliHKa
MOJKJIMBOCTEH 3aCTOCYBaHHS MamiMHHOTO HaBYaHHs (MH) s 3a0e3neueHHs BiIOBIAHOCTI IPOrPaMHUX
NPOAYKTIB A0 JEpKaBHUX HOPMAaTUBHUX BuMOr. lle nocHiUKeHHS cHpsMOBaHE Ha BHU3HAYCHHS
e(eKTHBHUX MiXO/IiB Ta IHCTPYMEHTIB MAIIMHHOTO HABYaHHS, 10 MOXYTh OyTH IHTETPOBaHi y MPOIECH
po3poOku Ta Bepudikaiii mMporpaMHUX MPOAYKTIB I 3a0€3MEeYCHHS BHUCOKOI'O PIiBHSI BiJIOBIIHOCTI
BCTaHOBJICHUM CTaHJapTaM Ta BUMOTaM.

OcHOBHA YacTHHA JOCTiTsKeHHA. 3aCTOCYBaHHS CYYaCHUX METO/[iB MalmmnHHOro HaBuaHHs (MH)
CTae BCce OUIBII aKTyalbHUM JUIS 3a0€3MCUEHHS BiAMOBIJIHOCTI MPOTPAMHHX MPOAYKTIB HOPMATHBHUM
BUMOT'aM, FaJIy3eBUM CTaHAApPTaM Ta HaHKpaluM npakTukaM. OCHOBHI METOAM, 110 MalOTh MOTEHL{al IS
aBTOMATH3aIlil MPOIIECiB MepeBipky Ta Bepudikailii, BKI0YaoTh ruOuHHe HaByaHHs (Deep Learning,
DL), o6pobky npupoanoi mosu (Natural language processing, NLP), BusiBienns anomaiiii, HaBYaHHS 3
migkpimenasm (Reinforcement Learning, RL). Koxxen 3 1iux MeTOIiB Mae CBOI yHiKaJIbHI MOXJIMBOCTI,
nepeBaru Ta OOMeKEHHS, 1110 BU3HAYAIOTh iX €()eKTUBHICTh Y KOHTEKCTi JAHOTO JOCIiIKEHHS.

I'nmubunne HaBuanHs (DL) € omHuMm i3 HaWnoTyXHimux iHcTpymeHntiB MH, sikuit n03Bosisie
MOJIEJTIOBATH CKIIQ/IHI 3aJIeKHOCTI T4 BUSBIIATH NPUXOBaHI MATePHU B JaHWX. 3aBISKU OaraTopiBHEBHM
HEHpOHHUM MepexaM, TTHMOMHHE HaBUaHHS MOXE aHali3yBaTH BelWKI obOcsaru iHdopmauii, mo €
HEOOXITHUMH I aBTOMATUYHOTO aHai3y HOPMAaTUBHHMX IOKYMEHTIB Ta BW3HAUY€HHS BiIIIOBIAHOCTI
MPOTPaMHUX TPOJIYKTiB BCTAHOBICHUM cTaHaapTaM. OHI€I0 3 KIIFOYOBUX TIepeBar MIMOMHHOTO HABYaHHS
(DL) € #toro 3aaTHICTB 10 CaMOHABYAHHS Ta aJalTallii 0 HOBUX JaHHX, IO JO3BOJISIE CHCTEMAM TOCTIHHO
BJOCKOHAJIIOBATUCS Ta THYYKO pearyBaTH Ha 3MiHM B HOPMaTHBHO-IPAaBOBHX akrTax. lIpore, rimOuHHI
MOJIeJTi BUMAraroTh 3HAaYHUX 00YHCITIOBAIILHUX PECYPCIB Ta BEIMKHX 00CSTIB HABYAIBHUX JIAHUX, 1110 MOXKE
OyTH 0OMEXYIOUNM (HaKTOPOM B KOHTEKCTI JIAaHOT'O HAIIPSIMKY 3aCTOCYBaHHSI.

O6poodka npupoaroi MoBH (NLP) Moxe OyTH iHCTpyMEHTOM JUIs aBTOMAaTH3allii aHaji3y TEKCTIiB
HOPMaTHBHO-TIPaBOBUX JOKyMeHTIB. O0poOka mpuponHoi MoBu (NLP) mo3Bomsie cucremam po3ymiTH,
IHTEepIpPETyBaTH Ta BUIAULITH KIIOUOBI BUMOTH 3 BEIHMKUX OOCSTIB TekcTy. JlaHa OCOOIMBICTH TaKUX
MoOJIeJIell 3HaYHO CHPOLIyE IMpOLec iHTerpalii HOPMAaTHBHO-IIPABOBMX BHUMOI y PO3pOOKY Ta aHaii3
NporpaMHUX MpoaykTiB. OHi€0 3 TepeBar HanpsMKy o0poOku mpupoxHoi MmoBu (NLP) € 3matHicTs 10
CEMaHTHIHOTO aHaTi3y, IO AO3BOJIIE TOYHIIIE BH3HAYATH 3MICT Ta KOHTEKCT BUMOT. IIpoTte, NLP Moxe
CTUKATHCS 3 TPYIHOIIAMH IpX 00poOIIi CKIIATHUX IOPUINIHIX TEKCTIB, Ie HE0OXiHA BUCOKA TOYHICTh Ta
rTMOWHHE 1 OJHO3HAYHE PO3YMiHHS HIOAHCiB MOBH Ta ITOHSITb.
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Busienns amomamiii (anomaly detection, AD) e e omuuMm BakiuBuM MeTtomoM MH, sxwmit
BUKOPUCTOBYETbCS Ul ideHTU(IKAIil HEBIANOBITHOCTEH Ta MOTCHUIHHUX PU3WKIB Yy NPOTrpaMHUX
cucreMax. Lleit MeTo 103BOJIsIE aBTOMAaTHYHO BHUSBIISITH HETUITOBI ITATEPHU B POOOTI CHCTEMH, IO MOXKYTh
CBIMYMTH MpPO MOPYIICHHS HOPMATUBHUX BUMOT. Busienus anomaniii (AD) € KOpUCHUM [yist
MPOAKTHBHOTO YIPABIIHHS PU3UKAMH, OCKIIBKH J03BOJISIE CBOEYACHO pearyBaTH Ha MOTEHLiiHI 3arpo3u
Mi/1 Yac CTBOPEHHS MIPOTPaMHUX MPOAYKTiB. OqHaK, el MeTo1 Moxe OyTH MeHII e()eKTUBHUM Y BUTIaIKaX,
KOJI aHOMaJIii He MalOTh YITKHUX MaTepHIB a00 KOJIM AaHi € HEJOCTATHBO SKiCHUMH.

Hapuanns 3 migkpimtienasm (Reinforcement Learning, RL) takox Mae mepeBaru sik OT 31aTHICTb
aJanTyBaTHCS 10 IWHAMIYHMX YMOB Ta HaBUaTHCS Ha OCHOBI JocBimy. Lle mo3Bosisie cuctemMam IIBHUAKO
pearyBaTH Ha HOBI BUKJIMKH Ta 3MiHH y 3aKOHOMABCTBI. Takox HaBuaHHs 3 miakpimiendsm (RL) moxe
BUSIBIISITH T4 BUIPABJIATH MPOOIEMHI MiCIiI HETUIIOBY TIOBEIIHKY, K1 CyIIepednTh HOPMaTHBHO-TTPABOBUM
BUMOram abo iHmUM cTaHaapram. [Ipote 3actocyBaHHs HaBuaHHs 3 mifkpimuieHHsMm (RL) mae i cBoi
Henoniku. He3akatoun Ha moTepeIHbO NiepelliueHi epeBart, npoiec HaBuaHHs RL-Moneneii Moxxe OyTu
PECYPCOMICTKMM Ta TpPUBAIMM. TaKkoX JUIS TaKUX CHUCTEM € CKIQIHUM 3aBJaHHSA 3a0e3MedeHHs
CTaOlIBHOCTI Ta MOBTOPIOBAHOCTI pe3yibraTiB. He BapTo 3a0yBaTH i PO PU3HK TOTO IO TaKi CUCTEMH
MOXYTh MPUHMATH HECTIO/iBaH1 PillIeHHS, K1 BAXKKO Mepea0aunuTh. A Taki pU3UKU y cdepi 3a0e3medeHHs
BiJIIOBITHOCTI HOPMATHUBHO-TIPABOBUM BHMOTaM MOXKE IPHU3BECTH [0 HEOYIKYyBaHUX IMOPYIIEHb 3
BIIITOBIAHUME HACIIIIKAMU.

Kpim BUKOpHCTaHHS OKPEMHUX METOJIB, BXKIIMBO PO3IIISIATH IXHIO IHTETpamito AJs JOCSTHEHHS
MaKCHMaJbHOTO KOPUCHOTO edekTy. JIyist mpukiaay, noeqHanHs rauouaHoro Hapuans (DL) 3 06poOkoro
npupoaoi MoBu (NLP) 103Bosisie CTBOPIOBATH CHCTEMH, 37[aTHI OJJHOYACHO aHAIi3yBaTH TEKCTOBI BUMOTH
Ta iHTErpyBaTH iX y npoluecu Bepudikaiii mporpaMHuX MpoayKTiB. Takuii miaxiJ ciprsie KOMITICKCHIIIOMY
Ta THYYKIIIOMY aHallizy, 3a0e3Mneuyroud BUCOKY TOUHICTh Ta e()eKTHBHICTh IepeBipok. [IpoTe, TyT icHyI0Th
TIeBHI 0OME)KEHHSI, TIOB 13aHi 3 3aCTOCYBaHHAM IIUX MeTOo/1iB. OCHOBHUMH IpobIeMaMH € IoTpeda sIKiCHIX
Ta PENpe3eHTATUBHUX JaHUX. TaKoX CKJIQJHICTh IHTErpaiii pi3HUX METOJIB Ta 3a0e3ME4YCHHS TXHBOT
B3aemoii. Jlyst mojionaHHs JaHUX HEOJIKiB HeoOXiTHO MPOJOBXKYBATH po3po0Ky HOBUX JITOPHTMIB Ta
METO/IiB iHTeTpallii, 110 T03BOJIATH €()EeKTUBHIIIE BUKOPHCTOBYBATH TOTEHITia)l MAIIMHHOTO HABYaHHSI.

BiamosiaHo, rmubunHe HaByauus (DL), 06po6ka npupoaHoi MoBu (NLP), BUsIBIEHHS aHOMATii
(AD) ta naBuanHs 3 minkpimieHHsM (RL) mpencraBistoTh cOOOK TMOTYKHI IHCTPYMEHTH, SIKi MOXYTh
3HAYHO ITOKPAIIUTH TPOIECH 3a0e3NEeUeHHs BiAIOBIIHOCTI MPOrpaMHUX IMPOIYKTIB 10 HOPMAaTHUBHO-
NpaBOBUX BHMOT. Asne Ui iX e(eKTHBHOTO 3aCTOCYBaHHS HEOOXIHO BHPIIIMTH HU3KY TEXHIYHUX Ta
METOJI0JIOTIYHMX 3aB/IaHb, 10 JO3BOJIUTh MAKCUMAIBHO BUKOPUCTOBYBATH 1XHI MEpeBard Ta MiHiMi3yBaTu
0OMEXEeHHS.

Takox nuraHHs mosicHroBaHocTi Mogmeneil (XAl) mamuanoro Hapuyanus (MH) sammmmaernes
BaYUIMBUM BUKIUKOM. IcHyroui meromu XAl wacto HemocTaTHRO e(EKTHUBHI JJIS MOSICHEHHS PIllleHb Y
CKJIaJTHIX HOPMaTHBHO-IIPABOBUX CEPEAOBHUINAX, Jie HEOOX1THO 3a0€3MeUNTH BUCOKY MTPO30PICTh Ta JOBIpY
3 0OKy peryiasTopHuX oprasiB. lloSICHIOBaHICTH MOJeNie MAIIMHHOTO HAaBYaHHSA € HaJI3BUYaliHO
Ba)KJIMBOIO, OCKUIBKH PO3POOHUKH Ta PETYJISITOPY NMOBMHHI MAaTH 3MOTY 3pPO3YMITH, SIK 1 YOMY CHCTEMa
npuiimae pitreHHs. Lle akTyanbHO y BUMagKaxX, KOJM HEBIAMOBITHOCTI MOXYTh MaTH CEpHO3HI HACIIIKU
JUTst Oe31eKu, KOH(IASHIIHHOCTI YM BIAMOBITHOCTI 3aKOHOAABCTBY. be3 Hajie)KHOT OSICHIOBAHOCTI, MOJIEII
MalIMHHOTO HAaBYaHHS MOXYTh OyTH crpuitHATi sk "wopHi smquku” (BlackBox), mo yckiagHioe ixue
NPUAHSITTS Ta JOBipy 3 OOKY PpEryJsiTOPHO-KOHTPOJIOIOYHUX OpPraHiB Ta PO3POOHHUKIB MPOTPAMHUX
MPOJIYKTIB.

OpHi€ro 3 OCHOBHUX MPOOJIEM Y 3aCTOCYBaHHI MOSCHIOBAHUX MOJIENIeH € OallaHC MiXK CKIJIAJHICTIO
Mojeni Ta ii 3aaTHicTIoO OyTH MOsSCHEHOI. binmbin ckiagHi Moaemi, Taki K MIMOMHHI HEMPOHHI MepexKi
(Deep Neural Network, DNN), MoxyTb tocsiraTi BUCOKOT TOYHOCTI, aJie IXHI BHYTPIIIHI MEXaHI3MH Ba)XKKO
a TO i HEMOXXJIMBO 1HTEpPIIPETYBaTH. B CBOIO 4epry e cTBOpIOE JuieMy: siK 30€perTd BUCOKY TOUYHICTh
MPOTHO3IB 3 OZHi€l TOUKM 30py, Ta OAHOYACHO 3a0€3MEUyI0ur JOCTATHIO MPO30PICTh pillleHb 3 APYTOi.
BignoBigp Ha IIe MHUTAaHHS JIGKUTH Y PO3BUTKY HOBHX MeTOHIB XAl, sSKi TO3BOJIAIOTH 3a0e3medyBaTH
MOSICHIOBAHICTh 0€3 3HAYHOIO 3HIKCHHSI MPOAYKTHBHOCTI Mozened. JloCHiKeHHsS IOKa3yloTh, IO
ICHYIOTh Pi3HI MiAXOAM OO MOKpalleHHs MoscHIoBaHOCTI Moneneii MH. Hanpuknan, metoau nokanbHOT
nosicaioBadocri, Taki sk LIME (Local Interpretable Model-agnostic Explanations) [9] ta SHAP (SHapley
Additive exPlanations) [10], mo3BoisroTh aHaNi3yBaTH OKpEMi pillleHHS MOENeH, Hagaroud 3po3yMii
MOSICHEHHS 17151 KOPUCTYBadiB. AJie JaHi METOAN MarOTh CBOi OOMEKEHHS1, OCKIIbKH BOHU 30CEPeKEH] Ha
JIOKAJILHUX TOSICHEHHSAX 1 HE 3aBXIIM MOXYTh BiIoOpakaTH TI00alIbHy MOBEAiHKY Mojeni. Ha manuii yac,
CTa€ BCE OUIBII aKTyaJbHUM PO3BHUTOK MOECH, SIKI 3a3Majierigp IMPOSKTOBAaHI Ta PO3POOJCHI s
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MiABUIIEHHS 1 MPOILEHHS MOSICHIOBAHOCTI. B Takux Mozemnsix HamMararoTbCsl MOENHATH BHCOKY TOYHICTh
pe3yiabTaTiB i3 32a0e3MeUeHHSIM YiTKOTO PO3YMiHHS MPOLECY NPUHHATTS PillICHb.

[HIMM BaXJIMBUM acleKTOM € IHTerpamis IOSICHIOBAHMX MOJENel 3 HpolecaMH YHpaBIiHHS
BIJIMTOBITHICTIO TPOTPaMHUX MPOAYKTIB JI0 Iep>KaBHUX BUMOT. Lle BKiIfodae B cebe CTBOpEHHS CTaHIapTiB
Ta METOJIB, IO 3a0e3MeUyIOTh CUCTEMATHYHHMU MigXiJ O TMOSICHEHHsS pillleHb MOAEJed MAallMHHOTO
HaBYaHHS y KOHTEKCTI HOPMAaTHBHO-TIPaBOBOI 0a3u. BmpoBa/yKeHHS TakuX METONIB Ta CTaHAApTiB
CTIPUATHME TBHUIICHHIO JIOBIpH /0 aBTOMATH30BAaHHWX CHCTEM Ta IIOJIETIIUTH IXHE BUKOPHCTAHHS Ta
BITPOBAIKCHHSI.

Takox BOKJIMBOIO CKIIAZIOBOIO € KBaJTi(hiKallis CIEIialiCTiB, IO MPAIFOIOTh 3 TAHUMH MOJICIISIMHU.
Bonu noBuHHI MaTH TTHO0KE PO3YMIHHS K TEXHIYHMX ACTIEKTiB MAIIMHHOTO HABYaHHS, TAK | HOPMATHBHO-
NPaBOBUX BHMOT, 100 €(EeKTHBHO BIPOBA/KYBATH Ta YIPABIATH IOSCHIOBAHUMHU Monensmu. Lle
JIO3BOJIUTH CTBOPIOBATH OUTHIN €(DEKTHBHI Ta HAIHHI CHUCTEMH, IO BIJNOBIIAIOTh BUCOKUM CTaHIapTaM
SIKOCTI.

HacTynmHuM acriekToM sKuii HeoOXiJTHO BHPIIIMTH € iHTErparlisi ManmHHoro HaBuanus (ML) 3
ICHYIOUMMH TIpoIlecaMH Ta MigX0oJaMH pPO3pOoOKH MpOrpamMHUX NPOAYKTiB, Takumu sik DevOps. Taka
IHTerpaiisi JacTh MOXIIMBICTH JUIsi Kpalloi aBTOMAaTH3allii MPOIECIiB TECTyBaHHS BIiAMOBITHOCTI
MporpaMHUX TpoAyKTiB. OMHIEI0 3 OCHOBHHX MPOOJIEM TaKoi iHTErpalii € CyMICHICTh MK Pi3HHMH
iHCTpyMeHTaMH Ta TIaThopMaMu, 0 BUKOPHCTOBYIOThCs B DevOps ta mammuaoMy HaBdanHi (ML). I1le
OJTHMM BHKIIMKOM € YIPaBIiHHS 3MiHAMH B MOJICIISIX MAalllMHHOTO HABYAaHHS Y peanbHOMY Yaci. OCKUTbKU
MOJIeJTi MalIMHHOTO HaBYaHHS MTOTPEOYIOTh MOCTIHHOTO OHOBJICHHS Ta IEPEeHaBYaHHS HA HOBUX JaHUX JUIS
MiATPUMKH IXHBOT aKTYaJIbHOCTI Ta TOYHOCTI. [HTerpamis nux mporeciB 3 DevOps mpakTrkamu BUMarae
CTBOpEHHS e()eKTUBHHUX MEXaHi3MiB JUIsi Oe3IepepBHOTO HABYAHHS Ta OHOBJICHHS MOJIENICH, IO MOXKE
BUSIBUTHCS KOMIUICKCHUM Ta CKJIQJHUM 3aBJaHHAM 4epe3 HEOOXITHICTh 3a0e3ledeHHs] CTaOlIbHOCTI Ta
0E3MeKHN CHCTEM IO PO3POOISIOTHCS.

Juis moioNaHHs X BUKJIMKIB HEOOX1THO MapayelbHO po3po0IsaTH Ta BIPOBAIKYBaTH THYUKI Ta
MaciTaboBaHi apXiTEeKTYpH, IO JO3BOJISATH BITHOCHO JIETKO Ta IIBUAKO IHTETPYBAaTH CHCTEMH MAILTHHHOTO
HaB4YaHHA 3 icHyrounMu DevOps iHcTpymeHTamu. BapTo 3a3HaunMTH IO aBTOMATH3allis IPOIECIB
OHOBJICHHS Ta MOHITOPHHTY MOJIeJIel MallIMHHOTO HaBYaHHS JOTIOMOJKE 3a0€3MeUnTH IXHIO Oe3rnepediiHy
po0OTY Y peKUMI peanbHOro yacy.

BaxmMBUM NHUTaHHSAM € €TUYHI Ta IMPaBOBI ACIEKTH BUKOPUCTAHHS MallMHHOTO HaByaHHs (MH)
1St 3a0€3MEeUeHHs BIAMOBITHOCTI MPOTrPaMHUX TPOAYKTIB 10 JEp)KaBHUX HOPMATUBHHX BUMOT. XO04
STHYHI acleKTH 1 aKTUBHO OOrOBOPIOIOTHCS B HAYKOBIiM CIIBHOTI, iICHYE CYTT€Ba morpeba y po3poOii
YITKUX MPaBWI Ta CTaHAAPTIB JJIsl 3aCTOCYBaHHs MamuHHOro HaBuaHHS (MH) y manomy koHTtekcri. Lle
BKJIFOYA€ CTBOPEHHS CIIEIiali30BaHUX ETHYHHUX KOAEKCIB Ta HOPMATHBHO-NIPABOBUX JIOKYMEHTIB, IO
BpPaxoOBYIOTh crHenu(]piKy BUKOPHUCTaHHS MAIIMHHOTO HAaBYaHHS y JaHiil cdepi. BigcyTHicTh cTaHmapris
3aCTOCYBaHHS MAIIMHHOTO HAaBYAHHS MOXE MPU3BECTH J0 MOPYIIeHb KOHQIACHIIHOCTI, TUCKpUMIHAIIT
a00 1HIIMX eTUYHUX NPOOIIEM.

Kpim Ttoro, icHye oOMexeHa KiJIbKICTb JOCHIPKEHb, 10 (OKYCYIOTBCS Ha aJalTHBHOCTI Ta
THYYKOCTI MoOJIeJiell MallMHHOTO HaBYaHHsA y JWHAMIYHHUX CEpeJOBHUINAX TMOB'I3aHUX 31 3MIHHUMHU
HOPMATHBHO-TIPaBOBUMH BUMoramu. CHCTEMH MAIlMHHOTO HABYaHHS MOBHHHI OyTH 3JIaTHI JIO IIBUIKOT
ajanTauii Ta OHOBJEHHS 0e3 3HAYHUX BTPAT y MPOLYKTUBHOCTI Ta TOYHOCTI B yMOBaX IIBUIKHUX 3MiH
HOpPMAaTUBHUX BUMOT. Lle BUMarae po3poOK HOBHX aJTOPUTMIB Ta apXiTEKTyp, sKi MOXKYTh e¢(eKTHBHO
pearyBaTH Ha 3MIiHM Ta TIATPUMYBaTH aKTyaJbHICTh Mojeei. [IOTOYHI METOJM YacTo HE MOXYTh
3a0e3MeYUTH JIOCTaTHBOI THYYKOCTI Ajsi poOOTH B yMOBax IOCTIHHUX 3MiH, IO OOMEXYye iXHE
3aCTOCYBaHHS y peajbHOMY poOodoMy cepemoBuili. Js MOJONaHHS TAaKUX BHUKIMKIB HEOOXiIHO
coKycyBaTHCsl Ha CTBOPEHHI a/IaITHBHUX MOJIETei, Mo OyIyTh MaTH 3MOTY IIBHJKO iHTETPyBAaTH HOBI
HOPMaTHBHI BUMOTH 0€3 HEOOXiTHOCTi TIOBHOTO IepEHABYAHHS

Takox opHi€l0 3 NpoOJeM y AaHOMY KOHTEKCTi 3aCTOCYBaHHI MammHHOro HayanHsi (MH) e
3a0e3mevYeHHs] BUCOKOI SIKOCTI Ta JOCTYITHOCTI JaHUX IJIs HaBYaHHS Mojenei. 30ip Ta aHOTaIis TaKux
JaHUX YacTo € CKJIagHMM TMPOLIEeCOM uepe3 KOH(IACHUIHHICTh iHpopMalii Ta BIJACYTHICTh
CTaHAAPTH30BAaHUX pENpPE3CHTaTUBHUX HAOOPIB AaHMX. BakiaMBO BOpPOBaHKyBaTh CTaHIApTH30BaHI
TIporieciB 300py Ta TaKMX JaHHUX. Po3poOKa WiTKO BU3HAYCHUX MPOTOKOJIB IS 300py JaHUX CIPHUATHME
ITIIBUIIICHHIO IXHBOI SKOCTI Ta CYMICHOCTI MDK PI3HHMH TPOEKTaMH TUIBKH SKIIO Oyme 3abe3reucHa
BiJIMTOBITHICTh BUMOTaM KOH(iISHITIHOCTI Ta 0e3neku. CriBIpans 3 JepKaBHUMY OPTaHaAMU Ta IHITAMH
3aliKaBJICHUMH CTOPOHAMH MO>KE€ 3a0e3MeYnTH NOCTYIN A0 MOTPIOHMX NAaHHX Ta CHPUSTH CTBOPEHHIO
perpe3eHTaTHBHUX HAOOPIB, SKi BIAMOBINAIOTH CTIeH(ITHIM HOPMATHBHO-TIPABOBUM BUMOTaM.
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BucHOBKH Ta mepcHeKTHBH MOAANbIIUX AOCHIIKeHb. Y JaHii CTarTi OyJno pO3TISHYTO
NEePCIEKTHBY BUKOPUCTAaHHs MaiuHHOTO HaBuaHHs (MH) nuis 3a0e3nedyeHHs BiAMOBIAHOCTI MPOrpaMHUX
OPOIYKTIB 10 Jep)KaBHUX HOPMAaTHBHO-TIPABOBHUX BHMoOTra. [IpoBelneHe IOCHIIKEHHS J03BOJHIIO
MPOAHATI3yBaTH KIFOYOBI ACHEeKTH, IO BIUIMBAIOTh HAa €()EKTHBHICTH Ta YCHIIIHICTH BIIPOBAKEHHS
MAIIMHHOTO HaBYaHHS y JaHii cdepi BUKOPUCTAHHS, a TAKOK BU3HAUYUTH OCHOBHI HEJJOJIKHM Ta BUKJIMKH,
AK1 MOTPeOYIOTh TOJATKOBOTO BUBYEHHS Ta BUPILICHHS:

1. Konrerniii mosicuroBanoro mrygroro inrenekty (Explainable Al, XAl) akTuBHO po3BHBaIOTHCA.
[Ipote ixHe 3acrocyBaHHsS y naHili cdepi moTpedye MOAATBIIOrO BIOCKOHAJICHHS. [lOSCHIOBaHICTh
MoJeNell € KpUTHYHO BaXKJIMBHM acleKTOM jisi 3a0e3leveHHs JOBIpM Ta BHKOPHUCTaHHSA 3 OOKY
PO3pOOHMKIB, KOPHCTYBadiB Ta PETYISATOPHUX AEpKaBHUX oOpraHiB. HeoOXimgHO po3poOisTe HOBI Ta
BJIOCKOHAIOBATH BXKE€ ICHYIOWI MeTonu 1 apxitekTypu. Lli MeToau MOBWMHHI JO3BOJIUTH OTPUMYBATH
OJTHO3HAYHI Ta YiTKi MOSICHEHHS PillIeHb MOJIeJieli 6e3 3HAYHOTO 3HMKEHHS IX TOUHOCTI Ta MPOAYKTHBHOCTI.

2. AranTHBHICTh Ta THYUYKiCTh Mojened MH y muHaMiYHUX HOPMATHBHUX CEPEIOBHIAX TAKOXK €
HEBUPILIEHNM IMUTaHHAM. B yMOBaX MIBHIKMX 3MiH HOPMAaTUBHO-IIPABOBUX BUMOT BiJl CHCTEM MAIIHHHOTO
HABUAHHS BHMAaraeTbcs B3JAaTHICTh N0 IIBUAKOI ajamTalii Ta OHOBIECHHS 0e3 3HAauYHUX BTpaT y
MPOJAYKTUBHOCTI Ta TOYHOCTI. BIIpoBakeHHS METOIIB O€3MIepePBHOTO HABYAHHS MOXKE CTaTH KIFOYOBUM
(hakTOpOM y BHUPIIIIEHHI JAHOTO BUKITUKY.

3. IaTerpamnis mammHaHOTO HaBYaHHA 3 DevOPS mpakTHkaMu T03BOJISIE aBTOMATH3YBATH MPOIECH
TECTyBaHHs Ta 3a0e3MevuyBaTH MOCTIHHY aKTyalbHICTh Ta TOUHICTH Mozenei. [Ipote, mpakTu4Hi acekTn
TaKoi iHTerpamii 3 MOAEISIMH MAalIMHHOTO HAaBYAaHHA y PEATbHOMY 4Yaci, 3QJIMIIAIOTHCS HEIOCTATHHO
BUBUCHUMH.

4. ETnuHi MipKyBaHHS sSIKi aKTHBHO OOTOBOPIOIOTHCS BUMAraroTh CTBOPEHHS UiTKO BH3HAYCHUX
CTaHJApTIB [Jsl 3aCTOCYBaHHS MAIIMHHOTO HABYaHHS SKi BPaxoBYIOTh cnenudiky naHOi cdepu
BripoBapkeHHST TAKMX CTaHAAPTIB CIPUATHME ITiBHIIECHHIO JOBIPHU 10 aBTOMATU30BAaHUX CHUCTEM JTAHOTO
THUITY.

5. 3abe3nedyeHHs] BHCOKOI SIKOCTi Ta JIOCTYIHOCTI JaHUX € (yHJAaMEHTaIbHUM JUIS YCIIIIHOTO
3aCTOCYBaHHS MALIMHHOTO HaBYAHHA y JaHii cepi. 30ip i aHOTALlisS JaHUX MAIOTh NEPEIIKOAN Y BUTIISAL
KOH(iJeHIIIHOCTI 1HPOpMAaIIii Ta BiJICyTHOCTI SKICHUX CTaHAApTU30BaHUX HAOOPIB. [ momomaHHs X
MEPEIIKO HEOOXIJHO BHUKOPHCTOBYBATH METOJIU AayrMEHTAllii JaHUX, SKi JIO3BOJIAIOTH ITiJIBUIUTH
PI3HOMaHITHICTB Ta OOCST HaBYAILHUX HaOOpiB Oe3 KoMIpoMeTarlii koHpineHiHOCTI. HeoO0XimHo Takox
BITPOBAJ[)KYBaTH CTaHIAPTH3AIIIO TIPOIIECiB 300py Ta aHOTAITii JaHUX.

Ha ocHOBI mnpoBeaeHOro aHalizy, MOXHAa 3pOOMTH BHCHOBOK, IO JUIsi MaKCUMAJIbHOI'O
BUKOPHUCTaHHS NOTEHIIIATy MAITMHHOTO HABYAHHS Y TOTOYHIH cepi HEOOXiTHO 3aCOBYBATH KOMILIEKCHHUN
minaxin. Bin Bkirodae B cebe BIIOCKOHAJICHHS METOMIB 300py Ta aHOTAIlil JaHUX, PO3BUTOK IMOSICHIOBAaHUX
Mojesel, iHTerpamiro MamMHHOro HaB4aHHA 3 DevOps mpakThkamu, po3poOKy €THYHUX Ta MPAaBOBUX
paMoK, a TakoX 3a0e3MeUeHHs aJAlTHBHOCTI CHCTEM Y JHHAMIYHUX CEpelOBHIIAX.

[lepcnekTHBH MOJANIBIINX TOCIIIKEHD MOJISTAIOThH Y PO3pOO0IIl HOBUX Ta BAOCKOHAJIIEHH] ICHYIOUNX
METOMIB Ta IHCTPYMEHTIB, IO JO3BOJIATH €()EKTUBHIIIE IHTErpyBaTH MALIMHHE HABYAHHSI y JaHOMY
HaNpPSMKY, 3a0€311eUyI09YH BUCOKY BiJIIIOBIIHICTh IIPOTPAMHUX IMPOYKTIB JI0 JAepKaBHUX BUMOT. MaitOyTHi
JIOCHIJDKEHHS TIOBMHHI MaTH Ha METi He JIUIIE MOJIOJIAaHHS ICHYIOUHX BHUKIUKIB, aje W BIAKPUTTS HOBUX
MOJJIMBOCTEH 7151 BUKOPUCTaHHSI MAIIMHHOTO HAaBYaHHS y JaHii cdepi Bukopuctanus. Lle cnpustume
MiIBUIICHHIO SIKOCTI, 0€3MeKH Ta HaJIIfHOCTI IPOrpaMHOro 3a0e3reveHHs], 0 B CBOIO Yepry 3a0e3MeunTh
HOro BIIMOBITHICTH CYy4acHHM Ta MaillOyTHIM BUMOTaM Ta CTAaHJAAPTaM, a [le € KPUTHYHO BAXKIIMBUM JLJIS
YCHIIHOT AisTIBHOCTI CyYaCHMX OpraHisamii Ta HpOrpaMHHMX NPOAYKTIB IO PO3POOJISIOTHCS Ta
BIIPOBAKYIOTHCS.
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XapKiBCbKHI HalllOHAJIBHUHN YHIBEPCUTET palioeNeKTPOHIKH, M. XapKiB, YKpaiHa

IHTEJEKTYAJIBHI ABTOMATHI CUCTEMMU JJIs1 OBPOBKU TA AHAJII3Y
JIATHOCTHYHUX JAHUX ABTOMOBLIA

Hixkitin .M., Pubinbkuii O.M. IHTe1eKTya bHi aBTOMATHI cHcTeMH /JIs1 00POOKM Ta aHAJII3y J1iarHOCTHYHHX
JAHHX aBTOMOOLIsA. Y CTaTTi PO3TILIAETHCS MiAXiA O aBTOMATHU3AaLi]l MPOIECy MiarHOCTHKH TEXHIYHOTO CTaHy aBTOMOOLTIB i3
BHUKOPUCTaHHSM IHTEIEKTYaJbHUX aBTOMAaTHHX cucTeM. OCHOBHA yBara IMpUAIISA€THCS 3aCTOCYBAaHHIO aBTOMAaTHUX MOJEINeH, sKi
JIO3BOJISIIOTH IMIABHINUTH TOYHICTH aHANI3y NIarHOCTHYHUX IIapaMeTpiB TPAHCIOPTHHX 3aco0iB Ta 3MEHIIMTH HMOBIPHICTH
MOMMJIKOBHX BHCHOBKIB. 3allpoOIIOHOBaHa CHCTeMa 0a3yeThCs Ha METOJaX CIEKTPAIBHOTO aHalli3y, 30KpeMa OpPTOTOHAIBHHX
noniHomax Dyp'e, M0 a€ 3MOT'Y CYTTEBO 3MEHILIUTH CEPEIHBOKBAIPATHYHY MOXUOKY AiarHOCTUYHHUX PO3paxyHKiB. JlOCIiKeHHS
OXOIUTIOE TakKi KIIFOUOBI acleKTH, SIK JiarHOCTHKA aBTOMOOUIA 3a momomoror OBD-2, meronm oTpuMaHHS Ta 0OpoOKH KOJiB
noMmtok DTC, a Takok BUKOPHCTaHHS aBTOMAaTHUX MOJENCH AJI aHajli3y TEXHIYHOTo CTaHy TPAHCHOPTHHX 3aco0iB. OmucaHo
OCHOBHI TpyaHouli iHTepmperanii OBD-maHux Ta 3amponoHOBaHO MiAXiA, IO MOEIHYE aBTOMATHI alrOPHUTMHU 3 METOIaMHU
CHEKTPAJIBHOTO aHAIi3y IS MiABUIIEHHS TOYHOCTI JIarHOCTUKHU. 3alpOIIOHOBaHA CHCTEMa Ma€ MOXKIIMBICTD aJlanTamii Ha OCHOBI
ICTOPUYHUX JAHUX, IO TO3BOJISE T cCaMOCTIHHO 3MIHIOBATH CBOI JIarHOCTHYHI MapaMeTPH 3aJI€KHO BiJl HAKOITMYCHOTO JTOCBIY.
Take HaByaHHs 0Ga3yeThCsS HA aHANI3I TPEHIIB, iNeHTH(iKamii aHOMaNii Ta KOPUTYBaHHI MapamMeTpiB aBTOMATHOI MOJENi Ul
MiIBUIIEHHS TOYHOCTI JiarHOCTHKH. YncenbHe MOJCNIOBAaHHS, NPOBEICHE B paMKaX JOCITIPKEHHs, MiATBEPAMIO e(eKTHBHICTh
3aCTOCOBAaHOI METOIUKH. Po3po0ieHa iHTeNeKTyanbHa aBTOMaTHA CHCTeMa IS JiarHOCTHKH aBTOMOOWUIS JEMOHCTPY€E BHCOKHH
MoTeHIian y cdepi aBTOMATH30BAHOTO TEXHIYHOTO KOHTPONO. BHKOpUCTaHHS aBTOMATHUX MOJENEH NO3BOJISAE ITiIBHIIUTH
e(eKTUBHICT aHaJi3y MIarHOCTUYHUX IapaMeTpiB, 3MEHIIUTH HMOBIPHICTh XMOHHMX BHCHOBKIB Ta IMIABHUIIWTH 3arajbHy
HaJi{HICTh TPAHCIIOPTHUX 3ac00iB. [lepCreKTHBY MOAANBIINX TOCTIKEHb BKIIOYAIOTh PO3IIHPEHHS 3aCTOCYBAaHHS HMOBIPHICHUX
METO/IB Al pOOOTH 3 BETUKOMACIITAOHUME HaOopaMu iarHOCTHYHUX JaHUX.

Kiwuosi cioBa: nporpamHa imxeHepis, popMalibHa MOJIETb, JIOTIYHA MOJIENb, 00pOOKa JaHUX, aBTOMATHI CHCTEMH,
niarHocTrka aBTomMo0iast, OBD-2, cicTeMHUit aHali3, MPOrHO3YBaHHS HECIIPABHOCTEH, aBTOMATH3aIis NIarHOCTHKH.

Nikitin D., Rybitskyi O. Intelligent automated systems for processing and analysis of vehicle diagnostic data. This
article presents an approach to automating the process of vehicle technical condition diagnostics using intelligent automaton-based
systems. The primary focus is on the application of automaton models, which enhance the accuracy of diagnostic parameter analysis
in vehicles and reduce the likelihood of erroneous conclusions. The proposed system is based on spectral analysis methods,
specifically orthogonal Fourier polynomials, which significantly reduce the root-mean-square error of diagnostic calculations. The
study covers vehicle diagnostics via OBD-2, methods for retrieving and processing Diagnostic Trouble Codes (DTC), and the use
of automaton models to assess the technical condition of vehicles. The main challenges in interpreting OBD data are discussed,
and an approach combining automaton algorithms with spectral analysis methods is proposed to improve diagnostic accuracy. The
proposed system has adaptive capabilities based on historical data, allowing it to autonomously adjust its diagnostic parameters
depending on accumulated experience. The learning process is based on trend analysis, anomaly identification, and parameter
adjustments in the automaton model to enhance diagnostic accuracy. Numerical modeling conducted as part of the study confirmed
the effectiveness of the applied methodology. The developed intelligent automaton-based vehicle diagnostic system demonstrates
high potential in the field of automated technical control. The use of automaton models improves the efficiency of diagnostic
parameter analysis, reduces the probability of false conclusions, and enhances vehicle reliability. Future research prospects include
expanding the application of probabilistic methods for handling large-scale diagnostic datasets.

Keywords: software engineering, formal model, logical model, data processing, automaton systems, vehicle diagnostics,
OBD-2, systems analysis, fault prediction, diagnostics automation.

IMocTanoBka HaykoBoi mpodaemu. CydacHi aBTOMOOIII OCHAIEH] CKIQJHUMH CIEKTPOHHUMH
cHUCTeMaMH, fKi 3a0e3NedyloTh YNpPaBIiHHSA, KOHTPOJb Ta MAIarHOCTUKY pPOOOTH OCHOBHHMX BY3IIB 1
arperariB. [llarHOCTHKAa TEXHIYHOTO CTaHy aBTOMOOLISA BIJIrpae BaKJIMBY pOJIb y 3a0e3leUeHHI HOro
Oe3meyHol eKcIUlyaTallii, 3MEHIIeHHI BHTpPAaT Ha OOCIyroBYBaHHsS Ta 3HWKEHHI EKOJOTIYHOTO
HaBaHTa)XEHH:. ABTOMAaTH30BaHi JiarHOCTHYHI CUCTEMH, 110 06a3yIOThCs Ha aHalli31 KOJIiB HECIIPaBHOCTEH
OBD-2, n03BONAIOTH 34YMTYBAaTH NapaMeTpH NaTYMKIB Yy pPEaNbHOMY Yaci Ta BHU3HAYaTH MOXKIIHUBI
BIIXWJIEHHS B POOOTI aBTomoOuns. [lpore TpaauuiiiHi MeTOIU aHai3y MOXYTh OyTH HEIOCTAaTHHO
TOYHMMH, 1I0 OOYMOBJIIOE HEOOXINHICTH PO3POOKHM IHTENEKTyalbHUX anroputMmiB. OgHHM 3
NEePCHEKTUBHUX MiIXO0/1iB € BAKOPUCTaHHS aBTOMAaTHUX MOJIEINIEH, SIKi TO3BOJISIIOTH (JOpMai3yBaTH HPOLIEC
aHayi3y TEXHIYHOIO cTaHy aBTOMOOINs. BrpoBamKeHHsS METOMIB ampoKCHMAIll JaHUX, TaKHX SK
opTOroHaIBHI mosliHOMHU Dyp’e, a TaKOXK HEHPOMEPEKEBHX TEXHOIIOTIH, MiJBUIIYE TOUYHICTD 1 NIBUJKICTh
1arHOCTUKH.
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Mera poboTu mossirae B po3poOIii MaTeMaTHIHOT MOJIEN] iHTeNIeKTyalbHOI aBTOMATHOI CHCTEMH,
sika 3a0e3Mme4ynTh e)eKTUBHY OOpOOKYy Ta aHami3 MIarHOCTHYHUX JaHUX aBTOMOOLIS, BUKOPHUCTOBYHOUU
METOJI aBTOMATHOTO IiIXOAy, OPTOTOHANBHI TmoiiHOMu Dyp’e, HEHpoMepeKeBl aIrOpUTMHU Ta aHAJI3
IOCTDKEHb 1 MyOIiKamii, B SKHX 3all0OYaTKOBAHO BUPIMIEHHS MPOONEMH 1 Ha SKUX TPYHTYETHCS
JIOCTTIDKEHHS aBTOPIB CTaTTi.

AHani3 gociaimxkedb i myOuikamiii. Y Cy4acHUX HAYKOBHUX JOCHIDKEHHSX aBTOMATH30BAHUX
INIarHOCTMYHMX CHCTEM 3HAayHa yBara MNPUAUIIETBCS METOAaM MAaTeMaTHYHOTO MOJETIIOBaHHSA Ta
aIropuTMaM OOpOOKM BENMKMX MACHBIB JaHHX. 30KpeMa, OJHUM i3 TEpPCIEKTUBHHUX HANPSMKIB €
BUKOpPHUCTaHHS OaraToBUMipHOi noJdiHomianbHOI perpecii (MPR) mist ontumizauii mpornecy omiHiOBaHHS
rmapaMeTpiB TiarHOCTUKH.

3rigHo 3 mocmimkeHHsamu [laBmosa A., ['omoBuenko M. Ta Myxwu ., mpeacrapneHuMu B iXHIA
POOOTi, OTHUM 13 KITFOYOBUX METOJIIB aHAIIi3y € MoOy10Ba peAyHIaHTHOTO MPEICTaBICHHS OaraToBUMipHOT
noJniHoMmianbsHOI perpecii (MPR). Bonu 3anpomnonyBanyu 1Ba miaxoan 10 KOHCTPYIOBaHHS OaraTOBUMipHOT
perpecii: mepimii — yepes MOoCIiIOBHY Perpeciro yHiBapiaHTHUX MOJIIHOMIB, IPYTHIA — Yepe3 BUKOPUCTAHHS
MeToay TpymnoBoi 00poOku nanux (GMDH), sikuii € y3araibHEHHSM BiJOMHUX €BPHCTHYHUX METOJIB
CaMOHAaBUYaHHS. BaXJMBUM peE3yJlbTaTOM IXHBOTO JOCHI/DKEHHS CTajJ0 Te, [0 BUKOPUCTAHHS
HAQ/JIMIIKOBOTO MPEJCTABICHHS [O03BOJSIE 3MEHIIUTH NOXMOKY MOJENIIOBAHHS 3aBISKH MOXKIMBOCTI
po36uTTs KoedillieHTiB perpecii Ha MATPyIH Ta iXHii He3anekHui anaiiz [10].

Mertononoris MPR 3Halimuia cBoe 3acTocyBaHHs B OOpoOIli JaHWX, OTPUMAaHUX ] dYac
TIarHOCTYBaHHS TPAHCIIOPTHUX 3ac00iB, IO IMiATBEPHKEHO HHU3KOK EKCIIEPHUMEHTAIBHUX TOCIIKEHb.
30kpeMa, BUKOPHUCTAaHHS MOAM(DIKOBAHUX OpTOTOHANBHUX OaratowreHiB @opcaiita (NOPFS) mozBosse
OTPUMYBAaTH CTiliKi OIIHKM Koe(]ilieHTiB perpecii Ta 3HIWKYBaTH BIUIMB BHIAIKOBHUX WIyMiB. Y
MPEJICTABICHUX JOCHIUKCHHSAX TaKOXX PO3TJISAAEThCS BaXKIJIMBa IMPOOJIeMa OIHKK KOCSQIIEHTIB s
HenmiHiifHnX uneHiB MPR. bymo moBemeHo, mio 3acTOCyBaHHS BipTyaldbHHX EKCIIEPHMEHTIB Ta
ITOPUTMIYHOTO TOAUTY 3MIHHHUX JI03BOJISIE JOCSATTH MPUHHSATHOI TOYHOCTI MPH 3HAYHOMY 3MEHIIEHHI
00YHCITIOBATBHOT CKIIATHOCTI.

OkpiM 1[BOTO, JMOCHI[HKEHHS JOBOJATh ©€(EKTUBHICTh IMJXOAY UUIAXOM BHKOPHUCTAHHS
IBOETAHOro MeTtoxy aexkommosuuii. Ilepmmii eram mepembauae po3B’si3aHHS CUCTEMH PIBHSAHB JUIS
TMHIMHAX MapaMeTpiB, a JAPYrHd — KOPEKIilo Koe(]illieHTiB HETHIWHMUX WICHIB 3a JIOINOMOTOI0
ONTUMI3AL[IMHUX METOIIB.

TakuMm 4YuHOM, y poOOTax, fKi JIAIJM B OCHOBY [HAHOTO JOCHIIKEHHS, MiATBEPIKYETHCS
BRKJIMBICTh BUKOPUCTAHHS PEIyHIAHTHOrO npejacraBicHHs MPR, a Takox JIOBeIEHO, 1110 3aCTOCYBaHHS
aIalITUBHUX QJITOPUTMIB JIO3BOJISIE 3HAYHO MOKPAIIUTH TOYHICThH OIIHIOBaHHS MapaMeTpiB Ta 3MEHIIUTH
MOXMOKY JIarHOCTHYHUX BUCHOBKIB.

Jiarnoctuka aBToMo0ias 3a nonomoror OBD-2. OBD-2 — ne cuctema, 10 KOHTPOJIIOE CTaH
OCHOBHHX KOMITOHEHTIB aBTOMOO1JIs Ta repeiae iHhopMaiiro Ipo HeCIIPaBHOCTI Yyepe3 cTaHIapTH30BaHUH
npotokos. OBD-2 miaTpuMye B3aeMoziro 3 60pPTOBUM KOMIT FOTEPOM aBTOMOOINIS Ta JO3BOJISIE 3UNTYBATH
rapaMeTpy JaT4uKiB, TakKi sK:

- obeptu nBuryHa (RPM);

- TeMIIeparypa 0Xo0JI0JDKYBaIIbHOT PiJIHY;

- THCK y TaJIUBHIl cucTeMi;

- Bukuu okcuiB azoty (NOX), CO2 Ta iHIINX Ta3iB.

CucreMa BHKOPHCTOBY€E CTaHAapTHUI niarHocTruHu po3’eM (DLC) Ta mpoTOKONM 34UTYBaHHS
nannx, Taki sk CAN, KWP2000 ta ISO 9141-2. OBD-2 BHKOpPHCTOBYe HaOip MiarHOCTHYHHUX KOJiB
nomuwiok (DTC), ski craHmapTu3oBaHi JUIs Pi3HUX Mapok aBToMoOimiB. Lli komu 103BOJISIOTH
ABTOMAaTH30BaHUM CHCTEMaM He JIMIIE BU3HAYATH TUI HECIPABHOCTI, aji¢ i aHaJIi3yBaTh 1CTOPi0 pOOOTH
aBTOMOOUIS. 3aBASKM HAKOMWYEHHIO ICTOPMYHUX IaHUX MPO CTAaH TPAHCIOPTHOro 3aco0y MOKHA
OyayBaTu aBTOMAaTHI MOJIENI, sIKi BpaXOBYIOTb HE TIBKM IOTOYHUH CTaH CHUCTEM, alle i IXHIO 3MiHY B Yaci.
CrpyKTypa AiarHOCTHYHOro Koy Burisigae tak: POXYZ, ne:

- P — xareropis cuctemu (ABUTYH, KOpoOKa mepenay);

- 0 — migkareropis (0 — crannaptanii kox OBD-2, 1 — crienudivnwmii 11t BUpOOHUKA);

- X — cucrema aBTOMOOLIS (HaNPUKIIA, MATUBHA CHCTEMA, CUCTEMA 3aIlalfOBaHHs TOIIO);

- Y — KOHKPETHHH KOMITOHEHT a00 rpyra KOMIIOHEHTIB (IaTYMK KUCHIO, (DOPCYHKa);

- Z — Ops,AKOBUI HOMEP MOMMJIIKH (HU3bKHH piBEHb HANIPYTH, HECIIPABHUI CUTHAI, IEPEBULLICHHS
JOMYCTHUMOTO PiBHS).

© Hixkitin JI.M., Pubinpkuii O.M.



Hayxoesuii sicypnan "Komn romepro-inmeeposani mexHonozii: oceima, Hayka, upooHuymeo" 145
Jlyyox, 2025. Bunyck Ne 58

Buxopucranus aBToMaTHUX MoJienelt y mporieci 00po0ku koaiB DTC mo3Boisie 3HAYHO M ABUIIATH
TOYHICTh JiarHOCTHKHM. Hampukian, dacoBi aBTOMaTH MOXYTh BH3HAuyaTH, UM € TEBHA HECIPABHICTh
MepioguYHO0 ab0 MOCTIHHOIO, a IMOBIPHICHI MOl MOXYTh PO3PaxOBYBaTH HMOBIPHICTH CEpilO3HOT
MOJIOMKH Ha OCHOBI icTopii 300iB. Lle n03BoMs€ HE TIMBKK 1IeHTH(IKYBATH MOTOYHUN CTaH aBTOMOOINS,
ale ¥ TMpPOTHO3YBaTH PO3BUTOK HECHPABHOCTEH, L0 € BaXJIMBUM JUIS TPEBEHTUBHOTO TEXHIYHOTO
00CITyroByBaHHSI.

Agne, monpu cranmapTusarniro, OBD-2 Mae HH3Ky 0OMexeHb, cepel SIKUX: BIJCYTHICTh IMOBHOL
KapTHHHU CTaHy aBTOMOOLIS HE3Ba)KaloUM Ha HASBHICTH BENMKOI KUJIBKOCTI KOJIB; €Ki HECHPaBHOCTI
NPOSIBIISIIOTECS JIMIIE i 4Yac pyXy; BiACYTHICTh YHIBepCaJdbHOI METOAMKH OOpOOKM MOaHWX TOLIO.
BpaxoByroun 11i 0cOOIMBOCTI MOYKHA KOHCTAaTyBaTd (PaxT, M0 monpu edextuBHicTh cuctemMn OBD-2, sk
IHCTPYMEHTY IJIsl 3YMTYBaHHS MiarHOCTHYHUX IapaMmeTpiB, il JaHI Bce OJHO MOTPEOYIOTH AOAATKOBOI
00poOKH. ABTOMATHI METO/IH B IIbOMY KOHTEKCTI IOTIOMOKYTh IiIBUIIUTH TOYHICTh aHAJIi3y Ta I03BOJISAThH
e(eKTHBHILIE IHTEPIPETYBATH KOJIU HECTIPAaBHOCTEH.

®opmaJizanis aBTOMaTHOI MojIeJTi AiarHOCTUYHOI cUCTeMU. ABTOMAaTHI CHCTEMH MOXYTh OyTH
kjacu(ikoBaHi HA TPU OCHOBHI THIH: KiHIIEBi, YacoBi Ta iMOBipHicHI aBTomaru. YacoBi aBTOMAaTH €
PO3LIMPEHHSAM KiHIIEBUX aBTOMATIB, Y SIKHX BPaxOBYIOTbCS 4acoBi oOMexeHHs Ta mogii. Lle mo3Bosse
aHaJi3yBaTH CHUCTEMH, B KHX Ba)KJIMBE 3HAUECHHS MalOTh YaCOB1 XapaKTEpUCTUKHU IpoueciB. Born Takox
BUKOPHCTOBYIOTBCS Y BHIIAAKaX, KOJIM HEOOXiJHO CHHXPOHI3yBaTH pOOOTY KITBKOX MOMYIIB
aBTOMOOUTLHOI CHUCTEMH, HANPHUKIAA, ISl KOPEKTHOTO (YHKI[IOHYBaHHS CHCTEMH aJalTUBHOTO Kpyi3-
KOHTPOJIIO 00 aBTOMAaTHYHOT'O TaJIbMyBaHHS.

B aBTOMOOINBHIN €NeKTPOHII YacoBi aBTOMATH MOXXYTh BHKOPHCTOBYBATHCS UISI KOHTPOIIO
napaMeTpiB TakuX, SK MIBUIKICTh TPAHCIIOPTHOTO 3ac00y, TUCK Macja, TeMIlepaTypa 0X0JI0KYBaIbHOT
piavHU. 3aBASKA MOYKIIMBOCTI BPaxOBYBATH 3aTPUMKH Y BiITYKY CUCTEMH, YaCOBI aBTOMATH JO3BOJISIOTh
NPOTHO3YBaTH BHUHUKHEHHS HECIPABHOCTEH 1 JOMOMAaraimTb y pO3poOLi CHCTEM MPEBEHTUBHOIO
oOcayroByBaHHs. Lle 0cOOJIMBO BaKJIMBO JJIsi CydyaCHMX aBTOMOOLUIIB, JI¢ CUCTEMH aKTHUBHOI Oe3IeKd
3aj1e’KaTh Bijl TOYHOTO aHAIII3y Ta MPOTHO3yBaHHS TEXHIYHOTO CTaHy KIIFOYOBUX KOMITIOHEHTIB.

Kinmesi aBToMaTH € HaiOLTBIT OAa30BUMH MOEIISIMH, 110 BUKOPUCTOBYIOTHCS IS OMTUCY CHUCTEM,
AKi MOXYTh Tiepe0yBaTh B OOMEXKEHIH KIIbKOCTiI IOUCKpeTHUX cTaHiB. llepexim Mik muMu craHamu
BiIOyBa€ThCS 3a 3a37aJieriib BU3HAYCHUMHU MpaBHJIaMy y BIAMOBib Ha BXiJHI curHanmu. Hampuknanm, y
TEXHIYHIH JIarHOCTHIII KiHIEBI aBTOMAaTH MOXYThb 3aCTOCOBYBATHCS JUIsl MOJIEIIOBAaHHs CTaHIB poOOTH
IBUTYHA, TaKUX SIK: «HOpMalbHa pPOo0OTa», «IEeperpiB», «BiAMOBa». BUKOpUCTaHHS TakUX aBTOMATIiB
J03BoJIsE€ (hopMastizyBaTH MPOIEC JIarHOCTUKH, YITKO BHU3HAYMTH YMOBHU IEPEXOIy MIXK CTaHAMH Ta
aBTOMATH3yBaTH BUSBJICHHS HecrpaBHOCTEH. KpiM Toro, KiHIIEBi aBTOMaTH MOXYTh IHTErpyBaTHCS 3
ITOPUTMaMH MAIIMHHOTO HaBYaHHS, L0 JO3BOJISIE CHCTEMI aJanTyBaTH CBOi MpaBHJa MEPEXOAY MiK
CTaHaMH Ha OCHOBI HAKOIMYEHUX JIarHOCTHYHHUX JaHHX.

IMOBipHICHI aBTOMATH JI01aI0Th I1I€ OJIMH PIBEHb CKJIAJHOCTI, BBOASYM HMOBIPHICHI IIEPEXOIH MiXK
CTaHaMH, 10 J03BOJISIE BPaXOBYBATH HEBU3HAUEHICTh Y MoBeldiHLi cucteMu. Lle 0cobanBO KOpHUCHO ISt
aHaJi3y JaHWX, OTPUMAaHUX i3 JaT4YMKIB, AKi MOXXYTh MaTd NMOXHOKM ab0 OyTH 3alIyMJICHUMH. 3aBISKH
IIbOMY CHCTEMa MOXE OI[IHIOBATH PU3MKH BiJIMOB Ha OCHOBI CTATUCTHUYHUX 3aKOHOMIPHOCTEH.

ABTOMaTHI MOJIeNli IUPOKO BUKOPUCTOBYIOTHCSI JUIS OMHUCY CKJIaJHUX CHUCTEM, IO MAarOTh
auckpetHi cranu [4;7;8]. V Hamomy BHIagKy cHcTeMa I[OBHHHA AaHA3yBaTH MapaMeTpH poOOTH
aBTOMOO1JIS Ta BU3HAYATH MOYKIIMBI HECIIPABHOCTI, TIO3HAYMMO:

- X ={X1, X2, ..., Xn} — MHOKHHA BXiIHMX MMapamMeTpiB (TeMreparypa, TUCK, 00epTH IBUTYHA);

-Y={yl, y2, ..., ym} — MHOXMHA BUXIIHUX PIlLIEHb (IBUTYH Y HOpMi, 3a0pyIHEHHS KaTaai3aTopa,
Ha/JMipHE HABaHTAXEHHS HA TPAHCMICiIO);

- Q — MHOXWHA CTaHIB aBTOMATa, 110 OIHCYE MIOTOYHUI TEXHIYHUHN CTaH aBTOMOOLIS.

dopmanbHa MO/IENb aBTOMATHOI CUCTEMHU IIpeCTaBiIeHa Y BUIIAAl QyHKIIT mepexomiB:

§:Q xX - Q, 1)

Jie 0 — QYHKIIis, 1110 BU3HAYAE 3MiHY CTaHY aBTOMOO1JIS 3aJI€KHO BiJl OTPMMAHHUX JIIarHOCTHYHHUX JaHHX.
Buxigna yHKIlis aBTOMaTa BU3HAYAETHCS SK:

1:0 XX >V, (2)
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ne A — (YHKIIS yXBaJIeHHS PIIlIEHb HAa OCHOBI IIOTOYHOTO CTaHy Ta apaMeTPiB CUCTEMH.
Ha pucynky 1 npencrasieHo rpad nepexopiB CTaHiB AiarHOCTUYHOT CUCTEMHU.

PoBouni pexum

s
/
\ i
KpuTuuHa
fnoMunKka e, Synukka

Puc. 1. I'pad mepexo/iB cTaHiB aBTOMATHOI 1IarHOCTUYHOI CHCTEMHU

MeToau Ta MoaesIi NPOeKTYBAHHS ABTOMATHUX AiarHOCTUYHMX cHcTeM. SK BxKe 3a3Havanocs
BHIIE, aBTOMATHI MOJIENi € OJTHUM i3 TEPCIEKTUBHUX IiAXOIB O CTBOPEHHS CYYaCHUX IiarHOCTHYHHX
CUCTEM, OCKITbKH BOHH JIO3BOJIAIOTH OIMCYBAaTH IOCIIJOBHICTH CTaHIB aBTOMOOLIS Ta yXBalllOBATH
pillIeHHs HA OCHOBI OTPUMAaHUX JA1arHOCTUYHUX JaHUX.

OgarM 13 TOTY)KHUX MaTEeMaTHYHUX IHCTPYMEHTIB [UIs aHami3y CKIAQIHUX CHTHATIB €
oproroHainbHi momiHoME Dyp'e. OproroHansHi noniHoMu Dyp'e € 0COONMMBHM KIacOM MaTeMaTHIHUX
(dYHKILIH, sIKI BAKOPUCTOBYIOTBCS JJIs1 TIPEACTaBIICHHs IHIIUX (QYHKIIH y BUMIISAI psitiB. BoHu € 0cHOBOO
JUIS TADMOHIYHOTO aHali3y 1 IMHUPOKO 3aCTOCOBYIOTHCS B PI3HUX Tally3sIX HAYKH Ta TEXHIKH, BKIIOYAIOUH
(hi3uKy, 0OpOOKYy CUTHAIIB, KBAHTOBY MEXaHIKY, CHEKTPaIbHHN aHalli3 Ta MAITHHOOY/ TyBaHHSI.

LIi monminomMu ¢QopMylOTH OpPTOHOpPMOBaHY cHcTeMy (YHKIH, [0 O3Ha4ae, M0 OYyIb-AKy
MepioIMYHy QYHKIIII0 MOYKHA PO3KIIACTH Y BUTIISII IXHBOT JTiHIHHOT KOMOiHAIIIT 3 TEBHUMU KOe(iI[iEHTaMH.
OcHoBHa i7est OpTOrOHAJIBHUX MMONTiHOMIB Pyp'e HonArae B TOMy, 1110 BOHH 3a0€31eUy0Th 3pYUHUI 0a3uc
U po3kiany (QyHKOIH y mpocTopi KBagpaTHO-IHTEIPOBHUX (YHKLIH. Y KIacCHYHOMY CEHCi, BOHH
BH3HAYAIOTHCS HA TIEBHOMY iHTEpBai, HANPUKJIIAJ, [-T, ], i MAIOTh BIACTHUBICTh OPTOTOHAIBLHOCTI MIOI0
CKaJsipHOTO NoOYyTKY QyHKIiH. [le 03Hauae, mo 100yTOK OYIb-SIKUX ABOX Pi3HUX MOJIIHOMIB iHTEIPYETHCS
70 HyJIS Ha 3aJaHOMy iHTepBasli. 3aBAsku Wil BractuBocTi mosniHOMU Dyp'e BUKOPUCTOBYIOTHCS UIS
anpokcuMariii ckimagHux (YHKIIH 13 3aaH00 TOYHICTIO, Yepe3 IIe JaHi MOJIHOMH BiJirPalOTh BaXKIUBY
POJIb y MPOEKTYBAHHI aBTOMATHHX JAiarHOCTHYHMX cucteM [11;12;15].

ABTOMOOTBHI CHUCTEMH TEHEPYIOTh BelM4e3Hi oOcsru iHdopmarii, BKIFOYAIOUHM CHTHAIM Bij
JaTYMKIB IMBUJIKOCTI, THCKY, TeMIepaTypH, BiOpamii, piBHsS BukuAiB Tomo. Lli gaHi MOXYTb MICTHTH
nepioinvHi a00 MPUXOBaHI TAPMOHIITHI KOMITOHEHTH, SIKi B&YKJIMBO BHOKPEMUTH JIJIsl TOYHOTO BH3HAYCHHS
cTaHy aBTOMOOUIsA. AHaniz @Dyp'e TakoX BHUKOPHUCTOBYETbCA MAJIsl IONEPENHBOT OOpPOOKM IaHUX Ta
3MEHILEHHs IXHBOI po3MipHOCTi. Hanpukian, npu po3po0ui aBTOMaTHOI cUCTeMU ISl Kiacuikaii cTaHis
aBTOMOOUISI MOXHa BHKOpUCTOBYBaTH kKoedimieHTn @Dyp'e sk o03HAaKH Ui MOOYJOBH aBTOMATHHUX
JIarHOCTHYHUX anroputMis. Lle mornomarae 3MeHIuTH 00csr iHpopmallii, sKuit 00po0IIIE€THCS aBTOMATOM,
30epirarouu Mpu bOMY HaWBaKJIMBIII XapaKTEpPUCTUKHU curHaiy [1;2;6].

Kpim Toro, criekrpaibHUN aHalli3 Ja€ 3MOTY BH3HA4YaTH Ta MPOTHO3YBATH BiJIMOBHM Ha paHHIX
CTalmisgx, W0 MmaBUIIYe e()EeKTHBHICTh JIarHOCTHKH. BOymoBaHI aBTOMAaTHI CHCTEMH MOXYTh
BUKOPUCTOBYBaTH pe3yibTaTH aHanizy Dyp'e sl NpUAHATTA PILIEHb Y PEXHMi pPEaJbHOrO Hacy.
Hanpuknaz, skimio cucrema BUSIBIISIE YaCTOTHI CIIOTBOPEHHS, IO CBiAYaTh PO MOKJIMBY HECIPaBHICTB,
BOHA MOKE aBTOMATUYHO NIEPEHTH Y PEKUM aBapiliHOI IiarHOCTUKHU a0 HaJIiCTIaTH MOTepeKEHHS BOJIIIO.

Sk Bke 3a3Havaocs paiuie, nojiiHoMu Pyp'e € OPTOrOHAIBHUM 0a3UCOM Y MPOCTOPI PYHKIIH,
mo Bu3HayeHi Ha iHTepBaii [0, T]. Bonu no3BossitoTh anpokcumyBaT Oynab-sky ¢ynkuiro f(t), mo e
JOCTATHBO TTIAJIKOI0, y BUTJISII TPUTOHOMETPHYHOTO PSILY:
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£ = @+ £y (ancos 22 + bysin 22%), ®

ne koe(illieHTH an Ta by BU3HAYAKOTHCS Yepe3 IHTerpaibHi MePEeTBOPEHHS:

a, = % fOTf(t)cos ZnTnt dt (4)
by =2 [} f(O)sin“dt )

i xoedirieHTH BiTOOpaKAIOTh BHECOK TapMOHIYHUX CKJIQJOBUX Yy 3arallbHUN CHUTHAJ, IO
JTO3BOJISIE aHAITI3YBATH MEPIOAMIHICTh 3MiH ITapaMeTPiB aBTOMOOLIIA, TAKHUX K TEMIIEpaTypa IBUTYHA, THCK
y manuBHii cucteMi abo piBeHb BUKHIB.

ABTOMOOUNBHI /iarHOCTUYHI CHCTEMH IMPALIOIOTh 13 CHTHAJIaMH, SIKi MOXYTb MaTH CKJIagHy
CTPYKTYpY, OCOOJIMBO MiJi Yac HecmpaBHOCTe. TOMy BUKOPHCTAaHHS OPTOTOHaNbHUX mosiiHoMiB Dyp'e
JIoTIoMarae poO3[MUITA CWUTHAI Ha TapMOHIWHI KOMIIOHEHTH Ta BWAUTUTH OCHOBHI TEHJEHINI 3MiH
napaMeTpiB. Po3risiHeMo, HAMPUKIIA[], YaCOBHA s TUCKY B ManuBHIiN cuctemi P(t), mo otpumyeThes 3
OBD-2. PeanbHuii curHaa MiCTUTh SIK OCHOBHY CKJIaJIOBY, TaK 1 IIIyMOBI BIUTMBH. 3a JIOTIOMOTOI0 PO3KJIa Ty
B psag Dyp'e MOXKHA OTpPHMATH 3TIIAHKEHY Bepcifo curHamy, ne N BH3HA4Ya€ KiUTBKICTh TapMOHIK, IIO
BUKOPHUCTOBYIOTBCS [UIsl allpOKCHUMALIi:

2mnt . 2mnt
Popprox(t) = ag + Xn—4 (ancos % + bysin nTn ) (6)

VY mporueci impTpalii MyMOBHX KOMIIOHEHT JOCTaTHHO BUKOPHCTOBYBATH JIHIIE TIEPIIi KiTbKa
TapMOHIK, OCKLIbKH BUCOKOYACTOTHI CKJIAZ0BI MICTSTh IEPEBaYKHO BUIAAKOBI nepemkou. Ha pucyHky 2
HPE/ICTABICHO ITOPIBHSIHHS BUXIHOTO Ta 3TJ1a/PKEHOTO CUTHAIIIB TUCKY B MAJIMBHIN CUCTEMI.

Baxianwis curnan (3 wymamm)
— Anpokcumauin (paa Gyp'e, N=5)

AMmnnityas

Yac, c

Puc. 2. Anpokcumaliist JiIarHOCTUYHHUX JTaHUX

SAx My 6aunMo, BUKOpPHUCTaHHS MeTOJiB Dyp'e B aBTOMATHHUX JIarHOCTUYHHX CHUCTEMax 3HAYHO
MOKPAIIy€e TOYHICTh BUSBJICHHS HECIIPABHOCTEMH, J03BOJISIE €PEKTUBHO OOPOOIISITH BETTMKI MACUBU CUTHAJIIB
Ta MIJBUIIYE 3arajbHy HaIIMHICTh aBTOMOOUIBHUX CHCTEM. 3aBISKH IHTErpallil TAKKUX METOJIB Y CydacHi
JiarHOCTHYHI alrOPUTMH MOKHA CYTTEBO ONTHUMIi3yBaTH pOOOTY TPAHCIIOPTHHUX 3acO0iB Ta 3MEHILIHUTH
PU3UK PANTOBUX MOJIOMOK.

Ille oaHOIO METOAMKON JUIS aHali3y CKIAAHMX TIarHOCTHYHHX CHTYyallifl, € BUKOPHUCTaHHS
HEHpOMEpEeKEBUX aBTOMATIB. B CKIIaHKMX A1arHOCTUYHUX CUTYAILISIX, KOJU aHATITHYHI METOIU HE JIal0Th
JIOCTaTHBOI TOYHOCTI 4Yepe3 HEeNiHIWHICTh, IIYMOBI e(QeKTH a00 HEBHU3HAYCHICTh BXIJIHHUX JIaHUX,
e(EKTHUBHUM II1IX0JIOM CTa€ BUKOPUCTAHHS camMe HeHpOMepeKeBUX aBTOMATIB. Piu y ToMy, IO 11 cHCTeMU
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MOEAHYIOTh BJIACTUBOCTI KJIACHYHUX (DOPMAIBHUX aBTOMATIB 3 MOXKJIMBOCTSMU ITIMOOKOTI0 HABYaHHS, 1110
JI03BOJIIE 1M aJanTUBHO pearyBaTd Ha Pi3HOMaHIiTHI cueHapii poOoTu aBTomoOins. Helipomepexesi
ABTOMATH 3/1aTHI BUSABJISATH IPUXOBaHI 3aKOHOMIPHOCTI B TIarHOCTUYHHX JaHUX, HABYATHCS HA iCTOPUIHUX
MpHUKJIagaX Ta NPUAMATH ONTHMANBHI pIMIEHHS HAaBiTh y BHUMNAAKAaX, KOJIW KIACHYHI aJTOPUTMHU
BUSIBIISIFOTBCS] HETOCTaTHBO e(ekTuBHIMU [9;14].

OpHi€lo 13 KIIOYOBUX IepeBar HEHpOMEpeKeBUX aBTOMATIiB € iXHA 3[AaTHICTh MpaIOBaTH i3
BEIMKMMH MacHBaMHU [JIarHOCTMYHMX JAaHUX Ta CAMOCTIMHO BUSIBJISATH CKJIaIHI B3a€EMO3B’SI3KHM MIK
napameTpamMu aBTOMOOUTBHHUX cUcTeM. Hampukmazn, y ABUTYHI BHYTPIIIHBOTO 3TOPSHHS BiIXWJICHHS y
KUTBKOX, Ha MEPIIUi MOIJIsA, HECYTTEBUX IapaMeTpax MOXKYTh BKa3yBaTH HAa MailOyTHIO HECHPABHICTb.
AHaTITHYHI METOAM YacTO HE BPaxOBYIOTHh TAKHWX B3a€EMO3B’S3KiB 200 MOTPeOYIOTh CKIAIHOTO PYIHOTO
HaJAIITYBaHHS MoOJeNi. Y CBOIO d4epry, HeHpoMepe)keBi aBTOMATH MOXKYTh HABUaTHCS Ha BEJUKii
KIUJIBKOCTI peaJIbHUX CIIEHAPIiB Ta IBHKO BU3HAYATH HEOE3IIeYHI TeHICHIII.

[Ile oaHi€0 BayKIMBOIO OCOOIMBICTIO € 3aTHICTh TAKUX CHCTEM MPALIOBATH B YMOBAaX HEMTOBHOTU
ab0 3amIyMIIGHOCTI JaHHWX. Y peallbHUX eKCIDTyaTallifHUX YMOBaxX aBTOMOOUIbHI CEHCOPH MOXYTh
BHJIaBaTH HEMOBHI a00 CITIOTBOPEHI MMOKA3HUKU Yepe3 3HOC JIATUYMKIB, BILUTUB 30BHIIIHLOTO CEPEIOBHUINA YU
nepemkoan. Hefipomepexesi Mojeni, BHKOPUCTOBYIOUH BJIACTHBOCTI PEKYPEHTHUX Ta TPaHCHOPMEPHHX
apXiTeKTyp, 3AaTHI PEKOHCTPYIOBATH BiJICYTHIO iH(OpPMAIi0, MPOTHO3YBAaTH Ii 3HAYEHHS HAa OCHOBI
MOTIEPEIHIX BUMIPIOBaHb Ta KOMIICHCYBATH IIyM. Lle 3HaYHO MiABHUIY€E CTIHKICTh JiarHOCTHYHUX CHCTEM
1 103BOJISIE YHUKHYTH XHOHUX BUCHOBKIB [3].

BoOynoBani HelipoMepexeBi aBTOMAaTH TaKOXK MOXYTh MPAMIOBATH B PeaJbHOMY daci, MOCTIHHO
aHAN3YIOYH CTaH aBTOMOOINS Ta KOPHUTYIOUW JiarHOCTHYHI BUCHOBKH. Hampwukiazn, y pasi BHUSBIICHHS
HE3HAUHMX BIAXWICHb CHUCTEMa MOXKE CaMOCTIHHO aJanTyBaTh alTOPUTM OIIHKH Ta MEperiisiHyTH
JiarHOCTHYHE PillleHHS, TPYHTYIOYHCh HAa HOBUX AaHuX. Lle 0cOOIMBO KOPUCHO TSl CUCTEM MTPOTHO3HOTO
TEXHIYHOTO OOCIyrOBYBaHHS, [I€¢ BaXJIMBO HE MPOCTO BHSBIATH HECIPABHOCTI, a I MPOTHO3YBaTH ix
PO3BHTOK.

Omxke, K 3a3HAYAJIOCs paHille, y BUIAJAKaX, KOJIHM aHAJTITHYHI METOJAM HE JNAlOTh JOCTATHBOI
TOYHOCTI, JOIIJTFHO BUKOPHCTOBYBATH HelipoMepexeBi Momeni. Taki cHCTeMU MOJENIOIOTHCS SIK aBTOMAT
i3 (QyHKIT€IO TIEPEXO/IiB Y BUTIISAI HEHPOHHOT MEpexi:

Q41 = f(Qt'Xt; w), (6)

ne W — matpuiist BAroBux Koe(ilieHTiB MEpexi.
HaBuaHHst HefipoMepeKeBOro aBToMata 3/1iHCHIOETHCS METOIOM I'Pa/IiEHTHOTO CITYCKY:

Wi = We— o, ()
ne L — gynkuis Brpar,

T — IIBUAKICTH HABYAHHS.

TakuM YMHOM, BUKOPUCTAHHS HEMPOMEPEKEBUX aBTOMATIB Yy JIIarHOCTHUIII aBTOMOOUIEHUX CUCTEM
BIJIKpMBA€E HOBI MOXKJIMBOCTI JJISl aHAJI3y CKIIQJHUAX Ta HEJIHIMHHUX MPOIECiB, /Ie TPaJAUIIAHI aHATITHIHI
METOAM BHABISIIOTHCS HEAOCTATHHO epeKTHMBHUMH. [lomanpimmii po3BUTOK HEHPOMEPEKEBUX aBTOMATiB
MOJKE 3HAYHO TOKPAIIUTH aBTOHOMHICTh Ta IHTEJEKTYaJbHICTh JIarHOCTUYHUX CHUCTEM, 3MEHIIYIOUH
noTpedy B PyYHOMY HAJIAIITYBaHHI IMapaMeTpiB Ta CKJIAJIHUX aHATITHYHUX OO0YMCIIeHHsX. Taki cucTeMu
MOYTh HE JIMIIEC BUSBIATH HECHPABHOCTI, a i ONTUMI3yBaTH aJITOPUTMH YHPABIIHHS TPAHCIIOPTHUM
3ac000M y peXHMi peajbHOTro Yacy, 3a0e3euyroun aanTHBHE pearyBaHHs Ha 3MiHHI YMOBH €KCILTyaTarii.
VY mepcnekTHBi iHTETpalliss HEHpOMEpeKEeBHX aBTOMATIB Yy OOPTOBI CHCTEMH aBTOMOOITIB CIpPUSITHME
PO3BHUTKY NOBHICTIO ABTOMaTH30BaHHUX CEPBICHUX TEXHOJOT1H, AKi MiHIMi3yBaTUMYTh JIIOACHKE BTPYyYaHHS
Ta MiJIBUILYBATUMYTh 3arajibHy Oe3leKy Ta HaAiiHICTh TPaHCIIOPTHHX 3ac00iB.

YuceabHi poO3paxyHKH Ta eKCNEPUMEHTAJIbHI pe3yabTatu. Hmkde MU mpencTaBUMO
napaMeTpH YUCEITLHOTO EKCIIEPUMEHTY, IIPOBEJICHOTO JUTS OI[IHKK TOYHOCTI 3aIllpOIIOHOBAHOI aBTOMATHOT
JiarHOCTHYHOI cucTeMH. YncenbHe MOJETIOBAaHHS JONIOMArae OLiHUTH €(EeKTUBHICTh aBTOMATHOT MOAEI
BUSIBJICHHSI HECIIPABHOCTEH Ta il 31aTHICTh KOPEKTHO OOpOoOJsTH JiarHOCTHYHI faHi. s 1poro Oyio
BH3HAYEHO HACTYITHI MTapaMeTpy eKCIIEPUMEHTY:

-n = 50 — KiIBKICTH BUMIPIOBaHb y TECTOBOMY HaOopi naHux. Lle o3Hauae, mo Ui OLiIHKH
epexTuBHOCTI Mozeni Oyno B3aTo 50 HE3aJIeKHHX CIOCTEpEXEeHb abo peecTpauiid JiarHOCTUYHUX
napameTpis;
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- 210 = 50 — koHTpoNBHUIT piBeHb Tapamerpa. lle eTasoHHE 3HAYCHHS OJHOTO 3 KIFOYOBHX
napaMeTpiB, Ke CIAYTYE MOPOrOM JIjIsl TIOPIBHSAHHS 3 pealIbHUMU BUMIipaMH,
- KpOK 3MiHH ITapaMeTpa:

4, = w (8)

s dopmyna Bu3HaUaE, IK 3MIHIOETHCS KOHTPOIHOBAHUN TTapaMeTp Ha KOXXHOMY KpOTIi. 3HAYSHHS
Zmax Ta Zmin 33JIaI0Th MAaKCUMaJIbHE Ta MiHIMaJbHE 3HAUCHHS MapaMeTpa B CKCIEPUMEHTI, a MO Ha 5
JTO3BOJISIE PO3paxyBaTH PIBHOMIPHWUN KPOK 3MiHW. JIJS OWIHKH TOYHOCTI MOJENi BHUKOPHUCTOBYETHCS
cepenHpokBaapaTuana moxuoka (CKII), sika po3paxoByeThest 3a popmysioro [5;13]:

1 2
D= — ?i12?=1()’ij - 9i5), 9)

ne D — cepenHbOKBapaTHYHA TIOXHOKA,

M — KiJBKICTh TOYOK BUMipIOBaHHs (MOMEHTIB 4acy, KpOKiB aHAJIi3y),

N — KUTBKICTh Pi3HUX MapaMeTpiB (HAIPUKIIAI, TeMIIeparypa ABUTYHA, TUCK Macla),

Yij — peasbHi BUMIpsHI 3HAUCHHS MapameTpa j y MOMEHT Yacy I,

Vij — MPOrHO30BaH1 3HAYCHHSI, OTPUMaHI 32 IOTIOMOTO0 AaBTOMATHOT MOJIEII.

Hana ¢opmyrna o0UKCITIOE cepeTHFOKBAAPATHYHY MTOXUOKY /ISl ABOBUMIPHOTO HaObOPY JaHUX, JIe
Yij — peaJibHi 3HaUEeHHs apaMeTPa, a ¥;; — 1le NPOrHo30BaHi 3Ha4eHHs Moedi. [TicyMoByrOUM KBagpaTn
BIIXHJICHb MK (PaKTHYHUMH Ta PO3PaXyHKOBMMH JIAHUMH I10 BCIX BUMIPIOBaHHSX | 1 BCIX Mmapamerpax |,
(dhopMyIa BU3HAYAE CEPETHIO TIOXUOKY, yCePEIHIOUH 11 3a KUTHKICTIO BUMIpIOBaHb M.

ABTOMaTHA J1arHOCTUYHA CUCTEMa MOXKE aJanTyBaTHCS JI0 3MiH Y pOOOTI TPAaHCIIOPTHOTO 3ac00y
IIIIXOM aHalli3y iCTOpUYHHX JTaHuX. Lle o3Havae, M0 MOJeNb He € CTATUYHOIO, a 37[aTHA 3MIHIOBATH CBOT
nmapaMeTpy 3aJIKHO BiJl HakomudeHoro mocBimy. Taka apmamTarfisi JDO3BOJSIE MiJBUIIUTHA TOYHICTH
JIarHOCTHKH, OCOOJIMBO Yy BHIAAKAaX, KOJNM OKPEeMi HECIPABHOCTI MPOSBISIOTHCS HETHUIIOBUM YHHOM.
Hanpuknaz, sIKImo cucrema crocTepirae mocTynoBe 301IbIICHHS BiIXUICHb Y 3HAUEHHAX AaTYMKa THCKY
Macia, BOHa MO)KE 3MIHIOBaTH TPaHWYHI 3HAYCHHS JUIS TONEPEPKEHHS MPO HECIPaBHICTh, 3MEHIITYIOUN
PH3HK ParnTOBOTO BUXOY 3 JIa/ly JBUTYHA.

AHajli3 oTpuMaHWX pe3yabTaTiB. Po3risHEMO BIUIMB  KUIBKOCTI  BHUMIpIOBaHb Ha
CepeTHbOKBAIPATHYHY MOXHOKY JIarHOCTUYHOT Mozei. AHaii3 0a3y€eThCs Ha eKCIIEPUMEHTABHIX TaHUX,
AKi UTFOCTPYIOTh €(DEeKTHBHICTH 3alpOIIOHOBAHOI METOAMKH OOpOOKHM MiarHOCTHYHWX curHaimiB. Ha
PUCYHKY HIKYE MPEACTaBlieHO Tpadik, IM0 JIEMOHCTPYE 3MIHY CEpPEAHBOKBAIPATUYHOI MOXHOKUA B
3aJIeKHOCTI Bl KUTBKOCTI BUMiproBaHb. Lle 703BOJIs€ OIIHUTH, HACKLUTBKY €EeKTUBHO IMPAIIOE€ aBTOMATHA
JIarHOCTHYHA MOJIEIh TIPH Pi3HUX 00CsTax BXiAHHUX JaHUX.
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Puc. 3. I'padik 3aexHOCTI HOXMOKH JIarHOCTUKH BiJl KiJIbKOCTI BUMIPIOBaHb
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I'padix HAOUHO TOKa3ye, 110 i3 30UTBLICHHSM KIIBKOCTI BUMIDIOBaHb CEPEAHbOKBAAPATUYHA
MOXMOKa 3MeHIIyeThes. Lle o9ikyBaHO, OCKUTEKY BEJIHKA KiTBKICTh CIIOCTEPEXXEHD JO3BOJISE O1IBIIT TOYHO
anmpOKCUMYBAaTH JIarHOCTHYHI TapaMeTpd, YCEepemHIOIYM BHIAAKOBI BiaxwieHHs. Pesymbratn
eKCIEpPUMEHTY JEMOHCTPYIOTh, IO BHKOPHCTaHHS OPTOTOHAJNBHUX MOJHOMIB Dyp’e sK MeTomy
anpoKCHUMAIIi] T03BOJISIE€ 3HAYHO 3MEHIIIUTH IMMOXUOKY aHaTi3y JiarHOCTHYHUX JaHUX.

30kpema, 3aCTOCYBaHHS IIHOTO METOIy Ja€ 3MOTY 3HHU3WTH MOXUOKY y 1.5-2 pa3u mopiBHSHO 3
TpPaJULIHHUMH METOAaMHU perpeciiiHoro aHaimizy. Lle MOSCHIOETBCS THM, IO OPTOTOHAJIBHI MOJIHOMH
Oyp’e edexkTHBHO QIIBTPYIOTH BHUMAAKOBI IIYMOBI KOMIIOHEHTH CHTHally, 3aJIMIIAIOYM  JIHIIE
iHQOpMATHUBHY YACTHHY MOaHUX. [akMM YHHOM, OTPHMaHI pPE3yNbTaTH MiATBEP/HKYIOTh IOIIBHICTD
BUKOPHCTAHHS aBTOMATHHX MOjeNeH, o 0a3yloThCs Ha METOJax CHEKTPAJIbHOTO aHallizy, 30KpeMa
noniHoMax Dyp’e, I MOKpAIEHHS TOYHOCTI A1alrHOCTUYHUX CHCTEM.

BucnoBku. Y xoxi mociimkeHHS Oylio 3ampONOHOBAHO Ta MPOAHATI30BAHO I1HTENEKTyalbHY
ABTOMAaTHY CHCTEMY JUIsl JIarHOCTHKH aBTOMOOINA, siKka 37aTHa e(peKTHMBHO OOpOOISATH IiarHOCTUYHI
mapamMeTpy Ta BHU3HAYaTH MOXJIMBI HecmpaBHOCTI. OfHI€I0 3 TOJOBHHX IepeBar Ii€i CHUCTEMH €
aBTOMAaTH3allisl TMPOLECY aHaNli3y, IO JTO3BOJSIE 3MEHIINTH BIUTUB JIIOACHKOTO (DaKTOpy Ta MiJBUIIUTH
TOYHICTh OI[IHKM TEXHIYHOTO CTaHy TPAaHCIOPTHOTO 3aco0y. 3ampomoHOBaHAa CHUCTEMa JI03BOJISIE
3aCTOCOBYBAaTH HEMPOMEPEIKEB1 aBTOMATH s pO3B’s13aHHS CKJIAJIHUX IarHOCTHYHUX 3a1a4. Lle BigkpuBae
MO>KJTUBOCTI JIJIsl aJalITHBHOTO HABYAHHS MOJICJIi Ha OCHOBI HAKOITMYEHUX JaHUX, 110 MOKPAIIy€e 31aTHICTh
CHUCTeMH pO3ITi3HAaBaTH HOBI a0o pinakicHI HecmpaBHOCTI. OTpuMaHi pe3ynbTaTH MiATBEPIKYIOTh, IO
PO3pOOIEHUI i IXiT JO3BOISAE MiABUMINTH €()EeKTUBHICTh aHAII3Yy AIarHOCTUYHHX JaHUX, IO € KPUTHIHO
BRKJIMBUM JJIs1 3a0€3MCUCHHS ONTUMAIBHOTO TEXHIYHOTO OOCITYrOBYBaHHS Ta MiJBHUINCHHS HAIIHHOCTI
TPAHCIIOPTHUX 3aCO0IB.
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HanionansHuii TexHiuyHUNA yHiBepcUTeT «JHITPOBCHKaA MoJiTexHika», M. JHinpo, Ykpaina

IPOT'PAMHE ITOPIBHAAHHS AHOTAIIII HAYKOBUX CTATEM 3A TOITOMOI' OO
CTATUCTUYHUX METOJUK OBPOBKH INIPUPOJHIX MOB

IIpuxoguenxo C./1., IIpuxonuenko O.10., llesnosa O.C. IIporpamHe nopiBHsAHHA aHOTaLiii HAYKOBHUX cTaTel 3a
JOTOMOT0I0 CTATHCTHYHUX MeTOAUK 00poOkM mpuponHix moB. CTaTTs mnpHCBAiYeHa po3poOli Ta aHaNi3y METOAMK
aBTOMATHU30BAHOTO TOPIBHSIHHS aHOTAIlli HAYKOBHX CTaTedl 3a JOMOMOTOI0 CTaTHCTHYHHX METOHIB 0OpoOKHM MPHpPOAHOI MOBU
(NLP). ABropamMu pO3IISIHYTO CydYacHi HiAXOOM A0 TEKCTOBOI aHAIITHKH, BKIodatoun anroputmu Cosine Similarity, Jaccard
Similarity Ta TF-IDF, a Takox BUKOpHCTaHHS KIacTepH3alii Ta Moeaeld MamuHHOTo HaBdaHHsA, 30kpema SCiBERT ta BioBERT.
3anponoHoOBaHa TOCTiTHUIBKA MOJIEIb IPOrPAaMHOTO0 3a0e3IedeHHs 103BOJII€ aBTOMATHYHO BU3HAYATH CXOXKICTh MK TEKCTaMH,
oo crpuse epeKTUBHOMY aHajily HAayKOBUX MyOMiKaiiid, 3MCHIICHHIO TyOMIOBaHHS JMOCHI/DKCHb 1 MiNBUINCHHIO SKOCTI
6i6miorpagiunoro ananisy. Pobora Mae 3HaUHMI MOTEHILIAN JUIs 3aCTOCYBaHHs B HAyKOBill KOMyHiKamii, akaJjeMiuHOMY ILIariar-
MEHEIDKMEHTI Ta aBTOMAaTH30BaHHX CHCTEMaxX OI[HKU JiTeparypd. Ilomaibln JOCITIIPKEHHS CIPSIMOBAHI Ha BJOCKOHAJICHHS
AJITOPUTMIB Ta IHTETPALIIIO 3aIIPONIOHOBAHOT CUCTEMH 3 HAyKOBUMH 0a3aMu TaHHX.

KurouoBi ciioBa: 06podka npuponnoi moBu (NLP), aBromMarn3oBaHuid aHAJi3 TEKCTY, HAYKOBI aHOTAIlil, TIOPiBHIHHS
TEKCTiB, aBTOMATH30BaHUH JIITEPaTypHUH OTJISA.

Prykhodchenko S., Prykhodchenko O., Shevtsova O. Software comparison of scientific article annotations using
statistical natural language processing methods. This paper presents an advanced approach to the automated comparison of
scientific article abstracts using statistical natural language processing (NLP) techniques. The authors analyze state-of-the-art
methodologies, including Cosine Similarity, Jaccard Similarity, and TF-IDF, alongside clustering methods and machine learning
models such as SciBERT and BioBERT. A research-based software model is proposed to enhance text similarity assessment,
facilitating efficient scientific literature analysis, reducing research duplication, and improving bibliographic accuracy. The study
highlights the practical application of NLP techniques in academic publishing, plagiarism detection, and automated literature
review systems. The proposed system integrates various computational approaches to refine text analysis and classification, making
it a valuable tool for researchers and journal editors. Future research directions include optimizing NLP algorithms, incorporating
deep learning methods, and integrating the system with major scientific databases to enhance further its applicability and
performance in academic and industrial contexts.

Keywords: natural language processing (NLP), automated text analysis, scientific annotations, text comparison,
automated literature review.

Beryn. [lopiBHSHHS HayKOBHX TEKCTIB — I1€ HE JIMIIE CIIOCi0 aHami3y moaiOHOCTe 1 BiAMIHHOCTEH
MiX JTOCITIPKEHHSIMU, aJie i KITI04 JI0 PO3yMiHHSI TOTO, SIK PO3BUBAETHCS HayKa. Y Cy4acHOMY CBITi, Jie 00CsT
HAyKOBHX ITyOJiKaIiil 3pocTae eKCIIOHEHIIHO, CTa€ KPUTHYHO BaXKITUBUM BOJIOMITH iHCTpYMEHTaMH
METOIaMH, SIKi J03BOJISIOTH €(DEKTHBHO 31CTAaBIIATH Ta aHAII3yBaTH TeKCTH. OCOOIMBO 1€ CTOCYETHCS TAKHX
rany3edi, sk Natural Language Processing (NLP), nae TekcT € sk 00'€ekToM, Tak 1 1HCTPYMEHTOM
TOCIIIIKESHHSL.

Take MOpPiBHAHHS BUMArae rIMO0KOTo PO3yMiHHS CTPYKTYPH Ta JIOTIKH aKaJeMiuHOro nmuckMa. Mu
MaeMO CIIpaBy 3 Pi3HOMaHITHUMHM XaHPAMU TEKCTiB — BiJ CTaTell y PELEH30BaHHX >KypHaJaX 10 Te3
KOH(EpEeHIIi#, TEeXHIYHUX 3BiTiB 1 qucepraiiii. KokeH i3 1uX jkaHpiB Mae CBOI 0COOJIMBOCTI BUKJIAIY, 1110
BIUIMBAIOTh HA IHTEPIPETAaLito IXHBOT0 3MicTy. J[0 TOro 3K, TEKCTH MOXKYTb OyTH HamKcaHi pi3HUMH MOBaMH,
BUKOPHCTOBYBaTH BiMIHHY TEPMiHOJOTi0 a0o X BinoOpakaTH pi3HI MiAXOAM 1O PO3B’SA3aHHS OAHIET
npobsiemu. BMiHHS aHali3yBaTd IIi HIOAHCH — II€ HAaBMYKAa, SKa CTOITh HAa MEPETHHI JIHTBICTHUKH,
KOTHITHBHOI HAyKH Ta KOMIT FOTEPHUX TEXHOJIOTIH.

BaxumBum BukimukoMm aias NLP y 1npoMy KOHTEKCTI € aBTOMaTH3alisi MPOLECIB, AKi paHilie
BUKOHYBAJIHCS BPy4YHY. BUIJICHHS KIIOYOBUX i€l 3 TEKCTy; BCTAHOBICHHS UM € MK JABOMa poOOTaMu
CXOXICTh B 1/IefiX, YA BOHU TMPOIOHYIOTH KapJIWUHAIBHO pi3HI pINICHHS;, BUSBICHHS IOTEHIIHHOT
IIariatHicTe a00 HaAMIPHY 3aJ€XKHICTh BiJ monepeanix pxepen? Lle nuine yacTvHa NUTaHBb, SKi TOCTAIOTh
nepes peJakTopaMy CyJacHUX HayKOBHX JKYPHAJIiB, a TAKOXK — BUCHUMH, 1IJ0 HAMATralOThCS OCSITHYTH HOB1
ropu3oHTH 3HaHHSA. OCHOBHA MeTa ITi€l poOOTH — CTBOPEHHS IPOTPAMHOTO 3aCTCYHKa, ITOOYI0BaHOTO Ha
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CTaTUCTUYHHUX METOAMKAX MOPIBHAHHS TEKCTOBUX MACHBIB, IS MIOPIBHAHHS iH(QOPMAIITHIX CKIIATOBUX B
AHOTAaLiAX HAYKOBUX CTaTEH.

I[MocranoBka 3agavi. AHani3 MOAIOHOCTI JoNIOMarae YHUKHYTH BKJIFOUEHHS OHAKOBHX a00 Jyxe
CXOXHUX JDKEpENl y CIHCOK JITepaTypH, IO MiABHINYE O0'€KTHBHICTH Ta TOCTOBIPHICTH JTOCIIKEHHSI.
BpaxyBanHa TOmiOHOCTI HamoOBHEHHS JomoMarae BiadiimbTpyBaTtu IyOmikaTé Ta BUOpaTH HaOiIbII
Ba)KJIMBI Ta pEJIEBAHTHI JuKepesa ISl TOCIiIKSHHSI.

ABTOMaTH4YHE TOPIBHAHHS aHOTAIll CTaTe € akTyaJbHUM 1 BaKJIMBUM 3aBAaHHSIM B Taiysi
KOMITTOTEPHAX HayK, OCOONMBO B KOHTEKCTI CydYaCHOTO HAayKOBOTO JOCHIKEHHS. TakK, KiJTbKIiCTh
omyOJIiKOBaHMX HAayKOBHUX CTaTeil 3pocTae eKCHOHEHLIHHO, 1 JOCHIIHUKH CTHKAIOTHCS 3 MPOOIEMOIO
00poOKkM Ta aHami3ly BeIMUYE3HHX 00CATIB iHpOpMaii. ABTOMaTH4YHE MOPIBHSHHSA aHOTALid JoroMarae
MIBUIKO BHOKPEMHTH 1ICHTUYHI a00 MOAiOHI JOCTiKEHHS cepell IIHOr0 TOTOKY TaHUX.

ABTOMaTHYHE TIOPIBHSHHS TEKCTIB CTAaTeil € Ba)KIIMBUM 3aBIAHHAM Y Taiy3i 0OpOOKH MPUPOTHOL
moBH (Natural Language Processing, NLP) Ta indopMaiiifHOTro noiryxy.

MeTo10 cTaTTi € aHami3 iICHYIOUHX MiAXOMIiB JO MPOTPAMHOTO aBTOMATH30BAHOTO MOPIBHSHHS
aHOTalil HAayKOBHX CTAaTe Ta BU3HAYCHHS HANPSIMKIB MOAAIBLIMX AOCHIIKEHb Y raily3l CTaTHCTHYHHX
METOIUK 0OPOOKHU MPUPOAHOT MOBH IS TIOKPAIIEHHS SIKOCTI Ta e()eKTUBHOCTI aHalli3y HaAyKOBHUX TEKCTIB.

AHaJji3 monepenaHix gocaimkedb i myosikaniii. [TopiBHSIHHS nporpamMHOro 3a0e3NedeHHs s
aHaJi3y Te3 HAyKOBUX CTaTel 3 BUKOPUCTAHHSAM METO/IIB CTAaTUCTHIHOT 00poOKku npupomHoi MoBu (Natural
language processing - NLP) BusiBiisie pizHOMaHITHI METOMOJIOTIi Ta pe3yiabratu. OCTaHHI JOCHIKSHHS
HiAKpecooTh eeKTuBHICTh pisHuX Mozaeneid NLP Ta craructuyHux ocobiauBocTel y Kinacudikamii Ta
KaTeropu3allii HayKoBUX pedepariB, IEMOHCTPYIOYM JOCATHEHHS B aBTOMAaTH30BaHOMY CKpPUHIHTY
JiTepaTypu.

[Momepennbo HaBueHi MOBHI momemi Scibert Ta BioBert Oymu BukopucTai Ajisi BHIYYCHHS
3HAUYMIMX ysBJIeHb Ta knacudikarii pedepariB. SciBERT nponemMoHcTpyBaB MOKpalleHy KaTeropu3alio
MOPIBHSHO 3 TpaaulliiHUME MeTtonami [ 1], Toxi sixk BioBert moka3as npuiHATHY eeKTHBHICTD Y MEIMIHIX
pedeparHux omsAiB [2].

[ligxoau 10 MaIMHHOrO HaBUaHHS: BumaakoBi JiCOBI MO/l B MOEIHAHHI 3 BOYIOBYBaHHSIMU
Word2Vec nocsarmum omiaku F1 0,775 npu xnacudikamnii MennaHux pedeparis, M0 BKa3ye Ha TOTEHITiA
CTaTHCTUYHUX O3HAaK y Kiacudikaiii Texcty [3].

Pi3Hi nmocimipkeHHS TOBIIOMIISUIM Tpo BHCOKI Oaym F1, mpuyomy omHe mocsmo 0,92 mis
KJIacuQiKaIlii TOKyMeHTIB 3 BUKOpUCTaHHSIM KoMOiHamii meToniB NLP [4]. Lle miakpeciroe HamiifHICTh X
METO/IB NPH TOYHIN 00poOIi HAYKOBUX TEKCTiB. Takok, MOCIiIKEHHS MOKAa3yIOTh, IO TaKi MOJAETI, SK
BunaaAkoBi Jiick Ta BioBERT, nocsiratoth BUCOKOT TOUHOCTI Kiacudikariii, 3 ominkamu F1 6mu3eko 0,775 Ta
0,854 Bimnoeiano [2,3]. Knacudikaliis ciupaeTbCs Ha CTATUCTUYHI BIIACTUBOCTI TEKCTY, TaKi K KJIHOUOBI
ciioBa Ta BOYJOBYBaHHS, SIKi MarOTh BHpIIIaJibHE 3HAYEHHS JUIS PO3Pi3HEHHS PI3HUX HAyKOBUX oOmacteit
[3,5]. BukopucTaHHS OI[IHKH CHITYeTY JUISi BU3HAaUE€HHS ONTHMANIBHOT KJIACTepH3allii B KaTeTOPH3allii TEKCTY
e OiIbIlie IMiJKPECIIOE CTATUCTUYHY CYBOPICTh, 3aCTOCOBAaHY B IIMX aHajizax [2]. Xo4a JOCSTHEHHS B
HJIIT pnst abetpakTHOT Knacudikarlii € nepcrieKTUBHUME [ 6,7], 3anumaroThest mpodiiemu [8] B 3a0e3neduenHi
TOTO, MO0 MOAENi A00pe y3araJbHIOBAINCH Y PI3HUX HAYKOBUX O0JACTAX Ta MiATPUMYBAIHM TOYHICTH Y
rayy3sx, Mo HIBHIKO PO3BHBAIOTHCS. [IOpIBHSHHS MPOrpaMHOTO 3a0e3MedeHHs JUIS aHalli3y HayKOBHX
pedepariB 3 BUKOPHUCTaHHSIM CTAaTHCTUUHMX MeToAiB B 00poOui mnpupomHoi moBu (NLP) Bussise
PI3HOMaHITHI MiAXOAW Ta 1HCTPYMEHTH, IO MOKPAIIyIOTh CKpUHIHT JiTeparypu. Kinbka mocmimxeHb
MiIKPECTIOITh e)EeKTUBHICTH MOJIeNel MalmnHHOro HaBuaHHs Ta MetoaiB HJIIT y knacudikarii pedeparis,
JIEMOHCTPYIOUH iX TIOTEHITIall JUTsS BIOPSIKYBaHHS Tporiecy onrsiny. Taki iHcTpymeHTH, sik RStudio, Python
ta IBM SPSS, 4acTo BUKOPUCTOBYIOTBCS [UIsl CTATUCTUYHOTO aHAIIi3y, KOXKEH 3 SIKUX MPOIOHYE YHIKaIbHI
(bYHKI[IOHAIBHI MOXIIMBOCTI, IPUAAATHI ISl PI3HUX aHAIITHYHHUX 3aBJaHb [6]. OuiHka UX iHCTPYMEHTIB
YacTo BKIIIOYAE TaKi IMOKA3HHKH, SK TOYHICTh, TOYHICTh Ta BIJKIMKAHHSI, SKi € BAKIUBUMH JJIsl OLIHKA
edextuBHOCTI anroputmis NLP [8].

Xoua nocsraenHs: B HJII1 ta mammmHHOMY HaB4aHHI Jar0Th 3HA4HI MepeBard Ajsl abCTPaKkTHOI
KiIacudikallii, 3aJIMIIalTbCs NPOOJeMH Yy 3a0e3leueHHI HaaIHHOCTI Ta IHTepHperamii Iux
ABTOMATH30BaHUX CUCTEM, OCOOIMBO Y CKJIAJHUX OOJIACTSX JOCTIIKEHb.

Jocaixxenns.

IcHye mexinpka anropuTMiB Ta METO/IB JUTSI aBTOMAaTHYHOTO IIOPIBHAHHS TEKCTIB cTaTeil. OmumemMo
3aCTOCYBaHHS OCHOBHUX:

Anroputm Cosine Similarity BU3Ha4a€e cX0XiCTh MiXK IBOMa TEKCTaMU Ha OCHOBI KyTOBO1 BiJICTaHi
MK TXHIMH BeKTOpaMu. BiH BHKOPHCTOBY€ TepM-JOKYMEHTHY MAaTpPHULIO, 1€ KOKEH PSIOK MPEACTABISE
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TEKCT CTaTTi, a KOXKHUHA CTOBIEIH - cJIOBO (TepMiH). KyToBa BificTaHp 00YHCITIOETHCS MK BEKTOpaMH, SIKi
MIPEACTABIAIOTh TEKCTOBI JOKYMEHTH. BUKOPHUCTOBYETHCS AJISI TIOPIBHSAHHS TEKCTIB Y 0ararbox rayssx,
BKJTIOUAIOYH MOIIYK 1 paH)KyBaHHS HAYKOBUX CTaTeH 3a CXOXKICTIO.

AnroputMm Jaccard Similarity BH3Haua€ CXOXICTh MK JBOMa TEKCTAMH Ha OCHOBI KUTBKOCTI
CHUTBHHX CIIIB Y JBOX TEKCTaX, MOMIJICHWX Ha 3arajbHy KUIBKICTh YHIKaJbHHX CIIB B 000X TEKCTax.
BukopucToBy€eTbCs A1 MOPIBHSHHS TEKCTOBUX JOKYMEHTIB Ta MOLIYKY CXOXKHX CTaTeH.

TF-IDF (Term Frequency-Inverse Document Frequency) oOuncitoe Bary KoxHOT0 TepMiHy (CJI0Ba)
B JOKYMEHTI, BPaXxOBYIOUH 1 4acTOTy LbOro TepMiHy B mokyMeHTi (Term Frequency) i 3BOpOTHY 4acToTy
OBOTO TepMiHy B ycix mokymentax konekmii (Inverse Document Frequency). CxoxicTh TeKCTiB
o0umcoeTbesl Ha ocHOBI nux Bar. TF-IDF BuKOpHCTOBY€ThbCS sl IOPIBHSHHS TEKCTIB 1 paH)KyBaHHS
cTareil B TOIIYKY HayKOBHX iH(OPMAIIHHUX PeCypCiB.

TF-IDF - me craTUCTHYHWA TOKa3HHK, KA BUKOPHUCTOBYETHCS IJISI BU3HAYCHHS BaKIMBOCTI
KOXKHOTO CJIOBa B IOKYMEHTI B KOHTEKCTI BChOTO KOpPITyCy HOKyMeHTiB. [licisa oOunciieHHs Baru KOKHOTO
CJIOBA Y KOKHOMY IOKYMEHT1, MO)KEMO BUKOPUCTOBYBATH 1ii 3HAUCHHS 715l IOPIBHAHHS TEKCTiB. UnM BHIIIE
3aadeHHs1 TF-IDF s KoHKpeTHOTO ¢10Ba y JOKYMEHTI, TUM BXKJIUBIIIE 1€ CIIOBO IS POYMIHHS 3MICTY
JOKYMEHTA.

KrnacTepu3aiiiss JOKyMEHTIB — 1I¢ METOJ aHaJIi3y TEKCTOBOI iH(pOpMAIlii, 1110 T03BOJISIE TPYIyBaTH
CXOXI1 TOKyMEHTH pa3oM y KJIacH a00 KIIACTepH Ha IMiJCTaBi IXHROTO BMICTY UM iHIIKX BracTuBocTel. el
MiAXiJ 3HAXOAWTH IIUPOKE 3aCTOCYBaHHS B 00JacTiaX, Jie oOpoOKa Ta pPO3YyMIHHS BEIHMKOI KUIBKOCTI
TEKCTOBOI iH(pOpMAIl Mae KIIOYOBE 3HAYCHHS, TaKWX AK 1H(popMamiiHMIA MOIIYyK, aHaji3 COLiaIbHUX
Mepex, ab0 HaykoBi JocCHimKeHHs. [[1si BU3HAUEHHS CXOXKOCTI JOKYMEHTIB MOXXKHA BHKOPHCTATH TaKOXK
METOAWKH KiacTepizamii. [lepmum KpokoM € BU3HaYeHHS METH KilacTepu3aiii. Hampuknan, e Moxxe O0ytu
rpyIllyBaHHs HOBHMHHHUX CTaredl 3a TeMamu, Kiacudikallis HAyKOBHX CTaTeH 3a ramy3siMH 4 chepaMu
JOCITI/PKEHHS, a00 KaTeropu3allis KOpUCTYBauUChKHUX BIATYKIB 32 TeMaMH. Bubip 03HaK — 11¢ 3Ha4YCHHS, SKi
O3HAKU JTOKYMEHTIB OymIyTh BHKOPHCTaHI IJS OIIHKK IXHBOI cxokocTi. lle Moke BkiodaTu B cebe
BUKOPHCTaHHS CJIOBHUKOBOTO 3aIlacy, CHHTAKCUYHUX CTPYKTYP, KITFOUOBHX CIIiB, 200 1HIIMX JIIHTBICTUIHUX
Ta CTaTHCTUYHHUX O3HaK. [lepeTBOpEHHsS TEKCTOBHX JOKYMEHTIB y BEKTOpHY (QOpMYy, IO MOXe OyTH
BUKOpHCTaHa ajropurMamu kiacrepusanii. Lle moxe OyTu BekTopHa Mozenb HpocTopy ciiB (word
embeddings), TF-IDF Bextopu, uu iHIII TpeacTaBICHHS.

106 cTBOpUTH Bizyallizallilo 3 TEKCTY, HEOOXimaHa 00poOKka TekcTy [9] abo 0O0poOka mpupoIHOT
MOBH JIJISl CTBOPEHHS SIKICHUX a00 KiJTbKiICHUX XapakTepuCTHK TekcTy [10].

AKTyanpHa Bisyaumizaiisi 1ie 37e0ibIIoro - aHalli3 TeKCcTy. Y OIIbIIOCTI BUMAAKIB aHAJI3y€eThCS
LIJIME TEKCTOBUH KOpIyC, a HEe 4YacThHa TeKCTiB. /o Tekcra MokHa 3actocyBat pizui HJIIT i metomu
CTaTUCTUYHOTO aHai3Yy.

Cymka cmiB i N-rpamu — 1e MOBHI MojeNi, SIKi BHUKOPHCTOBYIOTBCS sl 1MOOYIOBU
00UYHMCITIOBAIILHOTO MPEJCTABICHHS [T KOPITyca.

IHTeNnekTyanbHUI aHali3 TEKCTY: METOJIM, OHTOJIOTIT Ta IHCTPYMEHTH

— BinoOpakeHHs TeMaTHYHHX (TEKCTyalIbHUX) TAaHUX

— Jliarpamu: XMapa cliiB, HaKJIaJIeHHS TEKCTY

—  TaGaumi: GRIDL, IlepiognuHa cuctema

— I'padiku: kpyrosa Bizyarizailisi, nepexpecHi KapTu, TIihpu

— TeompocropoBi kapTu: camoopranizytoda kapra (SOM)

—  MepexHi rpadikd: Mepexi CIUIBHOTO BHKOPHUCTAHHS CIIB, KOHIICNITyajbHI KapTH,
HaKJIaJaHHS HAyKOBUX KapT, Bi3yallizalis 1epeB

XMapa cliB TakoX Bigoma sk "rer-xmapa" abo "cnoBecHa xmapa' (puc. 1.), € rpadiuHHM
300paKeHHSM CIiB, JIe YaCTOTa BKUBAHHS CJIOBA B TEKCTI BiJIOOPAXKAETHCS HOTO PO3MIPOM YU KOJIHOPOM.
Le edexTnBHMI iHCTPYMEHT 15 Bizyaji3alii Ta aHaJi3y YaCTOTHOCTI BXXMBAHHSI CIIiB Y TEKCTi. XMapa ClliB
JI03BOJISIE IIBUJKO OTPUMATH YSIBJICHHS MPO KIIFOUOBI TeMHU Ta TepMiHHM y Tekcti. CloBa, 10 HalvacTime
3yCTPIYarOThCsl, OyAyTh OLIBIIMMU 1 OLIBII MOMITHUMH. 3aBISKH XMapi CJIiB MOXKHA BHU3HAYMTH OCHOBHI
TeMH, SIKI TOKPUBAE TEKCT 4YM HAOIp TeKCTiB. BoHa 103B0JIs€ MIBUKO BUSBUTH KJTFOYOBI KOHIICTIIIT Ta i1€f.
Benuki cnoBa y xMapi MOXXYTh BKa3yBaTh Ha CHJIbHUH (poKyc abo eMolliiiHe HaBaHTaXEHHs y TEKCTi.
BukopricTaHHS XMapH CIIiB B JIIHTBICTHIII JIO3BOJISIE IIBUIKO OTPUMYBATH BaXKITUBY 1H()OPMAILIIO TIPO TEKCT
Ta BUSBJLITH MOBHI 0COOJTMBOCTI, TIOJIETIITYIOUN aHAJi3 Ta PO3YMIHHS JIIHTBICTHYHUX SBHUII.
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Po3po0Oka mozeni mporpamMHoro 3abesnedeHHs (puc. 2) Uisi aHaJli3y CXOKOCTI HayKOBHX CTaTei
MOXKe OyTH BaXKJIMBOKO JJIsl JOCHIIHUKIB, aKaJIeMIYHUX YCTAHOB, a TAKOXX KOMITaHiH, 110 3alMarOThCs
IHTEJIEeKTYyaJIbHUM BIacCHUITBOM. OCh 3arajbHa CTPYKTypa TaKol MOZIEIi:

Mogyns 300py Ta monepeaHboi 00poOKH TaHNX MOXKE MiCTUTH y CO01 KOMITOHEHT 110 300py cTaTeH,
a came BHU3HaueHHs pkepen [11,12], 3 skux OymyTh 3i0paHi HayKoBi cTarTi (Hampukiaj, 0a3W JaHUX,
KypHanu, koHdpepeHtii). KpiMm Toro mMoxe MICTUTH KOMIIOHEHT IONEpeAHbOI 0OpoOKa - TOKeHi3arlii,
JemMaru3allii, BUIaJIeHHs! CTOI-CIIiB, HOpMalli3alii pericTpy.

Takox HEOOXiJIeH MOAYJIb BEKTOpHU3allii TEKCTy, sIKMi Oyae CIlyryBaTH OCHOBHUM €JI€MEHTOM
MIEPETBOPEHHS TEKCTOBHUX JJAHUX B YUCIIOBI BEKTOPH, BPAXOBYIOUH BaXKIUBICTD KOKHOTO CJIOBa B KOHTEKCTI
CTaTTi Ta KOPIYCY CTaTeil 3arajioM.

Moy TOpiBHSIHHS CXOXKOCTI MOXKE OyTH ITOOYI0BaHU Ha 6araTboX aIropuTMax, JAesKi 3 KOTOPUX
po3misiHyTI  BHIEe. MOXIMBE BHUKOPHCTaHHS KOCHHYCHOTO BijctaHi Mik Bekropamu TF-IDF s
BU3HAUCHHS CXOXKOCTI MiX crartsiMu. OKpiM TOro MOXKHA 3allpOIOHYBaTH BUKOPHCTaHHS HEWPOHHUX
Mepex, Takux sk Siamese Networks a6o Transformer-based mone:i /1st BU3HaY€HHS CXOXKOCTI.

Moayns Bizyaimizaiii pe3ynbTaTiB MOXKE BKIIOYaTH B ceOe BUKOPUCTAHHS XMapH CIiB JUIs
Bizyamizalii KIFOUOBHX TEPMIiHIB Y CXOKHMX CTATTAX, & TaKOXK Bi3yalli3allilo 3a JIOTIOMOTOI0 CTBOPEHHSI
rpadikiB s BiZOOpaKEHHS CTYIICHSI CXOXKOCTI MiXK CTATTSAMHU y BUTVISAI MepexKi a0 KiracTepis.

Mopnynb onTuMmi3arii , o MiCTUTH y c001 3aCTOCYBaHHS 3BOPOTHOTO 3B'SI3KY, 10 Ma€ BpaxOBYBaTH
OTPHUMaHI BIATYKI JUIs HOCTIHHOTO BIOCKOHAJICHHS MOJIeI. baskaHo Tako)k MaTH TIOHIHT MapaMeTpiB, TOOTO
OTITHUMI3AIIIfO TapaMeTpiB IS TOCATHEHHS KPaIloi MPOAYKTUBHOCTI.

Mogyns iHTerparnii 3 iHIMUME iHCTpyMeHTaMu Ta OibmioTexkamu noBuHeH Matu API s gocrymy,
ToOTO 3a0e3nedeHHst API ans B3aemonii 3 iHIIMMYU MporpaMaMu Ta iHCTpyMeHTaMu. KpiM Toro BakivBa
iHTerpanis 3 matgopmamu 30epiraHHs cTaTei, a came B3aEMOJis 3 IuIaTgopMamu, TakuMu sk PubMed,
Google Scholar, Scopus, Web of Science 1151 aBToMaTHYHOTO OHOBIICHHS 0a3H JJAHUX.

Monynb 3abe3nedeHHs1 Oe3Mekn Ta KOH(IASHIIIHHOCTI, SKHH MICTUTH Y CO01 TaKi KOMIIOHEHTH, SIK
ayTeHTH(]IKaIlis Ta aBTOPU3AIIISI — 3aXKCT JOCTYIY JIO CUCTEMH, a TAKOK KOMIIOHEHT IH(PYBaHHS TAHHX
331 3aXUCTY KOH(IIeHIIHHOCTI 310paHuX JaHUX.
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Momyib
OITTHMI3aI1
Mozyus 300py Ta Monyas Momyis
TIoTepeHbBO1 BeKTODH3aMIl TIOPIBHAHHA
0OpobKH Jarmx TEKCTY CROAOCTL
Monyb
. Bl3yamsami
Mozyms 1HTerpami pesyIBTaTiB
3 IHIITHME —
IHCTPYMEHTAMH
Momyme
3a0e3MeeHH
Desmexn Ta
KOH(1TeHIIAHOCTL

Puc. 2. Jlocnigaumpka MOIETh IPOTPaAMHOTO 3a0e3eUeHHST IJIs aHAITI3Y CXOXKOCTI HAyKOBUX CTaTei

[IpakTryHE 3acTOCYBaHHS aITOPUTMIB aHATI3Y CXOKOCTI TEKCTIB € IMUPOKUAM 1 BXKITHBUM B PI3HUX
cthepax, BKIIOYAIOYH JIIHTBICTHKY, iH(OpMAIIHAN MMONIyK, KOMITTOTEPHI HAYKH, aHaJi3 JaHuX 1 Oararo
iHmmx. Ock KiJibKa CIIGHAPIiB 3aCTOCYBaHHS:

AHaJi3 CXOKOCTI TEKCTIB MOXKe OyTH BHKOPUCTAHUH IJisi BHABJICHHS IJlariaTy 4d KOMIIOBaHHS
KOHTEHTY B aKaJleMidHUX a00 BeO-TeKCTaX. ANTOPUTMH MOPIBHIOIOTH CTPYKTYPY Ta CIIOBA Y TEKCTaX, M[00
BUSIBUTH CXOXKI1 MATEPHU.

B pesynbraTi poO0TH 110 KOXKHIH i3 cTaTell MOKHA OTPUMATH XMapy CIIiB, sika Bi3yalbHO BioOpaxae
HaWy>XUBaHIIII KIFOYOBI CIIOBA, Ta Bi3yallbHO OIIHUTH iX Bary Ta KUIBKICTh y CTATTI, IO aHANI3YEThCS (pHC.
L,).

Takok, y SKOCTI pe3ynbrara, pO3pOOJCHHMI NPOrpaMHUN MPOAYKT BHUIAE JIOCHIIHUKOBI
iH(opMarliro, MO0 KJIACTEPIB CXOXKOCTI BCIX CTared, M0 NMpUAMAaNH y4acTh y JOCIHi/PKEHHI y JBOX
BUIVIS/IaX: Y TEKCTOBOMY BHUIIIsiAL (puc. 3a), Ta y BUIVISII ABOBUMIPHOTO rpadika i3 O3HaYeHHSM IIEHTPIB
KJIACTepiB, 1110 Oyiu BusiBieHi (puc. 30.).

Kmacrep 1: Clusters of Customer Complaints

11. third internatio ® ® centoids

L
Knacrep 2:
2. discus=zions, sztat
3. discuss=zions, stat |
5. discussions, stat
8. discussions, stat
9. discussions, stat a4
13. discussicns, =sta

PCA Component 2

Knacrep 3:

1. discussions, stat
4. article compariso
€. nowcasting with a ao
12. discussicns, sta ®°

0z P ' L]

Kmacrep 4: —0.2
7. workshop pitfalls

10. discussions, sta -0.4 0.2 o 0.z 04
PCA Component 1

a) 0)
Puc. 3. Po3moain crareii mo kiactepax. a) TEKCTOBUi 0) rpadiuHmii ABOBUMIPHHIA

BucHoBKM Ta mepcHeKTHBU MNOTAJBIIOT0 AOCTiI:KeHHs. Y poOoTi Oylmo IOCHiKEHO Ta
MMPOAHANII30BAaHO CydYacHI METOIM aBTOMATH30BAHOTO TIOPIBHSIHHS aHOTAIl HAYKOBUX CTaTel i3
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BUKOPHCTAHHAM CTATUCTUYHHMX ITAXOHIB 10 OOpOOKH MPUPOAHOI MOBH. 3apONOHOBAaHA MOCIb
MPOTpaMHOTrO 3a0e3MeYeHHs JO3BOJISIE 3MIMCHIOBATH €(DEKTUBHUN aHal3 TEKCTOBOI MOMIOHOCTI, IO €
BKJIMBHUM JUIsI HAYKOBOI KOMYHIKaIlii, aBTOMaTH30BaHOTO JITEPaTyPHOTO OINISAY Ta BHUSBJICHHS IUIariaty.
Buxopucranns takux anroputwmi, sk Cosine Similarity, Jaccard Similarity Ta TF-IDF, y moegnansi 3
cydacHHUMH Herpomepexesnumu Monessimi, 30kpema SCiBERT ta BioBERT, 3ab6e3neuye BUCOKY TOUHICTB
npu o0poOmi Ta knacuikamii HaykoBUX TeKcTiB. OTpuMaHi pe3ylnbTaTd JeMOHCTPYIOTh, IO
ABTOMATH30BaHi CHUCTEMH aHali3y HAyKOBUX MyONiKamiii MOXYTh 3HAYHO MiJBUIIMUTH LIBHIKICTH 1
00'eKTUBHICTH 0ibmiorpadivyHOTO aHaNi3y, 3MEHITYIOYN PU3UK JAYyOIIOBAaHHS JOCITIHKEHD Ta TOJETTIIYIOUH
MOLTYK PEJIeBaHTHUX JKEPEIL.

[omanpmii gocmiKeHHs Yy IbOMY HampsiMi MalOTh 30CEPEOUTHCS Ha ONTHUMI3alil iCHYIOUMX
aJTOPUTMIB, 30KpeMa Ha BIOCKOHAJICHHI METOMIB TEKCTOBOTO ITOPIBHSHHS IIISIXOM ITOETHAHHS
CTaTHCTHYHUX MOJEJeH 13 CyJaCHUMH IITHOMHHHMH HEHPOHHMMH MepekaMH. BaIMBHM HampsMoMm €
TAaKOX PO3LIMPEHHS (YHKIIOHAIBHUX MOXKJIMBOCTEH MPOTrpaMHOro 3abe3leueHHs, 30KpeMa iHTerparis
METO/IB CEMAaHTHYHOTO aHAaIi3Yy, SKi TI0O3BOJISAThH HE JIHIIE OIIHIOBATH MTOBEPXHEBY MOAIOHICTh TEKCTIB, a i
ruoIIe po3yMiTH ixHil 3MicT. JlomaTkoBoi yBaru morpelye aganTartisi anrOpUTMIB 0 MIKIUCIATUTIHAPHUX
JOCTIIKEeHb, 0 AaCTh 3MOTY MiIBUIINTH SKICTh TEKCTOBOI aHAJIITHKH B PI3HUX HAyKOBHX cepax.

[epcneKTHBHUM HaNpsIMOM € po3poOKa MeXaHI3MiB iHTerpalii 3 Mo0aTbHUMH HAYKOBUMH 0a3aMu
JaHUX, TakuMU K Scopus, Web of Science ta Google Scholar, o 3a0e3neunTs aBTOMaTHYHE OHOBJICHHS
aHaJII30BaHOTO KOPITYCY HayKOBHX cTaTei. JloCmiKeHHS Bi3yai3alliiHUX TEXHOJIOT1H TaKOXK BIJIKPUBAIOTh
HOBI MOMKJIMBOCTI JUJIsl IPEICTABIICHHS PE3YNIbTATIB aHAJi3y Y BUDNISIII iHTYITHBHO 3p0o3yMinuX rpadivHux
MoJieNiel, Mo crpuiaTuMe Oinmbin e(eKTUBHOMY CIPHHHATTIO iH(popMarii. [loganpme BIoCKOHAIEHHS
METO/IiB aBTOMAaTH30BaHOTO aHAIi3y HayKOBHX TEKCTIB CIIPUATHME PO3BUTKY iH(OpPMAIIHOT eKOCHCTEMHU
HayKH Ta MiJBUIIECHHIO e()eKTUBHOCTI HAYKOBHUX JIOCTIIKEHb.
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IHTETPALISI AP Y BEBAOJATOK JUUISI 3SBUPAHHSI MY3UUHUX JTAHUX 3 BIIKPUTHUX
JUKEPEJ

IPatuxon O.€., llleBuenko A.€. Interpanis APl y BedGaoaaTox /s 30MpaHHS MY3UYHMX JaHHX 3 BiIKPUTHX
mxepest. [lomymsapuzamiss yKpailHCBKOT MY3UKH y CBITI € Ba)KIMBUM IHCTPYMEHTOM 30€pEeKCHHS KyJIbTYPHOI iEHTHYHOCTI Ta
(hopMyBaHHS ITO3UTHBHOTO IMi/PKY KpaiHU. Y 1iif poOO0TI po3TIIaacThCs MUTAaHHS aBTOMAaTH30BaHOTO 300py Ta aHaJIi3y My3HYHUX
JaHUX yKpaiHCHKUX BUKOHABLIB i3 BUKopucTaHHsIM Spotify API. Po3po6ieHo Be6onaTok Ha OCHOBI (peiiMBOpKy Remix Ta MoBH
TypeScript, mo 103BOJsIE 3IHCHIOBATH aBTOPH3AIlil0, OTPUMYBATH iH(GOPMALII0 MPO KOMIIO3HMII], BUKOHABIIB Ta alb00MH, a
TakoX 30epiraté ix y 3py4Homy dopmarti Ui mojansiioi oOpoOku. Y Mmekax HociipkeHHA Oyno copMoBaHO BHOIPKY, IO
Bkiroyae 1,106 3ammciB mpo kommo3wuii Bix 568 yHIKaJIbHUX BHUKOHABIIB, 13 3a3HAUYEHHAM 12 My3WYHHX XapaKTEPUCTHK Ta
JKaHPOBOI MPUHANICKHOCTI. AHami3 3i0paHMX MaHWX TOKa3aB, IO >KaHpoBa Kiacudikamis BHOIpKH HOTpeOye MOKpaLIeHHS,
ockinpku Spotify knacugikyBaB He Bci kommo3umii. OTprMaHi pe3yabTaTH MOXKYTh OyTH BHKOPHCTaHI IS HOAATIBLIOrO aHATi3y
JKaHpoBoi Kiacu(ikanii yKpailHCHKOI MY3WKH, ONTHMi3allii peKOMEHAAUiHHUX CHCTEM Ta IOIYJSIpH3alil yKpaiHOMOBHOTO
KOHTEHTY Y MD>KHAPOJAHOMY MY3HYHOMY IPOCTOPI.

Kirouosi ciioBa: ykpainceka mysuka, Spotify API, Be6-3acTOCYHOK, )kaHpOBa KiIacudikalis, ayaio, aBTOMaTH30BaHUN
30ip JaHUX

Piatykop O., Shevchenko A. Integrating API into Web Application for Collecting Music Data from Open Sources.
Popularization of Ukrainian music in the world is an important tool for preserving the cultural identity and positive image of the
country. This paper considers the issue of automated collection and analysis of musical data of Ukrainian performers using the
Spotify API. A web application based on the Remix framework and the TypeScript language has been developed, which allows
for authorization, obtaining information about compositions, performers and albums, and storing them in a convenient format for
further processing. As part of the study, a sample featuring 1,106 composition records and 568 unique performers was formed,
containing 12 musical characteristics and genre labels. Analysis of the collected data showed that the genre classification of the
sample needs to be improved, since Spotify did not classify all compositions correctly. The obtained results can be used for further
analysis of the genre classification of Ukrainian music, optimization of recommendation systems and popularization of Ukrainian-
language content in the international music space.

Keywords: Ukrainian music, Spotify API, web application, genre classification, audio, automated data collection

IMocranoBka mpodaemu. [lomynspusamisi ykpalHOMOBHOI MY3UKH Yy CBITI Ma€ HaJ3BHYaiHO
BOXJIMBE 3HAYEHHS, OCKUIBKM BOHA CIpHsA€ 30EpeKEHHIO i IMOUIMPEHHIO YKPAiHCBKOI KyJIbTYpHOI
IZIGHTUYHOCTI Ha riobanpHOMY piBHI [1]. 3aBasku mys3wili, ska € yHIBEpCaIbHOI MOBOIO eMoIliil, YKpaina
MOJKe TIPEJICTABUTH CBOIO Oarary icTOpito, TpaJaullii Ta Cy4acHY TBOPYICTh CBITOBIil criyibHOTI. Lle Takox
JoriomMarae pyHHyBaTH CTEpEOTHITH, (POPMYBATH MO3UTHBHUN IMIJDK KpaiHU Ta BiIKpUBATH 11 KyJIbTypHHUI
MOTEHITiaJ JI HOBUX ayUTOPIM.

3a3Buuaii JIFOAM CIIyXalTh MY3HKY 32 CBOIMH CIIOJ00aHHSMH, SIKI B TOMY YHMCJi BH3HAYAOThCS
HarpsMKaMH kaHpiB. Ha chOro/Hi NOMMPEHNM € BUKOPHCTAHHS Pi3HUX BOYMIOBaHMX PEKOMEHMAIIHHIX
CHUCTEM Ui HaJaHHs TPOMO3HIINA KOpUCTyBauaM 3a iX iHTepecamu. JIJsi CTBOPEHHS OINTHMAalIbHUX
peKOMeH Al HeoOXiIHO MaTH Kiacu(ikalliro, 110 30ira€Thes 13 JHOACHKUMHE BIo100aHHIMHU. ToMy st
MOLIMPEHHST YKPaiHChKOT MY3HKH Yy BCECBITHBOMY NpocTOpi BapTo ii kiacu(ikyBaTu 3a BHU3HAYCHUMH
»kaHpamu. s BupilneHHs wiei 3a7a4i HeoOX1THO MaTH peasibHy CydacHy BHOIPKY YKpaiHCHKOI My3HKH.
3i0paTu Taki JaHHI MOXKHA 3 BIIKpUTHX JiKepen. OCKIIBKY 00CAT JaHUX MTOBUHEH OYTH SKOMOI'a OUIBIIHM,
TO 310paHHs JaHUX BapTO aBTOMATHU3YBATH.

AHaJji3 ocTaHHIX JoCTiIKeHb Ta myOuikamiii. Haceorogni HakonmuueHo Oarato iHdopwmarii, B
TOMY YHMCIII Y BIAKPUTHX JoKepeax. [lepoiM KpoKoM 10 Oyab-sKOTo Mpoliecy aHalli3y NaHHX € 301p JaHuX.
Tomy 3pocTae morpeda y OiIbI CKIAJIHOMY MiAXOAl 0 300py, OUHMIIEHHS Ta OOPOOKH JaHUX, a TAKOK
aBTOMaTH3alil 1boro npoiecy [2]. Tomy nuraHHsAM 30MpaHHAM JaHUX OIIKYEThCS 0araTo JOCIIIHHUKIB 3
PI3HOIO METOIO: JUIsl JOCIIDKEHB B rally3i OXOpOHU 310poB’s [3], Ui BUITydeHHS Ta KepyBaHHS JaHUMU
nyOJikanii [4], a1s corianbHuX oCipKeHs [5-6], a Takox Ui aHautizy ayaio Ta My3ukH B [HTepheri [7].
[Mommpenum juts 30MpaHHs JaHUX € BUKOPUCTaHHS BeO3acTocyHKIB [8-11]. [leski aBTOpM MPONOHYIOTH
30upat iHpOpMAaLilo B MPOCTOPi IHTEpHET 3a AOMOMOIOI0 1IHCTPYMEHTIB NpUHOMY Ta OOpPOOKHM JaHUX
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yepe3 dopmu [8-9]. Ane 6inbin eeKTUBHUMH METOJAMHU € aBTOMATH30BaHi IiIX0AN Yepe3 BEOCKPEHTIiHT
Ta BUKOPUCTaHHs iHTepdeiicy npukiaanoro mporpamysanns — Application Programming Interface (API)
[10-11].

Agtopu po6otu [10] meTanbHO TOCTIAMIH 11i 3aC00M Ta IPUHIILTH BUCHOBKY, IO 3a A0IOMOror API
MOXXKHa IIBUAINIE Ta HaJifHINIE OpraHi3yBaTH IOCTYN A0 CTPYKTYPOBaHHX [AaHUX B TMOPIBHAHHA 31
BeOckpeiminrom. Takox 3aBasku API-3amutam MokHa Oe3nocepeHbO OTPUMYBATH HEOOXiAHY
iHpopMalito y KoMnakTHOMY dopmari (3a3Buuait JSON), sika 3pydHa Ui noAanbinoi o0poOKH Ta aHallizy
manux. PoGora [11] Tako) NpHCBSYEHA NMHTAHHAM BHKOpUCTaHHS BeO-API BiIKpHTHX HaHuX. ABTOpH
BBXKAIOTh, M0 yIOCKOHAJICHHS JAOKyMeHTalii BeO-API BiIKpUTHX JaHMX MiJBUIIMTH €PEKTUBHICTH X
MOJAJIBIIOTO BUKOPUCTAHHS.

B cratri [12] aBTOpH MpOMOHYIOTH BiacHe BeO-MporpaMHe 3a0e3MeueHHs 3 BiKPUTUM BUXiTHUM
KOJIOM, STKE€ CHCTeMaTh3ye 30epiranHs, KepyBaHHs, aHOTYBaHH:, aHaJI3 1 0OMiH JIHTBICTUYHAMH JaHVMH,
3i0paHUMH Ha MiCLIIX, a TaKoXK 310paHMMH 3 pi3HUX JKepel B IHTepHeTi. 3ampomoHOBaHA CHCTEMa
YIpaBIiHHS Ta aHATI3Y JIHTBICTUYHUX JAHUX J03BOJISIE EKCTIOPTYBATH JaHi B pi3Hi (hOpMaTH, BKITFOYAIOUN
CSV, TSV, JSON, XLSX.

[pynToBHE mocnmipkeHHs mono inTterpamii APl Ta opramizamiiinoi rHydkocTi Ha HH(PPOBHUX
My3UYHUX IUIaThopMax mpoBenr B poboti [13]. [dochimkeHHS IMX aBTOPIB MPOJAESMOHCTPYBAJIO
tparchopmanitiny pons APl y mudposiit mysuuniéi mmardopmi. ABTOpH B CBOill poOOTI poOIATH
BUCHOBOK, o iHTerpamis APl BruMBae Ha THYYKICTh OpraHizamii 3a TakuX YMOB, SIK HAasBHICTb
MO>KJIMBOCTEH 1 yIIpaBIiHHS HAMPYTOIO 1]l Yac MpoIecy iHTerparii.

B po6orti [14] Takox BBa)aroTh, 110 OpraHisaiiist 30upanHs 1anux depes API € gomiapHO0. ABTOpH
MIPOIIOHYIOTH BIACHY BeO-TporpaMy Spotivey IS CIpOIEHOT0 BUKOPUCTAHHS MIPOTPaMHOTO iHTEepdeicy
nporpamu Spotify B JOCTIDKEHHSX MIOAO MY3WYHHX BHOJ00aHb ciyxauiB. CTpiMIHTOBHH cepBic
MOTOKOBOTO ayaio Spotify gocmimkyeTbes He JUIie B 1ild poOOTI.

Ha ocHOBI gaHuX moctadaisHUKa MOTOKOBOTO ay/Iio Ta Mesia-mociyr Spotify mpoBoauThes O6arato
nociipkens. Tak B podoti [15] aBropu aHanizyTh peUTHHT Halikpaiux noakactiB Spotify y [Topryranii.
3aBasiku gaHuM SpPotify aBTOpu BHBYAKOTH, SK CHOPHUSIIOTH BIIKPUTTIO Ta HACKUIBKH PI3HOMAHITHUM €
KOHTCHT, SIKHH HAJa€ThCsl KOpUcTyBadaM. B poboti [16] aBTOpH BHBYaIOTh KOPUCTYBAIbKHIA JOCBI Ha
Spotify, pi3HOMaHITHICTh Ta Y3roJKEHICTh HaOOpy IiceHb, sIKi KOpHUCTyBad ciyxae. Ha ocHOBI
HAKOMWYEHUX MiJbHOHIB IMiCEHb Ta TIOBEMIHKHM IPOCIyXOBYBaHHS Ha Spotify aBTOpH BH3HA4alOTh
HACKIJIbKM MY3HYHO DI3HOMaHITHMH KOXXEH KOpUCTyBad. TakoX B poOOTI HaMararoTbCsi BUSIBUTH YU
BHCOKa pI3HOMAHITHICTh CIIO)KMBAaHHSA. EKCIIEpUMEHT IMX aBTOpPIiB IMOKa3aB, M0 aJITOPUTMIYHI
peKOMeHIaIlil ePEKTUBHIIII JJI KOPUCTYBAYIB 13 MEHIIIOK Pi3HOMAHITHICTIO.

Takox BHBUCHHIO TUHAMIKM TOMYJSIPHOCTI My3uKH Spotify Ta NporHO3yBaHHIO 3a JOTIOMOTOIO
MAITMHHOTO HaBYaHHs pUCBsiaeHa poooTa [17]. 106 oTpuMaTH riubIie po3yMiHHSI My3HYHUX yITOJ00aHb
i Momeneidt moBeniHku KopuctyBauiB Spotify B poGori [17] mpoBomuThCs peTeNbHUE aHami3 i
JOCIIJDKY€ETBCSI B3a€MO3B 130K MK MY3WYHUMH (QYHKIISIMH Ta IOBEIIHKOIO KopucTyBadiB. Pobora
HampaBieHa Ha 30ip JaHMX OpPO MPOCIYXOBYBaHHS MY3HKH KOpucCTyBauiB Spotify Ta anani3 pizHHX
MY3UYHUX XapaKTePUCTHK TaKi K EHEepris, TAHI[IOBaJIbHICTh, BAJICHTHICTH 1 ynapu 3a xswmHy (BPM). Ha
OCHOBI IIbOTO JIaJIi aBTOPH BUKOPHUCTAJIM JBI MOJE/I MalllMHHOTO HaB4YaHHs JlepeBa pimieHs 1 Bumasakosi
JicH A71s1 MOJEITIOBAaHHS Ta aHAII3y AaHUX MOBEAIHKHM KOpHUCTyBaudiB Spotify. ABTOpH BUSBHIM MICHI 3
BHCOKOIO EHEPri€r0, TAaHI[IOBAIBHICTIO Ta BAJICHTHICTIO, SK TMPaBHIIO, OiIBII IOMYJSIpHI cepen
KOpHCTyBadiB. Tako aHaIi30M My3WYHHX JaHHUX 3aiMainch HayKoBii poooTu [18]. ABTopu mpoBoauIn
MporHo3yBaHHs aymiopyHkiii Spotify 3a Teramu Last.fm. ABTopu BBaXkarOTh, 110 3iCTABJICHHS JOPIKOK
Mix Last.fm i Spotify — e me ogHa MOXIMBICTB A1 JOCTIHKEHHS Ta BIIOCKOHAJICHHSI.

TakyM YUHOM, aHai3 OCTAHHIX JOCITIIKEHb Ta MyOIiKalliil mokKa3as, 110 aHaJi3 My3UYHHUX JTaHHX,
iX 3BYKOBHX XapaKTEPUCTHK, TOIIYK 3aKOHOMIPHOCTEH Ta JIOCII/KEHHS BIOJ00aHb KOPHCTYBadiB €
JOCUTH aKTyalbHOIO 3ajauero. J[ms BupimenHs miei 3amadi HeoOXigHe 30MpaHHS JaHUX, SKE YacTille
MPOBOJATH 32 AONOMOIol0 BeOiHCTpyMeHTiB. [lommpennm Ta eeKTHBHUM MiIX0A0M AJIs peanizamii miel
3ajadi € CTBOpPEHHs BeOJOAATKY 3 BHKOPHCTAaHHSM HEOOXiNHOTO iHTepdelicy NpUKIaTHOTO
MpOTpaMyBaHH;I.

Merta pocaigzxenHs. [aterpauis api y BeOZoAaTOK A1t 30MpaHHs YKPAaTHCHKUX MY3WYHUX JaHHX 3
MY3HUYHOTO CTPIMIHIOBOTO cepBicy Spotify.

Buknan ocHoBHOro martepiany ii OOIPYHTYBaHHs OTPUMAHHX pe3yJbTATIB JOCTiIKEHHS.
[Iponec 300py naHMX Mpo yKpaiHCBKY MYy3HKY BinOysascs 3a momomoroio API matdopmu Spotify, mo
Ha/1a€ MOXKJIMBICTh OTPUMYBATH AaHi PO MY3WYHI KOHKPETHHX KOMIIO3ULiH. Byso BupilieHo CTBOPUTH
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MPOCTHI BeO-I0AATOK, B AKOMY Oyle MOXXIHBICTh aBTOPH3YBAaTHCH i3 BIACHUM akayHTOM Spotify Ta
TIEPETJITHYTH 1 3aBaHTAXXKUTH JIaHI TIPO IiCHI.

[Tnatdpopma Spotify pasom 3i cBOIMH KypaTopamu PeryiIsipHO CTBOPIOE N00ipKU miceHb. Lle MoKyTh
OyTH SIK IPUCBSYCHI HAUTIOMYIIIPHIIIAM 3a PiK, TaK 1 TPEHIOBUM Ha OKPEMHUH IPOMIKOK Jacy MmicHAM. byio
o0pano 20 go06ipoK, 3 AKuX 5 MpUCBIYEHI KpamuM micHsaM 3a 2019-2023 poku, 8 — HANMOMYJISPHIIINM 32
2023 pik, 3aUIIOK — HAUMOMYJISPHIIIMM 332 TpoMiXoK 4acy 2023-ro poky. Takuii po3monin A03BOJIUTH
CTBOPHTH IIHPIITY BUOIPKY 3 OLIBIIONO KIIBKICTIO KaHPIB.

CTBOpeHHS 3aCTOCYHKYy Oylio peanizoBaHO 3a JomoMoror ¢periMBopk Remix Ta MmoBa
nporpamysanns TypeScript. BuGip ppeiiMBopKy 103BOJISE MOJETTIUTH PO3pOOKY 3a 30epiraTtu cepBepHUit
Ta KJIIEHTCHKUH KO/ y OJTHIH KO0BiH 0a3i. [logaTok 3amyckaTuMeThCs 3a IOTIOMOTOFO JIOKAJTbHOTO CEPBEPY
vite.

st aBTOpH3anii mponoHy€eThCS ABa BapiaHTH — IJIs 3aCTOCYHKIB 13 cepBepom Ta 0e3. i cepBepHIX
3aCTOCYHKIB T€HEPYETHCSI CEKPETHHH KIIIOY JOAATKY, SIKUM BUKOPHUCTOBYETHCS Ui OTPUMAHHS TOKEHY
aBTeHTH(]IKAIil Ta TOKEHy OHOBJIEHHA. Jl0MaTKOBO 3a3HAYa€THCS OOCST [TO3BOJIB, IO HAJAIOTHCS
3aCTOCYHKY, HAIlpHUKIa[, 10 mpodins abo modipok kopuctyBada. TakuM YWHOM, BUKOPHCTAHHS TOKEHIB
JI03BOJISIE aBTOPU3YBATUCh OJIUH pa3, a aii cepBep Oy/1e aBTOMATHYHO iX OHOBIIOBATH.

Hns  ctBopenns 3amwutiB g0 Spotify API Oymo crBopeno HTTP-kimieHT 3 nmekuibkoma
TIEPEXOTUTIOBAYaMH JUTA JOJaBaHHSI HEOOXiJHHMX 3ar0JI0BKiB aBTOpH3allii. ApXiTeKTypa J0JaTKy ITOKa3aHa
Ha pUCYHKY 1.

HTTPS
Web app Web server Spotify
5 £ o] | £
b;t:l i <<component>: <<components=——-7? 1, | -0 > <<components:
EreOmpanan : Authentication service Spotify API client Spotify API
HTTP client N

Puc. 1 — ApxiTekTypa Be63aCTOCYHKY

PeanizoBani meronu ans oTpuMaHHA iH(GOpMAIi Ipo anrs00MH, BUKOHABIIIB, JOOIPKH Ta My3H4Hi
XapaKTepUCTUKU TiCEeHBb. 3a JIOMIOMOTOIO 3alUTIiB J0 MYy3UYHUX XapaKTEPHCTHK KOHKPETHOI KOMMIO3HUIIi1
MOYKHA OTPUMATH 12 XapakTepUCTUK. 3alHTH JI0 TAaHUX MPO KOMITO3UIIii JO3BOJISIOTH OTPUMATH JaHi PO
BUKOHABIIS Ta aJIbOOM, a TAKOX Ha3BY Ta 300payKeHHS OOKJIaMHKH.

[Tpu 3aBaHTaXeHHI JaHWX AOOIpKU MiCEHb OKPIM 3amuTiB Mpo iH(OpMAIio Mpo Hei J0JaTKOBO
HAJICUJIAIOTHCS 3allUTH JIJIsi OTPUMAHHS XapaKTePUCTHK KOXKHOI mmicHi. [lics nporo 11i AaHi MOETHYHOThCS
y €nuHUNA 00’€KT, SKUH Mmi3HilIe MokHa 3aBaHTaXHUTH y (opmari JSON. Ha pucynky 2 mokazaHo IBi
CTOPIHKHU BeO-70J1aTKy i3 3aBaHTAXXKEHUMH JaHUMU.

Load playlist Load artist(s)

Enter playlist URL or ID Entor a sigle URL, ortist (D, of a kst of comma or space-soparated artist IDs

hittgs:fopen, s potify.com|playlis 3 FBdOZE DX 01T YEBIHIP Load  Reset Save as JSON 2VuSeGwzYBNFMIhbO32G B 36N Tarz0jbvOmMaPE w1 3BXw, ILN Load Resot Save a5 JSON

Pra——
i LI AramynApHi THGBKI ApTNGTH 2023, € YAKTAK ‘|" gt %& j i
;& - -

LAV

HKHKT Liiwa Puray Sornium

Raindy

Kraleban by o hesnian hip ho

e & MM

QeTannif Dok

SaddSull YaZheYio YAC Koze108 BudeTak

Jrmevan hip hog

s

a) — CTOpiHKa CHHCKY BiITBOPEHHS 0) — cCTOpiHKa BUKOHABLIB
Puc. 2 — Inrepdeiic kopuctyBaua BeO-porpamu:
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TakuMm unHOM, OYII0 3aBaHTa)XKeHO AaHi oOpaHux 100ipok y popmari JSON. Jlaxi 6ymo mpoBeaeHo
ix TpaHcdopmalilo 3a AONOMOIOI0 CKpUNTY, IO HamucaHuii Ha MoBi Python Ta BHKOHyeThCs 3a
norioMororo incTpyMeHTty Jupyter Notebook. Bin BukoHye Taki oneparii:

— imnopt JSON-gaiin xoxHoi no0ipku y dhopmari Tabnuui DataFrame;

—  BUJAJEHHS 3 TabauLb J0OIPOK 3aiiBi OIS, HAPUKIIAA, 30BHIIIHI KJII0Ui Ta TOCHJIAHHS Ha 300paKeHHS;

— 30ip yHiKaJbHHUX imeHTH(]IKaTOpiB anbOOMIB Ta BHKOHABIIB 3 ycix H00ipoK Ta 30epexeHHs iX y
¢dhopmati CSV B 1Ba okpemi haiiim;

— 30epexxeHHs KoxKHOI 100ipku y popmati CSV amst monanbioi poboTy.

Ockinbku mwiatgopma Spotify Bu3Hauae My3u4Hi KaHPH JIUILE A7l BAKOHABIIB, a HE JJIST OKPEMHX
MiCeHb, 3HAJ00MIIOCS MPOBECTH JAOAATKOBHMA €Tall 3aBaHTaKEHHS JaHUX MPO yCiX BHKOHABIIB J00IpOK.
VYHikanpHi igeHTH(]IKATOpH BUKOHABIIB, OTPHMaHI NP pOOOTI CKpHMNTy, OyIIO BHKOPHCTAHO ISt
3aBaHTa)KCHHSA JAHMX BHMKOHABIIB 3a JOMOMOror BeO-momaTky. CkpunT OyB pO3IIUpPEHHHA TaKHUMH
oTeparlisiMu;

— immnopryBanHs JSON-daiiniB naHux npo BUKOHABIIB y GpopmaTti Tabnuni DataFrame;
—  OYHMCTKA JaHUX MMPO BUKOHABIIIB Bijl 3aiBUX IOJIIB;
— JI0JITaBaHHS JJaHUX PO BUKOHABIIS Y TAOJIUITIO JOOIPOK Ha OCHOBI HOTO ineHTH]IKATOpPA.

TakuM gmHOM, PO3pOONICHUI CKPUNT peanizyBaB CKIAAHY Joriky 3aBaHTaxkeHHS JSON-daiiniB y
mam’siTh, OYHCTKH JaHWX BiJ[ 3aiBHX IIONIB, 30€peXCHHS NaHWX y 1HIIOMY (OpMari Ta CIiBCTaBIECHHS
iH(pOpMallii 3 pi3HUX JKepell Ha OCHOBI YHIKaJbHUX iIeHTU(IKATOPiB BUKOHABIIIB.

O0’eanana BUOIpKa 3 JaHUMH MPO BUKOHABIB Ta KOMMO3WIii BKIO4Yae B cebe 21 arpuOyT:
inmeHTH(iKaTOpH IMiCHI, BUKOHABII Ta albOOMYy, PiK Ta JaTy BHUXOAY, TPUBATICTh, Ha3By KOMIIO3MIII Ta
BUKOHABIIS, TIApaMETp MOMYyJSPHOCTI Ta 12 My3HMYHHMX XapaKTEpPUCTHK: TaHIOBaIbHICTH (danceability),
eHepriiHicTh (ENergy), BinHocHy ryunicts (loudness), my3uunwuii aa (mode), po3mMoBHiCTH (Speechiness),
aKyCTHYHICTB (acousticness), incrpymenrtanbHicTh (instrumentalness), »xwusicts (liveness), mysuuny
NO3UTHBHICTH (Valence), kibKicTh ynapiB Ha XBUIHHY (tempo), ToHasbHICTh (KeY) Ta TakToBHil po3mip
(time signature). Beboro y chopmoBaniii BuOipiii Mictuthes 1,106 3amuciB mpo KOMIO3HILIT, 110 BXOIATH Y
1,057 anms60MiB Big 568 yHIKaIbHUX BUKOHABIIIB.

VY BuOipky yBiiinum 193 yHiKanbHUX KaHPH, SK1 HE € )KaHPaMH y 3araJIbHOIPUHHIATOMY PO3YMiHHI.
Jlo OarathoX 3 HHMX JOJAIOThCS MOAU(DIKATOPH, HANPHUKIIAJ, KpalHH 4M MicTa moxojpkeHHs, Ukrainian,
Romanian Tomo. Takox iCHYIOTH >KaHpH, IO HE € TAKMUMH y KIACHYHOMY PO3yMiHHI, HamNpHKIAL,
weirdcore un zoomergaze. [licns inpTparii TakuxX *KaHPiB KiTBKICTh pEATEHUX XKaHPIB CKJIalia BChOTo 63,
JesiKi 3 AKHX € KOMOTHAIISIMH JIBOX ITMPOKOBXXHUBAaHUX — HANIPHUKIIAJ, «POp EDM».

Takoxx BUSBHIIOCS, 1110 MEHIII TIOMYJISIPHI BUKOHABII a00 Taki, 1[0 He MalOTh JIOCTATHLOI KiJIbKOCTI
KOMIIO3uLiH, me He Oynu kimacudikoBaHi Ha >xaHpH riatdopmoro. 3 1106 3amuciB nume 896 MaroTh
MPUCBOEH] ICTHHHI MITKH KiaciB. TOMy HACTYMHHM eTarnoM poOoTH Oyne oOpoOKa OTpHMaHOi BUOIpKU
nepe/ MoJANBIIAM aHai30M Ta KIacUu(iKalli€ro.

BucHOBKH Ta NepCNEeKTHBH NMOAAJIBINOTO0 XOCTiAKEHHSI.

VY pe3ynbTati gociijkeHHs: Oylo CTBOPEHO BeO-I0JaTOK Ha OCHOBI (hpeliMBOpKy Remix Ta mMoBH
TypeScript st aBTOMaTH30BaHOTO 300pY JaHUX MPO YKPAiHCHKY MY3HUKY 3 ruiatdopmu Spotify uepes APL
PeanizoBaHo MexaHi3M aBTOpHM3aIlii KOPUCTYBaviB, HaJCcHiIaHHS 3anuTiB 10 API, otpumanss indopmarii
po anb00MH, BUKOHABLIB, JOOIPKH Ta My3W4HI XapaKTepUCTUKH TTiceHb. 3i0pani naHi Oynu 30epexeHi y
¢dbopmarti JSON, a ixust mogasbina o0poOKa 3aiicHIOBaIacs 3a goromoror Python ta Jupyter Notebook.

dopmyBanHs BHOIpKkH Oa3yBasiocst Ha aHamizi 20 odiniiiaux no6ipok Spotify, mo oxorumroBanu
MOMYJISIPHI Ta TPEHJOBI KOMIO3HULIT 32 OCTaHHI pOKH. Y MiJICyMKy oTpuMaHo 1,106 yHiKaJbHHX 3aIuciB
Ipo micHi, o Hajexarb A0 1,057 ans0omiB Big 568 yHiKanbHUX BUKOHABILIB. byso 3i0paHo 12 My3uuHHX
XapaKTePUCTUK KOKHOT KOMITO3HIIii, @ TAKOXK BU3HAYCHO PIBEHb ii MOMYJIIPHOCTI.

AHaJi3 OTpUMaHUX JaHUX BUSBHUB IEBHI NMpoOIeMH, 30KpeMa BiJCYTHICTh BH3HAYEHHS JKaHPY Ha
piBHI OKpeMHX KOMIIO3MLIH, IO YCKJIAIHIOE MOJANbIly aBTOMaTHUHYy kiacudikauito. Lle mortpelye
MOJAJIBIINX JIOJJATKOBUX €TaIliB 0OPOOKH JaHUX JUTsl TOKPAIICHHS TOYHOCTI KaHPOBOT aTpUOYIIii.

OTtpumaHi pe3yinbTaTH IEMOHCTPYIOTh JOIUILHICTE BUKOpUcTaHHs API 1i1st 300py My3WYHHX TaHUX,
MPOTE BKA3YIOTh Ha HEOOX1THICTB 10JaTKOBOI 00pOOKH [ KOPEKTHOI *KaHpoBoi kinacudikaumii. [Tonanpmi
JOCTIDKEHHS. OyayTh 30CEpeIKeHI Ha IMOKpalleHHI Kiaacudikalli jkaHpiB Ta BHKOPHUCTaHHI METOJIIB
MAaIIMHHOTO HABYaHHS JUISI aBTOMATUYHOT KaTeropu3allii yKpaiHChbKUX My3UYHUX KOMITO3HIIIH.
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IMPOI'PAMYBAHHS ITPOBOTI'O JOJATKY 3 BUKOPUCTAHHAM HITYYHOI'O IHTEJIEKTY

Iponina O.l., PeiiskeBcbkuii M.I. IlporpamyBaHHsl irpoBoro 10JaTKy 3 BUKOPHCTAHHAM IITYYHOrO iHTEJIEKTY.
CrarTs MpUCBSYEeHA BaXKIUBOCTI PO3BHUTKY BiJICOIrOp y Cy4acHOMY CYCIINBCTBI Ta POJIi INTYYHOTO IHTENEKTy B Wiit chepi.
PosrnsHyTO BHECOK Bieoirop y KyJabTypy, €KOHOMIKY Ta TEXHOJOTIYHHH MpPOTPeC, a TaKOX IXHIM BIUIMB Ha IOMYJIIPU3ALII0
HalioHaJbHOI cragmmHu. ONHCaHO 3aCTOCYBAaHHS LITYYHOTO IHTENEKTY y CTBOPEHHI IrPOBHX MeXaHiK, IeHepamil TeKCTYp,
a”imanii Ta po3Butky NPC (HeirpoBux mepcoHaxiB), mo 3abe3rmedye OUIBII pealicTHYHWHA irpoBHi JOCBiA. BuciTieHO
BukopucranHs Reinforcement Learning i anroputmy Proximal Policy Optimization aist HaBuanas NPC, mo ontuMisye nporec
PO3pOOKH Ta MOKpAIIye MOBEIIHKY HEPCOHAXIB. Y CTaTTi HaBeJEHO IepeBaru BIPOBA/HKEHHS ITYYHOTO IHTEIEKTY Y BilEOIrpH,
SIKi pOOJIATE 1X CKIIAQIHIMIMMU, IUHAMIYHIIIAMHU Ta OUTBII iHTePaKTHBHIMH.

KurouoBi ciioBa: Bimeoirpw, mryyHuid iHTenekT, irpoBi MexaHiku, NPC, reinforcement learning, proximal policy
optimization

Pronina O., Reizhevskyi M. Programming A Game Application Using Artificial Intelligence The article is devoted to
the importance of the development of video games in modern society and the role of artificial intelligence in this area. The
contribution of video games to culture, economy and technological progress is considered, as well as their impact on the
popularization of national heritage. The application of artificial intelligence in the creation of game mechanics, texture generation,
animation and development of NPCs (non-player characters) is described, which provides a more realistic gaming experience. The
use of Reinforcement Learning and the Proximal Policy Optimization algorithm for NPC training is highlighted, which optimizes
the development process and improves the behavior of characters. The article presents the advantages of implementing artificial
intelligence in video games, which make them more complex, dynamic and more interactive.

Keywords: video games, artificial intelligence, game mechanics, NPC, reinforcement learning, proximal policy
optimization.

BaxuimBicTs po3BUTKY Biieoirop B cycnijibeTBi. Ha choroseHHs Bijeoirpu cTaay HEBiI'€MHOIO
YaCTUHOIO HAIIOTO JKUTTSA, €eKOHOMIKHU, KynbTypH. ['apHuMm mpukiagom € Bigoma rpa, S.T.A.L.K.E.R. 2:
Heart of Chornobyl Bix ykpaiHCEKUX PO3pOOHUKIB, sika MicTUTh B co0i oHax 400 ykpaiHCBKUX ITiCeHb, Ta
npocyBae ix y iHmi kpainu. 1o posmmproe momyssipHiCTh Ta BII3HABAHICTh YKPaiHCBKOI KyJIBTYpH.
Bineoirpu 3amy4aroTh COTHI MiJIbIOHIB IpaBIIiB, TEHEPYIOYH COTHI MIJILHOHIB Ta MUIBSIP/AN JOXOJIIB Y PiK.
Tineku B CIIA cepenHbocTaTHCTHYHHI TPpaBelb BUTpadae nogad 450 gonapis KoxHi 3 MicALs, a CyMapHO
BiJIeOirpoBa 1HIyCTpisl MpHUHECTA MOHAJ 57 MINBSIPAIB JOXOMy 3a piK, IO HadaraTo OUTbIIE HIXK KiHO,
MY3HKa Ta iHim ingyctpii [1].

3rigHo 3 AaHWUMH, TIoHa] 62% IrpoBUX CTYHid BUKOPUCTOBYIOTH ITy4HHH iHTenekT (L) y cBoiit
po0OTi, IO CBIAYNTH MPO 3pOCTAIOUy IMOMYJSPHICTh Ta BAXKJIMBICTH IIi€l TexHomorii B iHmycTpii [2].
HITy4Hui iHTENEKT aKTHBHO 3aCTOCOBYETbCS B PI3HHMX AacleKTaX pO3pOOKH BIiJICOIrOp TakuX sIK,
NPOTOTHITYBaHHS Ta po3po0OKa KOHIENTIB IO JO3BOJIIE PO3POOHHKAM €(QEKTUBHIIIE TECTyBaTH Ta
BIOCKOHATIOBATU IrPOBi MeXaHiKW. 3aBISKM IITYYHOMY IHTEJEKTY MOXKHA aBTOMATH3YBaTH IPOLIECH
reHepatii TEeKCTyp, MoJieNieil Ta IHIINX €JIEMEHTIB, 110 3HAYHO MIPUCKOPIOE PO3POOKY Ta 3HIKYE BUTPATH
yacy. AniMarisi ta o3By4deHHs: Il BHKOpHCTOBYEThCS JUIsi CTBOPEHHS PEANICTHYHHMX aHIMalid Ta
03BYYEHHSI NEPCOHAXIB, IO MiABUIIYE SKiCTh irpoBoro mpouecy. Hampuknan, y rpi «High on Lifex»
texHosorist Midjourney Al Oyna BuKOpucTaHa Juisd TeHepalii yHIKaJbHHUX TEKCTYp, ILIO J0JANO0
croppeanicTu4Hol aTMocdepH cBiTy rpH [3].

IITy4Hni 1HTENEKT TaKOXX AKTUBHO 3aCTOCOBYETHCS Uil TOKPAICHHS TMOBEIHKH HE IMPOBHX
nepconaxis (NPC) a came. [lITyunwuii intenekt no3soiste NPC anantysatucs 0 aiil rpaBist, pearyBaTi Ha
3MiHH B iITPOBOMY CEpEJIOBHII Ta NMPUIMATH CKJIAJHI PillIeHHS, 0 pOOUTH B3aEMOJIII0 3 HUMH OiIBII
MIPUPOJTHOIO Ta IIKaBOO. 3aB/sKU MTydHOMY iHTEeNnekTY NPC MOXyTh BeCTH OLIBII CKIIAJIHI Ta JMHAMIYHI
JiaJIoTH 3 rpaBLeM, 110 30arauye CIOXKET Ta IiJIBUILLY€E 3aHYPEHHS B IPY.

AHani3 ocTaHHiX HocjaimkeHb Ta myOmaikamiii. Y poboti [4] ommcano pons LI y Bimeoirpax,
30KpeMa Horo BIUIMB Ha irposuii mporec, NPC, ananraiiito rpu, mpolieaypHy reHepaliro Ta MOJICITIOBaHHSI
nocBiny. PosrnsgaroTeess MallMHHE HaBUaHHS W HEHpoMepexi, 10 MEepCOHANI3YIOTh TPy, aHANI3YIOTh
rpaBLiB 1 MOKPAIIyIOTh rpadiky Ta 3BYK.
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VY Ttekcrti crarti [5] po3rmsimaeThes icTopis Ta BIUIMB TexHOINOTiH, 30kpema LI, Ha po3pobky
Bizeoirop. 3raxyerbes rpa Tennis for Two (1950) sik moyaTok TEXHOJIOTIYHUX iIrpOBUX eKkcriepuMeHTiB. 11T
PEBOIIONIOHI3YBAB 1HIYCTPilO, JOAAI0YN IHHOBAIiHI (YHKIII Ta TMOKPAIIyIOYH B3aEMOZII0 TPaBIB i3
MepCOHAKaMU H CIO)KeTaMU. AHAI3Y€EThCS POJIb CydYaCHUX TEXHOJIOTIH y reiiman3aiini, icropis LI B irpax
Ta WOT0 NOJAJBIINN PO3BUTOK.

VY poboti [6] posrasinaerbes BruB LT Ha po3BUTOK Bifeoirop, 30KpemMa MOKpalieHHs Bi3yalbHUX
ACTIeKTIB, ONITUMI3AIlII0 TEHMITIEI0 Ta CTBOPEHHS PEATICTUIHUX CEPEIOBHUIIL. AHANIZYETHCS 3aCTOCYBAHHS
MaIIMHHOTO HABYaHHS Uil aHiMmawii, penbedy Ta cBIiTIOBUX edekTiB 3a Meronoiorieio PRISMA.
OOroBOpIOIOTHCS MEpeBary, BUKIMKHN Ta €TU4YHI acriekTH BipoBamxkenHs L1 y Bizeoirpax.

VY tekcti poboth [7] po3risgaeThes poiib MITYYHOTO IHTENEKTY B irpoBii iHAYCTpii, 30Kkpema Horo
BIUTMB Ha PO3pOOKYy, ONTHMI3aIlif0 irpOBOrO MPOIECY Ta MOKPAIIeHHS KOPHCTYBAIBKOTO JIOCBiAY.
Omnucyrotbest anroputmu LI, siKi 3aCTOCOBYIOTBCS TSI BAOCKOHAJICHHS Pi3HUX acCMEKTiB irop, Takux fK
B3a€MOJIisl TPABIIB 13 iIrPOBUMH €JIEMEHTaMH Ta 3arajbHa ONTUMI3allisi KOHTEHTY. Y CTaTTi aHaJi3yIOThCS
MOTOYHI JOCATHEHHA B il cdepi Ta MPOrHO3yeTbes MaiOyTHid posuTok IIII, BriFOYatoum i#Horo
iHTerpallifo B eTanmu Ju3aiiHy irop ta po3poOky. OKpeMo pO3risAaloThCsl MOXIMBOCTI MOKpAIICHHS
amapaTHOro 3a0e3Ne4YeHHs JUIs MiATPUMKHA Otk ckmagaux Moxenei LI, 3aBepiryerbes TekcT
00TOBOPEHHSIM TIEPCIEKTHB PO3BUTKY IrpoBoi iHAycTpii 3aBasku 3actocyBanHio LI, migxpecmroroun
MIOTEHIIIHI TOCSTHEHHS Ta MepeBard IUisi CTBOPEHHS OLIBII 3aXOILTIOI0YNX 1 TEPCOHANI30BAHUX ITPOBHX
CepeIOBHII.

VY crarri [8] po3rasaaeTses 3acTocyBanHs mTy4dHOTO iHTENeKTY (L) B po3poodii Bineoirop, 30kpema
HOTO POJIb Y MOJIETIOBAaHHI TOBEIHKY HeirpoBux repcoHaxiB (NPC) uepes anropuT™Mu MpUAHATTS PillleHb.
Taxkox o0roBoproeTbes BukopucTanss LI myis nponerypHOi reHepaltii KOHTEHTY, TAKOTO SIK JM3aiH PIBHIB
yh Micii, 1O copusie Pi3HOMaHITHOCTI irpoBoro mporecy. OCHOBHa yBara B CTaTTi NPUAUISETHCS
3acrocyBanHio Il mas moxpameHHs peamicTHaHOCTI (Pi3WKK Ta pyxXy B irpax, a TakoX IUHAMIYHIH
ajanraiii KOHTeHTy. BoHa Hajae BCEOCSHIKHUE OIVIA MOTOYHOrO craHy Bukopuctanus LI B iHgycTpii,
MiAKPECITIOI0YH BaXKITUBICTH I1i€1 TEXHONOTI1, a TAKOX MPOTHO3YE ii MOJANBIINI PO3BUTOK.

VY [9] craTTi npeacTaBieHo oriis BUKOpUCTaHHS TydHOTo iHTeNneKTy (IL) y po3pobiii cepitozamnx
irop. OnricaHo €BPONEHCHKII MPOEKT, KWW MPOTOHYe Hadip nepeaoBux kommnoneHTiB LI mis irop, mo
BKITIOYAIOTh MEIarOT1YHI MOKIIMBOCTI Ta MOKYTh OYTH JIETKO BUKOPUCTaH1 Ha Pi3HUX IrPOBUX IUIaThopMax
1 B IrpOBHX JIBIDKKaX.

VY crarri [10] #neTbest Ipo JOCHTIKEHHS, K1 aHai3yroTh 3actocyBanHs LI B mu3aiini Ta po3pooii
irop. Po3risgaroTbest THIM MAalIMHHOTO HABYAaHHS (KOHTPOJIbOBAaHE, HEKOHTPOJIbOBAHE, MiIKPITUICHHS) Ta
meronu rimbokoro HaB4daHHA (CNN, RNN, GAN). Onucano Bukopucranus I mns mpouemypnoi
reHepauii KOHTeHTy, OajaHcyBaHHsS rpu, ynpasiminHi NPC, tectyBanHs Ta nepconamizauii. HaBeneno
npuknanu AlphaGo, StarCraft II Ta OpenAl Five. Takox obroBoproroTbcst 6e3rneka, KoH(iIeHIiHHICTD 1
etuka y coepi LI B irpax.

L5 [11] craTTs po3risiaae BIUIMB aBTOHOMHUX 1HTEJNEKTYalbHUX IHCTPYMEHTIB Ha IPOEKTHY pOOOTY,
30KpeMa Ha IHHOBaliiHWK au3aiiH. Taki IHCTPYMEHTH 3/aTHI Te€HepyBaTH CKJIAJHI Ta OpHTiHAIBHI
pe3ysabTaTH 3 MiHIMaJIbHUM 200 HYJIBOBHM BTPYYaHHSIM KOPHCTYBaya, 10 3MIHIOE TPaJAMIIiHHI MiAX0H 10
MPOEKTYBaHHS Ta BIIPOBA/XKCHHS iHHOBAIIN. Y CTATTi MPOMOHYETHCS KOHIENTyaj IbHa OCHOBA JIJIsl aHAITi3Y
BIUIMBY LMX IHCTPYMEHTIB Ha mpouec npoekryBaHHsA. CrodaTKy aBTOpHM KOHLENTyaji3aliss aBTOHOMHi
THCTPYMEHTH SIK «palliOHAIHUX) arcHTIB, sSIKi MOXKYTh OpaTH y4acTh Y IPOCKTyBaHHI. BOHN MMOKa3yIoTh,
0 Il areHTH MOXKYyTh MpAIOBATH 3a JIBOMAa IIiJXOJaMH: CHMBOJIYHMM 1 KOHEKI[IOHICTChKHM, SIKi
BIPI3HAIOTECS MigxoxamMu 10 oOpoOku iHdopmamii. [danmi 3acTOCOBYETbCS TEOpisl yHpaBiliHHS, MO0
MpoaHa i3yBaTH B3a€MO3B'SI3KM MK ABTOHOMHHUMH 1HCTPYMEHTAaMH, JIOJIbMH, SKi OepyTb ydacTb y
MPOEKTYBaHHI, Ta CEPElIOBHUIIEM, Y SKOMY Il IHCTPYMEHTH (QYHKI[IOHYIOTh. Takuil MmiaXia J03BOJISE
BUBYATH aBTOHOMHI 1HCTPYMEHTH MPOEKTYBaHHsI SIK HOBUI TUI areHTCTBAa B OPraHi3amifHOMy KOHTEKCTI.
Sk mpuKIanM LBOro MigXOMy B CTaTTi HABOIUTHCS po3poOka Bigeoirpu Ubisoft Ghost Recon Wildlands,
0 BUKOPHCTOBYBAJIA TaKi IHCTPYMEHTHU JIJISl MPOEKTYBAaHHs. 3aBEPIICHHS CTATTI MICTUTh OpPIEHTOBHY
porpamy JOCIiKEHb JIJIS TIOJIaBIIIOT0 BUBUSHHS aBTOHOMHHX 1HCTPYMEHTIB MPOEKTYBaHHSI, 00 Kparle
3pO3YMITH iXHi BIUTMBH Ta MOKJIMBOCTI B iHHOBalifHOMY HPOLIECi.

Merta gocainzkenHs. BuspneHHs e(eKTUBHIX XapaKTEPUCTUK KOMIT I0TEpPa, Ul MPOEKTYBaHHS Ta
po3pookn NPC 3 BUKOpUCTaHHSIM MITYYHOTO 1HTEJIEKTY il 4ac po3poOKHU Bijeoirop.

Buxsax ocHOBHOro Matepiajy i 00IpyHTYBaHHSI OTPUMAHUX Pe3yJabTaTIiB AocTixxeHHs. [
po3poOKku rpu, OyB 0OpaHMil OMUH 3 caMuX nomyJsipHuX skanpiB (MMO — massively multiplayer online
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game), Jle KOpPHUCTyBadi IyXKe YacTO B3a€MOMIIOTh 3 HE irpOBHMH IEPCOHAKaMH, SIKUMH HANlOBHEHHUH
irpoBuii cBiT. NPC SBISIOTBCS OJIHIEIO 3 MEXaHIK Irpy sAKa JO3BOJISIE KOPUCTYBAa4aM HE BidyBaTH ceOe
caMoTHBO, Tako’)k NPC aroTh MOXKITUBICTH KOPHCTYBady OTPUMYBATH 3aBIIaHHS, KOPUCHY 1H(OpMAIIifo,
CTIIOPSIKEHHS 9r OyAb IO 1HIIEe HA TYMKY PO3pOOHUKA.

OCHOBHOIO JIOKAITIE€I0 € HEBEJIMKE MICTO 3 Oy TMHKAMU CEJISH, Ky3HEH0 Ta puHKOM. KopucTyBau Moxe
topryBaru 3 fauuMu NPC (censsHaMu), TakoX OTpUMATH MOYATKOBI 3aBaaHHs Bij KoBais miis ocCBOEHHs
MeXaHiK 300py pecypciB Ta BUTOTOBIICHHS peUei.

Came nonmaBanHss NPC, 1ae MOXIIUBICTh BBECTH MEXaHIKM CIIJIKYBaHHS 3 HHUMH, TOPTIBIII,
OTPUMaHHsI 3aBJaHb, K MOOIYHUX TaK 1 TOJIOBHUX, SKi OyIyTh PO3KPHBATU CIOXKET a00 MOYMHATU HOBI
HeBennuKi ictopii. Ha pucynky 1 300pakeHO IPOTOTHI TOIOBHOT JIOKAIIIi.

B Unity po3pobuuku MoxyTh BUKOprcToByBaTH ML-Agents Toolkit, mo no3Bossie iHTerpyBaTH
MainuHHe HaB4aHHS (y ToMy uucii RL) B irpoBi npoektu. ML-Agents Hagae iHCTpYMEHTH AJ1S1 TPEHYBaHHS
NPC, mo pno3Bomsie iM B3aeMOZisiTH 3 IirpOBUM CEpPENOBHIIEM 1 HAaBYATHUCS 4Yepe3 B3aEMOJIIO,
BUKOPHCTOBYIOUM HEHpOHHI Mepexi [12].

Mepexin Ha ikwy nokauin
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TMapsrin HE LY NoK3LE

Puc. 1 — [Iporotur neHTpansHoi JToKarii

[ToroBopuBIy 3 He irpoBuM nepcoHaxkem (KoBaib), KopucTyBad, B Aiaj03i 3 HUIM OTPUMYE MOOI4HE
3aBJIaHHA 110 300py KopucHUX KonayuH. [licist 300py iX 1 mOBepHEHHIO 10 KOBaJIsl, KOPHCTYBaY Bifjae oMy
310paHi MaTepiany, 3a O OTPUMYE BHHAropoay. /lanHa MexaHika CIIOHYKa€e KOPHCTyBada, PO3MOBIISATH 3
NPC, otpumyBaTH 3aBIaHHs, IPOXOAUTH iX MoOiuHI icTopii mo0 oTpuMyBatn Haropou. Ilix yac mporo,
rpaBelb HECBIIOMO 3aXOIUIIOETHCS IrPOBUM CBITOM, HOTO 1CTOPI€I0 Ta TUMHU XTO Y HBOMY IIPOXKUBAE. Yum
Kparmie Oy/Je HpomnucaHuil Ta 3poOJeHuid irpoOBUi CBIT THM OLTBII HMOBIpHO BiH 3aTarHe TpaBid. bo Ha
ChOTOJICHHS IMPU BXKE BAXKKO BIJIPI3HUTH BiJl KIHO YM KHUT, Yepe3 HEHMMOBIPHO JeTalli30BaHy Kpacy Ta
HaroBHEHiCcTh. KoXeH He irpoBHH MEPCOHAX Ma€e CBOIO iCTOPIIO, )KMBE CBOIM XXHTTSM, Ta BiJiirpae, He
3aBXKAM BEJIHKY, aJie BCE TaKW 3HAYHYy YacTKy B icTopii. | mo0 3po6uty Takoro nepcoHaxa, Ha JOTIOMOTY
PO3POOHHKY MPUXOJUTh IITYYHUHN 1HTEIIEKT.

Po3polbisiTi Ta mponucyBaTé KoxeH Kpok 1 gianor mis kokHoro NPC, Oyino Ou ayke BETHKO
BUTPATOIO0 Hacy Ta pecypcy. Aje 1 BiAMOBIATUCH Bil HUX HEe MOKHa. UMM Kpamie po3poOieHHuid Ta
HaBUEHM IITY4YHUH iHTENeKT, TUM Kpame Oyne NPC, npuknanom € HoBa Texnonoris NPC Bix komnasii
Nvidia.

[Tin yac po3pobku rpu Ha pymiii Unity MHOFO Oyiio oOpano cuctemy Reinforcement Learning (RL) a
came ioro Bapianito Proximal Policy Optimization (PPO) uepes 1i 3nauni nepeBaru. Bona mae rapny
AJAnTHBHICTh, IO J03BOJISE HeipoHHi Mepexi Hagath NPC yci moTpiOHI JgaHi [UIst HIBHIKOTO
aJIanTYBaHHS JI0 JIild TPaBIIs, 1[0 CTBOPIOE OLIBIN JKWBY 1 JWHAMiuHy Tpy. HaB4aHHS Ha OCHOBI JOCBIITY
camoro NPC 1o Moxe MoKpamuTH Horo MoBeiHKY yepe3 clipoOu Ta MOMMIKH, sIKi poOUTh HOro OibII
Herepen0adyBaHUMU Ta PEaTiCTUYHUMH, 1 CXOKUM Ha irpoka. MiHiMi3alisi mporpaMyBaHHS sIKa 3BUIbHUTD
PYKH pO3pOOHHKY, i JaCTh MOMIJIMBICTD Kpalle MPOPOOUTH 1HIII OUIBII BaXKIIMBI YaCTHHH, 3aMiCTh TOTO,
o0 Bpy4HY nponucyBaTi noseinky koxxHoro NPC. PPO e nomynsipHoto TexHikoro y RL, mo no3Bossie
HaBuaTH areHta (NPC) y Oinbi cralinbHuil 1 edpextuBHuil croci6. JaHHa HelpoHHA Mepeka ONTHMI3ye
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MIOJIITUKY areHTa, Kepyrdu Horo aismu B rpi. B podoti Bukopuctano PPO mns mapuanns NPC, 1 sk criocid
ONITUMIi3YBaTH CBill yac Ta pecypcH, 100 NPUAUIITH IX 1HIIUM JETaSIM.

Cucrema PPO Mae nexinbka OCHOBHHIX €TalliB-aITOPUTMIB sIKi BOHa BUKOPHCTOBYE U HAaBYAHHS
NPC, nanni eranu Ta anropuT™Mu, 300pakeHi y BUTIIA/Il CXEMHU Ha PUCYHKY 2.

VHuE: — Value Network (Mepexa
BapToCTi)

VALE: — Action Selection
{Bu0ip gii):

PLI:T — Policy Update {OHOBNeHHRA
MNONITHEK)
PLIO: — Advantages

MigpaxyHok nepegar,
PUOQ: — Policy Network R * !

{Mepexa noniTukM)

WH:LE — Reward
(Haropona)

PuUI: (3aMukai043 cTpinka) — Policy Iteration
(ITepauia noniTHLu):

Puc. 2 — Cxema pobotu Proximal Policy Optimization

Jlani aqropuT™MH BinoBinaroTh 3a okpemi yactiau HaBuanHs NPC. Policy Network — Bignosinae 3a
BHU3HAYCHHS HMOBIPHICTh BUOOPY MEBHOI i B 3aJICKHOCTI BiJI CTAHY CEPEJOBHINA Y IKOMY 3HAXOIUThCS
NPC. Value Network — mepexa BapTocTi, 1aHa Mepeka, BiAMOBIAA€E 3a JOBIOCTPOKOBY OIIHKY IIHHOCTI
(reward) crany, momomararoun Bu3HaunTy nomiTuKy NPC. Action Selection — e Mepexa sika Oyaye mian
noxanbimux aik NPC, 3ayexHo Bij] ONEPEIHIX CUCTEM, BPaXOBYIOUYH MEPEKEBY BapTiCTh, Ta CTAHOBUIIIC
NPC. Ilicns Bukonanus aii NPC orpumye Biaryk — Reward (maropomy) Bif cepeoBHINa IO CIIOHYKA€e
pobotu Hioro iHmI Aii, Ju1a oTpuMaHHs Haropoa. Advantages — 1ie iepeBara Juist KOKHOT [Tii 009HCITIOEThCS
Ha OCHOBI Pi3HHII MK (PaKTHYHOIO HArOPOJIOI0 Ta OYIKYBaHOK HATOPOJIOK0, IO JIA€ MOKIIMBICTH 00parHy,
sIK1 JTist OUThIN BUTigHA 1 mBHIIIEe npu3Bene a0 Haropoau. Policy Update PPO — oHOBIICHHS TOJITHKHY,
BHKOPHCTOBY€E MeXaHi3M 3BaHui clipped objective, mo6 oHoBuTH naHy cxemy. Lle m03BoIsie YHUKHYTH
BEIIMKUX 3MIH B cXeMi, 30epiraroun cTabibHICTh HaBYaHHS Ta OOMEXKYIOUM 3MiHU B MEXax IEBHOTO
Jiana3oHy.

[loerarmna po3poOka Il mns NPC momsirae 3 BH3HaueHHS CIiEHApiiB B3aEMOJIl 3 TpaBIeM Ta
HaBKOJIMIITHIM IrPOBUM CBITOM 1 00'€KTaMU SIKi 0TOUYIOThH Horo. Ha moyarkoBomy erari Oyiio BU3ZHAYEHO
Bunajkyu, B sskux NPC noBuHHI pearyBatu Ha aii rpasus. Hanpuknag, NPC MoxyTh aaBatu 3aBIaHHS,
MpoJiaBaTH npeaMeTu ado JornoMaraTi y BAKOHaHHI Miciid. Lle 103Bonuiio ctBoputr 0a30By MOJIEIb IXHBOT
nmoBeminku. [licms goro Oymo Bukopucrano cucreMy PPO, ska oTpumana BOmHI JaHi, a caMe Micie
po3ranryBaHHs1, poecito Ta sk came MOBWHHA MOBOAUTH cebe Mo BiJHOIIEHHIO 10 TpaBus. Jami Oyio
inTerpoBano camoro NPC Ha BIAMOBITHO HOMY JIOKAIlif0, PUCYHOK 3, Jie CUCTeMa Io4Yajia BUBYATH IO il
OTOYYE Ta pO3pOo0IIATH /JIsl ceOe BIAMOBIAHI clieHapii, SKi y MOAaIbIIOMYy MOKHA pefaryBaTH.
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Puc. 3 — NPC ua nokanii

[Ticns inTerpamii LI 6ymo mpomemorcTpoBaHO po3yMHY B3aemoxiro 3 NPC mist Toprisimi, Takox 3
MOJKJIMBICTIO a/IalITYBaTH I[IHA Ha TOBapH 3aJICIKHO BiJl JOCTYMHUX pecypciB rpasid. Takoxx NPC nposiBus
ce0e y BiJHOIICHHS JI0 TPaBIs, KOJIHM TOW BUKOHYE MEBHY KiJIBbKICTh HOr0 3aBJaHb, BiH MOJapyBaB pecypc
TPaBIIO Ta HAJaB 3HIKKY Ha TOBAPH.

Jns TecTyBaHHS CHCTeMH OyJ0 NpPOBEACHO EKCIIEPUMEHTH I10 BH3HAYCHHIO MiHIMaIbHUX
XapaKTepUCTUK KOMI'IOTEpa, HEOOXiTHHX s e(peKTUBHOI poOOTH 31 MITyYHHM IHTENEKTOM IiJl 4ac
po3podku Bimeoirop. Ockinbku mis o0pobku aiii NPC Oymo 3acTOCOBaHO alTOPUTMH MAITHHHOTO
HaBYaHHA, 30KpeMa HEUPOHHI MepexKi, sIKi BIUIMBAIOTh HA PECYPCOEMHICTh TpH. EKCIIepIMEeHT POBOIUBCS
Ha KUTPKOX KOMI'IOTEpax i3 pi3HUMH XapaKTePHCTHKaMHU, TAKUMH SIK MPOIECOp, ONepaTUBHA MaM'sTh,
Bigeokapra Ta SSD/kopctkmid auck. [ns koxkHOi KoHGirypamii OyB MNpoBeneHH MOHITOPHHT
MPOAYKTUBHOCTI TPH 3a IOTIOMOTOFO ITPOrpaMHUX iHCTpyMeHTiB, TakuXx sik MSI Afterburner, Task Manager
ta Unity Profiler.

KoxkeH TeCTOBHII 3allyCK I'py BKJIFOYAB: aHAJi3 3aBaHTa)KCHHs IIEHTpaibHOro mpoiecopa (CPU);
BUMIPIOBAaHHSI BHKOPHUCTAaHHS orepatuBHOI maM'siti (RAM); MOHITOpWHT 3aBaHTaXEHHS TpadiqHOTO
nporiecopa (GPU); omiHky yacy BiATryKy IITYYHOrO iHTEJEKTY B peanbHOMY vaci (latency).

Tabmuns 1 — [loka3HUKK TecTyBaHHS

[Tapamerpu, wmwo | HalimenyBauHus Cuena 3 am3pkuM | CrieHa i3 cepenim | CrieHa 3 BUCOKHM
OIIHIOIOTECST HABAHTAKCHHAM, | HABAHTAKEHHSIM HaBaHTAKCHHAM
% — 3aBaHTa)XCHHS; © — HAarpiB

3aBaHTaKEHHS Intel Core i3 10-ro | 60% 86% 95%
CPU (%) MOKOJIIHHS 69° 89° 112°

AMD Ryzen 5| 41% 54% 76%

3600 54° 62° 85°

Intel Core i7 12-ro | 25% 49% 74%

MMOKOJIIHHS 45° 53° 71°
3aBaHTaKEHHS NVIDIA GeForce | 78% 89% 99%
GPU (%). GTX 1050 63° 74° 87°

NVIDIA GeForce | 68% 79% 89%

GTX 1660 Ti 58° 69° 78°

NVIDIA RTX | 21% 46% 2%

3060 38° 41° 67°
3aBantaxenns | 8 ['0-Kingston 67% 89% 100%
RAM (%). 16 T'6 -Kingston 56% 78% 95%

32 T6 -Kingston | 32% 69% 79%
Haxonuuysau HDD [InaBHO Hesenuki 3aTpuMKH | 3HAYHI 3aTPUMKH

SSD ITmaBHO ITmaBHO Heemuxi

3aTPUMKH
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Ominky  vacy | MinimansHa 300 mc 700 mc 1000 mc
Biaryky LI B | koH}irypamis
peanbHOMY 4aci | Baszosa 150 mc 300 mc 700 mc
(latency) KOHirypartis
OnTtumansHa 100 mc 150 mc 300 mc
KOHirypais
Cepenniii  FPS | MinimanbHa 30 FPS 20 FPS 10 FPS
(kampu B | KoHbirypamis
CEeKYHIY) BasoBa 60 FPS 45 FPS 30 FPS
KOHpirypauis
OnTtumManbHa 120 FPS 89 FPS 42FPS
KoH(iryparis

OtpumaHi pe3yabTaTH Micisl MPOBEACHHs €KCIEPUMEHTY CBi4aTh, MO MiHiMaJdbHa KOHDIryparis
Ha/Ia€ MOKJIMBICTh 3aITyCKY I'PU 3 HU3bKUMU IrpadiYHUMH HAJIAIITYBaHHIMH, ajie 13 3aTPUMKAMH Y peaKIiii
NPC. bazoBa koHiryparmis mATpUMYe CTaOUIBHY Mpamio TpU 3 cepedHiMu HamamryBaHHAMH. NPC
(YHKIIOHYIOTh 13 MiHIMalbHUMH 3aTpuMkamu. OnTuMmanbHa KOHQIrypamis HaJae MaKCHUMalbHY
MPOAYKTHBHICTh, BUCOKA IBHJIKICTh OOPOOKH IITYYHOTO IHTENEKTY Ta IMJIABHUH iIrpOBHIA IIPOLIEC HABITH 32
YMOB BUCOKOT'O HABAaHTA)KCHHSI.

BinmoBigHo 3 OTpEMaHUMU pe3ylbTaTaMH, 3p00JIeHO BUCHOBKH 110 sl mBHAKOT pobotr NPC 3i
IITYYHUM IHTEICKTOM Ta KOPEKTHOI pOOOTH IpH, CHCTEMa MOTPeOye 3HAUHUX PECypCiB, a00 MiABUIICHHS
OTITUMI3allii pecypciB 3 AKHMH MPAIIOE CUCTEMA.

BuCHOBKH Ta MepCHeKTHBH MOJAJIbIION0 J0CTiZKeHHs. Y CTaTTi MPOaHali30BaHO BAXKIUBICTh
PO3BUTKY BiJICOIr0p y Cy4aCHOMY CYCIIJILCTBI Ta POJib MITYYHOI'O 1HTEJIEKTY Y BIIOCKOHAJICHHI I'POBOTIO
mporiecy. Bu3HaueHo, M0 BiJEOIrpHM € TOTY)KHUM 1HCTPYMEHTOM JUIsl MOMYJspU3alii KyJIbTypH,
CTUMYITIOBAaHHSI €KOHOMIYHOTO 3pOCTaHHS Ta CIPUSHHS TEXHOJIOTIYHOMY TIPOTPECy.

JocnipkeHo 3acTOCyBaHHS IITYYHOTO iHTENEKTY AJISl CTBOPEHHS irpOBHX MEXaHIK, T'eHepail
TEKCTyp, aHimarlii Ta BaockoHaneHHs NPC. OcobnuBa yBara npuaijicHa BUKOpUCTaHHIO Reinforcement
Learning (RL) ta anroputmy Proximal Policy Optimization (PPO), siki 103BOJISIFOT 3HAYHO MHiIBUIIUTH
SIKICTh TIOBEJIHKM IIEPCOHAXKIB Ta ONTHUMI3yBaTH mporec po3poOku. byio BH3HaueHO MiHIMAIBHO
HEeOoOXi/HI ITapaMeTpu KOMIT IoTepa s 3a0e3nedeHHs cTabiabHOI poOoTH rpu Oe3 BTpaTH MPOIyKTUBHOCTI
a00 SKOCTi irPOBOTO MPOIIECY.

[TepcriekTHBH MOAANBIINX JOCIIDKEHb BKIIOYAIOTh BIOCKOHAJIEHHS MeToniB HaB4aHHS NPC s
CTBOPEHHS Il¢ OLbII pealliCTUYHOI B3a€MOJIi 3 TpaBIeM, a TakoX pO3pOOKY HOBHX TEXHOJIOTIH s
MiABUICHHS IHTEPaKTUBHOCTI 1 3aHYPEHHS Y BipTyaJlbHHIA CBIT.
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MOHITOPHUHI CTAHY 3JIOPOB’SI TAIIIEHTIB
3A JOIMOMOTI'OIO IHOOPMAIIIMHOI TEXHOJIOT'LI IoT

®enonwok 10.A., I'immauyk JI.S1. MOHITOPHHT cTaHy 310POB’sl NaLi€HTIB 3a 10n10MOrox0 ingopmaniiHoi TexHoorii
1oT. VY crarti po3risHyTo ocobmBocTi 3acTocyBaHHs loT-niprucTpoiB, ski 30MparoTh MEeANYHI NOKAa3HUKY MALlIEHTIB y peaIbHOMY
gaci, Ta iX IHTerpariio 3 METOAaMH MAIIMHHOTO HABYAHHS IS TIOJIIMIICHHS AKOCTI JaHuX. OMHCAaHO THIOBI MIIXOAH J0 KOPEKIIii
X apTedakTiB I 3a0€3MeYeHHsT TOYHOCTI Ta HaIIfHOCTI MEIMYHMX IiarHOCTHYHUX CUCTEM. ABTOPH TaKOX 30CCPEKYIOThCS
Ha MPaKTHYHOMY BHKOPHUCTAaHHI (QIIBTPIB I ONTUMI3alii ONMpamfoBaHHS CHUTHAJIB, IIO JO3BOJISE JOCSITTH BHCOKOi TOYHOCTI
MOHITOPHHTY CTaHy 3[0POB’s MAIi€HTIB y pealbHOMY MacTadi yacy. BHCBITIIEHO OCHOBHI TEXHIYHI Ta METOIOJIOT1YHI BUKJIUKH,
noB’s13aHi 3 iHTerpauiero loT y meauuni iHpopManiiiHi CHCTEMH, a TAKOK MPOTIOHYIOTHCS IUIAXH X BUPIMICHHS I iABUIICHHS
e(eKTUBHOCTI Ta TOYHOCTI MOHITOPHHTY.

KorouoBi cioBa: [ureprer Peueii, MammiHHe HaBYaHHs, MOHITOPHHT CTaHy 3J0pOB’s MALII€HTIB, eEKTPOKapaiorpama,
BUJIAJICHHSI IIIyMiB, (DUITP HU3BKUX YaCTOT, HU3bKOYACTOTHUH Jpeiid, peansHuil yac, MeaqudHi npucTpoi, interpanis [oT i ML.

Fedoniuk Y., Hlynchuk L. Patient Health Monitoring Using loT Information Technology.The paper examines the
features of 10T devices that collect real-time medical parameters from patients and their integration with machine learning methods
to improve data quality. The article describes common approaches to correcting these artifacts to ensure the accuracy and reliability
of medical diagnostic systems. The authors also focus on the practical application of filters and machine learning methods to
optimize signal processing, which enables high-precision patient monitoring in real-time. Key technical and methodological
challenges associated with integrating 10T into medical systems are highlighted, and solutions are proposed to improve monitoring
efficiency and accuracy.

Keywords: Internet of Things, machine learning, patient monitoring, electrocardiogram, noise removal, low-pass filter,
low-frequency drift, real-time, medical devices, loT and ML integration.

IHocTanoBka npodaemu.

MOHITOPHHT CTaHy 3JI0pOB’sl MAIIEHTIB y pealbHOMY 4aci 3 BHKopucTaHHsIM loT-mpuctpois,
IHTETpOBaHMX 3 METOaMH MalIMHHOTO HABYAHHS, € HaJ[3BUYaliHO aKTyaJIbHUM 4Yepe3 3pOCTaHHs OTpeOH
y CBO€YACHIH MEIWYHIH OmoMo3i. 30UIBIIEHHs KiJbKOCTI MAaIli€HTIB i3 XPOHIYHUMHU 3aXBOPIOBAHHSMU,
TaKHX SIK Kap/iOBacKyJspHI XBOPOOH, NiabeT Ta XpOHiIUHI pecnipaTopHi MaTooTii, BUMarae mocTiitHOTO
KOHTpO0. J107aTKOBO, CTapiHHSA HAceleHHS CTBOPIOE JIOJIATKOBE HABAHTaXKEHHS HAa CHCTEMY OXOPOHH
3I0pOB’s, a HEOOXIJHICTh PAaHHBOI JIarHOCTUKW KPUTHYHUX CTaHIB IiJBUIIYE IIaHCH Ha e()EeKTUBHE
JKyBaHHS.

I0T-nipucTpoi 103BOJIAIOTH 30UpaTH JaHI NP0 XKUTTEBO BaXKJIMBI MOKA3HUKH, TaKi SIK CEPLICBUMA
pUTM, piBEHb TJIOKO3H B KpOBi, KHCEHb Y KpOBIi, apTepialbHMA THUCK, TeMIepaTypa Tiia, (i3udHa
aKkTUBHICTH Tommo. Lli maHi mepenaroTbes B pealbHOMY Yaci yepe3 IHTEepHET IS aHallizy, [0 3HHIKYE
notpedy B MOCTiiHIM MPUCYTHOCTI MallieHTa y JikapHi. Hocumi npucTpoi, iMIIaHTH Ta iHII KOMIIAKTHI
ceHcopH 3a0e3nevyroTh MOOUIBHICTD MAIIEHTIB 1 MiIBUILYIOTh 3pYYHICTh BUKOPUCTAHHS TAKHX DIillIeHb.
[HTerpanis uuxX MpUCTPOiB 3 METOJAMH MAIIMHHOIO HABYaHHS 3HAYHO PO3IIMPIOE MOXKIMBOCTI aHAIIIZy
JaHux. ML-anroputMu 31aTHiI BHSIBISTH aHOMaJil y TNOKa3HUMKAaxX NAalli€HTa, MPOTHO3YBaTH PU3UKU
PO3BHUTKY KPUTHYHHX CTaHiB, TAKHX SIK IHCYJIBT a00 CepIIeBUH HaIaJI, a TAKOXK HAJaBaTH IIEPCOHATI30BaHI
pexoMennanii. Cuctemu, 10 BUKOPUCTOBYIOTh MAaIIMHHE HABYAHHS, MOXXYTh aBTOMaTHYHO T'€HEPYBaTH
nornepeKeHHs a00 BUKITMKATH MEAUYHY JOTIOMOTY Y pa3i HOTpeOH.

He#t migxig g03BoJIsIE 3HAYHO CKOPOTUTH Yac PeaKilii MeJUYHHUX MPAIiBHUKIB Y pa3i KPUTHYHUX
CHUTYyaIlill, MiHIMi3y€ TIOMUJIKH, TIOB’sI3aHi 13 Cy0’€KTUBHHM CaMOCIIOCTEPEKESHHSIM, Ta ITiJIBUIILY€ TOYHICTb
JIIarHOCTHKH 3aBISIKM aHajli3y 00 €KTUBHMX AAaHUX. 3aCTOCYBAaHHS TAKUX TEXHOJIOTIH € e()EeKTUBHUM Yy
MacmTadi, ajpKe JI03BOJISIE OJHOMY JIIKapro BiJCTEXKYBATH CTaH COTCHb MAIlIEHTIB OJTHOYACHO 4epes3
HEHTPaJi30BaHy Iat(GopMy, a TaKOXK 3HWKYE BHTPATH 3aBJSIKH CKOPOYCHHIO KIJIKOCTI CTAIliOHAPHUX
Bi3uTiB. [IpuKiaay npakTHYHOTO BUKOPUCTAHHS BKIIIOYAIOTh MOHITOPHHT CEPLEBOI0 PUTMY Y KapAi0JIorii,
KOHTPOJIb PiBHA TJIIOKO3H Y MAIE€HTIB 3 11a0eTOM, MOHITOPHHT KHCHIO Y KPOBI Y Halli€HTIB i3 JIETCHEBUMHU
MATOJIOTISIMH, & TAKOXK BIICTEKEHHS ()i3WYHOT aKTUBHOCTI Ta Mporpecy peadimitarii.
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[Tompw umcnenHi mepeBary, iICHYIOTh BUKJIFKH, TIOB’s13aH1 13 3aXUCTOM KOH(IIEHIIITHOCTI JaHUX,
iaTerpamiero loT-mpuctpoie 3 MemuuHUMH 1HOOPMAIIHHUMH CHCTEMaMH, a TaKOoX 3a0e3TeUCHHIM
TOYHOCTI MOJeJIei MAIIMHHOTO HaBYaHHSA, 0 BUKOPHUCTOBYIOTHCS JUIA aHaii3y. [lepcrnekTHBH po3BUTKY
BKITFOYAIOTH IIMPIIIE 3aCTOCYBaHHS XMapHUX OOYHCIIeHb, CTBOPEHHS 1HTEPOIIEpaOeIbHUX CTaHAPTIB IS
HiAKIIOYEHHS! NPHUCTPOIB 1 BIPOBAPKEHHS IEPEJOBUX TEXHOJOTIH MAIIMHHOIO HABYaHHS, TAKUX SIK
rIMOOKe HaBYaHHS, Ui OUIBII TOYHOTO aHaJi3y CKIaJHHX CUTHANIB. TakMM YMHOM, MOHITOPHHI CTaHy
3[I0POB’sl MAIIE€HTIB Y pealibHOMY 4aci 3 BukopucTtanHsaM loT-npuctpois, inTerpoBanux 3 ML, € Kito4oBuM
KpPOKOM 10 IIPpOoBOi TpaHCHOpMaIii METUITIHI, CTIPUSIIOYH CBOE€YACHIN TIarHOCTHIII, TEPCOHATI30BAHOMY
MiJIXOy JI0 JIIKyBaHHsI Ta ONTUMI3allii pOOOTH CUCTEMH OXOPOHH 310POB’Sl.

CraH J0CIiPKCHHS TPOOJIeMHU

OcrTanHi my0Jikatiii, 0 CTOCYIOTbCS MOHITOPHHTY CTaHy 3I0pOB’s MamieHTiB 3a qormomoroto loT
Ta MallTHHHOTO HABYAHHS, BUCBITJIIOIOTh Pi3HI ACTIEKTH ITi€T TEMHU.

VY crarti "[Ipuctpoi Binganenoro MmoHitTopuHry nauienti (RPM) mokpairytots oxopoHy 310poB's"
00TOBOPIOETHCST BUKOpHUCTaHH: Oe3mepebiiiHoi TexHiku poyMiHTy Bluetooth mist 360py manux mpo cran
3I0pOB’S Tali€HTa B peallbHOMY MacmTabi yacy. Lle mo3Bomsie 30epiratu maHi Ha cepBepi, HaBITh KON
MAIli€EHTH MePEMILIYIOThCS 10 OyAiBIi, 3a0e3Meuyoun HU3bKY 3aTpUMKY MeHIne 1 cexynau [1]. V crarti
"MaivHHe HaBYaHHS, MOTOKOBUH [HTEpHET peuei Ta MiAKIIOYEHI MEIUYHI MPUCTPOI" pO3rIIaIacThes
3aCTOCYBaHHS MAIIMHHOI'O HABUAHHS AJIS1 ONPALIOBAHHS JAHUX MOHITOPUHTY CTaHy 340POB’s HalLli€HTIB 3a
nmoromororo Apache Spark. Ile mo3Bosisie epeKTUBHO aHaNi3yBaTH MOTOKH JaHWX, IO HAIXOMATH BiJ
MiAKITIOYEHUX MEIUYHUX MpHCTPoiB.[2] ¥V poOoti "LITydHuil iHTEIEKT B MEAMIUHI: MOXIMBOCTI Ta
nepcriektuB 11" 00roBOprOETHCS POITH MITYYHOTO IHTENEKTY B TpaHCHOpMAITil MEAUIHOT ramy3i. 3aBIsiKU
TEXHOJIOTisIM MamHHOTO i rmrmOuHHOTO HaB4YaHHA LI 3a6e3neduye aBTOMAaTH3aIliI0 CKIAAHUX MPOIIECIB,
TaKUX SK aHalli3 MEAMYHUX 300pakeHb Ta 0OpOOKa BEIMKHUX OOCATIB JMAaHUX, IO JO03BOJISIE JIIKapsSM
HIBHJIIE Ta TOYHIIIE IiarHOCTYBaTH 3aXBOPIOBAHHS, IMPONOHYBAaTH MEPCOHAII30BaHE JIKyBaHHS Ta
MPOTHO3YBATH pe3ynbTaTu Teparii [3]. Y HaykoBiit mpami "Po3pobka momatkis mast mHealth y 2025: 1o
NOTPiOHO 3HATH" PO3IISAAIOTHCS BHKIMKK Ta TEHACHII Y pO3poOJIeHHI MOOIIBHUX 3aCTOCYHKIB IS
OXOpPOHHU 3JI0POB'S, 30KpeMa TUCTAHIIMHUI MOHITOPUHT CTaHy 370pOB’sl TAILI€HTIB 3a JOIOMOTOO
npuctpoiB loT. bararorpanni mpuctpoi [HTEpHETY pedeil momomararoTh BiICTEKYBATH CTaH 3I0POB’S
NAli€HTIB, 110 € BXXIMBUM acniekToM y po3BuTky mHealth [4]. V ctarti "TinyML: nporpamu, oOMexeHHs
Ta BUKOpPHCTAaHHA B MNpuUCTposx [oT i MOOLIEHUX TPUCTPOSX" OOTOBOPIOETHCS PO3BUTOK METOIIB
MAIIMHHOTO HaB4YaHHSA Ta ix iHTerpauis B mpuctpoi [oT. Lle no3Bosie 3niliCHIOBATH ONPALOBaHHS JaHUX
0e3mocepeHbO Ha MPUCTPOT, IO € BAXKIMBUM JJI1 MOHITOPHHTY CTaHy 3J0POB’S HALli€HTIB Y pealbHOMY
yaci. [5]

VY wmaricteperkiii po6oti "loT mociimpkye HOBI BUMIpH AOTJISAY 3a MAI[lEHTaMH 3a JOIMOMOTOI0
MOHITOPHHTY CTaHy 37I0pPOB'Sl B PEKUMIi PEIbHOTO Yacy Ta JOCTYIly A0 JaHUX MPO cTaH" PO3MIIAAA€THCS
Bukopuctanus [oT 1 MOHITOPUHTY CTaHy 3/I0OPOB's MAIIEHTIB B pealbHOMY MaciTadi yacy, 1o JO3BOJISE
MOKPAILTUTH SKICTh MEAMYHOr0 00ciyroByBanHsA[6]. ¥ cratti "lllo Take MalmMHHE HaBYAHHS: SK IPAIIOE
Ta J€ BUKOPHUCTOBYETHCA" MOSCHIOETHCS, 10 MAIIMHHE HABYAHHS € Tayy33i0 LITYYHOTO IHTEJIEKTY, sIKa
¢dokycyeTbcss Ha PO3pOOJIEHHI aNrOPUTMIB 1 CTATHCTMYHMX MOJENEH, IO TO3BOJIAIOTH KOMII'HOTEpaM
BUKOHYBATHU 3aBJaHHs 0e3 siBHOTO mporpamyBanHs[7]. ¥ crarti "Sk mpaittoe 36ip nanux loT" HagaeTnes
BUYEpITHUI aHami3 300py manux loT, mponmoHyeTbes YiTKUWA, CTPYKTYpOBaHHN MinXia 10 e()eKTHBHOTO
300py Ta OMpAIfOBAaHHS AaHHX, IO € BAYKJIUBUM JJIsl MOHITOPHHTY CTaHy 310poB’s nauieHTis [8]. ¥V crarti
"Mouitopunrosa loT-mepexa Ha 6231 LORAWAN TA MQTT" posrisgaeTbcss MOHITOPUHT CTaHY MEPExi
IoT, 30xpema Ha 6a3i LORAWAN ta MQTT, 110 € BakiuBuM ISl 3a0€31eueHHs e(heKTUBHOTO 300py Ta
nepeaayi JaHuX y CUCTeMaX MOHITOPHHTY CTaHy 370pOB’sl MaLi€HTiB. [9]

i nyOmikamii MiAKPECTOITh BAXJIMBICTh iHTerpanii [oT Ta MamMHHOrO HaBYAHHS JUIs
e()EeKTHBHOTO MOHITOPHHIY CTaHy 3J0pOB’S MAaILi€HTIB, 10 JO3BOJISE MOKPAIIMTUA SKICTh MEIUYHOI'O
00cCIIyroByBaHHs Ta 3a0€3MEYNTH CBOEYACHY JIIarHOCTUKY Ta JIKyBaHHS.

OCHOBHOIO M€TOI0 CTATTI € po3p0OIIeHHS €)EeKTUBHOTO MiAXOLy 10 MOHITOPHHTY CTaHy 310pOB’s
MaIi€HTIB 3a JoroMororo TexHoorii [nteprery Peueit (IoT) Ta metoniB MmammaHOr0 Haguanuas (ML). [l
JTIOCSITHEHHSI 11i€1 METH HEOOX1IHO BUPIIIUTH KiJIbKa BOKIMBUX 3aBJaHb:

1. [IpoanamnizyBaTi cyyacHi HiZXOAM A0 PO3POOJIEHHS CHCTEM 300py MEAWYHUX AAHUX Y
peanbHOMY MacmTabi dacy 3 BUKOpHCTaHHSIM loT-mpHCTpoiB, TakuX SK CMapT-TOAMHHUKH, (iTHEc-
OpaclnieTH, MeJIMYHI TUIACTHUPH, K1 (DIKCYOTh OCHOBHI (Di310J10TIYHI TOKa3HUKH MAIIEHTIB (CEPIICBUI PUTM,
PiBEHb LYKPY B KPOBi, KUCEHb y KPOBi, apTepialIbHUI THCK TOLLIO).
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2. IIpoanamizyBaTi MOXXIUBICTP BWUKOPHCTaHHS METOIB JUIA BHIAICHHA IIyMiB Ta
apreakTiB y MEIMYHUX IAHHUX, 30KpeMa BHCOKOYACTOTHHX HIYMIiB i HU3bKOYACTOTHHX ApeQiB, A
3a0e3MeYeHHs] TOYHOCTI Ta HaJiHHOCTI pe3yJIbTaTiB MOHITOPHHTY.

Buxiaax ocHOBHOro MaTtepiary

MoHiTOpHHT CTaHy 370pOB’S MAIli€HTIB y pealbHOMY MacmTadi dacy 3 BukopuctaHHsM loT-
NPUCTPOIB, IHTETPOBAHMX 3 METOAaMH MAIIMHHOTO HAaBYaHHS, Mae€ BEIMYEC3HWH MOTEHIan My
MOKpAILEHHS SKOCTI METUYHUX TTOCIYT.

KitouoBi KOMITOHEHTH MOHITOPHHTY CTaHy 37I0pOB’S MAIli€HTIB BKIOYar0oTh loT-mpuctpoi mms
300py IaHMX Ta THUNU 310paHUX MeIUYHUX NOKazHUKiB. loT-mpuctpoi mms 300py MeOWYHHX NaHHX
BiZIIrpatoTh KIIOYOBY POJIb y IEPCOHANII30BAHOMY MOHITOPUHTY 340pOB’4. 3i0paHi JaHi MOXKYTh BKIIOUATH
CepIeBHH PUTM, PiBEHb IYKPY B KpOBi (TIIOKOMETpH), KHUCeHb y KpoBi (SpO:), apTepiadbHUIA THCK,
TEeMIepaTypy Tina, (Qi3WYHy aKTUBHICTH Ta SAKiCTh cHy. OcobmuBocTi BuKOpucTaHHA loT-mpuctpoi
3aj1e’aTh BiJl TUIY MPUCTPOIO Ta MapaMeTpiB, SKi BOHH BUMIpIOIOTh. IcHYI0Th pi3Hi Tunu loT-npuctpois
U 300py JaHMX, 30KpeMa HOCHMI MPHUCTPOI, Taki sIK CMapT-TOAWHHUKHY, (piTHec-OpacieTn Ta MeIudHi
wractupu. Lli mpucTpoi mpu3HayYeHi AN MOCTIHHOTO HOCIHHSA, MiJXOASTH IS TPUBAJIOrO0 MOHITOPUHTY
(i31070TIYHUX TMOKA3HUKIB i MalOTh BUCOKY 3PYYHICTh JUIsl MaiieHTiB. JlaHi 30MpaloThCs y peallbHOMY
MacimTadi yacy ta nepearotbes uepes Bluetooth abo Wi-Fi. [IepeBaraMmu HOCHMEX MPHUCTPOIB € MPOCTOTA
BUKOPHCTAHHS Ta MOJKJIMBICTH IIMPOKOTO 3aCTOCYBAaHHSA y IIOJEHHOMY XHTTi. IIpoTe BOHM MarTh
oOMmesxeHMid Yyac poOboTH Ha Oatapei Ta MOXKYTh OYTH UyTJIMBUMH 10 (Hi3MYHHX MEPELIKO]], HAIPUKJIIA,
HENPAaBHJILHOTO HOCIHHSI.

MeTtou ompairoBaHHs JaHUX, OTPUMAHMX 13 CMapT-TOAMHHUKIB, (piTHEC-OpacieTiB Ta METUIHAX
TUTACTUPIB, BKIIIOYAIOTH KiJIbKa €TalliB, 110 3a0e3MeuyloTh TOYHICTh Ta KOPEKTHICTh 310paHUX MEIUIHHUX
MOKa3HUKiB. J[aHi 3 IIUX HPUCTPOIB 3a3BMYail BKJIIOYAIOTH (Pi3i0JIOTIYHI IMOKA3HWKH MAIli€HTIB, TaKi SK
CEepLEBHI PUTM, PiBeHb IYKPY B KPOBi, KUCEHb Y KPOBi, apTepiaJIbHUIA THCK, TeMIlepaTypa Tijia Ta 1HII
napaMeTpH, siKi 30MparoThes Y peaibHOMY 4aci. 310paHi JaHi MarOTh MPOUTH MONIEPEHE OMPAITFOBAHHS IS
3HW)KEHHS BIUTUBY LIYMIB Ta apTedakTiB, sSKi MOXYTh BUHHKHYTH i/l YaC BUMIPIOBaHb Yepe3 MOMUIIKH B
nepeaavi curuany abo ¢isuyni nepemrkoau. Ha nepriiomy eTari gaHi OYUIIAOTHCS BiJl BKHIIB, SIKI MOXKYTh
OyTH BUKJIMKAaHI HECTPaBHICTIO NPUCTPOIB ab0 30BHIMIHIMH (aKTOpaMH, HAMpPHKIAL, pyxamu abo
HENPaBUILHIUM HOCIHHSM MPUCTPOFO. J{J151 IEOTO BUKOPHCTOBYIOTHCS METOAH (BiIbTpaIlil CHTHAIIB, TaKi SIK
(GiNbTPU HU3BKHX Ta BUCOKHX YaCTOT, sIKi JIO3BOJISIOTH BiADIIbTpYBaTH HEMOTPIOHI YaCTOTH Ta MiIBULIATH
TOYHIiCTh AaHuX. OIHUM 13 MOMIMPEHUX METOIIB € 3acTocyBaHHS (inbTpiB HU3BKUX dacToT (PHY), siki
JONIOMAaralTh 3HU3UTH BHCOKOYACTOTHHH IIyM, IO MOXE BHHUKHYTH B PE3YJbTATi €JIEKTPOHHHUX
MIePeNIKo/I. [HIIi METOM BKITIOYAIOTh BUKOPUCTAHHS CTATUCTUYHHUX TEXHIK, TAKUX K 3CYB CEPETHBOTO 200
EKCIIOHCHIIIaJIbHE 3TJ1aJKYBaHHS, JUISl 3TJ1aJKYBaHHS JaHUX 1 MOJIIIIICHHS X SIKOCTI.

Jaui, micist ounIneHHs JaHWuX, 3MIHCHIOETBCS 1X aHalli3 JJis BHUSABIICHHS aHOMamii abo TpeHiB,
BUKOPHUCTOBYIOUH aJTOPUTMH MalmMHHOTO HaB4yaHHs (ML), 30kpema meronn kiacudikamii Ta perpecii,
o0 nepea0aynuTH TOTEHIHHI PU3UKH JJIS 30POB’S MallieHTa ab0 BHU3HAYMTHU HEOOXITHICTH 3MIiH Y
nmikyBaHHi. Hampukinan, aiaropuTMu MOXYTh BWU3HAYWTH BIJIXWICHHS B CEPIEBOMY pUTMI abo iHIIi
¢izionoriuHi 3MiHH, IO CBiTYATh PO MPOOIEMH 31 310POB’AM. J[JIs OTO MOXKYTH BUKOPHUCTOBYBATHUCS K
NpOCTi MOJEN, TaK i CKJIaJHI HEHpPOHHI Mepexi, SKi HaBYalOThCS HA BEIMKHX O0Csrax JaHuX, 1100
3a0e3MmeynTr OB TOYHI MPOTHO3M. ICHYIOTH TaKoX METOU JJIsi HOpMallizallii JaHWX, KOJU 3HAYCHHS
HEBHOTO TapaMeTpa MPUBOAATHCSA A0 €IMHOrO MacmTady Juisi 3a0e3nedYeHHs KOPEKTHOTO MOPIBHSIHHS
PI3HUX MMOKA3HUKIB.

BaxxmBuM etaroM € iHTErpailis JaHWX 13 Pi3HUX JDKEpel, OCKIIbKH KOXEH MPHUCTPIH MOoke
BUMIpIOBATH Pi3HI NapaMeTpH. 3aCTOCYBaHHS METOIB 00'€ITHAHHA JaHUX JI03BOJISIE CTBOPUTH MOBHILIE Ta
TOYHIIIE YSBIIEHHS MPO CTaH 3J0pOB’S TallieHTa, KOMOiIHYIoUHM iH(pOpMaIilo 3 KUIbKOX MpHcTpoiB. Lle
JIOTIOMArae CTBOPUTH OLUTBIN TOYHI MOJIETI 3/I0pOB’sl Ta BUSIBUTH TIOTEHIIIHHI TPOOJIEMH Ha PaHHIX eTarax.
Kpim Toro, nani 3 loT-npuctpoiB MoxXyTh OyTH iHTETpOBaHi 3 MEANYHUMH 1HPOPMALITHUMHI CHCTEMaMHU
Ui 3a0€3NEeUeHHs PeajbHOr0 MOHITOpMHrY mamieHTiB. Ha 3aBepmianbHOMy erami 34iiCHIOETBCS
Bi3yasti3allisi pe3y/bTariB, 10 J03BOJISE JiKapsM a0o0 Mali€eHTaM CaMOCTIMHO OIIIHIOBATH CTaH 3JI0POB’S
yepe3 iHTepdelicu kopucTyBaua.

TakuMm 4HMHOM, OMpalOBaHHS AAHUX, OTPUMAHUX 13 CMapT-TOJMHHUKIB, (iTHec-OpacieTiB Ta
MEJIMYHUX TUIACTUPIB, BKJIIOYAE €TalM OYMIICHHs, (iIbTpalii, aHaidy 3a JOMOMOTOI alrOPUTMIB
MAIIIMHHOTO HaBYaHHS Ta Bi3yalli3allii pe3yJbTaTiB JUis 3a0€3MeUeHHsI CBOEYaCHOTO pearyBaHHs Ha 3MIHU
B cTaHi nauieHTa. OmnpaimoBaHHs JaHUX i3 HOCUMHX MPHUCTPOIB NOTpedye KOMILIEKCHOTO MigXOLy, II0
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BKIIFOYA€ 30MpaHHs, OUHIICHHA, aHaJi3 Ta iHTepupeTalito. i1 Ib0ro BUKOPUCTOBYIOTHCS Pi3HI METOIIH,
K1 MOKHA KJTaCU(iKyBaTH 3a eTarnaMu poOOTH 3 TaHUMH.

V naHiii cTaTTi AETaNBHINIE TPOAHANIIZYEMO €Tal HOMEePeAHbOT0 ONPALIOBaHHs JaHuX. BuaaneHHs
IIyMiB Ta apTedakTiB € BaXXIMBUM €TallOM IOMEPEeIHBOTO OTpAIfOBAaHHS HAaHWX, oTpuMaHux i3 loT-
MPHUCTPOIB. 3aNeKHO BiA THITy AaHWX (CHUTHANH, 300pa)X€HHS, TEKCT), 3aCTOCOBYIOTHCS Pi3HI METOIHN
BUJAJICHHS IIyMiB. BaxkinuBuM € (inbpTpamis CUTHAIIB 3 BUKOPUCTAHHAM (QiIBTPIB HU3BKUX Ta BHCOKHX
YacTOT JJ1s1 BUAAICHHS BUCOKOYACTOTHHX ITYMiB 200 HU3bKOYACTOTHUX Apei(iB.

@inpTpy HU3BKUX YaCTOT BUKOPHUCTOBYIOTHCS JUTS BUIAJICHHS BUCOKOYACTOTHHUX HIyMiB. PinbTpu
HU3BKUX YacTOT IMPOMYCKAIOTh CHUTHAIM 3 4aCTOTAaMH, HIKUYUMH 32 3a/aHy moporoBy dactoty (fc), Ta
NPUTHIYY€E (3MEHIIY€) CUTHAIM 3 YaCTOTaMH BHIIE LFOTO MOPOry. BiH BUKOPUCTOBYETHCS AJIST BUIAICHHS
BHCOKOYACTOTHUX IIyMiB, SIKi MOXYTh CIIOTBOPIOBATH KOPUCHUIT curHasl. DiIbTp Mae MOPOrOBY YacTOTY
(fc), HIKYe sKOI CHTHAN MepelaeThest 6e3 3HauyHOro mnocnabieHns. Yacrotu Bumie fc MPUTHIYYOTHCS,
OCKIUJTbKY BOHM Hai{uacTillle BiAMOBiAAIOTH IyMy. DibTpH peanizyloThcs Y BUTIISIL aHATOTOBOTO (MilIbTPY,
KU BHKOPHUCTOBYETHCS B alapaTHUX MPHUCTPOAX (pe3ncTopH, KoHaeHcaropw). Lludposuit ¢imetp
pealti3oBaHUil y IpOrpaMHOMY 3a0e3TeveHH] IS OTPAIFOBaHHS TUCKPETHUX CUTHAIIIB.

[Ipoananizyemo tumnu GiabTpiB HU3bKKX YacTOT. Ineanpuuit ®HY moBHICTIO 0JI0KYE BCI YaCTOTH
Bule fc, mpoTe HOro BHKOPHUCTaHHS HEMOXIIMBE Yy peajlbHOMY MaciuTali yacy uepe3 piske oOpizaHHS
4acToT. [neanpHU HU3PKOYACTOTHUH (IIBTP € TEOPETUYHWM KOHIICTITOM, SIKHH BHKOPHCTOBYETHCS SIK
OpIEHTHUD JAJISl IPOEKTYBAHHS peaslbHUX (QinbTpiB. BiH Mae HU3KY XapaKTEpPHUCTHK, IO BU3HAYAIOTH HOTO
ineansHi BiactuBocTi. Ineanpuuit ®HY mpomyckae Bci yactotu Hikue neBHoro 3HadeHHs (fc), ski
BiTHOCATBHCS 10 HU3bKOYACTOTHUX KOMIIOHEHTIB curHairy. Yactotu Butle fc TOBHICTIO BiJICIKAIOTHCS.

_( 1, axwmpolf] <f;
A = {O,HKLHO} Ifl > f.

VY ineamproro ®HY mepexin Mixk MPOMYCKHOIO Ta 3ariIylIeHOI0 CMyTaMU BiIOyBa€ThCS MHTTEBO
npu yactori fc. Lle 3abe3nedye aGCONMOTHY TOUHICTD PO3NOLTY Mixk OakaHUMH 1 HeOa)KaHUMH YaCTOTaMU.
V mponyckHiit cmysi (f<f;) ammiityaHo-uactoTHa xapaktepuctuka (AUX) 3amumiaeTscst TOCTIHHOIO Ta
nopiBHIOe oguHMLI. Lle o3Haydae, 110 HU3PKOYACTOTHI CUTHAIIM MPOXOJATH 03 CIIOTBOpEHHS. lneanbHuit
®HY He BHOCUTH ()a30BUX CIIOTBOPEHB y CUTHAN, TOOTO (ha30Ba XapaKTEPUCTHKA € JIIHIHHOK (HYHKITIER0
yacrotu. Lle mo3Bossie 30epiraTu 4acoBi XapakTepuCTHKH curHaiy. [neansanii ®HY mae HeckiHueHHUN
MOPSJIOK, MO0 O3HA4Yae, IO HOro iMIMyJbCHA XapaKTEpPUCTHKAa € HECKiHUYeHHO JaoBrow. lle Bumarae
HECKIHYeHHOT 00UYHMCITIOBAIbHOI IOTYXHOCTI JUTs peanizaliii. ImmynbecHa xapakrepuctrka ineanpaoro ®HY
€ cuHycoinanpHOO ¢yHKIiero Bumy h(t) = sinc(2f.t), me sinc(x)=sin(mx)/(mx). BoHa HecKiHUEHHO
MPOCTATAETHCS B YaCi, IO CTBOPIOE CKIATHOCTI NpH (i3nuHil pearizamii. [neanpanil GinbTp Mae cUMeTpiro
HaBKoJ1o oci f=0, 1m0 3a0e3nedye 0 JHaKOBE OMPAIOBAHHS CUTHAIIIB AK y MMO3UTHBHIH, TaK 1 B HEraTUBHIN
4yacTOTHI oOmnacti. Bci wactotn Hmkue fc mpoxomste depe3 imbTp 0€3 KOAHOTO 3aracaHHS, TOOTO
aMmIutiTy1a curaaiy 30epiraetbes Ha 100%. [neansauit ®HY He Moxke OyTu peasnizoBaHuil Gi3ndyHO dyepe3
HOro HECKIHYEHHMH MOPSAOK Ta HECKIHUYEHHY IMIYJIbCHY XapaKTEpPUCTHKY. Y peEaJbHHUX CHCTEMax
BUKOPHCTOBYIOTBCSA arpokcuMartii igeampHoro ®HY, Taki sk ¢imetpu barrepBopra, UeOumeBa abo
emminTuuHi QinbTpu. BoHM HamararoThcsi 3a0€3MEeYUTH MaKCHMAllbHO HaONMKEHI XapaKTePUCTUKHU JI0
ineanpHOTO (inbTpa. HaBiTh y peanbHUX (inbTpax 3 0OMEXKEHOI CMYTOH MEPeX0/ly MOXKIMBE INEBHE
3aracaHHs OaKaHWX 4acTOT a00 YaCTKOBE MPOXODKEeHHs HeOaxxaHux yactot. [neansuuit ®HY € eTanonom,
[I0 BU3HAYAE OCHOBHI XapaKTEPHCTHKH (UIBTPIB Ui ompaioBaHHs curHaniB. OmHak depe3 (i3uyHi
00OMEKEHHS B peIbHUX CUCTEMaX BUKOPUCTOBYIOTHCS JIMIIIE HOro anmpokcuMariii. THM He MEHIII, 3HaHHS
ileaJbHAX BJIACTUBOCTE Jomomarae mnpu po3podui ¢inbTpiB, AKi MaKCUMajlbHO BiANOBiAAIOTH
NPaKTUYHUM BUMOTaM.

Peanpni ®HY BUKOPHCTOBYIOTBCS ISl TJIABHOTO IMPUIYIICHHS BHCOKHMX 4acToT. J[is mporo
BUKOPUCTOBYEThCsL PinbTp barTepBopra, 1o 3a0e3nevye IaBHy nepeiaBaibHy (yHKIi0 0e3 XBUIb Y
cMy3i nporyckanHs. @insTp barTepBopTa — 116 OAMH 13 HAMMOIMPEHIMINX TUIIIB AHAJIOTOBUX 1 HTUPPOBUX
dinbTpiB, AKuil 3a6e3nedye MIABHHMIT IepeXi Mik IPOIYCKHOIO i 3aTIylIeHO0 cMyraMu. Voro ronosua
0COOJIMBICTH MOJISITAE B MAKCUMAJIBHO Thakid AUX y mporyckHiid cMy3i, 1110 poOUTh HOT0 yHIBEpCaITbHUM
y 6aratpox 3acTocyBaHHsAX. Ha BiqMmiHy Bij iHIIMX QiIbTPiB, TakuX K YeOuieBa yu eJulinTHYHOT 0, PIIbTp
BarrepBopTa He Mae mynbcaniil y nponyckHii cmysi. AUX m1aBHO 3MiHIOETHCS Big 3HaueHHs 1 10 0 B Mipy
HaAOMKEHHS 10 9acToTH 3pi3y (fc). YacToTa, Ha sAKiil aMIUTiTyIa CHTHAIY 3MeHITyeThes 10 1/2~0.707 Big
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MakcuManbHO! amrutityan (a6o mo —3 nb). [lopiBHAHO mmpmia, HiX y 1HIUX (QUIBTPIB (HAPUKIAI,
Uebunmmesa), ockinbku rinagkicte AUX y IpomyCKHIA CMy3i JOCSTA€ThCS 32 PaxXyHOK MEHII CTPIMKOTO
3racaHHsl CHUTHaly B 3ariylleHiii cmysi. [lepemaBanbHa ¢yHKLiS (inbTpa OMUCYETHCS IOJIHOMOM

Barrepsopta H(f) = , 1e N — nopsiiok ¢inbTpa. [HTEeHCHBHICTD 3racaHHs CUTHAIY B 3arTyIICHIH

_r
I+
cMy3i 3pocrae i3 miaBuiieHasM mopsaky N. s sucokux gactor AUX cmanae 31 mBuakictio 20N b Ha
nexany. UM BUIMIA TOPAI0K GibTpa, THM OJKYe HOTo XapaKTepUCTHKA JI0 i1eanbHOro QilbTpa, ane e
30UTBIIIyE CKIAMHICTH Horo peamizamii. Xoda ¢imsTp barrepBopra 3a6e3meuye rmamkicte AUX, i#oro
(hazoBa XapaKTEepHUCTUKA € HETIHIIHOFO, 0 MOXe MPHU3BOAUTH 10 (ha30BUX CIIOTBOPEHB y CUTHATI. PinbTp
bartepBopTa 3aiMIIaEThCA CTAaHAAPTOM Yy MPOEKTYBaHHI iH(QOpPMaUiiHUX CHCTEM, 1€ TMOTpiOHe
30anaHcoBaHe noeaHaHHA raankocti AUX Ta moMipHOT CKIIaZHOCTI peaizarii.

QineTp Yebumesa m03BONAE OIMBIIMNA TIepenag y aMIUTiTyTHO-9YaCTOTHIH XapaKTEpUCTHIIi, aie
3a0esrneuye kpyrimmii cnan. @inerp YeOuineBa € BUCOKOSHESKTUBHUM THIIOM aHAJIOTOBUX 1 MU(POBHX
¢inbTpiB, sk 3abe3nedye KpyTILIMKA Chaj CUTHATY B 3arilylleHid cMy3i MOpiBHAHO 3 (inbTpoM
barrepBopra. lle mocsraerbcs 3a paxyHOK JONMYCTHMHX —IIyJbCAllil  aMIUTITYZHO-4aCTOTHOI
xapakrepuctuku (AUX) y mporyckHii cMy3i abo 3ariyiieHii cMy3i, 3a1exHo Bij Horo Tuiry. Taki GinbTpu
MEpUIOTO TUIY MAlOTh myJbcamito AUX nuire y mpomyckHid cMmy3i, ToAl SK y 3ariyuieHiid cmysi AUX
crajiae MOHOTOHHO. Jlpyroro - nwine B 3ariymieHid cMmy3i, Toai sk y mpomyckHid cmy3i AUX e
MOHOTOHHOIO (3aCTOCOBYETHCS DiJIIe uepe3 CKIamHICTh peamizarmii). IlepegaBanpna ¢dyHKIsS dinbTpa
0a3yeTbcsl HA BUKOPUCTaHHI MoJliHoMiB UeOuieBa, siki 3a0e3MeuyoTh MyIbCcallii:

1
V1+e TE(E/f)

H() =

ne Tn(X) — moninom Yebuiesa N-ro mopsijky, € — mapameTp, [0 BU3HAYa€ PiBEHb MyJIbCallii y
MPOIYCKHIH cMYy?3i.

OinpTp Yebumepa 3abe3mnedye CTPIMKIIINKA MepPexil MiXK MPOIMYCKHOIO Ta 3ariylIICHOI0 CMyTraMu
nopiBHAHO 3 (QimbTpoM batrepBopra. AUX y 3armymieniii cMmysi criagae 3i mBuakictio 20N nb Ha nexamy
abo Oiiple 3anekHo BiJ mopsaky ¢inbrpa. HeminiiiHa (a3oBa xapakTepuCTHKa MOXKE MPHU3BOIUTH JIO
(ha30BHX CIIOTBOPEHb, 11O CJIiJ] BpaXOBYBaTH MPH 0OPOOIi CUTHAIIB.

Pyxome cepenHe, 110 € MPOCTHM CIIOCOO0M 3I71aP)KyBaHHS CUTHAITY. MeTo/ pyXOMOT0 CepeHbOr0
€ TIPOCTHUM, ajie €PEeKTUBHUM CIIOCOOOM 3IJIaJDKyBaHHS JaHUX 1 BUIAICHHS IIyMiB 13 curHaiy. Lleit meron
BUKOPHUCTOBYETHCS ISl aHANI3y TUMYACOBHX PsliB, (inbTpallii CHTHANIB Ta MPOTHO3yBaHHA. Merton
PYXOMOTO CEpeHhOTrO 3TJaJPKyE€ CHTHAJ, 3aMiHIOIOYH KOXXKHY TOYKY JaHUX CEpelHIM 3HAa4eHHSM i3
(hikcoBaHOI KUTBKOCTI CyCiTHIX TOYOK y BUOipii. Dopmyia BUTIAIAE TaK:

1 N—k+N-1
M4, = _Z ;
k N Lok x[i]

ne MA— 3HaueHHs pyxomoro cepeanboro y toduii k, N — posmip BikHa, X[i] — 3HaueHHs
CUTHAITy B TOYII 1.

Po3wmip Bikaa N BH3Ha4ae KiJbKICTh TOUYOK, SIKi BAKOPHCTOBYIOTBCS JIsi OOYHCIIEHHS CEPEHBOTO
3Ha4yeHHs. Yum Oinbme N, TuM OiIbll 3riiapkeHUM Oyae CHTHaJ, ajie TUM Oiblia HMOBIPHICTH BTpAaTh
npioHUX netanedd. OUIBTP BUAANSE BHCOKOYACTOTHUH IIyM, 30€piraloyd HU3bKOYACTOTHI KOMIOHEHTH
CUTHAITy Ta MPUJIATHUHN JUTS poOOTH 3 O10METUYHUMH CHUTHAJIAMH, (PiHAHCOBUMHU JIAHUMH Ta TIOKa3HUKAMH
¢iznunoi aktuBHOCTi. Cepesn mepeBar ciif BiA3HAYUTH JIETKICTh BUKOPHUCTAHHS Ui OOYMCIICHHS Ta
iHTerpanii y pi3Hi cucteMu. BukopucToBye mpocti apudmMeTnyHi oneparii, 10 poOUTh HOTO MIBUAKUM IS
BUKOHAHHS HaBiTh HA MPUCTPOSIX 13 HU3BKOIO MPOyKTUBHICTIO.

Jo npukianry 1uis cMapT-TOJUHHUKA, SIKUM BUMIPIOE CEPLIEBUI pUTM, METO/ PYXOMOT'O CEPEIHBOTO
MOKE€ BHUKOPUCTOBYBAaTHCS IJIsl 3TJIaJUKyBaHHS CHTHally i BUAAJICHHS IIyMiB, 110 BUHHUKAIOTH 4Yepes3
(i3M4Hy aKTUBHICTH a00 eNIEeKTPOMArHITHI Mepernkoiy, 3a0e3nedyroun Oifblll TOYHUI aHai3 cepleBux
CKOPOYEHb.

OO6panHs TOTO YM IHIIOTO (PIIBTPY AT ONPALFOBAHHS JAHUX 3aJIEKUTh BiJl XapaKTEPUCTHK CaMHUX
JIAHHX.
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Posrissremo npukinan pobotu (GibTpa HU3PKUX YaCTOT HA JaHWUX, OTPUMAHUX 3 (iTHEC-OpacieTy,
KU BUMIpIOe ceprieBuil putM. CeprieBuii puTM Moke OYTH MiATaHuUH ITyMy, 30KpeMa BUCOKOYaCTOTHUM
MepelKoaaM, CIPUIMHEHNM pyXaMH KOPUCTYBaua Ui eJICKTPOHHUMU ITyMamu. JIJis onpamoBaHHs TaKUX
JaHux BukopuctoByBaTuMeMo @HY BUKOHA€MO HACTYIIHUI JITOPUTM.

Kpok 1. 36ip manux.

Ha npomy kpoui ditHec-Opacier 30upae gaHi Opo CEpUEBHH PUTM 3 BUKOPHCTaHHAM
inpopmauiiiHoi Texnounorii loT depe3 naBaui, o po3MimieHi Ha MmKipi nauienta. Hanpuknan, 3HaueHHs
CEepLEBOI0 pPUTMY BHUIVIAIAE TAK:

[0.5,0.8,1.2,1.5,1.7,2.0,2.2,1.9,1.5,1.1,0.9,0.7]

Kpok 2. BusiBineHnHs mymis.

VY peansHUX yMOBax Ha IIi 1aHI MOXKYTh BIUTMBATH BUCOKOYACTOTHI IIEPEIIKOIH, 30KpeMa BiJl pyXiB,
IO CTBOPIOIOTH KOPOTKOYACHI crutecku Ha rpadiky. Lle MokHa Bisyami3yBaTh SK IIBHAKI 3MIHH MiX
CYCiTHIMU 3HAYCHHSIMHU.

Kpox 3. Bukopucranss pinsTpy HU3BKHUX YacTOT.

®HY no3Bonsie TPONTH TIMBKA HHU3BKOYACTOTHMM KOMIIOHEHTaM CHTHAly (BIacHe,
iH(pOpMaLlifHIM YacTOTaM, TAKHM SIK HOPMAJBHUI ceplieBU PUTM) Ta OJIOKY€E BUCOKOYACTOTHI KOJTHBAHHS
(trym).

®opmyna st omHOCTaiiHOTO I poBoro PHY Burmsgae Tax:

y[n]=ox[n}+(1-o)-y[n-1]

ne y[n] — ue ompaunpoBaHMl CHUTHAJ Ha MOTOYHOMY erami, X[N] — 1€ BXiAHWIA CcHUTHAI
(HeompanpoBaHi AaHi), o — KoediieHT QinbTpa (BU3HAYA€E, HACKUTEKA (PITBTP Oyl YyTIIMBHA 10 HOBUX
3HAYeHb, 3a3BH4ait 0 < o < 1).

Kpok 4. O6uncienHs GpirbTpoBaHOTO CUTHATY.

Jiist mpocTOoTH, MPUIYCTHMO, 10 3HaYeHHs 0=0.1. Temep o0UnCII0EMO OnpanboBaHi 3HAYECHHS JIs
KOXKHOT'O eTaly:
y[0]=a-x[0]=0.1-0.5=0.05 y[1]=0-x[1]+(1—a)-y[0]=0.1-0.8+0.9-0.05=0.08+0.045=0.125

o y[2]=0.1-1.2+0.9-0.125=0.12+0.1125=0.2325

o y[3]=0.1-1.5+0.9-0.2325=0.15+0.20925=0.35925

o 1 Tak jami U1 BCiX HACTYITHHUX €TalliB.

[Ticns onpanroBaHHs BCiX 3HAYEHb CUTHATY MH OTPUMYEMO (DiTbTpOBaHY KPUBY, SIKa BUTTISIATHME
3HAYHO piBHiIIe, 0€3 PI3KUX KOJIMBaHb, XapaKTEPHUX JJIS IIYMY.

Kpok 5. ®imprpoBanmii curHan (micas 3acrocyBanHs OHY) Bumisgae TakuM YHHOM
[0.05,0.125,0.2325,0.35925,0.42375,0.498375,0.558525,0.576075,0.56425,0.528875,0.4766,0.41355]

Kpox 6. Pe3ynbrart.

[Ticas dimpTpanii JAHUX CEPIIEBOT0 PUTMY MU OTPHMYEMO 3HAYEHHS, SKi Kpalle BimoOpakaroTh
peanbHHUN CTaH Nalie€HTa, 3MEHIIYIOUM BIUIMB 30BHIMIHBOTO MyMy. OUHIIeHUI CUrHAI € OUIbII CTIMKUM 1
JIO3BOJISIE TOYHIIIE aHATi3yBaTH KOJIMBAHHS CEPIICBOTO PUTMY 0e3 MEpeniKoj, 10 BUHUKAIOTH BiJl PyXiB
a0o0 HIIKAX JHKEepe MIyMy.

Hudporuit ®HY € edekTHBHUM iHCTPYMEHTOM JIJIsl OYHUINEHHS JaHWX, OTPUMAHUX 13 HOCHMHUX
MIPUCTPOIB, TaKkuX sIK (hiTHec-OpacieTn, CMapT-TOAWHHUKY Ta MEJWYHI TUIACTUPH, BiJ] BACOKOYACTOTHOTO
rymy. e 103BoJ1s€ OTpUMAaTH TOYHIII Ta Ha NI HHIII TaH1 TS TO1aJIbIIIOT0 MOHITOPUHTY Ta aHaJli3y CTaHy
3]10pOB’S MAaLli€EHTA.

[MpunycTiMo Ma€eMo BXIiJHI JaHi, sIKi XapaKTepU3ylOTh HAasSBHUH CHHTETUYHHUI CUTHAJI, IO
MICTHTh KOPHUCHHU HW3bKOYACTOTHHMH CHUrHanm (HalpHKIaJ, CUHYCOila), BUCOKOYACTOTHHUH UIyM
(HampuKan, BUMNAAKOBUH OLINH mIym).

Bximuuit curnan (X[n])

@)

x[n] = sin(2nf;n) + 0.3random_noise
x[n]=sin(2xfin)+0.3-random_noise,

ne fi=1 T'ii — yacToTa KOPUCHOTo CUrHajy, random_noiSe - BUCOKOYACTOTHHM HIyM.
HanamryBanns mapametpiB ¢inbTpa yacrota auckperusanii £s=100 I'n, yacosa koncranta RC=0.1

o= At
T RC+AY
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[Ticns 3actocyBanus ®HY BucokouactoTHuit nrym (>1 I'y) mpuraiveno. Hu3pko9acTOTHHIA CUTHAIT
(fi=1T'11 ) 36epexkeHo.

PekypCcuBHMIA inbTp HU3BKNX YacTOT
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Puc. 1 Pezynomamu ginempayii uiymise

Ha rpadixy CuHs KpHBa - MOYaTKOBUH IIYMHWI CHTHAJ, OpaH:KeBa KPUBA - MPOQiLIbTPOBAHHN
CHUTHAaJI, 3eJIeHa MYHKTUPHA JIiHifl -OpUTiHATHHIIA KOPUCHUH CUTHAI (JIJIS TIOPiBHSHHS).

Pexypcupanit ®PHY edexTBHO BHIanse BHUCOKOYACTOTHWH MIyM 1 30epira€ KOPUCHHIA
HU3bKOYACTOTHHI CHUTHAN. 3aBJIAKHM MPOCTOTI peaizailii, Horo Mo)KHa 3aCTOCOBYBaTH B PeaibHOMY 4aci
[uts ornpairoBaHHs Aanux 3 EKD', HocHMUX NpUCTPOIB Ta iHIINX MEIUYHUX CEHCOPIB.

ImmnemenTanis ®HY B indopmauiiiHy cucteMy Ui ONpalOBaHHS JaHUX 13 MEOAUYHUX CEHCOPIB
nepeadadae IHTETpalilo anropuTMiB MUPpPoBOT (GUIBTpaIlii 3 MOXKIMBICTIO pealibHOrO 4Yacy. Bona
MOYMHAETHCS 31 30MpaHHS JaHUX 13 TaKUX JDKEpEN, K HOCHMI HPUCTPOI (CMapT-rOJUHHHUKH, (QiTHEC-
OpacneTn, MEANYHI IIACTUPH) Ta 1HILT MEAUYHI CEHCOPH (TIIIOKOMETPH, ITyJIbcOKcuMeTpH). JlaHi 3a3Buuail
HAJXOISTh Y BUTIISAAI AUCKPETHUX CHUTHAIIIB uepe3 Oe3poTOBi MpoTOKoH, Taki sk Bluetooth abo Wi-Fi,
4K yepe3 JIpoToBi iHTepdeiicy, sk-oT USB a60 UART. Yacrora auckpern3anii 3aJIeXuTh BiJl IPUCTPOIO,
Hanpuknan, aus EKD Bona moxe cranoButH Bin 250 mo 500 I'm. Ilicns 300py AaHMX BUKOHYETBCS iX

NepeonpalloBaHHs, SKa BKJIIOYAE HOPMaNi3allil0 CUTHANY JAJs YCYHEHHs PI3HUII B aMIUTITYAax,
CIPUYMHEHOT PI3HUMU CEHCOpPaMH, Ta YCYHEHHS MOXJIMBUX apTedakTiB, 30KpeMa 3HaueHb, SKi BUXOJATh
3a (i310JIOTIYHO JOMYCTHMI MEXI.
[IpoexTyBanusa iHpopmauiiiHoi cuctemu nependauyae BuOip tumy ®HY, takoro sk ¢ineTp
barrepBopTa, sikuit 3a0e3neuye MmIaBHy aMIDIITYIHO-9aCTOTHY XapaKTepUCTHKY; GLIbTp YeOuiiepa, sikuit
€ e(eKTHBHUM JIJIsl CHTHAJIB, JIe BAXJIMBA KPYTICTh 3pi3y; a00 (UIBTP PyXOMOIO CEpEIHBOrOo, MO €
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MPOCTHUM 1 TMAXOTUTH AJIS 337a4 31 caOKUME OOYMCITIOBAIBHUME pecypcamMu. BaxkmuBumu mapameTpamMu
IPOEKTYBaHHS € 4acTOTa 3pi3y, sSKa BHOMPAETHCS 3aJICKHO BiJ THUIY curHany, Hanpukiaa, it EKT ne
Mmoxe Oytu 40 ', mo6 BUAATUTH BUCOKOYACTOTHI LIYMH, 1 MOPSAOK (ibTpa, M0 BU3HAYAE KPYTH3HY
3pizy.

ImmnremenTamist mudposoro @HY moxe Brimrodatu ¢ineTpu FIR, sKi BUKOPHUCTOBYIOTH METOJ
3TOPTKH U € cTabiIbHUMU Ta MpocTUMU, ab0 ¢ineTpu IIR, AKi MpaiioloTh Ha OCHOBI PEKYPCUBHUX PiBHSIHD
1 3a0e3meuytoTh ehekTuBHICTh. [ peanizamii BUKOPUCTOBYBATHMETHCSI MOBa mporpamyBanns Python i3
6ibmiorekoro scipy.signal Ta MoBu mporpamyBaHHs C++ 1 Java mns BOyZOBaHMX CHCTEM, Jie BaXKIIMBA
mBHAKOIs. DinbTpallist y peaibHOMY Yaci nepeadadae onpamroBaHHs MOTOKOBUX AaHUX 13 Oydepuzariero
Ta ONTHMIi3alilo aJrOPUTMIB AJIS IIBUIKOTO BUKOHAHHS Ha MIKPOKOHTPOJIEpaX Y XMapHUX CepBepax.

IaTerpanis ¢inpTpa B iHhopMaIiitHy cuCTeMY BKIIIOYa€ MOYIb s 300py JaHUX, SIKUH IpuiiMae
CUTHAJIH BiJl CEHCOpPiB, MOIyb (inbTpailii, mo 3actocoBye ®HY 10 KOXKHOTO CHTHAIY OKPEMO, 1 MOTyITh
30epexeHHsl, aKuii 30epirae BiadimpTpoBaHi AaHi y 0a3i JaHUX abo mepeaae iX y xMapy Ui MOJANIbIIOTO
anamizy. [HTepdeiic kopucTyBaya 3abe3nedyBaTuMe Bizyasizallito CHTHAITY 10 Ta micis (GiTeTpailii, a TakoxK
MOJKJIMBICTh HaJaIITYBaHHS YaCTOTH 3pi3y.

3aBepliaibHUM €TaloM € TECTYBaHHS Ta ONTHUMI3allis CUCTEMH, 110 BKIIOYAE BaJIiJAIIO0 SIKOCTI
¢inpTparii 3a JONOMOTOI0 pealbHUX JaHuX, 30kpeMa EKI'-curnanis i3 mymamu ta 6e3, i 3a0e3mnedeHHs
MIHIMaTPHHAX 3aTPUMOK Ta HU3BKHUX OOYMCITIOBAIBHUX BUTPAT IS TTiABUIIEHHS POTyKTHBHOCTI.

Hagenemo npukinazn koay from scipy.signal import butter, Ifilter

# Oyukmis npoektyBanHs LPF
def butter_lowpass(cutoff, fs, order=4):
nyquist = 0.5 * fs
normal_cutoff = cutoff / nyquist
b, a = butter(order, normal_cutoff, btype="low', analog=False)
return b, a

# DinbpTpalisi CUTHATY

def lowpass_filter(data, cutoff, fs, order=4):
b, a = butter_lowpass(cutoff, fs, order)
y = Ifilter(b, a, data)
returny

# Ilapametpu

fs =500 # Yacrora nuckperuzaiii

cutoff =40 # Yacrora 3pizy

data=1[0.1,0.2,0.15,0.35, 0.4, 0.2, 0.1] # Bxiguuii curtan

# DinpTpartis
filtered_data = lowpass_filter(data, cutoff, fs)

print(filtered_data)

[lepeparamu Bukopuctands ®HY s MeIUYHMX CUTHANIB € BUAAJICHHS I[IYMIiB, BHUKJIMKAHUX
€JICKTPOMAarHITHUMH MEPEIIKOAaMU a00 pPyXaMH MallieHTa, MOKPAIICHHS TOYHOCTI aHai3y (i3ioJoriyHux
napameTpiB, 3a0e3Me4eHHs HaAiiHOi poOOTH aNrOPUTMiB MAILIMHHOT'O HABYAHHS, SIKI IOTPEOYIOTh SIKICHUX
nmanux. Immiemenraitiss ®HY B iHopMariiiiHi CHCTEMH I ONPAIIOBAHHS JaHHUX 13 MEIUYHHUX CEHCOPIB €
BaYKJIMBUM KPOKOM JUIs 3a0€3IeUeHHS HaIHOI0 MOHITOPHHTY CTaHy 3J0POB’Sl MAlli€HTIB Y pealbHOMY
yaci. ONTUManbHO HaJMAMITOBaHI (iNbTPU O3BOJSIOTH IMIJBUIIMTH SKICTh CHUTHANIB, IO KPUTUYHO
Ba)KJIMBO /7151 TOYHOT'O aHAI3Y TA NPUUHATTS KJIIHIYHUX PillIeHb.

BucHoBKHu.

MOHITOPHHT CTaHy 3I0pOB’s MALIEHTIB 3a JOIMTOMOI'OI0 TEXHOJIOTiH IHTepHETY peueit 1eMOHCTPYE
3HAYHMH MOTEHIiall Y CydacHI MeIUIIHI 3aB/SIKM MOKIJIMBOCTI 300Dy, aHaJi3y Ta Bi3yallizawii MEOUUHUX
JIaHUX y peajibHOMY MaciuTaldi dacy. Y AOCHIKeHHI MOKa3aHO BAYKJIMBICTD MOMEPEIHLOTO OIPAIIOBAHHS
MEJIMYHUX CUTHANIB, 30KpeMa BUIAJICHHS BUCOKOYACTOTHHX IMYMIB Ta HU3bKOYACTOTHUX JpeddiB, s
3a0e3neueHHs BHCOKOI TOYHOCTI Ta HaAIWHOCTI AiarHocTMUHUX cucteM. InTterpauis loT-mpuctpois i3
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METOIaMU MAallMHHOTO HABYaHHS JIO3BOJISIE HE JIMIIC aBTOMATH3YBaTH MPOIEC aHANli3y JaHUX, ale i
T ABUIINATH SIKICTh Ta JOCTOBIPHICTH PE3yIbTaTIB.

3acrocyBaHHS (UTBTPIB HU3bKHUX YACTOT MPOAEMOHCTPYBAJIO e()EeKTUBHICTh Yy 3MEHIICHHI IIyMiB,
SKi BUHUKAIOTh M1/ 9ac 300py CHUTHAJIB, TAKUX K EIEKTPOKApIIOTPaMH, 0 € KPUTUIHO BAKIUBUM IS
TOYHOTO MOHITOPHHTY CEpIEBOTO PUTMY. 3alpOIOHOBaHI METOAM ONTHMI3alii, Taki sIK BHKOPUCTAHHS
Cy4YaCHHUX alropuTMiB 1UGPOBOI (GiNbTpaIlii Ta apXiTEKTyp CHCTEM pEaIbHOro 4Yacy, 3a0e3NeuyroTh
e(eKTHBHICTh TA HAJIHICTH CHCTEM MOHITOPHHTY.

Bmoposamxennst loT y cdepy oxopoHH 3m0poB’S BiAKpHBAE HOBI MOXKIHUBOCTI JUIA
MEPCOHANII30BAHOI MEIMIIMHY, JO3BOJSIOYM 3JIHCHIOBATH OC3MEPEePBHUI MOHITOPUHT CTaHy 370POB’S
MAI[IEHTIB, IBUJKO PEearyBaTH Ha 3MIiHM Y CTaHi iXHBOTO 3J0POB’S Ta IMiJBUIIYBAaTH SKICTh MEIUYHOT
nmoromoru. llogamemmi mocmimpkeHHS B mii cdepi moBWHHI OyTH CIpSIMOBaHI Ha BHPIMICHHS MpoOiieM
MacmTabOBaHOCTI, IHTEPOIEpaOEIBbHOCTI Ta OE3MEeKH, IO JO3BOJUTH CTBOPUTH Ie OUTBIT TOCKOHAII
CUCTEMH JJII MOHITOPUHTY CTaHy 3I0pOB’s MAIli€HTIB.
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HAYKOBO-AHAJIITUYHE JOCJPKEHHSI 3ACTOCYBAHHSI IITYYHOI'O IHTEJIEKTY
B MEJUYHI BI3YAJIIBALIT

I'opkynenko A.B., Ceepcriok A.C. HaykoBo-aHajiTH4He JOCIHiIKeHHs1 3aCTOCYBaHHSl IITYYHOIO IHTEJIEKTY B
MeIU4HiN Bidyanizanii. Y naniif HaykoBili po0OOTiI IPOBEICHO aHANITHYHE NOCIIUKEHHS CyJacHHX IIJXOXIB JI0 3aCTOCYBaHHS
mryqHoro inTenekry (LII) y memwuwmiit Bisyamizamii. BukopucroByloun 0a3y maHmx Scopus, 3AiHCHEHO aHaNi3 HayKOBHX
nmyOmikarii 3a mepion 2014-2024 pokis. BuzHadeHo KIIF0YOBI TeHAEHMIT, BUKIMKH Ta mepcrekTuBH po3BuTKy LI y pamionorii,
JIarHOCTHILII Ta CyMDKHUX HampsiMax. JlociKeHHS! BUSBHIIO €KCIIOHEHIIIITHE 3pOCTaHHS KUIBKOCTI HAYKOBUX IPallb 13 CepeIuHN
2010-x pokiB, WO MOSICHIOETBCS PO3BUTKOM TIIMOOKOTO HAaBYAaHHs, 30KpeMa 3ropTkoBux HehponHux wMepex (CNN) i
Tpancopmepis. [IpoBinHumu neHTpamu nocmimkeHb € ycraHoBu CIIIA ta Kuraro, ocHOBHHMH pKepenamu (iHAHCYBAaHHSI —
National Institutes of Health (NIH) Ta National Natural Science Foundation of China (NSFC). He3Baxxarouu Ha 3Ha4HI TOCATHEHHS,
AKTyaJbHHMH 3aJMIIAIOTHCS INHUTAHHA HAAIHHOCTI AJTOPUTMIB, IXHBOI IHTEpPIPETOBAHOCTI Ta €TWYHI acmekTd. Ilomambmri
JIOCTIJKEHHS CIIPSIMOBAHI Ha MOKPAICHHS TOYHOCTI MOJICIICH 1 1X aJanTalliro 0 KIIHIYHOT MPAKTHKH.

KnwuJoBi cioBa: aHamiTHKa, IITYYHHA IHTENCKT, MEIWYHA Bi3yamizallis, I7TMOOKE HAaBUYaHHS, MAallMHHEC HABYAHHS,
GiomennuHa iHXeHepis.

Horkunenko A., Sverstiuk A. Scientific and Analytical Study on the Application of Artificial Intelligence in Medical
Imaging. This scientific paper presents an analytical study of modern approaches to the application of artificial intelligence (Al)
in medical imaging. This study analyzes scientific publications from 2014 to 2024 using the Scopus database. Key trends,
challenges, and prospects for Al development in radiology, diagnostics, and related fields were identified. The study revealed an
exponential increase in the number of scientific papers since the mid-2010s, which is attributed to the advancement of deep learning,
particularly convolutional neural networks (CNN) and transformers. The leading research centers are institutions in the United
States and China, with the primary sources of funding being the National Institutes of Health (NIH) and the National Natural
Science Foundation of China (NSFC). Despite significant achievements, issues of algorithm reliability, interpretability, and ethical
considerations remain relevant. Future research is aimed at improving model accuracy and adapting them to clinical practice.

Keywords: analytics, artificial intelligence, medical imaging, deep learning, machine learning, biomedical engineering.

Beryn. Mennyna Bisyani3ailist € OJHI€ 3 KIOYOBUX Tally3eil CydacHOI MEIMIIMHH, SKa JI03BOJISIE
3a0e3meuyBaTH TOYHY OiarHOCTHMKY, MOHITOPHHI 3aXBOPIOBaHb 1 IUIAaHYBaHHS JIiKyBaHHS. BogHouac
3pocTaHHs 00CATIB JaHUX, OTPUMAHUX 3 Cy4aCHUX METOMIB Bizyaumizarlii, Takux sik KT, MPT, V3 ]I Toro,
YCKJIQJIHIOE iX CBOEYACHY Ta SAKICHY iHTepIperallito jgikapsamu. Lle cTBoproe notpedy B aBTOMAaTH30BaHUX
CHCTEeMaXx aHalli3y, 3[aTHUX 3a0€3MEeYNTH BUCOKY TOUHICTh, IIBUIKICTP i HAIIMHICTh Yy IPUHHATTI PillleHb.
Y npomy KoHTekcTi mTy4Hui iHTesnekT (LUI) BHCTymae moOTy>KHUM IHCTPYMEHTOM IJisi PO3B’S3aHHS
BKazaHuX mpooOiem [1].

IIpore BrpoBamxkenns LI y meaumuny Bisyamnizamilo CyNpOBOKYETHCS HM3KOIO BHKIHKIB. Ilo-
nepiie, CKIaAHICTh aJTOPUTMIB MAlllMHHOTO HaBYaHHA, TAKUX SIK 3rOpTKoBi HelipoHHI Mepexi (CNN) i
TpaHchOpMepH, YaCTO MPHU3BOIUTH JIO MPOOJEMH IX IHTEPIPETOBAHOCTI, 110 YCKIAIHIOE BUKOPUCTAHHS
UX Mojielield y KiiHiuHii npaktuii. Jlikapi moBuHHI po3yMiTH, sK 1 womy LI mpuiiMae neBHi pimieHHs,
OCKUIBKH IIe HalpsIMy BIUIMBA€E Ha JIOBIpY 10 CHCTEMH [2].

ITo-npyre, icHye npobiiemMa cranfapTu3aiii Ta Baimigamii anroputmis 1. s ix 3acTocyBaHHS y
peaibHIN KIIHIYHIA TPAaKTHIl HeOOX1IHI YiTKI MPOTOKOJIH OLIHKK e()eKTUBHOCTI Ta Oe3rneku. BigcyTHicTh
Y3TO/KEHUX CTaHJAapTIB MEPELIKO)KaE MacCOBOMY BIPOBaKeHHIO TexHoorid LI y pisHux kpainax ta
ycranoBax [3].

TakoX BaXJIMBUM 3QIUIIAETHCS MUTAHHS JTOCTYITHOCTI BHUCOKOSIKICHUX MEIMYHUX JIAHWX, IO €
KpUTHYHO HeoOXimaumu ans HapdanHs LI, Jlani maroTh OyTH He JMINE JTOCTATHRO 00 €MHUMH, a i
BIJMOBiAaTH BHMOraM IIOJ0 TOYHOCTI PO3MITKM Ta 30epekeHHA KoHpineHuiiHocTi. Lle Haknanmae
JIOIATKOBI TEXHIYHI i eTHuHi BUMOTH 110 BuKopuctanus 1 y menummni [4].

Haperuri, inTerparis I y kniHiuHY MpakTUKy NOTpeOye BpaXyBaHHsI €THYHUX aCIEKTiB, 30KpeMa
30epeKeHHS] TNPHBATHOCTI MAIi€EHTIB Ta BH3HAYCHHS BIANOBINANBHOCTI 3a PIMICHHSA, NPHHHATI
anroputMami. L{i mutanHsa MaroTh OyTH po3B’si3aHi 3317151 MiABUIIEHHS A0BipHU 3 O0KY MEAMYHOT CHIIEHOTH
Ta maii€eHTis [5].
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TakrM uyrHOM, HayKOBa MPOOJIEeMa TONATAE Y HEOOXIHOCTI CHCTEMHOTO aHalli3y CydacHOTO CTaHy
3acrocyBanHs LI y meauuHiil Bisyamizarii, mooIaHHs 3a3HaYeHUX BUKIWKIB Ta (OPMYBAaHHS CTpaTeriit
JUTSL ONITUMAJIbHOTO BUKOPUCTAHHS ITUX TEXHONOTIH y MeaunuHi [6].

Meta podoTu. MeTor0 T0CIiHKEHHS € IPOBEICHHS HAyKOBO-aHAJITHIHOTO JOCTIKEHHS CyJacHUX
IiIXO/TIB Ta TIEPCIEKTHB 3aCTOCYBAaHHS IITYYHOTO IHTEIEKTY B MEUYHIN Bi3yalli3ailii, 10 BKIFOYA€E OTIIS]
1 CHCTEeMAaTH3allil0 aKTYaJIbHUX HAYKOBUX MyOJIiKallil, BUSHAYCHHS KJIFOUOBUX TCHJCHIIH, BUKIUKIB i
MOJKJTUBOCTEH JIJIsi TIOJANIBIIIONO PO3BHTKY, a TaKOX aHali3 KIIHIYHWUX, TEXHIYHUX Ta 1HHOBAI[iHHUX
acriektiB Bukopuctanns LI y pamioorii, miarHocTHIN i CyMIKHHX HampsMax.

TeopeTuuHa yacTuna. J1J1s1 OI[iHIOBAHHS aKTyaJIbHOCTI TOCIPKEHb METO/[iB MATMHHOTO HABYaHHS
Ta IX BUKOPUCTaHHS B IOCIIPKSHHI JAHOTO MUTAaHHS B HAYKOMETpHYHiit 6231 SCOPUS Oyi10 chopmyiboBaHO
AHATITHYHAN 3aIUT, KW BKJIIOYA€E KIFOYOBI TEPMIiHH, IMOB’S3aHI 3 MEIWYHOIO Bi3yawi3alli€ro, pisHUMH
METOJaMH Bi3yalizallii, a Takok TexHoyorismu mrygnoro iHrenekry: (ALL("Medical imaging™) OR
ALL("Medical image") OR ALL("Medical visualization") OR ALL("Diagnostic imaging”) OR
ALL("Clinical imaging") OR ALL("Healthcare imaging") OR ALL("Radiological imaging") OR
ALL("Biomedical imaging")) AND (ALL("MRI") OR ALL("CT Scan") OR ALL("Ultrasound") OR
ALL("Nuclear medicine”) OR ALL("Radiology") OR ALL("Image segmentation”) OR ALL("Organ
segmentation”) OR ALL("Tumor segmentation") OR ALL("Lesion segmentation™) OR ALL("Pathology
detection") OR ALL("Anomaly detection") OR ALL("Tumor detection") OR ALL("3D modeling™) OR
ALL("3D visualization™) OR ALL("Volumetric analysis") OR ALL("Organ reconstruction”) OR
ALL("Surgical planning™) OR ALL("PET") OR ALL("SPECT") OR ALL("Radiography") OR ALL("X-
ray fluorescence™) OR ALL("X-ray") OR ALL("Fluoroscopy") OR ALL("Mammography") OR
ALL("OCT") OR ALL("Spectroscopy™)) AND (ALL("Artificial Intelligence") OR ALL("Machine
Learning”) OR ALL("Deep Learning") OR ALL("Neural Networks") OR ALL("Convolutional Neural
Networks™ OR ALL("U-Net") OR ALL("Image processing") OR ALL("Automated analysis") OR
ALL("Pattern recognition™)).
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Puc.1 — JIluHaMika KiJIbKOCTI HAYKOBUX MyOJIiKaLii, NPUCBSIYCHUX 3aCTOCYBAHHIO IITYYHOTO iHTEJIEKTY B
MeandHii Bizyamizarii (2014-2024)

Ha ocHoBi ananmizy mnpencraineHoro rpadika (puc. 1) cmocrepiraeTbcs CTiKa TEHICHIIs
3pOCTaHHS KUIBKOCTI HAYKOBUX IyOmikaiiii y nepion 3 2014 mo 2024 pik. 3araibHa KUIBKICTh JOKYMEHTIB,
IO MICTATH 1HQOPMAIIO PO 3aCTOCYBaHHS MITYYHOTO 1HTENIEKTY B MEJAWYHIN Bi3yaisailii, TeMOHCTPYE
EKCIOHEHIIANbHE 3pOCTaHHS, 1110 CBIAYUTH NPO 3pOCTal0unii HAYKOBHUI iHTepeC 10 1€l TEeMaTHKH.

3okpeMa, Ha MoYaTKy aHaiizoBaHoro nepiogy (2014-2015 pp.) obcsar HaykoBuX pobiT OyB
BiJTHOCHO HEBEJIHMKHM, IpoTe Bxke 3 2016 poky crocTepiraerbes 3HauHe 3pocTanHs. [lomanemmii mepion
(2017-2020 pp.) xapakTepu3yeTbcsi CTAOIIBHUM IPUPOCTOM KUIBKOCTI MyOiKarii, mo Moxe OyTH
MOB’S13aHO i3 BIPOBA/LKEHHSIM HOBHX aJTOPUTMIB ITTMOOKOrO HAaBYaHHS, 30KpeMa HEWPOHHHUX Mepex. Y
2021-2024 pokax BiJI3BHAYAETHCS IPUCKOPEHHSI TEMITIB 3pOCTaHHS, 10, HMOBIPHO, € HACIIKOM aKTHBHOTO
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3aCTOCYBaHHS INTYYHOTO IHTENEKTY B KIIHIYHIM IMPAaKTHI, MOSBH BHCOKOTOYHHUX METOJIB aHaIi3y
300pakeHb Ta PO3IMIUPEHHS MIKHAPOIHOI CHIBIIpAIli B Il cdepi.
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Puc.2 — Jlnnamika KiTbKOCTI HAYKOBUX MyOJIiKallii 3a jKxepenamu y chepi 3aCTOCYBaHHS MITYYHOTO
IHTeNeKTY B MenuuHii Bizyamizarii (2014-2024).

Ha naBenenomy rpadiky (puc. 2) 300pakeHO OUHaMiKy KUIBKOCTI HayKOBHMX MyOmikamid i3
TEMaTUKW 3aCTOCYBaHHs INTYYHOTO iHTENEKTy B MeanuHid Bizyamizamii (2014-2024), po3nozineHux 3a
n’sthMa Jprepenamu: Scientific Reports (cunst minist), Computers in Biology and Medicine (uepBona),
Medical Physics (3enena), Progress in Biomedical Optics and Imaging Proceedings of SPIE (¢iosnerosa)
ta Lecture Notes in Computer Science (momapanuera). BuaHo, 1110 y O1BIIOCTI JKEPe CIOCTEPITacThes
3arajibHa TEHJEHIlSA 10 3pOCTAaHHs MyOJTiKaIliif, aje 3 pi3HOI0 IHTEHCHBHICTIO: Hampukiaa, Computers in
Biology and Medicine ta Lecture Notes in Computer Science 1eMOHCTPYIOTh MiKOBi 3HAUCHHsI OJIN3BKO
2019 poky, micisi 4Oro MOKa3HHKU abo 3HMKYKOThCS, ab0 cTabimisyroTees, Toai sk Scientific Reports
HapoIilye 00CSTH MOCTYIOBO i B OCTAHHI POKHM BUXOJHUTh Ha 3HA4YHO BHUINUiA piBeHb, a Medical Physics ta
Progress in Biomedical Optics and Imaging 36epiratoTh BiAHOCHO piBHHI mepeOir, BijgoOpaxkarun
cTalinpHuUi iHTepec (axiBLiB A0 UKUX HAIPSAMIB TOCITIDKEHb.
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Puc.3 — HaiinpoaykTuBHilii aBTopu y cdepi T0CIipKeHb 3aCTOCYBAHHS IITYYHOI'O 1HTEJICKTY B MEAMYHIN
Bi3yastizalii 3a KUIBKICTIO Iy OumiKamii.

Ha croemnuunkogiii giarpami (puc. 3) moka3aHo KiJIbKiCTh HAYKOBHX ITyOJTiKallii (110 oci abCIuc) st
MIPOBITHUX aBTOPIB, SIKI JTOCII/PKYIOTh 3aCTOCYBaHHS IITYYHOI'O IHTEIEKTY B MEIMYHIH Bizyauizarii (1o oci
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opawnHar). Jlizepom 3a KinbKicTio mokymeHTiB € Shen D., umii mokasauk nepesunrye 250 mpanb. pyre
Micrie mocinae Rueckert D. 13 mpubmuzno 200 my6mikamismu. Jami dayts Yang X. ta Ourselin S., KoxeH
i3 skux mae moHan 100 JMOKyMEHTIB, MPOTE MOMITHO BIiJICTAOTH BiJ NBOX JiAepiB. bmusbkumu 3a
3HaueHHsMH posMicTrucs Liu T., Zaidi H. 1 Summers R.M., iXHi OKa3HUKH KOJIMBAIOTHCS B Mexkax 80—
100 my6mikariid. Landman B.A. ta Lei Y. 1eMOHCTpYIOTB €10 HUKYY aKTHBHICTB (6sm3bk0 60—70 npartip
KoxkeH), Tofi sk Wang T. (mompu Te, mo 300paskeHHid OCTaHHIM y CIHUCKY) csara€ BiamiTku monaza 100
myOJTiKaIi, o CBiJYUTH PO HOTO BaroMuii BHECOK y aociipkenns LI B Meauuniii Bizyauizaitii.
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Campare the document counts for up to 15 affiliations.
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Puc.4 — HalinponyKTHBHIIII HAyKOB1 YCTaHOBHU Y cpepi TOCTIKEHb 3aCTOCYBaHHS IITYYHOTO 1IHTENCKTY
B MEIMYHIHN Bi3yastizaii 32 KUTbKICTIO IyOTiKaIlii.

Ha croBmuukoBiii aiarpami (puc. 4.) 300pakeHO KiTbKICTh HAYKOBUX IyOJIiKaLii, OB’ sI3aHUX 13
3aCTOCYBaHHIM LITYYHOI'O iHTEJIEKTY B MEAMYHIN Bi3yasizalii, po3MoiIeHUX 3a MPOBIJHUMH HAYyKOBUMH
ycranoBamu (1o oci opaunat). Jlizepom cepen nux € Harvard Medical School i3 mokasnukowm, 1o
HaOmmkaetbess 10 2000 mokymeHTiB, 3a sikuM i3 BigpuBoMm ciigye Chinese Academy of Sciences.
[Mpubi3HO cXx0Xi pe3ynabTaTu AeMOoHCTpyroTh Massachusetts General Hospital ta Ministry of Education
of the People’s Republic of China — koxen i3 Hux Mae mokasuuku B paiioni 1000—1200 my6mikariii. J{ero
MEHIIIi, aJie BCE OJIHO BAroMi 00CATH TOCITIIHUIIBKIX Mpallh crocTepiraroTees y Inserm, University College
London ta CNRS. Pemira yHiBepcUTETIB 1 JOCTI JHUIIBKUX YCTaHOB, siK-0T Shanghai Jiao Tong University,
Stanford University Ta Johns Hopkins University, matoTh mo1i0H#Ii piBeHb aKTHBHOCTI, 1110 CBIIYHUTH MPO
HIMPOKE Mi>XKHAPOHE 3aTTy4eHHS JI0 AOCIiPKEHb IITYYHOTO 1HTENEKTY y MEJINYHIN Bizyaizarii.

Documents by type
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Puc.5 — Po3mozin HaykoBuX ImyOJiKariii 3a TmnaMu y cdepi JOCTiHKEHb ITYYHOTO IHTENEKTY B
MEIMYHIN Bi3yaui3armii.

Ha miarpami (puc. 5) nmpeacraBneHo po3nozin myomikamiid mpo Il B MeawmuHiit Bisyamizarii 3a
TUnaMu JoKyMeHTiB. HaiiOinpury yactky (64,6%) cTaHOBIATH HAyKOBI CTaTTi, 110 € 0a30BUM (popMaToM
myOmiKarii pe3yabTaTiB JocipKeHb. Jlpyre Miclie mociialoTh Te3u KoHdepeHii (25,8%), miakpeciooyn
BaYIMBICTh HAYKOBUX 3aXO/IIB JUIS OIIEPATHBHOTO OOTOBOPEHHS HOBUX 3HaX110K. Orisiau (5,4%) cBiguaTh
mpo notpely B y3aralbHEHHI 3HaHb, a po3ainu KHUT (1,4%) Ta pemakuiitai crarti (0,9%) DOMOBHIOIOTH
3arajibHy KapTUHY IIUPLIOi HAYKOBOI KOMYHiKalii. Pemra TumiB AoKyMeHTIB (30KpeMa, KOH(epeHLiHHi
OTJIAIH, 3aMITKH, JINCTH, BIAKJINKAHI ITyOiKallii, KOPOTKi OMTYBaHHS Ta iHI) CyMapHO HE ePEeBUILIYIOTh
2%, IEMOHCTPYIOYH JOBOJII 0OMEXeHe MOMHUPEHHS y TTOPIBHAHHI 3 OCHOBHUMHY (popMaTamu.

Documents by subject area
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Puc.6 — Po3mozin HaykoBuX IyOiKaliiii 3a ray3sMu 3HaHb Y cepi JOCTIHKEHb IITYYHOTO IHTENEKTY B
MEJMYHIN Bi3yauti3arii.

Ha xpyrosiii miarpami (puc. 6) BimoOpakeHO PO3IOMAi HAyKOBHX ITyOrikamii i3 Temaruku I B
MEJMYHIN Bi3yamizalli 3a npeaMeTHuMu oOnactsamu. HaiiGinbima yactka (27,7%) HaJICKUTh MEAUYHUM
JUCITUILTIHAM, IO I[IJIKOM JIOT14HO, 3BaKa0UW Ha JJOMIHYBaHHS KJIIHIYHUX 3aCTOCYBaHb y 11iil cdepi. pyre
Ta Tpere Micus mocigaroTe komm 'torepHi Hayku (19,4%) ta imxkenepia (12,6%), migxpeciow0yu
BaYXJIMBICTh METOJIIB OOYMCITIOBAIILHOT 00OpPOOKH 300pakeHb. 3HAUyIli YaCTKH MPHUIAJAI0Th TAKOXK Ha
MateMaTuky (6,5%), ¢izuxy Ta actpoHomito (6,1%) i GioXiMit0, TEHETHKY Ta MOJICKYJISIPHY O10JIOTi0
(6,0%), mo CBiAYMTH IPO PO3MAITTS MDKAMCIMIUTIHAPHUX MiAxozAiB. TUM yacoMm iHIII ramysi (30Kpema,
HEHpPOHAYKH, MaTepiaJo3HaBCTBO, MYJIbTHIWCIUILIIHAPHI JOCIIDKEHHS Ta iH.) CyMapHO CTaHOBISITh
npubmu3Ho 16%, BimoOpakaroun MIUPOKY 3alliKaBJICHICTh Y 3aCTOCYBaHHI INTYYHOTO IHTENEKTY JUIS
BUPIIICHHS PI3HOMAHITHAX HAYKOBHUX 1 MPAaKTUYHHUX 3aBAaHb.

Ha croBmumkoBiii miarpami (puc. 7) 300pakeHO HaWOUIBIIMX CHOHCOPIB AOCIHiIKEHb,
NPUCBSYCHUX IITYYHOMY IHTENEKTY B MEJWYHIN Bi3yamizaiii, 3a KiJIbKICTIO TOB’SI3aHHMX ITyOJIiKaIlii.
Jlinepcoki mo3umii mocimarore National Institutes of Health (CIITA) Ta National Natural Science Foundation
of China, koxen i3 skux mepesuinye nosnauky 8000 mokymentiB. [lemo MmeHma, ajne Bce K Baroma
KUTBKIiCTh IyOuikaniii npunanae Ha U.S. Department of Health and Human Services i Ministry of Science
and Technology of the People’s Republic of China. Hactynaumu #imyts National Cancer Institute (CILIA),
European Commission, National Institute of Biomedical Imaging and Bioengineering ta National Key
Research and Development Program of China, a National Science Foundation i National Research
Foundation of Korea neMoHCTpyOTh BITHOCHO MEHIII MTOKa3HUKU. Takuil po3MoIiji CBiTYUTh PO aKTHBHY
(inaHCOBY MiATPUMKY 3 60Ky HamioHaJdbHUX ypsagoBux areHTCTB CILIA Ta KuTaro, a Takok MiXKHapOIHHUX
1 €BpOINEHCHKHUX Oprasizaulid, mo 3abesnedye MUPOKWI MaciTad AOCHiKEeHb i po3poOoK y ramysi
HITYYHOTO 1HTENEKTY I MeJIMYHOI IIarHOCTHKH.
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Puc.7 — HaiiGinpun xepena ¢iHaHCyBaHHS AOCHIKEHb Y cdepi 3acTOCYBaHHS IITyYHOTO
IHTEIIeKTY B MEUYHIN Bi3yaui3arii 3a KUTbKICTIO ITyOTiKaIii.
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Puc.8 — Po3noain HaykoBUX myOJiKallii y cdepi 3acTOCyBaHHS IITYYHOTO iHTENEKTY B MEMUHIH

Bizyastizallii 3a KpaiHaMu.

Ha croBmunkoBiit giarpami (puc. 8) BinoOpaskeHO KiIbKICTh MyOJiKaLii, NPUCBIYCHUX MTYYHOMY
1HTETIeKTY B MEAWYHIN Bi3yanizamii, po3noAiieHux 3a KpaiHamu/TepuropisiMu. JlizepoM BHCTYMAIOTH
Cronryueni llltatu 3 mokasaukoM moHan 20 THCSY AOKYMEHTIB, 3a HUMH e Kutaii i3 mpubnmusHo 19
tucssyamu. [HIis mocimae tpete micte (Onmm3pko 10 Tucsv), Toni sk Benwka bpuranis ta Himeuunna
PO3MIIIYIOTBCSI HA YETBEPTIH 1 IM’ATIH MO3UIIAX BiAMOBIAHO. Jlemio MeHIi, ajge BCe * MOMITHI 00CITH
nyOsikamii croctepirarothest y Kanamm, ITiBnennoi Kopei, Smownii, Itamii ta ®paniii, mo Bkasye Ha
AKTUBHE 3QJIyYCHHS SK BEJIMKHUX, TaK 1 BIIHOCHO MEHIIUX HAYKOBO-IIOCIITHHUIIBKUX IEHTPIB 13 pi3HHUX
KOHTHHEHTIB.

BucHoBku. IlpoBeneHe MOCHIIHKEHHS 3acBIAYye€ IUHAMIYHUN PO3BUTOK chepH 3aCTOCYBaHHS
LITYYHOTO 1HTENIEKTY B MEOWYHill Bizyamizalii, mpo IO CBITYHTH E€KCHOHEHLINHHE 3POCTAaHHS KiTbKOCTI
HAyKOBUX MyONiKamii NPOTArOM OCTaHHBOTO MAECATWIITTA. 3a3Ha4deHI TEMIIM 3yMOBIICHI Mepeaycim
CTPIMKHUM MPOTPECOM y METOIaX TTTMOMHHOTO HABYAHHS, BKIIFOUHO 3 aJITOPUTMAMH 3TrOPTKOBHX HEUPOHHHX
Mepex 1 TpancdopMmepiB, a TaKOXK PO3MUPEHHSIM OOUMCIIOBATBHUX MOXKIMBOCTEH. Baromuii BHECOK y
JOCITiPKEHHsI BHOCSITh POBiIHI yHiBepcuTeTH Ta HaykoBi yctanosu CLIA # Kurato, o nigTBepKyeThest
JaHUMH TIPO PO3MOILT myOikaltii i mkepen ¢dinancyBanus (30kpeMa 3 6oky National Institutes of Health
ta National Natural Science Foundation of China).
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He3Bakatoun Ha BiT4yTHI JOCATHEHHS, 3aJIMIIAEThCS HU3KAa BAXIIMBUX BHUKIIMKIB: 3a0e3medeHHs
HAJIMHOCTI Ta BIATBOPIOBAHOCTI Pe3yJbTaTiB, MiABHUINEHHS 1HTEPIPETOBAHOCTI MOJENeH 1 JOTPUMAaHHS
E€TUYHUX HOPM, OCOOJIMBO IIIOJI0 MPUBATHOCTI NaHUX MarieHTiB. [loganein qociimKkeHHsS MalTh OyTH
30CepeDKeHI Ha afanTarlii po3poOJeHHX aarOpPUTMIB J0 IMHPOKOI KJIIHIYHOI MPaKTHKH, IHTErpamii 3
pi3HUMU  BHJAMH  MEAWYHUX  300pakeHb Ta  BJIOCKOHAJEHHI  METOHIB  KOMOiIHyBaHHS
MYJIBTUAMCUUILTIHADHUX TiAX0AIB (MEOUIMHA, KOMII'IOTEPHI HayKH, I1HXEHepis). Yce Iie CTBOPIOE
nepeayMoBu s (OpMyBaHHS OUIBII HAMIMHWX, YYTJIMBHX 1 TOYHMX CHUCTEM, 3JaTHHX pPaIUKAIBHO
MiABUIINATH €(PEeKTUBHICTD AIarHOCTUKH 1 JIIKYBaHHS TAIli€HTIB.
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METOJ HNIBUIKOI'O OBYUCJIIEHHA EKCIIOHEHTH HA ITOJIAX
T'AJIYA GF(2") 1Jisd KPUIITOTPA®IYHUX 3ACTOCYBAHb

Mapxkoscbkuii O.I1., Hikoabebkuii C.C. MeToa HIBHIKOr0 004YMCIeHHs eKCnoHeHTH Ha moJsx Famya GF(2") past
kpunrorpadiuHux 3acrocyBanb. Po3po0ieHO METOA NPHCKOPEHOr0 OOUYMCIICHHS CKCIIOHEHTH Ha mosix amya GF(2"), skwuit
peaitisye rpynoBy o6poOKy K po3psiiB KOAy €KCIOHEHTH 3 BUKOPUCTAaHHS HEepel00YNCIICHb, 0 I03BOJISIE 3MCHIIUTH KiTbKICTh
orepamiii MiJHECeHHs 10 KBAJApaTy Ta MHOXKEHHS i, THM CaMHM, IPUCKOPUTH Ipouec oO4ucieHHs. B TeopermyHOMYy InTaHi,
3aIpOIIOHOBAaHMI MeToJ 0a3yeThCsl Ha BIACTUBOCTI omepallii eKCIIOHCHIIIOBAaHHSA 4MCIa Ha NOJIX [alya 3a yMOBH, IO KOJ
€KCIIOHEHTH € CTYNEHeM uHclia fBa. [leTalbHO ONMCAaHO NpOoLEeNypH HOOYZOBH ABOX TaONHIb HepefoOdYHCIEHb, a TAKOXK
NPOLEAYPY EKCIOHEHIII0BaHH Ha nosix ['anya 3 IX BUKOPUCTaHHSIM. BHUKIa/ 1II0CTPOBAHO YMCIOBUMH HPHUKIIAIaMU.

TeopeTHyHO MOKa3aHO Ta eKCIIEPUMEHTAIBHO JOBEICHO, 110 PO3POOICHUH MeTO | 3a0e3Meuye MPUCKOPEHHS 00YNCIICHHS
eKCIOHEHTH Ha moyiix [amya mpaktudno B K pas.

KurouoBi cji0Ba: My mbTUILTIKATHBHI onepaltii Ha moisix ["amya, kpunrorpadivdai anropuT™Mu Ha OCHOBI anreOpu mois ["anya,
EKCIIOHEHI[IF0BaHHs Ha 1oJisix ["amya, nepeno0uncieHHs.

Markovskyi O., Nikolskyi S. Method for fast exponential on Galose Fields GF(2") calculation for cryptographic
applications. The accelerated calculation method of the exponentiation one Galoise Fields GF (2"), which sells group processing
k exponent code bits using precomputations for reducing the number of the square and multiplication operations and, thus,
accelerate the calculation process. In the theoretical terms, the proposed method is based on the properties of the operation of
exponentiation on Galoise Fields in case the code of exponent is the degree of number two. The procedures for constructing two
precomputations tables, as well as the exponentiation on the Galoise Fields procedure with their use, are described in detail. The
presentation is illustrated with numerical examples.

It is theoretically shown and experimentally proven that the developed method provides acceleration of the calculation of
the exponential on Galoise Fields practically on k times.

Key words: multiplication operation on Galois fields, cryptographic algorithms based on Galois Fields algebra, Galois
Fields exponentiation, precomputations.

IlocTanoBka HaykoBoi mpoOaemu. JlociATHyTe B OCTaHHE AECATWIITTS SIKICHE 3pOCTaHHS
MMOKA3HUKIB IIBUAKOJMII Ta HaJiHOCTI |HTepHETY Mae HaCIiJKOM pO3MHUPEHHsS chepu 3acTOCYBaHHS
texHojoriit IoT, sike BHUHIUIO Ha CHOTOAHINIHIA JCHb JAJCKO 3a MEXI BIIJAICHOTO YIIPaBIiHHS
noOyTOBUMH NpuiiazaMu. 3puMi IlepeBaru BUKOPUCTAaHHA [HTEpHETY B SIKOCTI cepeoBUIla OOMiHY TaHUX
3 TOTOBOIO iH(PACTPyKTYpoOlO, Taki, fK Ha IOPSOKHA HWXKYAa BapTICTh, BUCOKAa THYYKICTb IIpH
peKOH(ITypyBaHHI, BIZICYTHICTH 00MEXEHb Ha BiJICTaHb, CTUMYJIIOIOTh BUKOpUCTaHHS TexHouorii [oT s
moOYyI0BU CUCTEM KOHTPOJIIO Ta YIIPABIIHHS BIIJAJICHUMH 00’ €EKTaMH PEAJIbHOTO CBITY B 0araTboX raimy3sx
JIIOJICBKOT MistmbHOCTI [1].

Cooronni texnonorii loT 3HaxoAsTh MIMPOKE 3aCTOCYBAHHS IS BiAJaJ€HOTO MOHITOPHHTY CTaHY
3JI0pOB's, 00’ €KTIB IH(YPACTPYKTYPHU, TOPOKHBOrO Tpadiky, B CUCTEMaX OXOPOHHOI CHTHaJIi3alii 1 Bifeo
CTIIOCTEPEKEHHS, a TAKOX JIJIsl AUCTAHIIKHHOTO YIPABIiHHS TEXHOJIOTIYHUMH NIPOLIECaMH, TPAHCTIOPTHUMH
3aco0amu, Tomo. I1pu BukopucranHi [nTepHeTy B AKOCTI cepepoBua 0OMiHYy JaHHUMH B LIMX, Ta 0araTb0ox
THIIINX 3aCTOCYBAaHHSAX 00 €KTHBHO BUHHKAE MMOTpeda B opraHizalii 3axucty iHpOopMamiiHUX MOTOKIB Bij
30BHIIIHBOT'O BTpY4YaHHs [2].

i 1bOTO Ha MPaKTHLI 3aCTOCOBYETHCS YBECh apCE€HANl Cy4acHUX MEXaHi3MiB KpHUITOrpagiqHoro
3axucty. J{ns 6e3neku BiIaTeHoro MOHITOPHHTY Ta ynpasiiHHs Ha 0a3i [oT Hali0inbIne 3HaYeHHST MalOTh
MeXaHi3MU II(POBOTO MIIMUCY, SKi TapaHTYIOTh aBTEHTUYHICTH SIK CAMUX JIAHHX, TakK 1 iX BiAMPaBHUKIB,
B SIKOCTI SIKMX BUCTYIalOTh KOMIIOHEHTH CUCTEMH KepyBaHHs. ba30BOI0 00UMCITIOBANBHOIO OTIEPALIIEI0 IIX
MeXaHi3MiB BUTYyIIa€ MOJYJISIpHE EKCIIOHEHLIIOBAaHHS HAJI YUCIIaMH, JOBXKHHA SIKUX Ha MOPSIOK IEPEBHILYE
po3psiiHicTh Tporecopa. lle 3yMoBneHe THM, WO PiBEHb 3aXHUINEHOCTI HAmpsMy BHU3HAYAETHCS
PO3PSAIHICTIO YHCEN, 3 SKUMHU ONEPYITh MeXaHi3Mu IudpoBoro mianucy. Ha croromHi, aiis Oinbmiocti
3aCTOCYBaHb BUKOPHCTOBYIOThCS Unciia po3psaHicTio 4096. Peanizaiiis MOAYJISIPHOTO €KCIIOHEHIIIFOBAHHS
HaJl TaKMMH JOBIMMH YHCIAMHU MOTpeOy€e COTeHb MUJILHOHIB IMPOILECCOPHUX OIEpalii i, BIAMOBIIHO,
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3HAYHUX YaCOBHX pecypciB. sl cucTeM AMCTaHLIHHOTO YIpPaBIiHHS, MO MPAIOI0Th B pealbHOMY Yaci i,
B SIKMX B SIKOCTi TEPMiHAIBHUX IMJIaT(GOpPM BUKOPUCTOBYIOTHCS MAJIOMOTY>KHI MiKPOKOHTPOJIEPH, 4ac
HepeBipKH aBTCHTUYHOCTI KOMaH/ € KpUTHYHNM. L{e 3yMOBIIO€ MPaKkTHYHY BayKJIMBICTh MOMIYKY IIIXIB
MPUCKOPEHHS peatizalii MexaHi3MiB HU(PPOBOTO MiJIHCY.

OnHuM 13 HaO1IbLI TEPCTIEKTUBHHUX BapiaHTiB BUCTYIIAE MEPEXi 10 aJbTePHATUBHUX alredpaiuHux
0a3uciB, B IKUX MYJbTHILTIKATABHI OTIepalii Haj| TOBTUMH YMCIIaMHA BUKOHYIOTBCS Ha TIOPSIIOK TPOCTIIIE.
30kpema, MoBa ije mpo anredpy Kinmesux mnouis Famya GF(2"), sika MHUPOKOro BHKOPHCTOBYETHCS B
MexaHizmMax nudposoro mianucy Ha 6a3i ECC [3], a Takox mpu igeHTU(iIKALii YYaCHUKIB BiJIaaeHOl
iHopmarriiinoi B3aemomii [4].

TakrM ymHOM, HayKOBa 3ajJada MPHCKOPEHHS KOMIT IOTEPHOI peaiizallii eKCIIOHEHIIFOBaHHS Ha
noisix [amya € akTyanbHOIO Ta Ma€ MPaKTUYHY 3HAYMMICTh JUISI CHOTOOHIIIHBOTO €Tamy PO3BUTKY
iH(pOpMaLIHHIX TEXHOIOTIH.

AHaJi3 qocuimkenn. Bukoprcranus anre6pu kinesux mouis ['amya GF(2") B sskocTi MaTeMaTHYHOT
OCHOBH MOOYAOBU KPUNTOTPaPigHUX CHUCTEM 3 BIIKPUTHM KIFOUEM, Ma€ TIeBHI MepeBaru B MOPIBHSIHHI 3
TpaauLiiiHOW MonyssipHoi apudmernkoro [5]. Hacammepen, e CyTTeBe CHpPOIIEHHS BCIX OIEpalliid:
apudMeTHYHEe OomaBaHHA 3aMiHIOeThCs Ha JoriuHe (XOR), ske mno3HawaeTbcss cuMBOJioM ‘@,
apuMeTHyHe MHOXKCHHS 3aMIHIOETHCS IIONIHOMIAIbHUM, SK€ IMO3HAYa€ThCs CHUMBOJIOM ‘®’. B mmx
ofepalisx He BUKOPHCTOBYETHCS TEPEHOC 1, BIAMOBIAHO, po3psaM OOpOOIIOIOTHCS aBTOHOMHO. Lle
CIIPOIIYE i MPUCKOPIOE BUKOHAHHS IMX 0a30BUX OMepalliii, 0COOIMBO MpH amapaTHIi peaizarii.

Omnepauis MHOKeHHS Ha moisix [amya A®B rem P Brirouae, KpiM MONTIHOMiadbHOTO MHOMKEHHS,
PEAYKIIi0 OTPUMAHOTO J00YTKY, TOOTO 3HAXOHKCHHS 0CTadl MOIHOMIaJILHOTO JIeHHs 100yTKy A®B Ha
yTBOprOrOUHii mosiHom moiist Fanya P(X). Peaykinist Ha mossix Tanya, sika O3Ha4a€eThes K ‘rem’, 10 eBHOI
Mipu SBJIIE COOOK0 aHAIOr MOMAYJSPHOI PEAyKINi, ska mo3HadaeThest sk ‘mod’ [6]. Basomoro mist
KpUnTorpadiuHuX 3acTOCYBaHb ONeEpaIlicio Ha Nonax I'amya BucTynae obuncienns excronenT: AF rem P,
s omeparrist 3MIMCHIOETHCS HAJl YMCIIAMH, JIOBXKHMHA N SKUX 3a0e3meuye HeoOX1THUH IS 3a/1a4 MPAKTUKU
piBEHb 3aXMIIEHOCTI i BU3HAYAETHLCS CTyNEHEM N yTBOPIOK0Yoro nosinomy P(X)=X" + pp-X"t + ...+ pa-X +
p1, Vie{l,2,....n}: pie{0,1} mnons lamya. Ha ceoromuimHiii neHp I OUIBLIOCTI 3aCTOCYBaHb
BUKOPHUCTOBYETHCS po3paaHicTh 4096 [7].

B cuity Toro. mo apxiTekTypa cydacHHUX IPOIECOPiB HE MPUCTOCOBaHA 10 e()eKTHBHOTO BUKOHAHHS
MYJIBTUIUTIKATUBHUX Ofepalii B anreOpi momiB [amya, 3HauHa yacTWHa myOmikamiid TpUCBsiueHa ix
peaitizaiiii  crieriaji3oBaHUMHU amapaTHUMKU 3aco0amMu, B OIJBIIOCTI BHIAIKIB 3 BHKOPHUCTAHHAM
nporpamoBannx Matpuinb [8, 9]. Ilpoctora Ta cmenmdiuHi BracTMBOCTI omepalliii Ha momsx [amya
JTO3BOJISIIOTH CTBOPIOBATH amapaTtHi 3aco0M KpunTorpadivHOro 3aXHCTy, SKi 32 IOKa3HUKAMU IIBUIAKOIIT
3HAYHO MEePEBEPIIYIOTh aHAJIOTH, IO peaizyroTh 0a30Bi omepallii kpunrorpadii 3 BIAKPUTUM KITFOYEM B
TpaauIiiHii anreopi.

ExcrioneHnitoBanHs Ha noisx ["amya, Tak camo, SIK 1 MOYJIsIpHE €KCIIOHEHIIFOBaHHS, pealli3y€eThes
3a OJIHUM 13 JBOX PI3HOBUMAIB Kiacu4yHoro aiaroputmy [10]. 3a muM aJropuTMOM IpPOIEC OOYUCIICHHS
OpraHi30BaHO y BHIJISIII N-KPAaTHOTO LHUKIIY, ii B paMKax KOXKHOIO |-TOTO 3 SKuX, j€ {1,2,...,n}, 3amexarhb
BiJI 3HAYCHHS BiJIIOBITHOTO j—TO JBIMKOBOTO PO3psay KOIy eKciioHeHTH E = en-2" + e,.1-2"%+ | e 2+ey,
eje{0,1}. 3ramani Buile Pi3HOBUAN BiAPI3HAIOTHCA HANPSIMKOM NPOXOAY PO3PAAIB KOAY €KCIIOHEHTH K.
Tak, SKIIO MPH BUKOHAHHI N IUKIIB iHIEKC | HOMEPY MOTOYHOrO OiTy KOIY €KCHOHEHTH E MOCiI0BHO
3MIHIOETBCS BiJ N 10 OJMHMIN, TOOTO BijJ CTapIIMX Pa3psaoB 10 MOJIOALINX, KIIACHYHUH aJlTOPUTM
nepeadavae BUKOPHCTaHHS JUIIE OAHOI 3MiHHOI R, sika mepen MOYaTKOM IMKIIIB BCTaHOBIIOETHCSA B
omuHuIo: R=1. B KOKHOMY LMK 111 3MiHa CIIOYATKy ITiHOCUTHCS JI0 KBaapary Ha moni [anya: R = R?
rem P, a moTim, 32 YMOBH OJJMHUYHOTO 3HAYECHHS TIOTOYHOTO OITY KOJY €KCIOHEHTH E, MHOXKHTHLCS Ha
yncno A: akumo e=1 To R=R®A rem P. Ilicis 3aBepiiueHHs UMKIIB B 3MiHHIA R cdopmMoBaHO 3HaYCHHS
R=AF rem P.

B npyromy pi3HOBHII KJIACHYHOTO QJITOPUTMY, B SIKOMY PO3PAIN KOAY €KCIOHEHTH CKaHYIOTHCS B
HaINpsMKYy BiJI MOJIOJIINX JI0 CTApIIUX, iHIEKC | HOMEpY MOTOYHOTO OiTy KOAY €KCIIOHEHTH E MOCiIiJOBHO
3MIHIOETBCS Bl OAMHUII 10 N. Le#t pi3HOBUA KITACHYHOT'O aJIFOPUTMY OOYHCIICHHS €KCIIOHSHTH Ha TOJIsX
lanya nepenbavae BUKOPUCTAHHS ABOX 3MiHHUX: D Ta R, siki Ha OYaTKy BCTAHOBJIIOIOTHCS PIBHUMHU A Ta
onunMLi BinnosigHo: D=A, R=1. B Ko)HOMY LUKJI CIOYaTKy, 32 YMOBHTH, 110 TOTOYHHH OIT € Kogy £
JTIOPIBHIOE OJIMHUIL, 3JIICHIOETHCS MHOKEHHS Ha noJi ['anya 3Hayenns R va D: sxmo e=1, o R=R®D
rem P. ITiciis1 11bOTO, HE3AJIEXKHO Bijl 3HAUEHHS €] PEANTi3y€eThCs MiJHECEHHS 10 KBaapary 3MinHoi D: D=D?
rem P. ITicns 3aBepmieHHs BCix N MUKJTIB B 3MiHHIH R pikcyeTses pesynsrar: R=AF rem P.
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Peamizarist 000X pi3HOBHAIB KIIACHYHOTO AITOPUTMY MOTpeOye BUKOHAHHS, B cepenHbpoMy 1.5:n
orieparliii MHOXKEeHHS Ha 1ol ["amya N-po3psiHuX ducen.

AHai3 KIIaCHYHOTO aJiTOPUTMY OOYHCIICHHSI EKCTIOHEHTH Ha MOJIsX [anya cBiq4uTh Mpo Te, IO BiH
Mae MOCiZOBHY CTPYKTYPY, SKa BUKITIOYAa€ MOXKIIMBICTD pO3MapalefoBaHHs 004YrCciIeHb. ToMy mepeBaxna
OLTBIITICTH 3aIIPOITOHOBAHMX HA CHOT'OMHINTHIN JCHB MiAXOIIB HAIIpaBIcHI Ha MIPUCKOPEHHS 0a30BUX HOTO
MYJIBTUILUTIKATUBHUX CKJIAIOBHX: MiIHECEHHS JI0 KBaApaTy Ha noJjsx ["anmya Ta MHOXeHHs Ha moJsix [anya.

Ili omepamii MaloTh B CBOEMY CKJalai OBi (a3u: MyJIbTHILTIKATHBHY, TOOTO OOYMCIICHHS
MIOJIIHOMIANTFHOTO KBaJpaTy 4d JOOYTKY Ta PEeNyKIiiHY, fAKa MOIATaE B OOYMCIICHHI 3aJIMIIKY MOJIHO-
MiaNbHOTO JIIEHHs pe3yabTaTy MYJbTHILIIKATHBHOI a3y Ha yTBOPIOrOUMi mominom mons ['amya. Ilpu
3acTOCyBaHHI TexHosorii MOHTroMepi BUKOHaHHS 000X 3a3HaueHUX BHIIE (a3 cyMmilmaerses y yaci [11].

OCHOBHHI TO3UTUBHUH €(EeKTH BiI TAKOTO CYMIIICHHS TOJSTAE B TOMY, IO JOBXXHHA MPOMIKHHIX
pe3ynbTaTiB mpakTHYHO He mepesepirye N+1, B Toif wac, Ak mpu po3minbHINA peamizamii ¢a3 moiiHo-
MiaJbHOTO MHOXKEHHS Ta PeAYKIlii pO3PSIIHICTh MPOMIKHOTO PE3yNbTaTy CTAHOBHUTH 2-N. 3 OTIISAAY Ha TE,
mo o0poOka 3AilCHIOETbCS (parMeHTaMM, AOBXKHMHA I SKUX JOPIBHIOE PO3PATHOCTI  MpoLecopa,
OTIEpYBaHHS 3 Maike BABOE KOPOTIIMMH YHCIaMHU IMPH CyMIiIlEHHI BUKOHaHHS (a3 T03BOJISIE CYTTEBO
MIPUCKOPUTH MYJBTUILTIKATHBHI oreparlii Ha momsix ["amya.

MuoskenHs Ha noiisix [arya A-B rem P 3a meTogom MoHTroMepi opratizyeTbes y BUTISII N IUKJTIB,
3 MOCJIiTOBHOIO 3MIHOIO MO0 iHAEKCY | Bixm 1 10 N Ta popMyBaHHSM pe3yabTaTy B 3MiHHIE R, crapToB
3HAUCHHS K01 OpiBHIOE HyNM0: R=0. B K0)XHOMY j—TOMY IIMKJIi BUKOHYIOThCS TaKi Jii: SIKIIO j-Thil OiT
MHOKHUKa JIOPIBHIOE OJUHMIN, IO MOTOYHOTO pe3ynbTaTy R joriuHo momaerhcst MHOKEeHE Al R=R®A,
SIKIIIO TTICIIS IIBOT'O MOJIOAIIHH po3psit R 1OpiBHIOE OUHUIL, TO 110 R JIOTIYHO 101a€ThCS KOJT yTBOPIOIOYOTO
noniHomy P: R=R®P; Ha kinenp, kog R 3cyBaerbest Ha oguH OiT mpaBopyd : R=R>>1. OueBunHo, 110, B
CepeaHhOMY, OTIHCaHa OIepallis moTpedye 2-N JIOTIYHUX OTeparii Haa N-PO3PITHUME YUCIAMHU.

B sikocTi 0CHOBHOTO pe3epBYy MPUCKOPEHHS 00UHCIICHHSI MYJIbTUILTIKATUBHUX OTepalliif Ha KIHIIEBUX
nmoisix ['aimya B BiIOMUX pIIIEHHSX 3aCTOCOBYIOTHCS TEPEAOOUNCIICHHS, SIKi JTO3BOJIIOTh 0araToKpaTHO
BUKOPHCTOBYBATH TIOTIEPEAHBO BUPaxXyBaHi pe3yIbTaTH.

3okpema, B KpunrorpadidHux 3acTOCYBaHHsAX yTBOproroumii momiHom P(X) momst Tamya GF(2") e
KOMITOHCHTOIO BiJIKPUTOTO KJIIOYa i, BIAMOBIAHO, HOTO MOKHA BBaKATH MPAaKTHYHO He3MiHHIM [6]. Lle
O3HAYae, M0 MOYKHA TIEBHMM YHHOM BHOKPEMUTH O0UYHMCIICHHS, sSIKi 3aJIeKaTh TiIbKH Bix P(X), BUKOHATH TX
JMIIE OJMH Pa3 31 30epeKeHHSIM pe3yJIbTaTiB B TOCTIHHIA TaM’sATi Ui iX BUKOPUCTAHHI MPH KOXXHOMY
MHOX€eHHI Ha noJisix [amya. Takuil mijxiz BUKOPUCTOBYETHCS JIJIsl IPUCKOPEHHSI BUKOHAHHS PEIyKIIii.

OxpemHuii Ki1ac CKJIAJAIOTh BiJIOMi PIICHHS IO NMPHUCKOPEHHS OOYMCIICHHS €KCIIOHEHTH Ha IOJISX
lanya, siki 6a3yI0ThCs Ha BIACTUBOCTI MOJIiHOMiaNIbHOTO KBaapaty A®QA. L5 BIacTUBICTH MOJSTAE B TOMY,
IO MOJiHOMiaNbHUM KBajpatr uucna A= an-2™! + ...+ a2 + a;, Vie{l,2,...,n}: aie{0,1} moxe Oyru
OTPUMAaHHil BCTABKOIO HYJIIB MiX JBIHKOBUME po3psagamu uucia A. Inmumu ciosamu, AQA= a,-22 +
..tar2?+a. B OHOMY i3 BioMux pimeHs [12] migHeceHHs 10 KBaapaTy Ha moui ['amya A®A rem P
3BOAMTHLCS [0 JIOTIYHOTO NOAaBaHHSA TaOMMYHHX 3HAYeHb 1[i] = 22" rem P ny1s 3HaueHb i=1,2,...,n g
skux @i=1. O4eBHIHO, 110 B I[bOMY BapiaHTi MiJHECEHHS 10 KBaapary Ha moiii [amya moTtpeOye, B
cepennsoMy, N/2 omepariii morignoro goxasanus (XOR). BiamosiaHo, yac 004YKMCIEHHS €KCIIOHEHTH Ha
nonsx Fanya gopisaroe 0.5-ntxor + 0.5:N-tm, 1€ txor — Yac BUKOHAHHS ONEpAallii JOTiYHOrO MHOYKEHHS, a
tm — MHOXeHHS Ha moii ['amya N-po3psaHux uucen. [ONOBHUIT HEMOJIK TAKOTO PIIICHHS IOJSTae B
BUKOPHUCTAHHI JOBOJI 3HAYHOTO JUIA TEPMiHAIBHUX MIKPOKOHTPOJEpiB 00’eMy mam'siTi amsi 30epiranHs
pEe3yNbTaTIB epenoounciIeHs: N2 GiTis.

B po6orti [13] 3anpornoHOBaHO BapiaHT BUKOPUCTAHHS BJIACTHUBOCTI MOJiHOMIaJIbHOTO KBaJpaTy
JUIs OopraHizaiii NPUCKOPEHOro OOYMCIIEHHS KBaapary Ha noisx lamya. B cmiy Toro, mo mpouec
00YMCIICHHS TOJIHOMIAJBHOIO KBajApaTy He Iepemdadae Jii, MOB’s3aHl 3 aHali30M MHOXXHHKA, TO
KOpeKIliss MOHTroMepi 3IHCHIOETCS 3 YPaxyBaHHSIM 3HA4YEHb JIBOX PO3PSIiB IOTOUYHOTO KOAY PE3y/IbTaTy
1, BIIOBIZIHO, 31 3CyBOM BiJpa3y Ha J1Ba po3psaau. BiamosinHo nei meron nependadae st 00UUCICHHS
KBaJpaTy Ha moisix ['asya 3 BUKOpPHUCTaHHSM N/2 1HMKIIB, B KOXXHOMY 3 SIKHX 31 iiMoBipHicTO 0.75
BHUKOHY€ETBCS JIOT1UHE J0JaBaHHS OJHOIO i3 TPhOX TAOJIMYHHMX 3HAYCHB 1 JIB1 Omepallis 3CyBY (IOTOYHOTO
pe3ybTaTy Ta 4Mcia, SIKe MiIHOCHUThCA N0 KBajapatry). ToOTo, B cepeaHbOMY, B paMKaxX OJHOTO LUKIY
3MIHCHIOETBCS 2.75 omepamii Hag N-po3psOHUMHU YWCIIAMH, a BCHOTO, AJISl Omepauii MiHECeHHS M0
kBagpaty Ha noni ['amya — 1.375-n. [lepeBara merony monsArae B ToMy, IO B TaOnuui nepenoOunciieHb
30epiraeThCst BCHOI0 TPU N-PO3PSTHUX YHCIIA.
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B po6ori [14] 3anpomnoHoBaHo 017 y3aralbHEHY BEPCil0 IIBUAKOTO MiJHECEHHS 10 KBaApaTy Ha
noui [amya 6e3 MHOKEHHS, B SIKiH PeIyKILisl 31CHIOETCS Bipasy Ha K po3psis. Lle BuMarae cTBOpeHHs
Ta6Hi epeo6urcieHs 06’ emoM 2% (N+K)-po3psgHux uncern. B oqHOMY UK/ BHKOHY€ETHCS TPH OTIepallii
HaJ N-pO3PSIHUMH YHUCIAMH 1, BIAMIOBIIHO, 3arajbHa CEPEIHS iX KUTBKICTh JJIS MiJHECEHHS 10 KBaapary
Ha nouti ["anya ckamae 3-n/K. OCcKibKY B pO3TIISIHYTOMY METO/II Yac BUKOHAHHS MHOYCHHS Ha ot ['amya
HE 3MIHIOEThCA, 3aralbHui Yac Ty BUKOHAHHS €KCIIOHEHIIFOBaHHS Ha moJi ['amya cTaHOBUTB:

2
LU &)

2

SIKIO0 BUXOIHUTH 3 TOTO, IIO Olepamis MHOKEHHS Ha moiisix ['amya 3 BUKOPHCTaHHSIM peXyKIil
Momntromepi motpedye, B cepeAHbOMY, 2:N oneparliif TUILY JOTIYHOTO JOJaBaHHs Y1 3CYBY N—PO3PSIHIX
grcen [13], To6TO tm = 2-N-txor, Gopmyia (1) Moke OyTH EepeTBOPEHA IO BHTIISY:

T = S0 e @

Buninennss HeBupimenux 3agad. [IpoBenenmii aHaii3 BiOMHX pillleHb, HANpaBICHUX Ha
MIPUCKOPEHHST KOMIT IOTEPHOI peai3alii eKCIIOHEHIIIOBaHHS Ha ToJsAX [amya mokasas, Mo BCi BOHH, B
MEPEeBKHINA OUIBIIOCTI, OpPIEHTOBaHI Ha 3MEHINCHHS 4Yacy BUKOHAHHS CKJIQJOBHX Ili€l  omeparlii:
MiJHECEHHS 10 KBaApaTy Ta MHOKEHHS. [HIMMU cloBamu, BOHM HE 3MIHIOIOTh KUTBKOCTI omeparliii B
Tporieci 0OYNCIIeHHs eKCITOHEeHTH Ha nolisix ["amya. Lle cyTTeBuM unHOM 00MEXye e(peKTUBHICTD BiIOMHIX
METO/IB B IUIaHi MOJANBIIOTO MPUCKOPEHHS MPOrpaMHOI peamizamii BaKIUBOI Uil KpUNTOrpadiqHuX
3aCTOCYBaHb OIepalii HacaMIepe] Ha MaJONOTY)KHUX TEPMiHAIBHUX OOYMCIIOBAIBHUX IDIaThopMax,
TaKHX SIK MIKPOKOHTPOJIEPH CUCTEM JUCTAHIIIHHOTO KOHTPOIIO Ta YIpaBIiHHA Ha 0a3i TexHomoriit [oT.

Merta nocaiizKeHb TOJISATae B IPUCKOPSHHI KOMIT IOTEPHOT peatizallii 00YHUCICHHS eKCIIOHEHTH Ha
noisix [Manmya muisixom oprasizamii TpynoBoi oOpoOKH po3psiiiB KOAY €KCIIOHEHTH 3 BUKOPHCTAHHSM
nepeo0IrnCIeHb

Bukiax ocHOBHOT0 MaTepiaJjiy i 00rpyHTYBaHHSI OTPUMAHUX Pe3yJIbTATIB JOCTiTKeHHsa. [
JOCSATHEHHSI TIOCTABIICHOT METH 3aIpPOIIOHOBAHO METO]I IIBUIKOTO OOYMCIICHHS €KCIIOHEHTH Ha KiHIEBHX
nonsix ["amya, sikuii 6a3yeThCs Ha OpraHi3alii rpynoBoi 00pOOKHU KOy eKCIIOHEHTH.

B OCHOBi NPOMOHOBAHOrO METOy IIBHAKOTO 0OuMCiIeHHs ekcroHeHTH AF rem P na kiHnesmx
nossix ['amya GF(2") nexurts Bepcist KITaCHYHOTO aNrOPUTMY BHKOHAHHS Ii€i omeparlii, sika nependadae
CKaHYBaHHSI PO3PSMIB KONy €KCIIOHEHTH B HANpsMKY BiJi CTapmux 0 MOJOMUX. [IprucKOpeHH:
eKCIIOHEHIIIFOBaHHSI OCATAETHCS 38 PaXyHOK OJJHOYACHOI 00pOOKH Bijpasy K po3psiiB KOLy eKCIIOHEHTH.
Junst peamizamii 1i€i i€l 3ampornoHOBaHo cremianbHi TabIuIli mepejo0uncIiieHb, Mepia i3 SKUX 3aJIeKHTh
JIMIIE BiJl BIATBOPrOOUOro noninomy P(X) mosst Tanya i 103BOJIsIE IIBUIKO BUKOHYBATH i IHECEHHS YHCIIa

TM

R Binpasy B cryninb 2 Ha moni Fanya R remP Ges o6uncieHHs npomixkHuX cTynenis: R? rem P, R* rem

k-1 . . s u
P,...,R? remP. Ipyra tabauus nepepo0uucieHb CTYIEHIB A 3a/IeXkuTh Bijl uuciaa A, ske NocTiiiHe 1y1s

KOXKHOTO 13 IMKJIIB EKCIIOHEeHIIIFoBaHHS Ha moJisix [anya. s Tabmuist 3a06e3mnedye MOXIMBICTh CyMillICHHS
IpyIH oliepalliii MHOXEHHs Ha MOCTiiHE YKCIIO0 A B paMKax 00poOku K po3psiziiB KOy €KCIIOHEHTH.

[epma tabmuns U pemykilis CTYNEeHIB IBIHKH CTBOPIOETHCS MIPH 3MiHI YyTBOPIOIOYOTO TOJTIHOMY
P(x), sKknil € YaCTHHHOTO BiAKPUTOTO KIIFOYa KPUNTOCHCTEMH. Ha MpakTHIll OCTaHHIN 3MIHIOETHCS
BiJTHOCHO PiJIKO, TaK, IO 3a TIEPI0IU MiXkK HOr0o OHOBJICHHSIMH OIIepallis eKCIIOHCHIIIFOBaHHsI Ha ouisx ['amya
BUKOHYETBCSI COTHI THCAY 1 MibiioHH pa3. Lle o3Hauae, mo yac popmysanHs Tadbmuui U npakTudyHo He
BIUIMBA€E HA MOKA3HUKHU e(DEeKTUBHOCTI OOUHCIIEHHS €KCIIOHEHTH Ha nofisix [aya.

Hpyra Tabnuns T nepenoOUYuciieHb CTYNEHIB A 3alie)KMTh BiJ 4uciia A, SKe 3MIHIOETbCS IPH
KOXKHili omepariisi ob6uncrnenns ekcroHentH AF rem P, cTBOpIO€TbCS Tiepen TOYaTKOM ITHKIY
€KCIIOHEHIIIFOBAHHSI.

Hus crBopenns tabmumi U nepeno0uucieHb peAyKiii CTyNEeHIB JBiHKH, 1m0 MicTuTh N-1 N-
PO3PSIHUX YHCEIT IPOIIOHYETHCS MPOLEypa, siKa epegdadae BUKOHAHHS HACTYITHOI IOCIiOBHOCTI JIilt:

1. Inzexc | BCTaHOBIIOETHCS B ONMHHMINO: j=1; B mepury komipky tabmumi U[1] 3aHOCHTBCS KO
omuawmmi: U[1] = 1.

2. Taziexc j 301IbIIYEThCS HA OMUHUITO: j=j+1; K110 J > N-1, mepexij Ha KiHellb;

3. j-tuit enement Tabmumi U 3amosrioethes 3HauenHaM ( U[j-1]<< 2¥) rem P — sammmkom Bin
TOJTiHOMIaIBHOTO JiJICHHS Ha YTBOPIOouHii momiHom P(X) mons [anmya 3cyHyToro Ha 2 po3psis niBopyu
Koy Tomepeansoro tabmuunoro smauenns U[j-1]: U[j] = U[j]-2* rem P. IloBepuenHs Ha moBTOpHE
BUKOHAHHS 11.2.

© Mapxkorcekuii O.11., Hikonbewkuit C.C.



Hayxoesuii sicypnan "Komn romepro-inmeeposani mexHonozii: oceima, Hayka, upooHuymeo"
192 Jhyyvk, 2025. Bunyck Ne 58

Pobota 3anpomonoBanoi mpoueaypu NOOYAZOBH Tabnumi mnepenoOYHCIeHb penyKIii CTyIeHiB
JIBIHKH 1TIFOCTPYETHCS HACTYITHUM NpHKIanom. Hexaii, =12, a yroprorounii mostinom noss Fanya GF(212)
mae HacTymuui Burism: P(X) = X2 + xM + x° + x8 + X" + x° + X2 + X +1. LIpomy mosiHOMY BiamoBigae
yucioBe 3HadeHHss P=7079. Kinbkictb K po3psmiB koay ekcroHeHTH E, 10 00pOOIIOITHCS 0JHOYACHO,
Hexail jopiBHIOEe TpboM: K=3. BiamosigHo m0 m.1. po3po0ieHoi MpoleaypH, iHASKC | HOMEpY psjaka
TaONUI[l BCTAHOBIIOETHCS B OJMHHINO, a B TEPHIMHA PsAAOK Tabimii 3anucyerbes omuuuist U[1]=1.
Hactynauwm 1.2 mporenypu iHIeKC j HOMepy psjaka TaOuili 30UIbIIYETHCS HA OJUHHUIO 1 CTAE PIBHUM
nBoM. 3rimHo 3 1.3, kox TaGmuunoro 3HaueHHs U[j]=U[2] dopmyerbes sk 3cynyTmii Ha 2 = 23 = 8
IBIKOBHX PO3pSIiB KO momnepenusoro psaka tadmmmi U[j-1]=U[1]: U[2]=U[1]<<8 = 1<<8 = 256. Uepes
Te, 110 IeH KO Ma€e po3psiaHicTh MeHIry 3a N=12 U[2] rem P = U[2]. AHaJIOTiYHAM YHHOM 3/iCHIOETHCS
3armoBHeHHs HacTymHoro psaka U[3] tabmumi nepepoduucnens: U[3]=(U[2]<<8) rem P = U[2]<<8. TIpu
dopmyBanHi TabmuuHOro 3HaueHHs1 U[4] nowxuHa 3cyHyToro Ha 8 po3psaiB koxy U[3]=2516 nepesuriiye
n: U[3]<<8 = 2516-256 = 644096. Tomy Haa BHUKOHYETHCS PEAYKIis: OOUMCIIOETHCS 3aJHIIOK Bij
nosiHoMianeHOTO mifeHHs 644096 na P=7079: U[4]=644096 rem 7079 = 3129. ®opmyBaHHs BCiX
HacTynHUX Tabiauyaux 3Hadenb U[5],...,U[8] s3mificHroeThes aHamorivHuM yuHOM. [TiIcyMKOBa TabaHIs
nepeao0uncaeHb A 3amanux 3Hadenb P=7079 ta k=3 naBesena B Tabmumi 1.

Tabnura 1. 3nauenns nepenobunciens U penykmiii crymeniB aBidiku aast P=7079 ta k=3

i ULj] j U[j] j U[j]
1 1 5 2338 9 1508
2 256 6 3048 10 3099
3 2516 7 3960 11 1995
4 3129 8 2956 12 2045

Buxozasuu 3 Toro, mo Tabmuig U MicTUTh N N-po3psaaHuX 4ucel, ii 06'eM cTaHOBHTE N? GiT.

[lepenbaueHa 3ampoNOHOBAHUM METOJOM IIBUAKOTO OOYMCICHHS CGKCIOHEHTH Ha mojsix [aiya
npyra tadmuis T nepenoOUYnciIeHb CTYIEeHIB A MICTHTh 2k N-po3psaanux urces. KoxkeH j-Tuif i3 2K PAIKIB
ta6bmuni T[j], je {0,1,...,2%1} MicTuTh 3amMImKu Bix AiNeHHs momiHOMiagbHOro HoMepa j Ha A : T[j]= A
rem P.

[Ipouienypa dopmyBaras Tabmumi T mepemoOUYUCIIEHb CTyNMEHIB A 3BOIWUTHCS 10 BHKOHAHHS
HACTYITHOT ITOCJIIJOBHOCTI JTiH:
1. Tabmwruni 3uauenss T[0] Ta T[1] BcTaHOBMIOETECS piBHUM BiamoBigHo oauauii ta A: T[0]=1 ta T[1]=A.
3HaueHHS 1HIEKCY 1 BCTAHOBIFOETHCSI PIBHUM JBIHII : 1 =2.
2. 3naueHHs | — ro psaka Tabmuii T 3aMOBHIOETHCS 3aIMIIKOM BijJ MOJIHOMIQJBHOTO IJICHHS Ha
yTBOpIotouHii moiHoM P mons [Nanya moniHoMiabHOTO 100YTKY MTOTIEPEeTHHOTO TaOJMYHOTO 3HAYCHHS Ha
gqucio A: T[i] = (T[i-1] ® A) rem P.
3. 3HaueHHs iHmEKCY i 36imbIIyeTHCS Ha omuHMIEO . i=i+1. Skmpo i < 2X  3nilicHIO€TBCS nepexija Ha
MOBTOPHE BUKOHAHHS 11.2

PoGora 3ampomonoBaHoi mpoueaypu ¢opmyBaHHs Tabmuii T mnepemoOuncieHp Moxe OyTH
LTFOCTpOBaHA HACTYITHHM MPUKIagoM: Hexait sHadenus A=4021, P=7079, a k=3. TIpu BukonanHi 1.1 B
nepii JBa psjaka TaOiuil 3aHOCAThCcs Koau omuuuii ta A=4021: T[0]=1 ta T[1]=4021, a iHgekc i
BCTAHOBJTIOETHCS PIBHUM J1BOM: i=2. B 1.2 nporieaypu HacTymHe TabinyuHe 3HadeHHs T[2] o0umcmoeTbes
y Burisiai: T[2]=(T[0]®A) rem P = (4021®4021) rem 7079 = 3888. B pamkax BUKOHAHHSI I1.3 3HAYCHHS |
301IBIIYETHCS HAa OJUHUIIO, TOOTO CTae piBHMM TphoM: i=3. B cuiy Toro, mo e 3HaueHHs Menmie 2°=8,
3IHCHIOETHCS MOBTOPHE BUKOHAHHS 11.2. B mojasibioMy 3amoBHEeHHS TaOIUIl BiI0YyBa€ThCSA aHAJIOTTYHUM
ornrcaHoMmy YnHoM. PesynbraTt — chopmopana tabnuist T nipeacraBieHa B TabmuIi 2.

Tabmuus 2. Pezynbratu nepepoduncinens T juist 3Hayenb A=4021, k=3, P=7079

i Al rem P i Al rem P
0 0 4 3412
1 4021 5 1329
2 3888 6 3022
3 1221 7 3678

IpornoHoOBaHa MpoLEaypa NPUCKOPEHOrO0 OOYMCIIEHHs E€KCIIOHEHTH Ha monsx lamya AF rem P
BKJIIOYA€ HACTYIHY MOCIiIOBHICTb Jil:

1. 3a 3amannMu 3HadeHHsMH A Ta P Ta oOpanuM 3HaueHHsM K  ¢dopmyerbes Tabmuus T
nepe00YNCIeHb CTYIICHIB A, sika 30epiracThes B I1aM’sTi.
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2. CrapToBe 3HAUYCHHSI HOMEPY | MOJIOALIOTO PO3Psiay IOTOYHOTO K—po3psaHoro hparMeHTy Koay
excrioneHTH E BcraHoBmioeThes piBHMM j=N-k+1. CraproBe 3Ha4YeHHs MOTOYHOrO Koay R pesymbraty
BCTAHOBJIIOETHCS PIBHUM onmuHUIl: R=1.

3. Inaexc | HOMepy PO3psay MOTOYHOTO Pe3yabTaTy R BCTAHOBIIOETHCSA PIBHUM OAMHUIN: i=1.
[TouyaTkoBe 3HaYeHHs KoAy Q BCTAHOBMIOETHCS piBHUM HyI0: Q=0.

4. SIkmo i-Tuii ABiliKOBMI pO3paAM I Komy R= 11+ 122 + 1222 +.. .+ -2 vle {1,2,...,n}: ne{0,1},
HOTOYHOTO PE3YJIbTATy TOPIBHIOE OuHUII: =1, TO 10 Koay Q BUKOHYeThCs noridne noaaBanus (XOR) i-
ro 3HadeHHs Taomuui U[i] nepenobunciens: Q=Q@U[I].

5. Tuzmexc | HoMepy po3psiay pe3yibrary R 301IbIIyeThest Ha OMUHHMIO: i=i+1. SIKII0 micist 1poro
3HAYCHHs iHAeKCy | MeHIne N+1: i < n+1, To 3MifCHIOETHCS TOBEPHEHHS HA TIOBTOPHE BUKOHAHHS I1. 4.

6. BukonyeTbcst MHOXKeHHS Ha ol ["anya obuncnenoro koxy Q Ha Tadbmimune 3HayeHHs T [fj], ske
aipecyeThCsl UMCENFHUM 3HAUCHHAM fj =€) + €j1-2+...+€jk1-2“! moTouHOro j-ro (parMeHTy KOy
ekcrioneHTH E 3i 30epeskennsM pesyapraty BR (R =Q ® T [fi] rem P.

7. 3MIHCHIOETHCS IEPEXil 10 00POOKM HACTYITHOTO K—po3psaHOro pparMeHTy KOy eKCIIOHSHTH £
IUISIXOM 3MEHILICHHS HOMEPY | MOJIOJIIOTO PO3psiay MOTOYHOrO (parMeHTy Ha Benuuuny K © j =] — k.
Skiro micns 1poro j > 0 pealtizyeTbest MIOBEPHEHHS HA IIOBTOPHE BUKOHAHHS 11. 3.

8. Kinenp. PesynpraT o6uncienHs ekclioHeHTH Ha moni I'amya 3adikcoBano B 3minniit R: R=AF rem P.

Po6ota 3anponoHoBaHol MpoleypH MBUIKOTO EKCIIOHEHIIIFOBaHHS Ha TIOJSIX [ anmya Moxke OyTH
imocTpoBana npuknanom obunciaenns 4021378 rem 7079 = 2185. Bianosiano, yreoprorounii mominom P(x)
=x2 + xM + X9+ x8 + X + X% + X2 + X +1, sxuii cniBBigHOCHTECA 3 ynciaom P=7079, popmye nose Ianya
GF(2'?) 12-po3psauux umcen, T00To N=12. Yncio, Haj AKMM BUKOHYEThCS eKcoHeHIioBanHsa A=4021,
KO ekcrioHeHTH E=3758, po3psinu sikoi 00po0IIior0ThCst pparMeHTaMu 1o TPH po3psiau, To0To K=3.

OCKUIBKM B paMKax npHKIamy noje I'amya yrBopero mominomom P(X) = x22 + xM + X% + x8 + x7 +
X> + X2 + X +1, TO 119 EKCIOHEHIiIOBAaHHA BMKOPHCTOBYEThCS HaBejleHa B Tabnuii | 3HaueHHS
nepeao0YrCIICHb.

B xomi BukoHamHs m.l 3ampormoHOBaHOi Tporexypu (OpMyIOThCS HaBeACHI B TaOmuIi 2
nepenoduncienns T, siki 3anexuth Big 3HaueHHss A=4021 ta noxunu ¢pparmenty k=3.

3rifiHo 1.2 3HAYCHHS HOMEPY ] MOJIOALIOr0 PO3PSAY MOTOYHOrO (h)parMeHTy eKCHoHeHTH E
BCTAaHOBITIOETHCS piBHUM j=N-K+1 = 12-3+1=10. 3HayeHHst R BCTaHOBIIOETHCS PIBHUM OMHUIN: R=1.

VY BiAmoBiAHOCTI 3 1.3 TPOLEAYpPH, IHACKC | HOMEpY pO3psay MOTOYHOro pe3ynbTaty R
BCTAHOBITIOETHCS PiBHUM oauHuIi: i=1, a kog Q obuynserscs: Q=0.

B cuny toro, mo R=1, npu i=1 B .4 10 xoxy Q momaerbcs piBHe oauuuii 3uadeHns U[1], B
pesynbTati 9oro Q crae piBHUM oguHwMIII. [IpH BCiX iHITMX 3HAYSHHSIX 1HIEKCY 1 Big 2-X 10 12-TH, 3HAaYeHHS
Q He 3MIHIOETHCS OCKUIBKH BiJIIOBIIHI PO3psiau R TOPIBHIOIOTH HYIIIO.

Hactynauwm 1.6 oguHu4He 3Ha4eHHss Q MHOXKUTHCS Ha TabnnyHe 3HaueHHs T [fj], sike aapecyeTbest
KOJIOM 3-X CTapIlux po3psiaiB ekcrioHeHTH E, skuit nopisuioe fj=7 (1112), B pe3ynbTati yoro B 3MinHy R
3aHOCHTHCSI KOMR = Q ® T [7] rem P = 1® 3678 rem 7079 = 3678. 3uavenHs j 3MeHuIyeThest Ha K=3: j=j-
k =10-3 = 7. OcKijabKH IIe 3HaYEHHs OLIbIIIe HYJIA, 3MIHCHIOETHCS TIEPEXi/l HA IOBTOPHE BUKOHAHHS 11.3.

B pamkax peanizanii m.3-4, ingekc i 3MiH0€eTbes Bix 1 10 12 1 B 3miHHIN Q dopMyeTbes Jioriuna
cyma Tabau4HuX 3HaYeHb U, siKi CIIBBIJTHOCATHCS 3 OJJHUYHMMHU KOMIIOHEHTaMH JIBiiikoBoro koay R. B
cuy Toro, 1mo noroune 3HaueHHs R=3678 = 1110 0101 1110,, o6uncnennii B UK BUKOHAHHS B 11.3-4
kon Q sBisie coboro soriuny cymy: Q = U[2] @U[3] @ U[4] @ U[5] © U[7] © U[10] ®U[11]®U[12] =
256 @ 2516 @ 3129 & 2338 @ 3960 @ 3099 @ 1995 & 2045 = 3738.

Hactynaum 1.6 oburciene 3nadenHs Q = 3738 MHOXHUTHCS Ha Tabnuune 3HadeHHs T[fj], ske
aJPeCy€eThCsl KOIOM, YTBOPSHUM 7-M, 8-M 1 9-M pospsgamu ekcrioHeHTH E, skuit npu €9=0, eg=1, e10=0
nopieaioe fj= 2 (010,). BiamoBigHo BUKOHY€eThCS MHOXEHHs Ha noii [anya: R=Q ® T [2] rem P =
3738®3888 rem 7079 = 3420.

B nopanbiomy, 06po0Oka pyroro ta nepioro (parMeHTiB KOy €KCIIOHEHTH E 311iHCHIOETHCS 110
anarorii . B Tabmuii 3 HaBeeHa MOKPOKOBa IMHAMIiKa TpaHcopMaIliil 3SMiHHHUX MPOIETypH.

Tabnuus 3. [AumHamika NPOKPOKOBHUX 3HAYSHb 3MiHHHX MPOLELyPH

J fi Q R

10 | 111,=7 1 1®3678 rem 7079 = 3678 =1110 0101 1110,

7 | 010,=2 | 3738 3738®3888 rem 7079= 3420 = 1101 0101 1100,
4 | 101,=5 | 1637 1637®1329 rem 7079= 253 =1111 1101,
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| 1] 110,=6 | 978 | 978®3022 rem 7079= 2185 |

B 3anpomnoHoBaHOMY MeTofi aIs obumcienHs R=AF rem P BUKOPHCTOBYETbCS, B CEPEIHBOMY,
0.5-n?/k onepaiii noriunoro moxasanns (XOR) n-pospsanux uucen ta N/K onepariii MHOKEHHS YHMCEN
TaKoi JOBXUHM Ha o ["armya.

Omnepariis MHOKEHHS N-pO3PSAHUX YXCeN Ha 1ol ["amya ckiiajaeThes 3 BJIacHE MOJIIHOMIaTbHOTO
MHOCEHHS Ta peAyKIii (OTpUMaHHsI 3aJTUILKY BiJ MOJIHOMIaJbHOTO AiJICHHS Ha YTBOPIOIOUUIL mosiHOM P
nonist ["anya) otpumanoro no6yTky. Ilepiua yacTuHa 3B0IUTHCS 10 N-KPaTHOT'O BUKOHAHHS JBOX OTEpaLliid:
JOTIYHOrO JOoAaBaHHA ( 32 YMOBH OAWHHYHOTO 3HAYEHHS IMOTOYHOTO PO3PSAAY MHOMKHHKA) Ta 3CYBY.
BpaxoByroun, mo 9ac BHKOHAHHS IMX JIOTIYHUX OMepariid Jiis MepeBaKHOi OLIBIIOCTI MPOIECOpPiB
ONMM3BKUI 3a 3HAYEHHSIM, MOKHA BBa)XKATH, IO TOJIHOMiaJIbHE MHOXEHHS MOTpebye BHKOHAHHS 1.5:n
oreparliii JIOriYHOTO 1o7aBaHHs. [lomiHOMIanbHe TiIeHHs MOTpeOye Ui peaiizailii, B cepeaHboMy, N/2
JIOT1YHUX JI0AaBaHb Ta N 3CyBiB. B mioMy, 4ac MHOXEHHS Ha TOJAX [amya OIiHIOETHCSI BUTPATAMH Yacy
Ha BUKOHAHHS 3N oIepanii J0riyHoro 1oJaBaHHs N-pO3PSAHUAX YHCEN.

3 ypaxyBaHHSM HaBEJICHOTO, 9ac T OOYMCIICHHS eKCIIOHSHTH Ha 1oJisix ["amya B 3anporoHOBaHOMY
METOJli MO:ke OYTH OIiHEHHMii BUTpaTamu yacy Ha peamizaito T= 0.5-n?/k + 1.5:n*k = 2-n?k noriunux
JI0/1aBaHb.

[Ipu BUKOpHCTaHHI OJHOTO i3 MBOX PI3HOBUAIB KIACHYHOTO AITOPUTMY €KCIIOHECHIIIFOBaHHS Ha
noisix [amya, moTpiOHO peamizyBatu 1.5-N onepartiit MEHOXeHHS Ha Toisax ["amya N-po3psaHux dncen, abo
2.25:n? omepariif JOri9HOTO MOAAaBaHHA N—PO3PSAAHMX YHCEN. [HIIMMM ClIOBaMH, 9ac Tc OOYHCIEHHS
eKCIIOHEHTH Ha Toji ["anmy 3a KIIacHYHUM alrOpUTMOM CTaHOBHUTH |c=2.25-txor. ToOTO, B MOpiBHSHHI 3
KJIACHYHUM QJITOPUTMOM OOYMCIICHHS €KCIIOHEHTH Ha MOJsIX ['aiya, 3ampoIOHOBaHHN METOJ JTO3BOJISIE
MIPUCKOPUTH ii peamizalito B Bc pa3, mpu TOMY, 110 YMCENIbHE 3HAYeHHS [3c BU3HAYAETHCSA (hOPMYIIOF0:

2
fo=te 22Ny o5k (3)
T n
2.0
k

Ha mpakrtuii 3uaveHss koe(ilienTy Bc mpomopiriiiHe 3Ha4eHHIO K, sIke 0OMEKYEThCSI 00’ eMOM
nam'siTi Jis 30epiranHs pe3ybTaTiB nepenoouncicHb. Ockiibku Tabnuis U nepero0uuciieHb peayKIlii
CTYIEHIB JBIMKH 3aJICKUTh TIIBKH BiJ yTBOpIOOYOro mosginomy P(X) mosst [anya, KWl € 4aCTHHORO
BIIKpUTOTO KJFO4Ya i, BiNIMOBIHO, HE3MIHHWH, JUIa ii 30epiraHHs Moke OyTH BHKOpHCTaHa BOymOBaHA
(uem-nam’saTh MiKpOKOHTpOJIepa. SIk 3a3Hauanocs Buime, 06’eM Tabmunsg U cTaHOBUTH N? GiT, MO HpH
snauenni N=4096=2'? cknamae 2?* 6itm a6o 2%* Gaittu ( 2 Moaiitn). To6T0,06’€M BOYIOBaHOI (hter-
nam’ati OIBIIOCTI CyyacHUX TepMiHAJIBHUX MIKPOKOHTPOJIEPiB, TakuX, 30kpema sik ARM Cortex-M un
PIC, minkoMm n03Bosisie 30epiratu Tadauio U nepeno0yucieHb.

Tabmuus T o6’emom 25N 6it, (OpMyeThcs GE3MOCEPEHBO TIepea KOXKHHUM OOUHCIICHHAM
excrionentn AF rem P i, BimmoBinHo, Mae 36epiraTucs B onepaTHBHiii mam'ati. BpaxoByroun, mo 06’eM
OIIEPATHBHOI MaM'ATi Cy4aCHMX MiKPOKOHTPOJIEPIB CTaHOBUThL 256-512 K6aiir ( 2%1-2? 6ir), mpu n=4096,
rpaHuuHe 3HaueHHs K BusHauaerhes sk 10g, 224/22 = 9. B pamkax NMpoBeNEHMX €KCIIEPUMEHTATBHHX
JOCITIKeHb BUKOPUCTOBYBaIOCS K=8, 1110 3a0e3neumsio peanbHe MPHUCKOPSHHS 00UUCIICHHS eKCTIOHEHTH
o mouti "anmya B 8.5 pas.

SIKII0 MOPiBHIOBATH 3alPOIIOHOBAHE PIIlICHHS, SIKE MOJISITa€ B OJHOYACHiH 00poOIl K pospsis
KOJly €KCIIOHEHTH 3 BiToMUM [ 14], B IKOMY OpraHi3yeThcs oiHO9acHa 00poOka K po3psiiB uncia, npu Horo
MiHECeHHI 1O KBajJpaTy, TO BIANOBiJHE 3HAYCHHs KOe(iUieHTY Bk NPUCKOPEHHS BHU3HAYAETHCA Y
HACTYITHOMY BHTJISIII:

2
po=tw BN, g K 4)
T 2-n 2

Ile o3Havae, 1O MNpUd OJHAKOBHX 3HAYCHHSIX K=8, 3ampomoHoBaHWii MeTox 3abe3nedye
MPUCKOPEHHS 00UMCIICHHS eKCIIOHEHTH Ha NoJsix ["anmya B m’STh pas.

BuchoBku. B pesynpTarti 10ciKeHb, HAIPaBJICHUX HA MPUCKOPEHHS KOMIT IOTEpHOI peamizawii
MexaHi3MiB 3axucty iHdopmarii Ha 6a3i kpunTorpadii 3 BiIKPHUTUM KIFOYEM, B OCHOBI SKHX JIEKHThH
anreOpa kinnesux noii [anya GF(2"), Teopernuno oOrpyHTOBaHO, pO3pOOIEHO Ta HOCIIIKEHO METOL
MPUCKOPEHOT0 OOYHCIICHHS €KCTIOHEHTH.

3anponoHOBaHUI METO]T eKCIIOHEHITIFOBAHHS HaJT MMOJIsIX [aiya, skuil Bijpi3HAEThCS OpraHi3aliero
TpyNoBOi 0OPOOKH PO3PSIIB KOJIy €KCIIOHEHTH 3 BUKOPUCTAHHS TIepeI00YHCIIeHb, 110 JI03BOJISIE 3MCHIITUTH
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KUTBKICTh MYJIBTHUIUTIKATUBHUX ONepaliil MiIZHeceHHS A0 KBagpaTy Ta MHOXEHHS 1, TUM CaMHM,
MPUCKOPUTH NPOLIEC OOYUCTICHHSI.

B ocHOBY MeTOTy IOKITaIeHO BIACTHUBOCTI OTEpallil eKCIIOHEHIIIIOBaHHS YHcia Ha rmoisix ['amya 3a
YMOBH, II0 KOJ EKCIIOHGHTH € CTyleHeM 4ucia 1Ba. Lli BIacTHBOCTI AO3BONSIOTH 00'€qHATH TpyIy
orepauii mJHeceHHs A0 KBaapaTy Ha noii ["amya, SIKIIO YMCII0 eeMEHTIB B TPy € CTYNIEHEM YMCIia J1Ba.
3 BUKOPHCTaHHSIM IIHOTO B paMKax 3allpOMTOHOBAHOT'O METOJIy OPTaHi30BaHO OJHOYACHY OOPOOKY Ipy i3
K po3psiziiB KOy €KCITIOHEHTH.

TeopeTuuHo MOKa3aHO Ta E€KCIEPUMEHTAILHO IOBEACHO, IO po3polieHuil meros 3abesmnedye
HPUCKOPEHHs] O0YMCIICHHSI EKCIIOHEHTH Ha moysix ['amya mpaktudno B K pas. Ilpu upomy 3HaueHHs K
00MeXyeThCS pecypcaMu MmaM'siTi KOMIT FOTepHOi Tu1aTdhopMu T 30epiraHHsd TaONIHIb TepeI0OInCICHb.
30kpeMa Npu BUKOPHUCTaHHI B AKOCTI Takoi miuar(opMH TEpPMiHANBHUX MiKPOKOHTPOJIEPIB JOCATHYTO
MPUCKOPEHHS 00YMCIIEHHS B 8.5 pas.

Po3pobka opieHTOBaHa Ansi IMIBUAKOI peamizamii KpunrorpadiqHUX MeEXaHI3MIB 3aXHUCTY Bij
30BHIITHROTO BTPY4YaHHS B POOOTY CHCTEM BiIJAIEHOTO KOHTPOIIO Ta YIPABIIHHA, B SIKUX SKOCTI
cepenoBHIa OOMiHY JaHUMH BUKOPUCTOBYETHCS [HTEpHET.
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METOAOJIOIIA «IHKEHEPISI XAOCY» TA CTIMKICTh PO3INOAIIEHUX IT-KOMAH/I

BacekiB P.I., Beperennikopa H.B. MerogoJioris «IH:keHepia xaocy» Ta crilikicrs posnogiienux IT-komann. Y
CTaTTi JOCII/UKEHO 3aCTOCYBaHHS NPHHIUIIB MeTOHoJIoTil «[HKeHepis Xaocy» Ul MiABUINEHHS cTiiikocTi posnoxiurennx IT-
KOMaH/I IIUIIXOM BIOCKOHAJICHHS YIPaBIiHHA pU3UKAMU Ta ONTUMI3alii IPOEKTHUX HpoueciB. Po3pobieHo MaTeMaTHYHY MOJIEIb,
sIKa JI03BOJISIE KUTBKICHO OILIIHIOBATH KIIIOYOBI IMapaMeTpH, 30KpeMa 4acoBY 3aTPHMKY, KOMyHiKaliiHi Oap’epu, cTabiIbHICTDH
iHpopMaLiiiHUX cucTeM, (QYHKIIOHATIBHY PO3MOIUICHICTh, €PEKTUBHICTh MPOKCi-poJieii Ta piBeHb 3MIHHOCTI KOMaHaAu. Mozens
nependayae OUCKPETHUH aHANII3 y YacOBUX IHTEpBalaX, MO Aa€ 3MOTY OLIHIOBAaTH IHHAMIKY 3MiH 1 BIUIMB PH3HKIB Ha
HNPOIYKTUBHICTH PO3MoaiieHnx koMana. OcoOnuBa yBara IpuaiIeHa METOMOJIOTii MOIeNIoBaHHs 3001B, sIKa BKIIIOYA€E iMiTaIlilo
KPUTHYHUX CLIEHApiiB JUIsI TECTyBaHHS CTIHKOCTI CHCTEMH B YMOBaxX BHCOKOI HEBM3HAUEHOCTI. 3allpOIOHOBaHI TEOPETHYHI Ta
MPaKTUYHI MiIXOIH CIIPHSIOTH BIOCKOHAJICHHIO METOIB YIPaBJIiHHSI PH3UKaMHU B YMOBaxX Cy4acHHUX AUHaMivHUX [T-cepenoBuml.

KumrouoBi cioBa: meronoinoris «[HXeHepiss Xaocy», YIpaBliHHS pU3HKaMH, po3mnoniieHi [T-komaHam, KOMyHIKaiiHi
Oap’epu, cTabLIBHICTD CHCTEM, IPOKCI-POJIi, ONITUMi3allisl MPOEKTHUX IPOLECIB.

Vaskiv R., Veretennikova N. Chaos Engineering methodology and the resilience of distributed IT teams. The paper
explores the application of Chaos Engineering methodology to enhance the resilience of distributed IT teams through improved
risk management and project process optimization. A mathematical model has been developed to quantitatively assess key
parameters, including latency, communication barriers, information system stability, functional distribution, proxy role efficiency,
and team variability. The model employs discrete interval analysis, enabling the evaluation of dynamic changes and the impact of
risks on the performance of distributed teams. Special attention is given to failure modeling methodology, which incorporates the
simulation of critical scenarios to test system resilience under high uncertainty conditions. The proposed theoretical and practical
approaches contribute to advancing risk management methods in contemporary dynamic IT environments.

Keywords: Chaos engineering methodology, risk management, distributed IT teams, communication barriers, system
stability, proxy roles, project process optimization.

ITocTaHoBKa HayKoBOI MpodJieMH. Y Cy4acHOMY TpaHCc(OpMaliiiHOMY CEpeIOBHILI PO3IOIiIEH]
IT-komanau HaOyBarOTh Jefaiii OIIBIIOTO 3HAUEHHS, 3a0e3MedyloYd JOCTYN 10 KpalluX TaJaHTIB,
OTITUMI3AIlif0 BUTPAT Ta THYYKICTh Yy peaiizalii npoexTiB. 3a ganumu baddep, nicas nangemii COVID-19
noHaza 70% koMnaHiid BOpoBaguiu riopuaHy abo MOBHICTIO BiIajeHy MoJiellb poOoTu, mpudomy B IT-
CEKTOpI I TEHICHINSI TPOSIBIAEThCS 0co0JMBO sickpaBo [1]. [ociimkenus ['aptHepa mokasye, IO
TEXHOJIOTIYHI KOMMaHii € JiJiepaMu y BIPOBA/KEHHI PO3MOIICHUX KOMaHJ Ta BijganeHux (opmaris
poborn [2]. BomHowac Taki KOMaHIM CTHKAlOThCS 3 YHIKQIBHUMH BHKIHKAaMH, 30KpeMa
COIIOKYJIbTYPHUMH, YacOBUMH, TreorpadiqHUMHU, TEXHIYHUMH Ta (YHKI[IOHATBPHHMH Oap'epamu, sKi
MOXYTh HETaTHBHO BIUIMBATH HAa iXHIO MPOJYKTHBHICTH 1 CTIHKICTh. BakJIMBOIO CKIQJOBOIO YCHIXY
PO3MONITIEHNX KOMaHJ € 3JaTHICTh 3a0e3medyBaTH e(EeKTHBHE BHUKOPUCTAaHHS iH(GOpMamiiHUX Ta
KOMYHIKAI[IHHAX TEXHOIIOTIH, SKi BIIrparoTh KIOYOBY POJIb Y B3aEMOJIl yYaCHHKIB Ta KOOpPIWHAIL
MPOEKTHUX TPOIIECIB.

Pusuku, 3 SKHUMHM CTHKAIOTHCS PO3MOJUICHI KOMaHIIW, MalTh OaraTOBHMIPHHI Xapakrep.
['eorpadiuna posnoaiieHicTs KOMaHAN MOKE CIPUYMHSTH 3aTPUMKH y IPUHAHSTTI PillIEHb Yepe3 Pi3HULII0
B YaCOBHUX MOsicax, IO O0OMEXYe MOXKIUBICTh CHHXPOHHOI B3aeMozii. COLiOKYJIBTYpHI BiAMIHHOCTI —
PI3HUIIL y MEHTAIBHOCTI, MOBaX, TPAJHIIIAX 1 pOOOUHX ITiJTX0/IaX — MOXKYTh BUKJIMKATU HEITOPO3YMIHHS,
Hanpyry Ta 3HIKCHHS DiBHSA B3aeMmoAii. 3a JaHMUMHU [HCTHTYTYy NpOeKTHOTO MeHemkMeHTy (Project
Management Institute), 10 40% npoeKTIB y po3NOAIICHUX KOMaHIaX 3a3HAIOTh 3HAUHUX 3aTPUMOK came
4yepe3 KOMYyHiKaiiiHi 6ap'epu [3].

OyHKIIOHATBHA PO3IMOJIIEHICTS € e OJTHIM BRKIHBAM BUKIHKOM. Y MEXaxX TAKHX KOMaH]| KOKeH
YYaCHMK MAa€ YiTKO BU3HAUEHi PO, 30HM BiJMOBIAAIBHOCTI Ta 3aBHAaHHSA, SIKI MOXKYTb BUKOHYBATHCH
napajesibHo a0o mociigoBHO. lle migBuinye eQeKTHBHICTh POOOTH, ajie BOAHOYAC CTBOPIOE CKJIAIHOIII B
KOOpJIWHAIII1, Y3ro/PKEHHI MPIOPUTETIB 1 3a100iranHi KOHQIIKTaM MiXK (DYHKITIOHATEHUMH MTiPO3/I1JIaMH.
HeBnane ynpasninHS (yHKIIOHAIBHOIO PO3MOIINIEHICTIO MOKE MPU3BOJUTH A0 AyOIIOBaHHS 3yCHilb, a00
MOMMJIOK Yepe3 HeJIOCTaTHIO KOMYHIKAlil0 Ta 3HAYHOTO 3HW)KEHHS MPOAYKTUBHOCTI KOMaH/H.

OKpiM 1IBOT0, 3AJIEKHICTH BiJl CTAOUILHOCTI iIHPOPMAIIIHUX CUCTEM Ta HAJIIHHOCTI KOMYHIKAI[IHHUX
TEXHOJIOTIH 3aJMIIA€ThCSI KPUTUYHAM aclleKTOM. 3001 B MX CHCTEMax MOXYTh ITOCHIIOBATH HETaTHUBHI
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HACJIJIKH PO3MOALIEHOI pOOOTH, CIIPHYMHSIOUN 3pUBH Y BUKOHAHHI MPOEKTHUX 3aBlaHb. TexHiuHi 3001 Ta
Hee()eKTHBHA KOMYHIKallii MOXYTh CYTTEBO BIUIMBATH HAa TMPOIYKTHUBHICTH PO3MOILICHHX KOMAaHI,
CIPUYMHSIIOUN 3aTPUMKH Ta TepeBUILEHHS OtopkeTiB. 3rigHo 3 gocmimpkenusm 1. dyke, k. Hosikke,
I'. Ctpy0e, BenuKi MPOEKTH B PI3HUX TaTy3sX 3a3BUYail 3aBepuryioThcst Ha 20% Mmi3HiIIe 3aIIaHOBAHOTO
TepMiHy Ta 3 mepesuiieHHsM OromkeTy Ha 80% [4]. KpiMm Toro, 3a manmmu [HCTUTYTY TPOEKTHOTO
MEHEDKMEHTY, Hee()eKTHBHA KOMYHIKallisl € IPUYWHOIO HeB/laui IPOEKTIB y TPETHHI BUMAIKIB [5].

Bax/nBo0 CKIIaJ0BOIO [IUX BUKJIMKIB € YIPaBIiHHS PU3UKaMU, sIKi HEBII'€MHO CYMPOBOIXKYIOTh
MPOEKTH B yMOBaX BHCOKOI HEBM3HAYEHOCTI Ta CKIAAHOCTI. Pusmk B ympasminHi [T-mpoexktamun
BU3HAYAETHCS SIK HEBH3HA4YCHA TOAisl abo yMoOBa, sKa, SKUIO0 BUHUKHE, MaTHME MO3UTHBHHUH abo
HETaTUBHUH BIUTUB HA MPUHAWMHI OJJHY 3 IIJICH MIPOEKTY, TAKUX SK Yac, BAPTICTh, SIKICTh 00 00cAT poOiT
[6].

IapenTHdiKamis pu3MKiB Ta IXHIX YUHHUKIB BBAYKAETHCS KIIFOUOBHM €TAINIOM YIPaBIiHHS PU3HKAMHU
[7, 8], Akuii MIMPOKO BHUKOPHCTOBYIOTH SIK y THYYKHX, TaK 1 B TPaAWLIHHMX MigXoxax IO pO3POOKH
mporpaMHoro 3a0e3nedenHs [9]. @akTop pU3uKy BU3HAYAETHCS SIK YMOBA, SIKa MOXKE CTAHOBUTH CEPHO3HY
3arpo3y UiS YCIIIIHOTO 3aBEepUICHHS TNPOEKTY 3 po3poOku mporpamHoro 3abesmedenHs [10].
HeedextuBHicTh npouiecy ineHTUdIKALI] PU3HKIB IPU PO3POOLII CKIATHUX CHCTEM BBaXKAETHCS OJHIEIO 3
OCHOBHHUX NMPHYUH HeBAau nmpoekTiB [11]. Huska nociimkeHns Bka3ye Ha Te, 10 PaKTHYHO iCHY€E MPSIMUI
3B'SI30K MDXK YIPaBIiHHIM PU3UKAMU Ta YCIIXOM ab0 MOKpAIeHHSIM e()eKTHUBHOCTI MPOEKTIB 3 PO3POOKHU
nporpamuoro 3abesneuenss [12, 13, 14, 15, 16, 17]. Lli gocnigkeHHS NOKa3yIOTh, 0 (GaKTOPH PUBKKY
MOBUHHI OyTH 1IeHTU]IKOBaHI Ta OOPEe KOHTPOIBOBaHI YIS TOTO, MO0 MPOEKTH JOCSTIIN CBOIX ITiICH.
Takum umHOM, ineHTH(DIKAMiS (HaKTOPiB PU3UKY Biirpae BUPIMIAIBHY POJb B YCIiXy Ta e(peKTHBHOCTI
MIPOEKTIB 3 PO3POOKH MTPOTPAMHOTO 3a0e3MeTeHHS.

[TociOHuK i3 3BefeHHs 3HaHb 3 yrnpasiiHHs npoektamu (PMBOK Guide) migkpeciioe BayKIUBICTh
MMPOAKTUBHOTO MiJAXOMy IO YIpPaBIiHHSA PU3UKaMH, 110 BKIIOYA€E iMeHTH]IKaIi0, aHali3, IJIaHyBaHHSI
3aXO0JiB pearyBaHHs Ta MOHITOPHHI PH3HKIB MPOTATOM JKHTTEBOrO MUKy HPOoekTy [6]. XapakrepHOio
pucoto pusukiB B IT-mpoektax € ixHiil edeKT B3a€MO3aJIe)KHOCTi, KOJIM OJWH PU3UK MOXE CIPUUMHUTH
KacKaJl 1HIINX.

Meronosnorist «Imxenepis xaocy» (Chaos Engineering), sik quciiuriina, CipsMOBaHa Ha TECTYBaHHS
CUCTEM IUISIXOM MOJIEITIOBaHHS pealbHUX 3001B, BIIKpUBA€ HOBI MOKJIMBOCTI IS ITiIBUIIEHHS CTIHKOCTI
PO3MOIICHUX KOMaHJA. 3aBASKH IUISCIPIMOBAHMM EKCIIEPUMEHTaM, SIKi JI03BOJIAIOTH IMITyBaTh
HerepedavyBaHi ClieHapii, MOXKHa 1IeHTH(IKYBaTH By3bKi MICIIsl Y BAKOPUCTaHHI iHPOPMAIIHHAX CHCTEM
1 KOMyHIKAI[IfHMX TEXHOJIOTiA, a TaKOX OIHUTH 3JaTHICTh KOMaHIW JO ajanTamii B yMOBax
HeBU3HaueHOCTi. MeTtoonorist «IHXeHepist Xaocy» JO3BOJISE HE JIHMIIEC BUSBUTH MOTEHIIIHI Mpo0iIeMHu,
aie 1 OIiHUTH e(EeKTUBHICTh PO3POOJCHUX PIllleHb, CTBOPIOIOYU OCHOBY Uit ()OPMYBaHHS CTIMKHX 1
HaJIMHUX TIPOEKTHUX TPOIECIB HaBiTh 3a yMOB TeorpadiyHoi, dYacoBoi Ta (YHKIIOHATBHOI
PO3MOIIICHOCTI.
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Puc.1 — Etanu cTBOpEeHHS €KCIIEPUMEHTY B METOJIOJIOTIT «[HXKEeHEepis Xaocy» JJIsl TECTYBaHHS CTIHKOCTI
PO3MOIIICHUX CHCTEM

[MoGynoBa excriepuMeHTy B Mexax Mmetomoiiorii «lHxeHepis xaocy» (puc. 1) € cTpyKTypoBaHUM

MPOLIECOM, CHPSMOBaHHUM Ha MOJICNIIOBaHHS MOTEHUIMHUX 300iB y cucreMax IJisi NEepeBipKH iXHBOI
cTiikocTi. JlaHuii polec BKJIIOYAE TaKi eTamnu:
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1. CrBOpeHHS HOBOTO €KCIEpUMEHTY (Timore3w). [Himiamis eKcriepuMeHTy MoJsrae y BU3HAYEHHI
OCHOBHOI METH JOCIIPKCHHSI Ta KITFOYOBUX TapaMeTPiB IS IEPEBIPKH.

2. BuGip 306010 3 6ibmiorexkn mo merononorii «lmkenepis xaocy». 3 0i0nioTeKH MOXKIHUBUX 3001B
oOvpaeTbcsl TOM, SIKMH HaWOLmbIIe BiAMOBiAae IimaM ekcriepuMeHTy. lle mMoxyTs OyTtm 3001 B
KOMYHIKaIlii, TepeBaHTaXeHHS CUCTEMH TOIIO.

3. HanamryBanaa napamerpiB 300t0. Ha ipomMy etami 3aJaroTbCsl KITIOUOBI XapaKTEPUCTHKH 30010,
TakKi SIK TPUBAIICTh, CEPUO3HICTH 1 1HII BIACTHBOCTI. Lle 103BOJIIE TOYHO 3MOMICITIOBATH YMOBH,
HaOIIKEHI 10 pealbHuX.

4. JlonaBaHHs iHIUX 3001B 10 TOro camoro o0’ekTa. JIJjis MiABHUINEHHS TOYHOCTI €KCIICPUMEHTY
MOJKHA JIONATHU KiJbKa 3001B /I aHATi3y IXHBOTO BIUIMBY Ha OJIHY IIJIbOBY CHCTEMY a00 TpOIIeC.

5. JlomaBaHHS mepeBipKH CTIHKOCTI cuctemHu. IlepeBipka CTIHKOCTI JO3BOJISIE OMIHUTH, X 37aTHA
CHCTeMa IOBEpHYTHUCA OO0 CTaOiTbHOTO CTaHy michsa iHmuaeHty. lle kputwuHmil eram mms
BUSBJICHHS [TOTEHIIWHUX CIIA0KUX MICLIb.

6. JonmaBanHs HOBHX 300iB 10 ekcnepuMeHTy. Ilicis BHUKOHAHHS TIEPBUHHUX €TaliB MOXKHA
MOCTYTIOBO BKITFOYATH 1HIII CIleHapii 3001B, 00 JOCTIANTH KOMIUIEKCHI CIieHapii IXHFOTO BIUIHBY.

7. 3aBepuieHHS excriepuMeHTy. Ilicnsi 3aBepiieHHS BCiX €TamiB aHaNi3yIOThCS OTpPUMaHi JAaHi,
pOOIIATHCSI BHCHOBKH IIOJO BHSIBICHHX BPa3JIMBOCTEH 1 €(PEKTHBHOCTI METOIB YCyHEHHS
HacliAKiB 3001B.

Ils MeTonosorisl A03BOJISIE 3a0€3MEYUTH CUCTEMHMN MiJXIiJ JO OILIHKH CTIHKOCTI PO3MOIUICHUX
CHCTEM, BUKOPHCTOBYIOUH NPUHIMIH «[HKeHepil Xaocy», Ta ONTUMI3yBaTH poOOTy MPOEKTHUX MPOLECIB
Y pPO3MOIIEHNX KOMaHaX.

MeTo10 IBOro OCTII:KEHHS € IHTerpallis NPUHIMIIB MeTomolorii «lmkeHepis Xaocy» i3
CYy4aCHUMH METOJJAMH YIIPaBIiHHsI POEKTAMH IS 3a0€3MeYCHHS CTIMKOCTI pO3MOAITICHUX KOMaH I y cdepi
iHpopMaLiiHNX cucTeM Ta TexHojoriid. OcobnuBa yBara BUJiJICHa aHANi3y PU3HKIB, OB S3aHHUX 13
COIOKYJIbTYpHUMH ~ 0ap’epamMu, TEXHIYHUMH OOMEXEHHSIMH, YacOBOIO, TeorpadiuHoro  Ta
(YHKITIOHATBHOIO PO3IOIIICHICTIO, 8 TAKOX CKJIAIHICTIO B3a€EMOJIIT Y paMKaX KOMyHIKalliHHUX TUIATGOpM.
Metononorisi «lHxeHepis Xaocy» BHUKOPHCTOBYETHCS JJIsi MOJCIIOBAHHS CIICHApIiB, SIKi JO3BOJISIOTH
OIIHUTH e(DEeKTUBHICTh IHQOPMAIIHHUX CHCTEM 1 TEXHOJIOTIN Y KpUTHYHIX YMOBAX, a TAKOK ONTHMi3yBaTH
MPOEKTHI MPOLECH, 110 MPOXOAATH Yy PO3NOIAUIEHIN KoMaHl. 3aBIsKH LbOMY MiJXOAY CTa€ MOKJIMBO He
nume igeHTHdiKyBaTH BY3bKi MicIsi B poOOTi KOMaHJM, ane W po3poOHMTH cTparerii ajs MiHiMizarii
PU3WKIB, TIOB’S3aHMX 13 3aTPUMKaMH B KOMYHIKallii, HEBiJITOBIIHICTIO 1HCTPYMEHTIB, HEKOPEKTHHUM
PO3IIOAITIOM poJIe Ta IHIIMMH KPUTHYHUMHM acrieKTaMu. MoJietoBaHHs NOTeHLIHHUX 3001B y mpouecax
JIO3BOJISIE TECTYBATH CTIHKICTh KOMaH/IHUX B3a€MO/IiH, BUSBIISATH claOKi Miclisl B YITPaBJIiHHI IPOEKTAMU Ta
CTBOPIOBATH MiJX1J 0 IXHBOI ONTUMI3allii, IO CIPHSE TOCATHEHHIO BUCOKOI MPOJYKTHBHOCTI HABITH y
CKJIaJHUX YMOBaxX pO3MOJiIeHOT po0oTH.

HocmipkeHHst 30cepe/pkeHe Ha po3poOIii Mojeneil ynpaBiiHHS PH3MKaMH, SKi BPaxOBYIOTh
0COO0JIMBOCTI pOOOTH PO3MOIIEHUX KOMaHJ, Ta BIPOBA/PKCHHI MPAKTHYHUX MIAXOMIB IO ONTHUMI3aIlil
NPOEKTHUX MpoleciB. B crarTi 3amponoHOBaHO TEOPETHYHI OCHOBHM Ta NPAKTHYHI PEeKOMEHZauii, 110
MOXYTh CTaTH OCHOBOIO JJsi MaiOyTHIX JOCHi/P)KeHb 1 BJIOCKOHAJICHHI MPAKTHK YIPaBIiHHS
PO3MOiIEeHUMHU KoMaHamMu B raiy3i [T.

AHani3 pociaimxkenb. Merononoria «lHkeHepis Xaocy» 3apoansacs SK BiIIIOBIAb HA 3pOCTAIOUY
CKJIQ/IHICTh PO3MOJIIICHUX CHUCTEM, 30KpeMa B KOHTEKCTI XMapHHX oOuuncieHb. lled mimxix, Bmepime
3acrocoBanuii y kommnanii Netflix y 2010 porii, nepeadadae CTBOPESHHS KOHTPOJbOBAHUX €KCIIEPHUMEHTIB
JUTSL BUSIBJICHHS! CITA0KHX MICIIb y CHCTEMaXx JI0 BHHUKHEHHS peajbHUX 3001B. 3aCTOCYBaHHS IHCTPYMEHTY
Chaos Monkey no3sonmmino Netflix CyTTeBO HiABMIIMTH HAAIHHICTH CBOIX MOCIYr y AMHAMIYHOMY
cepenouiii. OCHOBHA iJiesl MoJsArana y CTBOPEHHI CIEHApIiB, sIKI MOJICIIOIOTh pealibHI BiJAMOBH, 100
MPOTECTYBATH CTIHKICTh CUCTEM 1 BOJHOYAC IMIArOTYBATH KOMAaHIM JI0 BUPIIICHHS MOTSHIIIMHUX MTPOOJIeM.

Metoponorisi «lHXeHepiss Xaocy» € KOHLENTyaJbHO 3HAYyHIIMM IiIXOAOM Il aHamizy Ta
MOKpAILEHHS CTIHKOCTI CKIaJHUX CUCTEM, OCOOJIMBO Y KOHTEKCTI cydacHHX posnofineHux IT-komann. Sk
3a3HavyaroTh Bimmapa ta [aTtcon, mei migxim 0a3yeTbcss Ha MOJENIOBAHHI KOHTPOJIbOBAHHX 3001B Y
peaNbHHUX CEPEOBUINAX 3 METOIO BHSABIICHHS CIA0KHUX MICIh JIO TOTO, SIK BOHH TIPU3BEAYTh 10 KPUTUIHUX
npo6iem. OCHOBHA i/1esl TOJIsATae Y CTBOPEHHI CLEHAPIiB, SKi JO3BOJISIOTH IEPEBIPUTH, SIK CUCTEMA pearye
Ha BIZIMOBH Ta YM 3/IaTHA BOHA BIJHOBJIIOBATHCS O€3 30BHIIIHBOTO BTpy4aHHs [18].

Opnier0 3 KIIOYOBUX IepeBar MeToHojorii «lHxeHepis Xaocy» € MOXIIMBICTh BUSBICHHS
npuxoBaHuX BpasznuBocTed. Hampuknax, 3a nanumu [lonbTpoHbepi, iHTErpauis undpoBUX IBIHHMKIB
(Chaostwin) y ekcriepuMeHTH 3 METO0JI0Ti€l0 «IHKEeHepis Xaocy» O3BOJISIE TECTYBATH CTIMKICTb CHCTEM
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y BIpTyaJIbHHX CEepEelOBHINAX, IO MIHIMI3ye PU3UKU Ui peanbHux iHPpacTpykTyp [19]. Lle BigxpuBae

HOBI MOXIIMBOCTI IJIsl aHamizy HanidHocTi [T-mpomeciB, BKIIOYHO i3 COMIaJbHOIO Ta TEXHIYHOIO

B3a€MOJII€I0 PO3MOIIIEHIX KOMaH]I.

Incrpymentn y meromoinorii «lmxeHepis xaocy», Taki sk Chaos Monkey, He nmie iMiTyrOTH
MOXKJTHBI 3001, aje i JaroTh 3MOTY CTBOPIOBATH CKJIAgHI clieHapii BigMmoB. Hampukman, BUKOpHCTaHHS
miaxony «Fail-Fast, Fail-Small» no3Bonse i3oir0BaTM TOYKHM BiMOBH Ta IOCTYIIOBO 3HIDIKYBATH
(YHKLIOHATIBHICTH, 30epiraloyn KpUTUIHO BaXIIMBi cepBicH [18]. Y KOHTEKCTi pO3MOgiIeHuX CHCTEM Liei
MIXi TIATPUIMYE aJalTHBHICTD, HEOOXIIHY AJIsl MiHIMIi3aIlil BIUTUBY 300i1B.

VY xibepdiznunux cucremax (Cyber Physical System - CPS) meronmonoris «IHxeHepis xaocy»
3aCTOCOBYETHCS IJISl OLIIHKHM CTIHKOCTI JO TaKWX 3arpos, K NpUpOIHi KaTtacTpodu, TEXHOTEHHI aBapii,
kibeparakwu, MepeskeBi 3001, a TAaKOK MOMIIIKHA KOPHUCTYBadiB. 3a cnoBamu KocTaniHy, Taki eKCIEPUMEHTH
J03BOJIAIIOTH ONTUMI3yBaTH B3a€EMOAII0 MK allapaTHUMU Ta IPOrpaMHUMH KOMIIOHEHTaMH, 3a0€311e4y0un
Mpare31aTHICTh KpUTHYHUX (YHKIIH HaBiTh y CkiagHux ymoBax [20]. Jlana ocoOnmBicTE MOXe OyTH
amanrroBaHa Juia [T-komaHm, sSKi PaIor0Th y 0araro3afadyHux i pPO3MOMIIICHUX CepeTOBUIIIAX.

Iarerpanis mry4ynoro inTtenekty (LLI) y meromonorito «lmkeHepis Xaocy» TaKOX PO3MIHPIOE
MOJXKJIUBOCTI 11i€1 MeTosoorii. Hampuknan, Yky, Xay Ta iH. CTBEPIKYIOTh, 1110 aJITOPUTMU MAITUHHOTO
HaBYaHHS MOXXYTh NPOTHO3YBATH TNOTCHLINHHI 3001, aHami3yloud BENMKI HA0OpPH AaHUX y PEKUMI
peanbHOTO Yacy. lle m03BoIsie oprani3alisM MepexoanTH BiJl pEaKTUBHOTO JI0 MPOAKTHBHOTO YIIPABIIiHHS
PHU3UKaMH, THM CaAMUM MiJIBHINYIOUYH 3arajibHy CTIHKICTh cucteM [21].

e oanier0 MEepCIeKTHBOIO METOAONOTII «[HkeHepis Xxaocy» € 1l BUKOPUCTaHHS AJSl ONTHMi3alil
riOpuaHUX XMapHUX cepenosuml. Sk 3a3Haudae [liamanTi, moegHaHHS MeTomooTii «[HKeHepis xaocy» i3
IITYYHUM IHTEJIEKTOM IO3BOJISIE aBTOMATHU3yBAaTH IPOIECH YIPABIIHHSA pecypcamu, 3a0e3ledyroun ix
JVUHAMIYHUE PO3IMO/LN 3aJIeKHO Bijl MOTOYHUX YMOB. Lle momomarae yHUKaTH MepeBaHTaXEHb CHUCTEM 1
rapaHTy€e CTa0lIbHICTh HABIThH ITiJ 4aC MIKOBUX HaBaHTAXKEHb [22].

MeTtonmonorist «IHkeHepis Xaocy» NEMOHCTPYE 3HAUYHUM IMOTEHINAN JJIs aJanTariii Ta OnTHMi3allii
npouecis B IT-komannax. Ii interpanis 3 incrpymentamu 1111, nudpoBuMy ABiHUKAME Ta TiOPUIHMME
XMapHHMHU IJ1aTGopMaMu J03BOJIsIE 3a0e3MMedyBaTH CTIHKICTh Ta aJlalTHBHICTh CyYacHUX PO3MOJIICHHX
CUCTEeM. 3aBASKH I[bOMY MiIXOQy KOMaHIN OTPUMYIOTh €(EeKTHBHI 3acO0M I BUSBICHHS PHU3UKIB i
pPO3pOOKHM cTpareriii IXHROTO YCYHEHHS, IO MiJBHUIIYE IMPOIYKTHBHICTh Ta CTAaOUIBHICTH MPOEKTHHUX
MPOIIECIB.

MeTtononoris «lmxenepis xaocy» 0azyerbcs Ha (GOpMyBaHHI TilOTe3 MPO OYIKyBaHY IOBEIIHKY
CUCTeMH y CTaOUTbHOMY CTaHi, MOZIENIOBaHHI pealbHUX CIIeHapiiB 300iB i JAeTadbHOMY aHali3i BILUTUBY
TaKMX CIICHApIiB Ha KIIOYOBI MOKa3HMKH edekTuBHOCTI. OcoOiMBa yBara BHIUISIETHCSA IPOBEICHHIO
EKCIICPUMEHTIB Y TIPOIYKTHBHUX CEpElOBHINAX, IO Ja€ 3MOTY TECTyBaTH HE JIHMIIE TEXHi4Hy, a i
opraHizamiifHy crilfikicte. Lle 3a0e3redye MOXJIMBICTh aJanTyBaTH METOMNOJIOTIF0 10 YMOB, Yy SIKHX
MPAIOIOTh CYYaCHI PO3IOAIICHI KOMaHIH.,

Posnogineni IT-koManan ctanu HEBiI'EMHOIO YaCTHHOIO CYYACHHX IPOEKTIB, alie TXHS CTPYKTypa
MOPO/KY€E HHU3KY BUKIUWKIB. ['eorpadiuHa po3momiiieHicTh, AKa A03BOJIE 3aMydaTd (axiBIiB i3 Pi3HUX
PETioHIB, YCKIIQJHIOE CHHXPOHI3AIlI0 Yepe3 pIi3HHII0 B 4YacoBuX mosicax. lle cTBoproe Oap'epm mms
ONEPAaTUBHOTO TIPUHHATTS pilieHb Ta edekTuBHOI koopauHamii. BoaHowac QyHKIiOHaTBHA
PO3MOMIINICHICTh, KOJIM KOXKEH YYaCHMK Ma€ YiTKO BHM3HAUEHI POJIi, JO3BOJISIE BUKOHYBATH 3aBIaHHS
MapalenbHo, alle BOJAHOYAC CTBOPIOE PU3WKH PO3PUBIB Y KOMYHIKAIll MiX Pi3HUMH (PYHKIIOHATEHUMHU
rpynamu. Taka cTpykTypa nmotpedye 0cOOIUBOIO MiJXO/ Ly 10 YIPABIiHHS, SKHH BPAXOBYE 11l 0COOIMBOCTI.

Mertopornorisi «[HxeHepist Xaocy» JI03BOJISIE MOJICTIOBATH CIIeHapil, 110 BPaXxOBYIOTh reorpadiuny,
4acoBy Ta (YHKUIOHANbHY PO3MOMALICHICTH KOMaHH, 1 aHaimi3yBaTH, SK I (akTOpH BIUIMBAIOTH Ha
e(EeKTHBHICTh TIPOEKTHUX TNporieciB. Hampuknax, imitamis 3aTpuMOK y KOMYyHikamii abo 300iB y
KOOpAWHAIi MK QYHKI[IOHATEHUMY IPYITIaAMH JIA€ 3MOTY BU3HAYHUTH CITa0Ki MiCIlsl y B3a€MOJIiT KOMaHH i
MiArOTYBaTH PEKOMEHAALT II0A0 TX YCYHEHHS.

PosrnsinemMo neranpHilIe MOHATTS PU3MKIB Ta iX kiacudikamii. MikHaponHa oprasizamis 3i
cranfapTusaiii [23], BU3HaYa€e pU3MK, SK «BIUIMB HEBU3HAYEHOCTI HA JOCATHEHHS ITijIel». Y CBOIO 4epry,
IHcTHTYT ynpaBiiHHS npoekTamu [6] BH3HAuae HOro SIK «HEBHU3HAUYCHY MO0 abo CTaH, siKi, y pasi
HACTaHHs, MOKYTh MaTH IMMO3UTHBHUI1 200 HEraTMBHMUI BIIMB HA OJHY UM KiJbKa LiNeH NPOEKTY». 3TigHO
miaxony XijcoHa [24], pu3uK 1ie Ik «<HeBH3HAYCHICTb, 1[0 Ma€ 3HAUCHH:». Lle BU3HAUCHHS aKIIEHTYE yBary
Ha TOMY, II[0 PU3UKOM BBXKAIOTHLCS JIMIIE Ti HEBU3HAYCHOCTI, 5AKi 0€3MOCEpPeaHbO BIUIMBAIOTh Ha IIiJi
npoekty. Jocmigauku Enmc ta @pank [25, 26] nponoHyioTs kiacuikaiilo HEBU3HAUYEHOCTEH Ha J1Ba
OCHOBHI THUIIM: aJIeaTOPHI, SIKi XapaKTepU3yIOTHCS BapiaTHUBHICTIO 1 IIMPOKUM Jialla30HOM MOKJIMBHX
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3Ha4YeHb, TA EMICTeMIiUHi, [0 BHHUKAIOTh Yepe3 HeOJHO3HAUHICTh a00 Opak 3HaHb. XincoH [24] neramizye
Il KaTeropii, BAOKPEMITIOIOYH YOTHPH BUAM HEBH3HAUYCHOCTEH: ajeaTOpHI, IO IMOB'S3aHi 3 HAIIHHICTIO
MPOIIECiB; CTOXaCTHUYHi, sIKi € MOTCHUIMHWMH MOIISIMH PU3UKY; €MICTeMidHi, IO 3yMOBIIEHI OpakoM
iH(OopMaIrii; 1 OHTOJIOTIYHI, IKi € HEBITOMHUMH («IOPHI JIeOemi»).

Bapro 3a3HaunTH, 0 OHTOJIOTIYHA HEBU3HAUCHICTh 3AITHIIAETHCS 11038 MOXKIIMBICTIO MOJICITIOBAHHS
Yyepe3 TOBHY BiJICYTHICTh iHpOpMalii mpo pu3uk. HaToMicTh iHIII BUAN HEBU3HAYEHOCTI iIHTETPYIOTHCS Y
MOJIENIb IPOEKTY, A€ WMOBIPHICTh Ta BIUIMB KOKHOTO THITY MOJACTIOIOTCS y BUTIISAL (PYHKIIH pO3MOiTy.
Le mo3BoIsI€e iX BpaxyBaTH i1 9ac MPOBEAeHHs CUMYIIILii MeTogoM MonTte-Kapimo. Cumyssiis Ha OCHOBI
Mmetony Monrte-Kaprio, 3amiHIOE MaTpuIl0 HMOBIpHICTH-BIUIMB. MeTomomnorisi 3abe3nedye KilbKiCHY
OLIIHKY PU3HKIB, JO3BOJISIOYM BU3HAYATH IXHIH BIUTUB HAa TPUBAJICTh TA BAPTICTh MPOEKTY [27].

YrpaBiiHHS pU3NKaMU Tependadae iqeHTu(iKamiro MOKIMBOCTEH 1 3arpo3, 3AaTHUX BIUIMHYTH Ha
LTl TPOEKTY, & TAKOXK PO3POOKY BiMIOBIIHUX 3aXOiB pearyBaHHA. | 0JJ0BHA MeTa BOTO MPOIIECY MOJISITAE
y 301IBIIIEHHI IAHCIB peaji3amii MOKIJINBOCTEH Ta 3MEHIICHH]I HMOBIPHOCTI MPOSIBY BU3HAUCHHX 3arpo3.

YrpaBiHHS pU3UKaMH B PO3MOIIICHMX KOMaHIaX BHMara€ amalnTHBHHX cTparerid. OmHuM i3
KITFOYOBHX TIIXOJIiB € BUKOPUCTAHHS THYYKHX METOHONOTiH, TakuxX sk Scrum yn Kanban. Lli MmeTogomorii
3a0e3MeUyIOTh PEryJsIpHy KOMYHIKAIIF0, KOPOTKI MK 3BOPOTHOTO 3B’SI3KY Ta MOJJIMBICTH IIIBHIKOT
amanTamii 10 3MiH. BogHOYac MOETIOBaHHS PU3WKIB Yy KOHTEKCTI METOAoNOTii «lHKeHepis xaocy»
JTO3BOJISIE HE JIIIIE TECTYBATH TEXHIUHY CTIHKICTb, a i aHAIII3yBaTH BIUTMB OpTaHi3aliiHuX (PakTopiB, TAKIX
SK B3a€EMO/Iisl MK y4aCHUKaMH, e(EKTHBHICTh BUKOPHCTAHHS KOMYHIKaliiHUX 1HCTPYMEHTIB 1 afanTaris
IO 3MIH.

CydacHi iHQOpMamiiiHI CHCTEMH Ta KOMYHIKaliiiHi TuraThopMu BiirpaloTh KIFOYOBY POJIb Y
3a0e3neyueHHi (YYHKIIIOHYBaHHS PO3MOAIIEHNX KOMaH . [HCTpyMEHTH yIpaBIiHHS MPOEKTaMH, Taki sk Jira
yu Trello, cipusiroTh KOOPAMHALIT 3aB/IaHb 1 3a0€3MEUYIOTh MPO30PICTh MPOIIECIB, TOI SK TIATHOPMU TSI
komyHikaii, sik-oT Slack uyn Microsoft Teams, nminTpumytoTs eekTuBHUI 00MiH iH(opMatieto. [IpoTe
BUKOPHCTAaHHS IIMX IHCTPYMEHTIB He I030aBJI€HE BHKIMKIB. 3aTPUMKH B MEPEKEBUX 3'€THAHHSX,
MEPEBAHTAXCHHS CEpPBEpiB a00 MPOOJIEMU 3 IHTErpaii€lo Pi3HUX CHUCTEM MOXYTh BIUIMBAaTH Ha
eeKTHBHICT, po0OTH. Metomonorisi «IHXeHepist xaocy» 3a0e3lnedyye MOXKIHMBICTH MOAETIOBATH IIi
CIleHapii, TECTyBaTH CTIHKICTh MIIATPOPM 1 pO3pOOIATH 3aX0IN ISl YCYHEHHS BUSBICHUX HEIOIIKIB.

OTxe, KOMIUIEKCHUH aHalli3 TiTepaTypH HiATBEPKY€e 3HAYHUNA TOTEHLia)I MeTo1oJIoril «lHkeHepis
XaoCy» K IHCTPYMEHTY JIJIsl TIABHIIIEHHS CTIHKOCTI po3noiienux IT-komana. [HTerpaiis 1s0ro miaxomay
3 Cy4yaCHHMMH METOJIaMH{ YIPAaBIiHHSI PHU3MKAMH Ta ONTHUMIi3allii MPOEKTHUX TPOIIECIB BIIKPHBAE HOBI
MOJKJIMBOCTI JIJIsl €EKTUBHOI POOOTH KOMaH]| Y CY4YaCHOMY JAHHAMIYHOMY CepeIOBHIII.

Bukian ocHOBHOro Martepiany i OOIpYHTYBaHHSI OTPUMAHHX Pe3yJbTATIB JOCTiIKeHHS.
Mertononorist «[HkeHepis Xaocy» CTBOPIOE MOXJIMBICTH MOJIEIIOBaHHS 300iB y peaJlbHUX yMOBaXxX JJis
BUBYEHHSI pEaKIlii CHCTEMH Ta KOMaH, M0 3abe3rmeuye TIHOOKE PO3YMIHHS CIAOKUX MicCIb. Y
po3noainenux IT-komanmax, /e mporecu € 0araTomapoBUMHU 1 3aJICKHHUMH BiJ] KOMYHIKAIlIHHUX Ta
iH(pOpMaLlIHHUX CHCTEM, 3aCTOCYBAaHHS [[LOTO IMiJXOJy MOXE BUSBUTH MOTEHI[IHHI PU3UKH Ta CIIPHSATH
MiABUIICHHIO CTiHKOCTI. 3 OIVIAY HAa CKIAIHICTh TaKUX CHCTEM, 3alPOIOHYEMO PO3LIMPEHUH Halip
rirmores.

Taoauns 1
I'inore3n nus pocaigxenns criiikocri po3noainennx IT-koMaHa 3 BUKOPHUCTAHHAM
NPUHOMIIB MeToa0JI0Tii «IHxKeHepisi Xxaocy»
Karteropis rinore3 DopMyJII0BAHHS rinoTe3
BripoBajykeHHs IpUHIMITIB METOI0JIOTT «IHXXKeHepist Xaocy» T03BOJISIE
BUSIBUTH BY3bKi Miclisl Y GYHKIIOHANBHIH, YaCOBIH Ta KOMyHIKaIiiHIN
CKJIaJIOBUX PO3IOJIICHOTI KOMaH IH.
Posmonin ponelt y koMas/1i 3a (yHKIIIOHAIBHOIO O3HAKOIO IMIBHUIIYE
e(eKTHBHICTh BUKOHAHHS 3aBJaHb Ta MiHIMi3y€ BTpaTH depe3
nyOmoBaHHS QYHKILIH.
BukopucTaHHs TOKaTbHUX MPOKCIi-poiei, TAKUX SIK JIOKAILHUIH BiacHuk
npoaykty (Product Owner), 3HMKYy€ Yac Ha IPUAHATTS PillleHh B yMOBax
reorpadivyHoi po3NOAIICHOCTI.
JunamivHa aganraiist 1O 3MiH y IPOEKTAX, BKIOYAIOUH 3MiHY Y1
OHOBJIICHHS CKJIaJly KOMaH Y, JIO3BOJISIE 3MEHIIUTH PU3HKHU 3aTPUMOK.

CTiliKicTh PO3IOJILIEHUX
KOMaH[
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IaTerpamnis npuHIMIIB MeTonoMOTI «IHXeHepis xaocy» i3 Scrum
JIOTIOMArae ONTHMIi3yBaTH KOPOTKOCTPOKOBI 3aBIaHHS Ta i ABUIIATH
MPOAYKTHBHICTH KOMaH]IH.

PiBeHb 3MiHHOCTI KOMaH/IY Ta ii BIUTUB HA MPOEKTHI PU3UKH BUMArae
BpaxyBaHHS JOJaTKOBUX CLIEHAPIiB, 30KpeMa KaJpOBUX poTamii Ta ix
HACJIAKIB.

OyHKIiOHAIEHA PO3MOIIIEHICTh KOMaH/ HAIPSIMY BILUTUBA€E Ha PO3IMOJILT
3aBJIaHb 1 3HWKEHHS PU3HKIB NyOI0BaHHS (DYHKITIH.

301TBIIEHHS YaCOBUX 30H MIJK yYaCHHUKaMH KOMaHAH MPOMOPIiITHO

i ABHIIYE PU3HK 3aTPHUMOK Y BUKOHAHHI 3aBAAHb.

BukopucTtanHs aBTOMaTH30BaHMX KOMYHIKaIiiHUX iHCTpyMeHTiB (Slack,
Microsoft Teams) 3MeHITye BIUIMB MOBHHX Ta YaCOBUX 0ap’€piB.
ImiTaris 300iB y KOMyHIKaIiifHAX TEXHOJIOTISX AOMOMAarae BU3HAYNTH
KPUTHYHI 3aJI€KHOCTI MK KOMaHaMHU.

[lmanyBaHHS CHHXPOHHHX 3YCTpideH y CIIJIbHUX YaCOBHX CJIOTaX 3HUKYE
PHU3HMKH HENPABHIBHOTO PO3YMiHHSI 3aBIaHb.

CKoOpoYeHHsI KITBKOCTI KOMYHIKAI[IHHIX BY3IiB MiXK YYaCHUKAMH
KOMaH]I{ 3MEHIIIY€E PU3MK BTPATH BaXIIMBOI iHPOpMaIlii.

CTiliKiCTh IPOEKTY 3aJICKUTH Bifl iHTerpanii iHQopMaliifHuX CHCTEM, SIKi
BHKOPHCTOBYIOThCS y PO3TOILICHI KOMaH/I1, 13 3arajJbHAMHA
m1aThOpMaMH YIIPABIIHHS IPOEKTAMHU.

BrpoBamkenns metononorii «IHKeHepis Xaocy» T03BOJISIE OLIHUTH
peaxiiito iHhopMaIifHIX CHCTEM Ha panToBi 3001 Ta iX BIUIMB Ha
EdextuBHIiCTh IIPOEKTHI IPOLECH.

iH(hOopMaIiHHIX CUCTEM YacroTa TexHIYHUX 300iB Y CHCTEMaX yIPaBIiHHA 3aBIaHHIMHU
ponopuiHa BTpaTaM y MPOAYKTHBHOCTI KOMaH/IH.

ABTOMAaTH3allisl 3BITHOCTI y CUCTEMaX YIIPABIiHHS MPOEKTAMH MiHIMi3ye
PH3HKH, IIOB’sI3aHi 3 JIFOJCHKHM (aKTOPOM.

ImiTamis HagMipHOTO HaBaHTaXXEHHS Ha 1HPOPMAIIiifHI CUCTEMH J03BOJISIE
OLIIHUTH TXHIO IPOJIYKTUBHICTh Y KDUTUYHUX YMOBAX.

[TmanyBaHHS Ta yHpaBliHHS BUXOJaMH YYaCHUKIB KOMaH/IU (depe3
BiJIITyCTKH, XBOPOOH, 3BUTbHEHHS) 3HIKY€E PH3HK 3aTPUMOK Y BUKOHAHHI
3aB/IaHb.

ImiTaris cuieHapiiB HECTIOIIBAHOTO BUXO/Y KIFOYOBOT'O YYaCHHUKA MTPOEKTY

Komynixkariiini 6ap’epu

YnpapiiHHSA 3MiHAMU B

KOMaHJ1ax . o .
JIO3BOJISIE OI[IHUTH CTIHKICTh KOMaH/H J0 KaJIPOBUX 3MiH.
OnTuMmizarlis 3aBaHTOKEHHS YYaCHUKIB KOMaHH CITPHSE CTa0iIbHOCTI
TIPOEKTY Y IOBTOCTPOKOBIH NMEPCIEKTHUBI.
UiTke BU3HAUCHHS 30H BiJIIOBIIaJIbHOCTI Y KOMaH/Ii MiHIMI3Y€ PHU3UKH

OyHKITIOHATEHUIA KOH(QJIIKTIB Ta AyOIrOBaHHS poOOTH.

PO3MOAIT Ta PUIUKU ImiTaris 3aTpuMOK BUKOHAHHS (PYHKIIIOHATBHO 3aJIS)KHUX 3aBIaHb

JIO3BOJISIE 1IEHTU(IKYBATH KPUTHYHI BY3JIM IPOEKTHOTO MPOIIECY.

KoxHa 3 3amporoHOBaHMX TiMOTE3 J03BOJSIE OLIHUTA OKPEeMHUH acmeKT poOOTH PO3MOJiIEHUX
KOMaHJ Ta BHUSBUTH KIIOYOBI PHU3UKH, TIOB’sI3aHI 13 B3a€MOJIE€I0 YYACHHUKIB, KOMYHiKalliHHUMH
TEXHOJIOTISIMH, THPOPMAIIITHUMI CUCTEMaMH Ta MIPOEKTHUMH MPOIIECAMH.

VY posnoainennx IT-koMaHaax ynpaBiiHHSI PU3HKAMHU € KIIFOUOBUM 3aBJIAHHSM JIIS 3a0€3TCUCHHS
CTaOUIBHOCTI Ta MPOJIYKTUBHOCTI MPOEKTHUX MPOLECIB. 3BaXkaroun Ha reorpadiudy, QyHKIIOHAIBHY Ta
YacoBY PO3MOJUICHICTh, a TaKOX BHUKOPUCTAHHS Pi3HUX iH(GOPMAaLidHUX CHCTEM 1 KOMYHiKalliltHHX
TEeXHOJIOT1#, BUHUKAe TOTpeda y KUIbKICHOMY aHaji3i BIUIMBY LuX (akTtopiB. s 1bOro po3podiieHO
cCHCTEMY TapaMeTpiB, sIKa JO3BOJISE OL[IHUTH PU3UKH Ta €(PEKTUBHICTD IXHBHOTO YIPABIIHHS.

Omnucani mapamMeTpH BpaxOBYIOTh KJIIOUOBI acmeKTH (yHKUIOHYBaHHS PO3MOAITICHUX KOMAaHI,
BKITIOYAIOYM KOMYHIKalliiHi Ta iHdopMamiiiHi Oap’epu, yac pearyBaHHS Ha 3aBJIaHHS, CTaOUTBHICTD
cucTeMH, e)eKTUBHICTh BUKOPUCTAHHS MPOKCIi-poJieii i piBeHb BUKOHAHHS 3aBjaaHb. HaBeneHi Gpopmynu
3a0e3MeuyloTh OCHOBY Ul MaTeMaTHYHOTO aHaNi3y LMX MapaMeTpiB, IO JO3BOJISIE CHCTEMAaTH3yBaTH
X1/ 10 YIPABIiHHS PU3UKAMH B JMHAMIYHUX YMOBaX.
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Jai HaBeZIeHO OIMMC KOYKHOTO MapaMeTpa, Horo TIIyMadeHHs Ta MaTEMAaTHYHY 1HTepPIPETAaIliio.
YacoBa 3arpumka (TL;) € omHuMM i3 KIIOYOBHX MapaMeTpiB, W0 BigoOpaxkae e(eKTUBHICTH
KOMYHIKaIlii MK YYaCHHKaMU PO3MOJIICHOI KOMaHau. BoHa BH3HAYa€THhCs 4acoM, HEOOXITHUM st
OTPUMAaHHsI BIAMOBIJI Ha 3amMT, 1 3aJCKHUTh BiJl YaCOBUX 30H, IIBHAKOCTI peakiii Ta JOCTYIHOCTI
YYaCHUKIB.

ot — t .
i=1 lresponse,i request,i
TLt =
n
e tresponse,i — YaC OTpHUMAaHHJ BIANOBIAl HA I-H 3aIIUT, trequest,i — 4YacC BLAMNPAaBJICHHA 3aIIUTY, n—

KUTBKICTB 3aITHTIB.
Komymnikamiitai 6ap’epu (CB;) BKIIOYalOTh COIIOKYJNBTYpPHI, MOBHI Ta TEXHIYHI MEPENIKOIH, SAKi
MOXYTh BILUTUBATH Ha B3a€EMOPO3YMIHHS MK WICHAMU KOMaHIU. BOHU € BaXMBHM (DaKTOPOM PHU3HUKY,

OCKIIBKY CIIPUYMHSIOTH 3aTPUMKH 200 HEPO3B’sI13aHICTh 3aB/IaHb.
CBt =

Nunresolved
Ntotar
ne Nynresolved — KUIBKICTh 3aBJiaHb, IO 3AJMIIHIMCA HEPO3B’SI3aHUMH 4Yepe3 KOMYHIKaIliiiHi
TpyAHOI, Niytq; — 3aTabHA KUTBKICTh 3aBAAHb y BHOIPIII.
Indopmariiini 6ap’epu (IB;) BUHHKAIOTh Yepe3 HECYMICHICTh 1H(OpMALIMHUX CHUCTEM abo0 IXHIO
t
HU3BKY MPOAYKTHBHICTb, IO MPU3BOAMTH JI0 3aTPUMOK Y BUKOHAHHI 3aIIHTiB.
m
m t L
i=1 Yexecution,i
IBy = ——————
) m
1€ texecution,i — 49aC BUKOHAHHA I-r0 3amuUTy B iHQOpMaIiliHii cHCTEM], M — KIIBKICTh 3aIMTIB.
CrabinpHicTh cucTeMH (S;) € KIIOUYOBUM IOKa3HUKOM, L0 BimoOpaxkae 4acToTy 300iB y poOOTi
iH(QOpMAaIIHHUX CHUCTEM 1 BIUIMB IMX 300iB HA BUKOHAHHS 3aBJaHb. BoHa OIliHIOE HMOBIPHICTB YCITIIITHOTO
3aBepIIeHHS 3aBIaHb 0€3 MOpyIIeHb.
Nfailures
Sp = ——
Ntotal
e Nfailures — KUIBKIiCTh 3001B 3a BU3Ha4eHUH nepiofl, Niy¢,; — 3arajbHa KiIbKICTb 3aBlIaHb.
EdexruBHicTs npokci-poiei (PR,) OLIHIOE 30aTHICTE JOKAIBHUX IIPEICTABHUKIB, TAKUX SAK IIPOKCI-
t 5
Bnacuuk npoaykry (Product Owner) BupimiyBaTd 3aBaaHHs Oe3 3allydeHHsS TroJIOBHOrO BracHuka
npoaykty (Product Owner). Lle n03Bosisie MiHIMI3yBaTH 3aTPUMKH Y IPUIHATTI pilleHb.
Ny
oxy_resolved
PR, = —ERXIE0EE
Ntotal_tasks
1€ Nproxy resolved — KIJIBKICTh 3aBaHb, BUPIIIEHUX TNPOKCI-PONIAMH, Niora) tasks — 3arajibHa
KIJIBKICTD 3aBJ1aHb.
Le#t mokasauk (C;) € IHIMKATUBHUM IapamMeTpOM, IO JO3BOJSE KIIBKICHO OI[IHUTH PiBEHb
JIOCSTHEHHSI KOMaH/IOIO TIOCTaBJICHUX IJIEH MPOTATOM BU3HAYEHOTO MEPioy Yacy.
Ile criBBiHOIICHHS 3aBEPILIICHUX 3aB/IaHb JI0 3aIUIAHOBAHUX.

Ncompleted
Cp = ——— P2

Nplanned
1€ Neompietea — KUIBKICTh 3aBEpIIEHNX 3aBAaHb, Npjgnneq — KIIBKICTh 3aIJJAHOBAHHX 3aBJIaHb.
Leit mapaMeTp BUKOHYE JIOTIOMIXKHY (DYHKITIFO B CHCTEMI YITPABIIHHS PU3UKAMU, OCKUTBKH HOTO 3HAYCHHS
OTIOCEPEIKOBAaHO ()OPMYETHCS HA OCHOBI TaKWX KIFOUOBHUX TMOKA3HUKIB MOJENi, SK CTa0UIbHICTh
cucremu(S;), gacoBa 3arpumka (TL,) Ta edexrtuBHicth npokci-poneit (PR;). Takum uurom, (Cp)
BUKOPUCTOBYETBCSL JUISl 3arajibHOi OI[IHKH TPOJYKTHBHOCTI KOMaHJIW, TpoTe He € Oe3nocepeHbo
IHTErpOBaHMM Y MaTeMaTU4YHy MOJIEJb, 3BaKal0UH HA Or0 BTOPMHHUHN XapaKTep 1 3aIeXKHICTh Bijl 1HIINX
0a30BUX MapaMeTpiB.
PiBens 3minHOCTI KOMaHau (HR;) — mapameTp OIIHIOE YaCTOTY BHXO/LY YYACHHUKIB i3 IPOEKTY Uepes
BiJIITYCTKH, XBOPOOH UM iHIII NPUYHHH, IO BIJIMBAE HA CTAOUIBHICTD IPOEKTY.
H Rt — Nexits
T
1€ Ngyits — KITIBKICT BUXOJIIB YYACHUKIB 32 MEpioJl, T — TPUBATICTH nepiony (y IHX).
OyHKIioHANbHA  po3noaieHicTs  (FD;) mapamerp xapakTepu3ye B3a€MOJIOTIOBHIOBAHICTh
(GyHKLIOHANBHUX POJIEH y KOMaHIi, 0 BIUTUBA€E Ha €()EKTUBHICTH PO3MOILTY 3aBIaHb.
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k

K R.opri: .
FDt _ i=1Mefficiency,i

k
ne Refficiency,i — €DEKTHBHICTh BUKOHaHHs 3aBlaHb i-i poii, K — KilbKicThb (QyHKIIOHATEHIX
poJeii y KoMaH/i.

[lepepaxoBani Bume mapameTpun GOPMYIOTh OCHOBY /ISl KUTBKICHOT OIHKH €(peKTHBHOCTI
YIpaB/IiHHS pPU3MKAMM B PO3MOJINEHMX KOMAHJAX. IX BUKOPHMCTaHHsS JO3BOJISIE MOJETIOBATH Ta
MPOTHO3YBaTH BIUIMB PH3HKIB, IOB'SI3aHUX 13 KOMYHIiKali€lo, iHpOpMaliiiHUMU cHcTeMaMH Ta
OpraHi3amifHIMHI 3MiHAMH.

Posmonineni IT-xkomanau (GyHKIIOHYIOTh y THHAMIYHOMY CEPEIOBUIII, IO TMOCTIHHO MiANA€THC
BIUIMBY BHYTPILIHIX i 30BHIIIHIX 3MiH. EdexTHBHE ynpaBiniHHS pU3MKaMH B TaKUX KOMaHJaX BHMAarae
BpaxyBaHHs TUHAMIYHHUX (DaKTOpiB, TAaKUX K 4acoBi, (PyHKUIiIOHAJbHI, KOMYHiKalilHi Oap’epy, 3MiHU B
CKJIali KOMaHAW, a TaKOXX BIUTUB TEXHIYHHX 300iB. Y NbOMY KOHTEKCTI BHUKOPWCTAHHS NPUHIIHITIB
MeTozonorii «lHkeHepiss Xaocy» cTae KIIOYOBUM €JIEeMEHTOM JJisi MOJENIOBaHHS CLEHapiiB, sKi
JOTIOMAraroTh 11eHTU(iKyBaTH Ta MiHIMi3yBaTH PU3HUKH Y CYIPOBOI MPOEKTHUX MPOLIECIB.

Pobota po3nozileHux KOMaH] B YMOBax TUHAMIYHOTO CEPEIOBHIINA IMOTpeOye iHTETpallii MEeTO B
Metononorii  «lHkeHepis Xaocy» i3 MaTeMaTHYHUMH MOJIEISIMH ISl OIiHKKA pu3nKiB. OCHOBHUM
3aBJJaHHSM € BpaxyBaHHS 3MIHHHUX TapameTpiB CHUCTEMH Yy JAWCKPETHI MOMEHTH 4Yacy, IO J03BOJISE
TOYHIIIE BIIOOPA3UTH IMHAMIKY MPOLECIB. 3aCTOCYBAHHA JMCKPETHUX YaCOBUX IHIEKCIB tj Ja€ 3MOTy
TOYHO BiloOpakaTH CTaH CUCTEMHU Ha BU3HAYCHUX eTamnax ii GyHKIiOHyBaHHS, 110 3a0e3reduye neTanbHui
aHaJi3 AMHAMIKU 3MiH Ta OWIHKY €(QEeKTHBHOCTI YNPaBIiHHA PU3UKAMHU B MEXaxX KOXXHOTO OKPEMOTO
iHTepBamy yacy. Moaens s oliHkH e(heKTUBHOCTI YIpaBIiHHS pu3nkaMu B posnoxaineHux IT-komanmgax
3 1HTErpaliel0 MPUHIMITB METo0JoTiT «[HKeHepis Xxaocy» Mae HactynHuid Burisia (¢op. 1). Bona
3a0e3rneuye aHaji3 napaMeTpiB CUCTEMH y TUCKPETHUX YaCOBUX MOMEHTaX t;, BpaXOBYIOUM JUHAMIYHUHI
XapaKTep MpoIeciB y KOMaH[I Ta peakilito Ha 3001, MOAETIOBaHHI y Mexax MeTomoiorii «lmkeHepis
Xa0cy».

3aranpHUN piBeHb €()EKTUBHOCTI YIPABIiHHS PU3UKAMU R, pO3paxoBYETHCS SIK CEpeIHHO3BAKEHE
3HAYEHHSI TapaMeTpiB y AUCKPETHI MOMEHTH Yacy:

Sy (@rL TL(t))+ wepCB(t))+ wip1B(t))+ ws'S(t;)+ wpr-PR(t))+ wprHR(t;)+wppFD(t}))At;

R(t) = n

S At

1)

ae:
e t;j —4acoBi iHJEKCH, SIKi TO3HAYAIOTh CTAH CUCTEMU B MOMEHT 4acy |,

e Atj = tj — tj_, — TPUBAIICTb iHTEPBATY MXK JIBOMA MOCIIIIOBHUMH MOMEHTAMH 4acy;

® Wy — BaroBuii koeimieHT KOMyHiKaNiiHOI €(pEeKTUBHOCTI, 110 BiJOOpakae 3HAUCHHS MapaMeTpiB
yacy 3atpuMku (T'L) y 3aranbHiit Mojeni (koedimieHT 3aTpUMKH BiIOBIII);
®  Wcp — BaroBuii koeimieHT KOMyHIKamiiHUX 6ap’€piB, MO BPaXxOBYE, HACKIIbKH KPUTUIHUMH €
KOMyHiKaIliitHi 6ap’epu (CB) mis pobotn koManam (KoedillieHT KOMyHIKaiiHuX 6ap’epiB);
® ;g — BaroBui koedimieHT iHGOpMaILiiHOT eh)eKTUBHOCTI, 110 Bi10OpaXkae BILTUB iHPOPMALIIITHUX
Oap’epiB (IB) Ha MPOAYKTUBHICTH (Koe(imieHT cTabiIbHOCTI iH(GOPMAI[IHHIX CUCTEM);
® (g — BaroBWil Koe(iliEHT CTIHKOCTI CHCTEMH, IO TOKa3ye 3HAYeHHs CTa0UIbHOCTI (S) ans
3arajpbHOI OLIHKA (KOE(]IlieHT CTIHKOCTI CHCTEMN);
®  Wpg — BaroBuil KoedirieHT eheKTUBHOCTI POKCIi-POIIEii, 110 BPaxoBy€e BILTUB MPOKci-posieii (PR)
Ha yIpaBJIiHHS pU3UKaMH (KOe(ilieHT NPOKci-epeKTUBHOCTI).
®  Wyg — BaroBui Koe(ilieHT PiBHS 3MIHHOCTI KOMaH]IH, 1[0 BPaXOBY€ YaCTOTY BUXO/IiB YUACHHKIB
i3 mpoexty (HR) Ta iX BIUTUB Ha CTaOUIBHICTH MpoLeciB (KOSilieHT 3MiIHHOCTI);
® Wpp — BaroBuil KoedilieHT (YHKIIOHAILHOI PO3MOAIICHOCTI, IO OILIHIE Y3rODKEHICTh
¢byHKIiOHATBHEX poJieil y koMaH i (FD) Ta BIUTMB bOTO MOKAa3HUKA HA €hEKTUBHICTH BUKOHAHHS
3aBaaHb (Koe(ilieHT PYHKIIOHAIBHOI PO3MOIIIEHOCTI).
e (; — MOKa3HWK BUKOHAHHS 3aBJIaHb, SIKUH € JIOJIATKOBUM 1HIUKATOPOM MPOIYKTUBHOCTI KOMaH/IH.
3HadyeHHs BaroBUX Koe(ili€eHTIB MalOTh OYyTH BCTAHOBICHI 3ale)KHO BiJ 0cOOIMBOCTEH
KOHKPETHOTO MPOEKTY, HOTO BUMOT Ta PU3UKIB.
OcHOBHI MeTOIM BU3HAYCHHS.
ExcneprHa oninka. Y 1boMy MiJIXOAi 3ay4arOThCsl €KCIEPTH 3 YIPABIiHHS HNPOEKTaMH, SIKi Ha
OCHOBI CBOTO JIOCBiJly BH3Ha4alOTh MPIOPUTETHICTh MapameTpiB. 3HAUCHHS KOSQII[IEHTIB 3aleKaTh Bij
KOHTEKCTY TIPOEKTY.
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Hanpuknan:
®  JUIS MPOEKTIB i3 BUCOKOIO 3aJISKHICTIO BiJ KOMyHiKawii: wr;, = 0.4, wcg = 0.3.
e JUIS IPOEKTIB i3 ckinangHoro [T-inppactpykryporo: w;z = 0.5, wg = 0.3.

Ananiz icropuunux ganux. lleét migxim Oa3zyeTbcs Ha aHami3l MOMEPENHIX IPOEKTIB IS
BU3HAYEHHS 3HAYYLIOCTI MapameTpiB. SKIO iCTOpWYHI JaHi MOKa3yloTh, IO KOMYHIKaliifHi 6ap’epu €
YacTOI0 TIPUYMHOIO 3aTPUMOK, KOE(Imi€eHT w,p 30ULIbHIyeThCS. AHAIOTIYHO, SKIIO CTaOLIBHICTH
iH(QOpMAIIIHHIX CUCTEM BiJirpaE KIIFOUOBY POJIb Y MIPOEKTAX, MIABUIIYETHCA W . B MPOEKTaX 13 BUCOKOIO
3MIHHICTIO YYacHHKIB 3HAUCHHS Wyp OTPUMYE MpiopuTeT. J[0AaTKOBO, Y MPOEKTAX i3 HU3BKUM pPiBHEM
3aBepIiIeHHs 3aB1aHb (C;) MOXKYTh IiJBUIIYBATUCS BaroBi KOCIiliEHTH wg 200 WEp.

Mertoa anauni3y iepapxiii. Merox nepeabadae moOynoBy MaTpHIli ITAPHOTO TOPIBHSAHHS apaMeTpiB
3a BaKmBicTIO. Ha OCHOBI WX MOPIBHIHB PO3pax0oBYEThCS HOpMAaITi30BaHa Ikaia Bar. Hampukian:

e Sxmo 3arpumka Bianosini (TL) Baxknueima 3a indopmauiiini 6ap’epu (IB), To koedilieHT wry >
w;p. Pe3ynmpTaT MaTpHIli JO3BONSIIOTH OTPUMATH OOTPYHTOBAHI BaroBi KOe(illi€HTH.

e Skmo ¢GyHKIiOHATbHA po3moaiieHicTs (FD) € KpUTHYHOK U BUKOHAHHS 3aBIaHb, Wpp MA€E
BUIIMH MPIOPHUTET, HIXK 1HII KOoeilieHTH.

Juuamivamii minxin. Y 1oboMy MiAxoJi Bard 3MIHIOIOTBCS 3aJICKHO BiJ| CTaaii MPOEKTY Ta
aKTyaJIbHUX PHU3HKIiB.

Hanpuknan:

e Ha IOYATKOBHX €Tamax MpPOEKTY 3HA4YeHHS wpp (€(EKTHBHICTH MPOKCi-pojieil) Moxe OyTh
HU3BKUM, aJIe 3pOCTa€ B Mipy 301IbIICHHS 3aJIE)KHOCTI BiJI JJOKAIBHUX POJIEH;

® Y IPOEKTAX i3 BUCOKOO 3MiHHICTIO KOMaHAM 3HAYEHHS Wy R 3POCTAE HA 3aBEPIIATHHIX eTanax Jjs
BpaxyBaHHs PU3HKIB KaJ[pOBHX 3MiH;

® Y MPOEKTaxX i3 MIBUJKUMH 3MiHAMH 3HAYYIIiCTh CTAOUILHOCTI CUCTEM Wg 3POCTAE y KPUTHUYHHX
¢azax.

e Y NIPOEKTAX i3 HU3bKUMH MMOKAa3HUKAMH 3aBepIieHHs 3aBaaHb (C;) MOXYTh MEpErysiaTHCs BaroBi
KoedimienTn st cTabibHOCTI (Wg) Ta KoMyHiKamiiHoi edexTuBHOCTI (WY ).

s monermenHs BUOOPY 3HaU€Hb BaroBUX KOe(illi€HTiB, TPOIIOHYETHCSI OPIEHTOBHA TaOIHUIIS 2.

Taoaunsa 2
PexoMeH10BaHi 3HaYeHHs1 BArOBUX Koe(illieHTIB 11 Mojei OlliHKH e)eKTUBHOCTI
. OnTumanbHe Pusnkose Kputnune
Koedinient
3HAYeHHsI 3HAYeHHsI 3HaYeHHs
WL, — KoeDillieHT 3aTPUMKH 0.2 0.4 0.6
BiIIIOBIIi
Wcp — KoedilierT 03 05 0.7
KOMYHIKaIliitHuX 0ap’epiB ) ) )
w;p — KoeQilieHT
cTabuibHOCTI iHQOpMAITIHHIX 0.4 0.6 0.8
CHCTEM
Wg — KoeiIieHT CTiHKOCTI 03 05 0.7
CHCTEMH
Wpgr — KOEQIIIEHT MPOKCi- 03 0.4 0.6
e eKTHBHOCTI ) ] )
WyR — KOEPIIiEHT 3MIHHOCTI 02 03 0.5
KOMaH I
Wgp — KoeQilieHT
(dyHKIIOHATBHOT 0.2 0.3 0.5
PO3MOIIICHOCTI

MeTtomooris «IHKeHepist Xa0Cy» CTBOPIOE YMOBH JIJISl TUHAMIYHOT aarTalfii BAropux KoeimieHTiB
MOJIeJi yNPaBIiHHS PU3UKAMH LUIIXOM aHali3y YyTJIMBOCTI KIIOUOBHMX MapaMeTpiB JO 3MOJEIbOBAHUX
3001B. Y JMCKPETHUH MOMEHT 4acy t; MOJEIIOETHCSA KOMYHIKAUIMHUN 30iM, MICIsS 40r0 BUKOHYHOTHCSA

KinbKicHI ouinku napamerpis TL(t;), CB(t;), IB(t;) Ta iHmMX napameTpiB MOjeNi, Takux sk HR (tj) ,
FD (tj), JI0 1 michsl iHOUJCHTY. Pe3ynbTaT Takoro aHallizy CIYTYIOTh OCHOBOIO JUIsi KOPEKIlii BaroBUX
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Koe(illi€HTIB 3aJIe)KHO Bif iX BIUNIMBY Ha 3arajbHy CTIMKICTh cucTeMH. Hampukmaz, SKIo pesyiabTaTtd
EKCIIEPUMEHTY JIEMOHCTPYIOTh, IO CTabUTBHICTH CHCTEMH S € MOMIHAaHTHUM (HaKTOpOM, BaroBUil
KoeilieHT wg 30inburyeTscs. BomHowac, SKmo eQeKTHBHICTh KOMYHIKalii KPUTHYHO 3aJICKUTh Bif
YacOBUX 3aTPUMOK, BaroBUd KOE(IIIEHT wr; MIABUIIYETHCA MPOMOPIIHHO iX BIUIMBY. TakuM dWHOM,
BaroBi Koe(imieHTH He NuIIe BimoOpakaloTh CHEu(iKy KOHKPETHOTO IMPOEKTY, a ¥ 3a0e3medyroTh
MO>KJIMBICTh THYUYKOI ajanTalii MoJesi 10 peallbHUX YMOB, IiABUIIYIOUN €(DEeKTUBHICTh 1 pEIEeBAaHTHICTD
yIpaBIiHHS PU3UKaMU B YMOBax posmnojineHux IT-cuctem.

3anpornoHoBaHa MOJIEIH JO3BOJISIE OI[IHIOBATH €()EKTUBHICTH YIIPABIIIHHS PU3UKAMHU B PO3MOILICHUX
IT-xomMaHmax Ha OCHOBI MapaMeTpiB, MO BiMOOpPaKAOTh Pi3HI aCHEKTH poOOTH cUcTeMH. KirrouoBHMH
KOMIIOHEHTaMH € vacosa 3artpumka ((TL(t;)), komynikauiiini 6ap’epu (CB(t;)), indopmaniini 6ap’epu

(IB(t;)), craGinbHicTh cuctemMu (S(t;)), piBeHb 3MIHHOCTI KOMaHIHU (HR(tj)), (dyHKIIIOHATBEHA

PO3MOAITICHICTD (FD(tj)) Ta e(pEKTHBHICTb MpOKci-posnei (PR(t;)), 1O OLIHIOKWTHCS Yy JUCKPETHI
MOMEHTH 4acy (t;).

Yacosa satpumka ((TL(t;)). Ilapamerp owiHioe epeKTHBHICTb KOMYHIKallii MiX uIeHaMH
KOMaH/I1, BU3HAYAI0UM CEPEIHIN Yac BIATyKy Ha 3aluTH:

1 n
TL(tj) = EZ(tresponse,i - trequest,i)'
i=1

T€ tresponse,i — 4aC BIANOBI HA [-H 3aIUT, trequest,i — 9aC HAICHIAHHS 3aIMTY, N — KUIBKICTh
3aIUTIB y YaCOBOMY IHTEpPBAJIi.
Komynixauiiini 6ap’epu ((CB(t;)). Lleit mapameTp BpaxoBy€ BILIMB MOBHMX, KyJBTYpPHHX 200
TEXHOJIOTIYHUX 0ap’€epiB Ha e(PEKTHUBHICTH BUKOHAHHS 3aB/IaHb:
N
unresolved

Ntotal
1€ Nynresolved — KUTBKICTD 3aBaHb, SIKi 3aJMIIMIINCS HEBUPIMICHUMHE depe3 0ap’epH, a Neprar —

3arajbHa KUIbKICTb 3aBIaHb.
Indopmaniiini 6ap’epu ((/B(t;)). [lapametp oninioe 3aTpuMKU ab0 HeCyMiCHICTb iHpOpMalliHHIX
CHCTEM:

m
IB(t;) !
tj) = — texecution,i
] m ,L,
=1
7€ toxecution,i — 9aC BUKOHAHHS (-TO 3alUTY, M — KUIBKICTh 3aIUTiB y BUOPaHOMY iHTEpBaIi.

Crabinbnicte cucremu ((S(t;)). Lle#t nmokasHuk BimoOpaxkae 4YacTKy YCIHILIHO 3aBEPIIEHHX
3aB/IaHb:

N,
success
S(t;) = N
total
1€ Ngyccess — KUIBKICTD YCIIIIHO 3aBEPUIEHUX 3aBAAHb, Npy¢q; — 3arajabHa KUIbKICTh 3aBJaHb.

Edexrusnicte npoxci-poaeii ((PR(t;)). Lleit mapameTp XxapakTepusye 31aTHICTb JIOKAIbHHX
posieli, Hampukiaaa npokci-Biacuuk nponykty (Product Owner), BupiniyBaTH 3aBIaHHs 0e3 ydacrTi
OCHOBHHUX BUKOHABLIiB:

Nproxy_resolved

PR(t)) = N, :
otal_tasks

1€ Nproxy resolved — KUIBKICTb 3aBJiaHb, BUPILIEHUX NPOKCI-POIAMH, Niotar tasks — 3araibHa
KUIBKICTB 3aBJaHb.

st 3a0e3neueHHss CHCTEMAaTHYHOTO MiJXOy JIO OMIHKK e()EeKTUBHOCTI YIPaBJIiHHS PU3UKAMH B
posnoainenux IT-komangax Oyno po3poOieHO cXeMy alropuTMy, SKa UIIOCTPY€E KIIIOYOBI €Tany aHalizy
Ta TPUUHSTTS PIlICHb MPU BUKOPUCTAHHI MOjemi 3rifHo Metoxpoiorii «lmxeHepiis xaocy». Cxema
QITOPUTMY € IHCTPYMEHTOM JJisi Bi3yaumizamii aHaimidy mapaMmeTpiB, iX TepeBIpKH Ta pPO3POOKH
ONTUMI3alliHHUX cTpaTerii (puc. 2).
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DOPMYNIOBAHHA Buibip 30010 41 IX MHOXWHY ¥ BranauenHn 1aTKOBUX NapamMeTpis
rinorean Gibniorexn "rxeHepin xaocy" € epuMEN TL{ts), CB(to), 1B(to), S(ta), PR(ty), FD{to), HR(t:)

‘ TL{t), CB(), IB(r), S(t), PR(t), FO(t), HR(t)

207

HH

A

OuyiHKa KpUTUYHNX
[

napamerpie J HoBNeH}

TLt) <2 rop. Hi >

TL(t1), CB(t:.1), IB(t.3), S(tis), PR(L:,),
FD(t:1), HR(t.,)

CB(t) < 10%
1B(t;) < 30 cex.
S(t) > 95%

OuiHKa AONOMIKHMX
napamerpis
PR(t) > 85%
FD(t) > 75%
HR(t) < 10%

TAK
AHanis paHnx B Yac t;
BuaHaveHHn edpexTnBHOCTI R(L)

Po3pobKra crpaTerii onTumisauii
Ha ocHoBi R(t)

3aBeplueHHRA
npos e

Puc. 2 — AnropuT™ OLIHKA Ta ONTHMI3allil e(peKTHBHOCTI yIIpaBIiHHS pU3HKaMH B po3noaiieHux IT-
KOMaH 1aX

[Nomana cxema anroputmy (puc. 2) BiioOpaxkae eTanu MOJIEITIOBAHHS Ta MEPEBIPKU IMapaMeTpiB y
paMKax METOJOJIOTI] yIpaBIiHH pH3HKaMu posnoinennx IT-komana. Anroput™ 6a3yeThes Ha TIOSTaIHIN
OIIIHIN KJIFOYOBHX MapaMeTpiB MOJENi, 3 MOAANBIIMM OHOBIEHHSIM iX 3HA4Y€Hb Y BiJIIMOBIAHOCTI IO
OTPUMaHUX Pe3yJbTaTiB MOACTIOBAHHSI.

Ha mnepmiomy erami 31iHCHIOETHCSI OLlIHKA KPUTHYHUX mapamerpiB — dacy 3arpumku (TL),
KOMYHiKaliitaux 6ap'epiB (CB)), inpopmanilinux 6ap'epis (IB) i crabinpHOCTI cuctemu (S). Lli mapameTpu
€ GpyHIaMeHTAIFHUMU JUTS OLIHKH 3arajbHOT0 CTaHy CHCTEMH, OCKIJIBKH iX BIIXMJICHHS MOXYTh CYTTEBO
BIUIMBAaTH Ha €(QEeKTHBHICTh KOMaHIHOI poOoTH. Kpurepii OmiHKM BU3HAYEHI HAa OCHOBI MOPOTOBHX
3Ha4YeHb, PEJICTaBICHUX y Tabmi 3.

Tadauus 3
KpuTepii olliHky KpUTHYHUX apaMeTpPiB MoaeJi
ITapameTtp OnruManpHe 3HadeHHs1 | JlommycTrMe 3HAYCHHS Kputnune 3HaueHHs
TL(t) <2 rop. 24 rog. >4 rop.
CB(t) <10% 10-20% >20%
IB(t) <30 cek. 30-60 cek. > 60 cek.
S(t) >95% 80-95% < 80%

VY pasi, SKIMO 3HAYCHHA KPUTUYHUX [apaMeTpiB BHUXOIATH 3a MEXI JOMyCTUMHX PiBHIB,
3IIHCHIOETHCS KOPEKLisl MO 13 BHECEHHSIM 3MiH J0 apaMeTpiB 1 MIOBTOPHOIO MEPEBiPKOIO.

Ha npyromy erarti OI[iHIOIOThCS TOTIOMDKHI TapaMeTpH, 30kpemMa eheKTHBHICTh poKci-poneii (PR),
¢byukiioHanpHa posnoaiieHicts (FD) i piBeHb 3miHHOCTI KoMauau (HR). i mapamMeTpy € BOYKJIMBHUMH IS
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JeTalizamii OIMIiHKA Ta BIOCKOHAJIEHHS MOJENi, OCKUTBKA BOHH BimOOpa)kaloTh THYYKICTh 1 CTIHKICTh

KOMaHJIHHUX TPOIIECIB. IX TOporoBi 3HaUeHHS HaBEeICHO B TAOMHIII 4.

Taoauus 4
Kpurepii ontinku 10M0Mi>kHHX mapaMeTpiB Moaesti
ITapameTp OnrnManpHe 3HaueHHs | JlomycTrMe 3HAYCHHS Kputnyne 3HaueHHs
PR(t) > 85% 70—-85% <70%
FD(t) >75% 50-75% <50%
HR(t) <10% 10-20% >20%

Pesynpraru anamizy mapameTpiB BUKOPHCTOBYIOTHCS ISl PO3POOKH ONTHUMI3allIHHUX CTPATET1i, 10
BPaxOBYIOTh BUSBJICHI pU3UKH Ta MOTEHIIIHHI MOKpaleHHs. [HTerpaiiis Mo iesi 3 MPUHLIUIAMA METOAOJIOTIT
«lmKxeHepis xaocy» 03BOJISE MIABUINUTH 11 aJallTUBHICTh JI0 JMHAMIYHHX YMOB POOOTH PO3MOJIICHUX
KOMaH[I.

Bubip BaroBux koedimieHTiB y MOJei OLIHKK €pEeKTUBHOCTI YITPABIiHHS PU3UKAMU B PO3MOIIIEHUX
IT-xomanaax 3anexuTh Bif cnenu(ikd TPOEKTY, MPIOPUTETHOCTI PU3WKIB 1 €TAJIOHHUX 3HAYCHb
napameTpiB. Po3rissHeMo OCHOBHI acieKTH (hOpMyBaHHs BarOBUX KOE(IIliEHTIB.

[IpioputeTHicTh BaroBuX KoedilieHTiB HOPMYETHCS BiIIOBITHO IO KPUTHIHUX ACTIEKTIB MIPOEKTY.

Jlo mpukIagy y mpoeKTax i3 BUCOKOK) 3aJIC)KHICTIO BiJl CAHXPOHHOI KOMYHIKAIll MK KOMaHIaMH
Baropuii Koe(ili€eHT W,p MOXE OTPUMAaTH HaiBuIuil mpioputeT. lle mOB’s3aHO 3 HEOOXITHICTIO
OTIepaTHBHOTO BUPINIEHHS 3a7ad, ¢ KOMyHiKamiiHi Oap’epu € KimodoBuM (hakropom pm3uky. [Ipore y
TEXHIYHO CKJIQJIHUX MPOEKTAX, JI¢ KPUTUIHOIO € CTaOUIbHICTh iHPOPMAIiTHUX CUCTEM, TOMIHYIOYHM CTa€e
KOoeillieHT w;p, MO BiJoOpakae BIUIMB iHpOpMaLiiHUX Oap’epiB HAa MPOMYKTUBHICTH. J{JIsl MPOEKTIB i3
YaCTHMU 3MIHAMH CKJIaTy KOMaHIU a00 CKIAJAHOK (DYHKI[IOHATBHOIO CTPYKTYPOIO, MPIOPUTET MOXKYTh
oTpUMaTH KOe(Ili€eHTH Wwygp Ta Wgp, fAKI BiMOOpakalOTh 3MIHHICTh KOMaHIW Ta 1 (YHKIIOHAIBHY
Y3rOPKEHICTb.

Etanonni 3HaueHHS JOMOMAaralOTh BCTAHOBUTH JONMYCTHMI Ta KPUTHYHI MEXI IS KOXXHOTO
napamerpa.

Jns mapamerpa yacosa 3atpumka TL(t;):

e OnTumanbHuii piBenb. TL(t j) < 5 xBusnH. Takuil NOKAa3HUK IOCSHKHUM Ui 3amad, SKl
BUKOHYIOTbCS B CHHXPOHHOMY PEXHMi 200 B MeXax OJIM3bKUX YaCOBHX TOSICIB.

e JlomycTtumuii piBenb: 5 XBUJIMH < TL(t;) < 2 rogunu. lleil piBeHb BpaxoBye B3a€MOJII0 MiXk
yYaCHUKaMH, SIKi MPAIIOI0Th y PI3HUX YaCOBUX 30HAX, 1 IOMMyCKae Yac Ha aHai3 3aruTy.

e Pusukosnii piBenb. TL(t;) > 2rojuHu. 3aTpuMKa IIOHa] L€ 4Yac BKasye Ha CyTTeBi
KOMYHIKaIliiiHi 4 opraHizaliiiHi mpoOJieMH, SKi MOXYTh BIUIMBATH Ha MPOJYKTUBHICTH i
CHHXPOHI3aIliI0 KOMaH]I.

[apametp TL(t;) BU3HAYa€ cepenHidl 4ac MiK MOMEHTOM HAJICHIIAHHA 3allUTy Ta OTPUMaHHAM
BiaNoBizi. BiH BpaxoBye KiJibKa BOKJIMBUX ACTEKTIB, SIKi CYTTEBO BILUTUBAIOTH HA €(DEKTUBHICTH B3a€MOJIi1
B po3moiiieHnx KoMaHaax. llepmnm acrekToM € TexHiuHa CKIIa10Ba, SKa OXOIUIIOE 3aTPUMKH B Iiepeaadi
JMaHUX 4Yepe3 iHpopMariifHi cucteMu abo MepexeBy iHGpacTpykTypy. Hanpuknaza, 3aTpUMKH MOXYTh
BUHHKATH Yepe3 MepeBaHTaXEeHHS cepBepiB a00 HEJOCTATHIO IIBUAKICTh MEPEKEBOTO 3'€THAHHSI.

JpyruM KIIIOUYOBHM acleKTOM € yac peakuii jgroauHu. Lled mepion Bkiowae wac, HEOOXiTHWH
YYaCHUKY KOMaHAM JUIsi OOpoOKH 3amuTy. BiH 3a1eXUTh BiJl MOTOYHOIO pOOOYOTr0 HABAHTAKEHHSI, PIBHS
JOCTYITHOCTI, & TAKOX CKJIQTHOCTI 3aBJIaHHs. JJ0JTaTKOBO BPaXOBYETHCS BIUTHB KOHTEKCTY, Y IKOMY ITPAIIOE
KOMaH/[a, 30KpeMa MOKJIMBICTh OJIHOYACHOI yUacTi B iHIIUX MPOIIEcax.

TpetiMm acniekToM € opradizaliiiHi YUHHUKK. BOHM BKIIIOYAIOTH 3aTPUMKH, II0O BUHUKAIOTH Yepe3
HEOOXIZHICTh YTOYHEHHS JAeTalieil 3amuTy, ecKalaliio 10 BiANOBiJalbHOI 0cobu abo mepeHarpaBIeHHS
3aBJIaHHS MK PI3HUMH yYaCHUKaMU KOMaHIW. Taki 3aTpUMKH MOXYTh OyTH CIIPHYUHEHI HEIOCTATHHO
YITKHMU perjaMeHTaMu abo CKIaJHICTIO CTPYKTYPH KOMaH/IH.

VY posmnonineHnx KoMaHaax, A€ y4aCHUKH MOXKYTb IiepeOyBaTH B pi3HUX YaCOBUX IOsICaX 1 3aj1exaru
BiJI CKJIaHKX iH(opManiinux cucrem, mapametp TL(t;) 3abe3nedye KOMIUIEKCHY OLIHKY OIEPaTUBHOCTI
B3aeMoii. BiH 103BoJisie BU3HAYMTH MOTEHLiMHI MpobjeMu y KOMYHiKauii, sSiki MOXYTh YHOBIUIBHUTH
MPUAHATTS PillIeHb Ta 3HU3UTH MIPOAYKTHUBHICTh MPOEKTY. Llei MoKa3HUK € KpUTHUIHUM JUTS PO3MOJIICHIX
KOMaHJI, JIe 4acoBi MOSICH W MepexkeBi 3aJIeKHOCTI CTBOPIOIOThH JOJATKOBI Oap’epu sl ONepaTHBHOL
B3aeMOIII.
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Jlns mapamerpa KoMmyHikaniini 6ap’epu CB(t;):
Honyctumuii pisens: 1o 10% 3aBnanb i3 6ap’epamu.
PusuxoBwii piBeHs: moHax 20% 3aBnaHb, M0 CBITYATH PO HEOOXIAHICTH KOPEKIIii MPOIIECIB.
Jns crabinbrocTi cucremu S(t5):
¢ OnTuManbHUH piBeHb: MOHAA 95% yCHIIIHO BUKOHAHUX 3aBJaHb.
Pusuxoswii piBeHs: Hmk4e 80%, 110 CBIMYUTH PO 3HAYHI TEXHIYHI UM OpTaHi3amiiHi pU3HKH.
Jnst ebexTUBHOCTI IpOKci-poneit PR(t)):
e  OntuManbsHUIA piBeHB: MOHAA 85%, 110 BimoOpakae BUCOKY aBTOHOMHICTD JIOKaJTbHUX KOMAaH].
PusuxoBwii piBeHs: Hmkde 70%, 110 MOXKE CBITIATH PO 3aTPUMKH B IPUHHATTI PIllICHb.
JuckpeTHa MOZIENb OL[IHKY €peKTUBHOCTI YIPaBIiHHI PU3UKAMU Ma€ HU3KY BaKJIMBUX IIepeBar, ki
T IKPECTIOIOTSH ii HAYKOBY Ta MPAKTUYHY IIHHICTE. OHIEI0 3 KIIOYOBUX OCOOIMBOCTEH € ii TOUHICTB, 110
3a0e3MmeuyeThCsl MOMKIIMBICTIO aHANI3y BIUTMBY OKPEMUX IHIIMJCHTIB Y BU3HAYEHI 4YacOBUX iHTepBatiB. Lle
JI03BOJISE TIHMOIIE OL[IHUTH JUHAMIKY 3MiH y CHCTEMi Ta i1eHTH(}IKyBaTH KPUTHYHI BY3bKi MiCIIS.

IIle onHi€l0 CYTTEBOIO MEpeBarol0 MoOJENi € ii THydYKiCTh, SKa MPOSIBISETHCS Yy 3AaTHOCTI
aZanTyBaTHCA IO PI3HWUX MaciITadiB i cTanmiii mpoekty. Lle mo3Bonsie BpaxoByBaTu crienuiky He JHIIe
KOPOTKOCTPOKOBHUX 3aBJaHb, alleé i JIOBrOCTPOKOBHX IPOEKTIB i3 BUCOKOIO KaJPOBOIO 3MiHHICTIO a0
(YHKIIOHATBHOIO CKJIATHICTIO.

OKpiM TOro, MOJETh BHPI3HAETHCA BHCOKOI MPaKTHYHICTIO. 1i TpocToTa B peamizamii cripuse
e(heKTHBHOMY BHKOPHCTAaHHIO B PEalbHUX YMOBaX, OCOOIMBO U aHANI3y BEIHKUX 00cATiB maHuX. Ll
BJIACTUBICTH pOOUTSH 11 3py4YHOIO [T iHTErpallii B iCHyIOUi CUCTEMH YIPaBIiHHS PH3UKAMU, 3a0€31eUyI0UH
BHCOKY OTIEPATHUBHICTh Y IPUHHSTTI PillIEHb.

[IpoTte, HE3BaX)arO4M Ha TIEpEBaru AUCKPETHOI MOJIEN OIiHKY e(PEeKTHBHOCTI yIIPaBIiHHS PU3HKAMH,
icHye moTpeba y oAbl OnTUMI3alii MiAX0iB, sIKi MOTJIM O HE JIUIIE KUIbKICHO OI[IHIOBATH PU3UKH,
aje i 3a0e3nevyyBaTy NPaKTUYHY NIEPEBIPKY CTIMKOCTI CUCTEM Y peabHUX yMOBaX. Y I[bOMY KOHTEKCTI B
MaROyTHIX JOCHTIKEHHSIX Oy/Ie PO3TIISIHYTO iIHTETpYBaHHS METOIB KiJIbKICHOTO aHami3y, TaKuX Ik Monte
Carlo Simulation (MCS), i3 npakTHYHHMH EKCIIEPUMEHTaMH, L0 TPOMOHYE MeToAooris «lHkeHepis
Xaocy».

BucHOBKH. 3anponoHOBaHa B MeKaxX JOCTI/DKEHHS MOJIETb YIPABIIHHSA pPU3UKAMU IS
posnoxginenux IT-komana, iHTerpoBaHa 3 NPHHIMIIAMH MeTOHOJOrIi «lHXeHepis Xaocy», Hamae
MOJJIMBICTD IIUJIECTIPSIMOBAHO BUSIBIISITH KPUTHUYHI PH3WKH, ONTHUMI3yBaTH TNPOEKTHI TMPOIECH Ta
MiIBUILYBaTH 3arajbHy CTiHKICTh KOMaHA. i MaTeMaTMuHe MHiATPYHTS OXOIUIIOE HM3KY KIIIOUOBHX
napaMeTpiB, crnenu(iuHuX Ui PO3MOAIIEHHX CEepeNoBHUII: dYacoBa 3arpumka TL(t), KOMyHIKaIliiHi
6ap’epu CB(t), indopmariitai 6ap’epu IB(t), crabinbhicTs cuctemu S(t), eheKTHBHICTH TPOKCI-poIIeit
PR(t), dyunkuionanbHa posnoaiienicts FD(t) ta piBens 3minHOCTI KoManau HR(t). Jlns iHTerpansHoi
OIIIHKH I[MX MTOKa3HUKIB BUKOPHCTOBYETHCS 3arajbHUil piBeHb ePEKTUBHOCTI yIIpaBIiHHS pusukamu R (t),
0 3Ba)XKy€ 3HAYYINICTh KOXHOTO Iapamerpa Ta JO3BOIISE BIJCTEXKYBaTH AWHAMIKY 3MiH CTIHKOCTI
KOMaH/I! BITPOJIOBXK YChOTO )KUTTEBOTO ITUKITY ITPOEKTY.

BaxxnuBo, 1o Mojens nepeadadyae JMHAMIYHY aJlanTallilo BaroBuX KOeQilieHTIB, SKi BU3HAYAOTh
BHECOK OKPEMUX ITapaMeTpiB, 3aJI€XKHO BiJl pe3yJIbTaTiB eKCIEPHMEHTIB Y MeKaxX METOI0JI0Tii «[HkeHepis
xaocy» (Chaos Engineering). Ile cripusie onepaTUBHOMY BUSBJICHHIO «BY3bKHUX MICIIbY ITiJ] 4aC BUKOHAHHS
3aBJjaHb Ta MiABHIIYE e()EeKTUBHICTh KepyBaHHS MpoekTamu. KpiM TOro, MoJieNlb HE JIMIIE BUSBIISE
TEOPETUYHI 3arpo3u, a W NPaKTHYHO INepeBips€e CTIHKICTH CHUCTEMH B MPOAYKTHBHOMY PEXHMI:
Pi3HOIIAHOBI iMiTallii 300iB Jal0Th 3MOT'Y KOMILIEKCHO OI[IHUTH BILTMB BiJIMOB SIK Ha TEXHIYHi, TaK 1 Ha
Oprasi3ariiiiHi acleKTH.

HesBaxatroun Ha OYEBHMIHI IepeBard, MOAANBLII JOCHIIKEHHS € JOUUIBHUMH JJsl OUIbII
KOMITJIEKCHOTO OXOIIJICHHSI HMOBIPHICHHX CLIEHapiiB, 30KpeMa «KackagHux» abo OararodakTopHux 3001B.
Y npomy KoHTEKCTI iHTerpyBanHs MeToy Monte Carlo Simulation (MCS) 3i crienapisiMu, chopMOBaHUMHA
Ha 3acajax Miaxoay MeToJ0JIorIl «HKEHEpIs Xaocy», PO3MISIAEThCS SIK NMEPCIEKTUBHUIN HanpsM. Takui
CHUHEPreTHYHHN Miaxix 3abe3nednTh IMOBIpPHICHMH NPOTHO3 BIUIMBY MOTEHUIMHUX PU3MK-TIOAIH Ha
TPUBAIICTh 1 BApTICTh NMPOEKTIB, a TAKOK Ha TMHAMIKy poO0OUuX mporeciB y po3noainenux IT-komannax.
SIK HaCNIJIOK, YJAOCKOHAJIEHA MOJIENb CIIPUATUME THYUYKIIIOMY KOPUTYBAHHIO ITiJIXOJIB JO YIPaBIiHHS
MPOEKTHUMH HPOLIECAMHU 3 YpaxXyBaHHAM crielH(iKH PO3MOAUICHUX KOMaH, aJUKe MOETHYE IMOBIpHICHY
OLIHKY PH3MKIB i3 MPaKTUYHOIO IEPEBIPKOI0 CTIMKOCTI y Mexax merononorii «lmxeHepis Xxaocy».
BoaHouac, nojanbliie po3iMpeHHs 010i0TeKH ClIeHApIiB Ii€l METO0JIOTIT TaCTh 3MOTY IMITYBaTH M1
HIMPIIUI CHIEKTP HETUTIOBUX (aHOMAJIBHUX) TOJIiH, Y TOMY YHKCIIi 31 CKJIaJIHOI0 KacKaTHOK MPUPOJIOL0, IO
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30araTuTh MOKIIMBOCTI KUTBKICHOTO aHANTi3y PU3HKIB Ta MOCHIATH TOTOBHICTH po3moxaineHux IT-komann
no HerepenOadyBaHmx 300iB. Taka iHTerpamis MiABHIIYE MPOTHO30BAHICTh 1 €(EKTUBHICTH POOOTH
PO3MOAITICHNX MPOEKTHUX KOMaHJ, BoAHoYac (OpMyIOUYHM HaAilHE MiAIPYHTS A NPOAYKTHUBHOI
TiSUTBHOCTI B YMOBax BHCOKOT HeBH3HAUYEHOCTI cydacHux [T-cepemoBurl.
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Hanionaneauii yHiBepcuteT «JIpBiBChbKa noniTexHika», M JIbBiB, Ykpaina

CTBOPEHHSI CMAPT-KOHTPAKTIB Y IHOOPMAIINHIA CUCTEMI OBJIKY
IMPOJAXKY 3BPOI

Kynaneups H.E., SIpumoBuy F0.A. CTBOpeHHs cMapT-KOHTPAKTIB y iHpopmauiiiniii cucremi 061iky npoaa:ky 30poi.
VYV crarti mpoananizoBaHo MOXJIHMBOCTI mardpopmu Ethereum st po3poOiieHHS Ta BIPOBA/KEHHS CMapT-KOHTPAKTIB B
iHpopMauiitHiii cucremi o0miKy mpojaaxy 30poi. PosrisHyTo apXiTekTypy miaTgopmu, MexaHi3Mu 3a0e3MedeHHs] MPO30pOCTi,
0e3IeKH Ta JOCTOBIPHOCTI JaHMX Y Mpoliecax KymiBmi-ipomaxy. OcoOiiBa yBara MpUAiIEHa aHAI3y KIIOYOBHX KOMIIOHEHTIB
wiarpopmu, takux sk Ethereum Virtual Machine (EVM) ta mexanism koncencycy Proof of Stake, sixi 3a0esmeuyrorh
JICIICHTPAII30BaHy Ta 3aXWIICHY OCHOBY JJIsi POOOTH CMapT-KOHTPAKTiB. J[OCTIMKEHO MOTEHIlAN CMapT-KOHTPAKTIB JUIs
aBTOMATH3aIlil KJIFOYOBUX €TaliB OOJIKY, BKIIOYAIOYH MEPEBIPKY JO3BOJIIB HA MpUAOGAHHS 30pOi, peecTparlito yrol, KOHTPOJb
JOTPHMAaHHS 3aKOHOAABUMX HOPM i BIICTE)KEHHsI 3MiH Y JaHHX Y pealbHOMY MaciuTadi yacy. BusHaueHo nepeBaru BUKOPHCTaHHS
OJIOKUCIHH-TEXHOJIOTiH, cepell IKNUX — HE3MIHHICTh 3allUCiB, JOCTYMHICTh U1 ayauTy B PEXHMi PEaJbHOTO 4acy, IiJBHIICHA
MPO30piCTh omepamiil i MiHIMi3amis TOACEKOTO (hakTopy. OKpeMo MiIKpecieHo, M0 iHTerparis OJIOKYeHHy T03BOJISIE CTBOPUTH
HaJidHI MeXaHI3MH 3amo0iraHHs HECaHKI[IOHOBAaHOMY HOCTYIy, (ambcudikanii JaHUX 1 maxpaiicTBy. PosrisHyTo mpukiaan
peamizamii cMapT-KOHTPAKTIB y cucTeMi OOMiKy Mpojaaxy 30poi Ta OmMCaHO, SIK aBTOMATH3allisd IHUX IPOLECIB MOXKE CHPHUATH
3MEHIICHHIO aJMIiHICTPAaTUBHOTO HaBaHTa)XKEHHs. BoxHOuYac y CTATTi BHCBITIIEHO KIFOYOBI BUKJIMKH BIIPOBAPKCHHS CHCTEMH,
BKJIIOYAIOYM MHMTaHHS MacIITa0OBaHOCTI Mepexi, 3a0e3nedeHHs KOH(DIACHHIHHOCTI NEepCOHANBHUX HaHHX KOPHCTYBAadiB,
aJanTamilo iCHYIOUMX 3aKOHOJABYMX HOPM JIO0 OJIOKYEHWH-pilIeHb 1 IiJBHINCHHS PIiBHSA OOBIPM MDK YYaCHHUKAMH CHCTEMH.
3anporoHOBaHO MOJKIIMBI HAIIPSIMHU MOJAIBIINX JIOCIIKEeHb, 30KpeMa MO0 iHTerparii CMapT-KOHTPAKTIB 3 iHIIMMH U(POBUMH
TEXHOJIOTISIMU Ut 3a0e3MeueHHs KOMIUIEKCHOTO MiAXOLy OO OOJIIKy Ta MOHITOpHHTY. Pesynmpraté poOOTH AEMOHCTPYIOTH
BHCOKHH TOTEHIian BUKOpHCTaHHS IuaTrdopmu Ethereum mms minBuIIeHHS e(QEKTHBHOCTI Ta MPO30POCTi MpoleciB y cdepi
KOHTPOJIO 00iry 30poi. IHTerpamisi cMapT-KOHTPakTiB i3 Cy4acHMMH iHGQOpMALiiHMMH CHCTEMaMu OOJIKy BiAKpUBAaE HOBi
MOJKJIUBOCTI JUIsl CTBOPEHHS HaAiifHUX 1 O€3MeYHnX PillieHb, SIKi BiANOBIAAIOTh BUKIHKAM MH(POBOI EMOXH.

Kuouosi ciioBa: Ethereum, cMapT-koHTpakTH, 06K Ipoaaxy 36poi, 6okueiiH, iHpopMariiiHa cicrema, Ge3neka JaHuXx,
aBToMmaru3aitis, Solidity

Kunanets N., Yarymovych Y. Creation of Smart Contracts in the Information System for Arms Sales Accounting.
The article analyzes the capabilities of the Ethereum platform for developing and implementing smart contracts in an information
system for arms sales accounting. The architecture of the platform, the features of the Solidity programming language, and
mechanisms for ensuring transparency, security, and data integrity in purchase and sale processes are examined. The potential of
smart contracts for automating key accounting stages, including permit verification, transaction registration, and compliance with
legal regulations, is explored. The advantages of using blockchain technologies are identified, including immutability of records,
real-time transaction auditing, and minimization of human error. Challenges associated with system implementation are outlined,
particularly issues of scalability, data confidentiality, and legal compliance. The study demonstrates the prospects of integrating
Ethereum to enhance the efficiency and transparency of processes in arms control systems.

Keywords: Ethereum, smart contracts, arms sales accounting, blockchain, information system, data security, automation,
Solidity.

IlocTanoBka HaAyKOBOI MPoGaeMu. CydacHi miaxX0au 10 00Ky MPOAaKy 30p0i CTHKAIOTHCS 3
HU3KOI BUKJIHKIB, CEpe]] SKUX — HEOOXIAHICTh 3a0e3MeYeHHs MPO30POCTi, HAAIMHOCTI Ta BiJIOBITHOCTI
3aKOHOJIABUYMM HOpPMaM IIiJI 4ac peecTpariii Ta KOHTPOIro Tpan3akmii. Tpaauiiiai iHGopMmariiHi cucTeMu
4acTO BPa3JIMBI 10 HECAHKIIIOHOBAHOTO JAOCTYITY, MaHIITyJISAIINA JAHUMH Ta JIFOJICEKUX TTOMUJIOK. Y IIEOMY
KOHTEKCTI BUKOPUCTaHHS OJIOKYEHH-TeXHOJIOTiH, miaTdopmu Ethereum, BinkprBae HOBI MOKIMBOCTI ISt
MIBUIIECHHS €(hEKTUBHOCTI Ta Oe3MeKH poleayp 00Ky Mpoaaxy 30poi.

Ethereum, 3aBnsku CBOiil AeneHTpaTi3oBaHiil apXiTEKTypi Ta MOMIIUBOCTI CTBOPEHHS CMapT-
KOHTPAKTiB, JO3BOJISE ABTOMATU3yBATH KIIFOYOBI €Ty MPOIeCy: BiJ MEPEeBipKU J0O3BOIIB IO peecTparii
yroJ1 i KOHTPOJTIO 32 X BUKOHaHHIM. OIHAK BIIPOBAKCHHS TAKUX TEXHOJIOT1H CYITPOBOIKYETHCS HIU3KOIO
BUKJIMKIB, BKJIIOYAIOYM [MHMTAHHS MAacIITa0OBaHOCTI, 3a0e3rnedeHHs KOHQIASHIIHHOCTI JaHMX Ta
JOTPUMaHHS OPUIUYHUX BUMOT.

HayxoBa mpo0iiema mosisirae y BU3HAUYEHHI MOTEHITIATy Ta 0OMEXEeHb BUKOPUCTAHHS TUIATHOPMHU
Ethereum npu crBopeHHi iHGOPMAIIHHUX CHCTEM Ta BHUKOPHUCTaHHI Y HUX CMapT-KOHTPAKTIB JJIs
aBTOMaTu3allii mpoueAyp OOMIKy mpomaxy 30poi, a Takok Yy po3poOJicHHI peKOMEHAAlild o0 ix
edekTHBHOI iHTerpaLii A 3a0e3neveHHs MPo30pocTi, OE3MeKH Ta BiANOBIAHOCTI HOPMAaTHUBHO-TIPABOBUM
BHUMOTaM.

© Kynanens H.E., SIpumosuu 10.A.
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AHani3 nociigxeHb. Tema BIPOBa/KEHHS CMapT-KOHTpakTiB Ha mmiatdopmi Ethereum B
iH(pOopMaLiHHIX CUCTEMax OTpUMajia 3HAaUHUHI PO3BUTOK Y KOHTEKCTI MiABUIICHHS MPO30POCTi, Oe3MeKu Ta
aBTOMaTH3alii Oi3Hec-mporeciB. CydacHi TOCTiIKEHHS aKIEHTYIOTh yBary Ha MoxJnBocTsix Ethereum sk
ONIHI€T 3 HAMOLIBII MOMyMSAPHUX OJIOKUEHH-TIIATPOPM I PO3pOOTIEHHS CMapT-KOHTPAKTIB 3aBISKH il
JEIIeHTPaNTi30BaHii apXiTeKTypi, MATPUMII MOBM mporpamyBaHHs Solidity Ta 3maTHOCTI A0 yroa, siki
MOKYTh BUKOHYBAaTHUCh CaMOCTIiiHO. JlocimKeHHs, TpoBe/ieHI BYCHUMH, TakiuMu sik Emma Lawrence [1],
M IKPECITIOITh BAXKIIUBICTh CMapT-KOHTPAKTIB y 3a0e3Me4eHHI MPO30pOCTi Ta HEMOXKIIMBOCTI 3MIHH BXKE
3adikcoBaHmMx TpaH3akiiil. TexHomoris Giok4eiH, sKa cnoyaTky Oyia po3pobieHa sk 6a30Ba CTPyKTypa
JUTSL TAKMX KPUNITOBAIIOT, SIK OITKOWH, epeTBopuiiaca Ha pyHIaMEeHTaIbHII IHCTPYMEHT 7151 O€3MeUHuX,
MPO30pPHX 1 JENEHTPATI30BaHUX TPaH3aKIiH y Oararbox ramy3sx. OgHUM i3 HaWOLNBII MMEepPCIIeKTUBHUX
3aCTOCYBaHb TEXHOJIOTIi OJOKUEHH € BUKOPUCTAHHS CMapT-KOHTPAKTIB, CAMOBUKOHYBAaHUX KOHTPAKTIB 3
YMOBaMH YroJi¥, 3alyCaHUMHU Oe3mocepeqHbo B pAAku Koxy. Lli TexHosorii MpomoHyrOTh 3HAYHUN
MOTEHIIaN JUIsl 3HKEHHS TPaH3aKUiHHUX BUTpPAT, MiABULICHHS MPO30POCTi Ta YHUKHEHHS LIaxXpaiCcTBa,
110 Ma€ BUpIlIanbHE 3HAYEHHS B TAKUX CEKTOPaX, K (hiHAHCH, YIIPABIiHHS JIAHITIOTaMH TIOCTAaBOK, OXOPOHA
3n0poB’st Ta topuauuHi mociayru. Blockchain 3abesmedye nenenrparnizoBaHy Ta HE3MiHHY CHCTEMY
peecTpy, Jie BCi TpaH3aKIlii peeCTPYIOThCS OC3MEUHUM 1 3aXHUIIICHUM BiJl BTpydaHHs criocooom. Ls pynkiis
poOuTH WOTO AyXe LIHHUM JUIS Taly3ed, SKi TOKIaJaloThCs Ha JOBIpYy, TaKHX SK OaHKIBChKa CIpaBa,
HEPYXOMICTh 1 Jorictuka. [leneHTpanizoBaHuii XxapakTep OJOKdYeiiHa ycyBae MOTpeOy B MOCEpEeIHUKAX,
CKOpOYYE Yac 1 BUTpaTU Ha TpaH3akiii, 3a0e3nedyroud NpH IbOMY LUIICHICTh MaHUX. JlOCTiIHUKA
BiJ[3HAYAIOTh, IO HOBI pilIeHHs g OOpoThOM 3 oOMexeHow MacmraboBaHicTio Ethereum maroTs
BpPaxOBYBaTH NUCOAIaHC aKTUBHOCTI, Y PE3yNbTaTi CUCTEMH Ha OCHOBI OJIOKUYEHHY MOXKYTh rapaHTyBaTh
OLNBII BUCOKHMI piBeHb OC3MEKH, BIJCTEKYBAHOCTI Ta MiA3BITHOCTI TMOPIBHAHO 3 TPAAMIIMHAMHU
cucremMamu. CMapT-KOHTPAKTH PO3LIMPIOIOTH KOHICMIiI0 OJOoK4YeliHa, aBTOMATH3YIOUH BHUKOHAHHS
KOHTpakTiB. L[i caMOBHKOHYBaHI KOHTPAKTH aBTOMAaTHYHO BHUKOHYIOTH JIii HA OCHOBI MOIEPEIHBO
BU3HAYCHUX YMOB, HE BHMararoud BTpydaHHs jroauuu [2]. ¥ mparsix Xpicrigic K. i [eBenikioric M.
PO3MIISIHYTO POJIb CMAapT-KOHTPAKTIB y CHPOLICHHI Ta aBTOMAaTu3alii OIpOKpPaTHYHUX MPOLEAYD,
BKITIOYAIOYH TIEPEBIPKY JO3BOJIB, PEECTPAIlif0 TpaH3aKIid i KOHTPOJh 32 BUKOHAHHSIM HOPMATHBHUX
BUMoOT. Ha mymKy nociimHuKiB, OJIOKYEH — 1€ TEXHOJIOTs, SKa IIIBUIKO PO3BUBAETHCS, 1 CTAE KITFOYOBUM
IHCTPYMEHTOM €KOHOMIKHU. Y CTATTi MPENCTABICHO OJIOKUYEHH i CMapT-KOHTPAKT JJIsl KOHKPETHOTO IOMEHY,
SKHM € HEPYXOMICTh Ta JETAIbHUH JU3aiiH CMapT-KOHTPAKTy, BapiaHTH iX BHKOPHCTAHHS JUIS OPEHAN
KHUTIIOBHX 1 Oi3Hec-OyauHKiB [3].

[Nompu oueBHIHI IepeBary, npodiieMa MaciTaboBaHOCTI 3ATUIIAETHCS KITFOUOBUM BHKIIUKOM JUISI
Ethereum. [locnimkenns Yxan @. [4] IeMOHCTPYIOTh OOMEKEHHS MPOIYKTHBHOCTI MEpexi il 4ac
OTIPAITIOBAHHS BEJIMKOI KIIbKOCTI TpaH3akI[id, M0 € KPUTHUYHUM (AKTOpOM Ui iHTErpamii y BeNuKi
iHdopMariiiHi cuctemu. TexHOIOTIs OJIOKYEHH 3MEHIITY€E 3aJIeKHICTh Bi/l IEHTPAII30BAHOTO OpraHy s
ceprudikarii miTicHocTi iHdopMallii Ta mpaBa BJIACHOCTI, a TAKOXK IMOCEPEAHUIITBA TPAH3AKIIH Ta 0OMiHY
U(ppPOBUMH aKTHBaMH, OJHOYACHO 3a0e3meuyrour Oe3IevHi Ta TCEBIOAHOHIMHI TpaH3aKIii pa3oM i3
yrogamMu 0Oe3rnocepeslHb0 MK B3a€EMOJIIOYMMHU CTOpOHAMH. BoHa Boiomie TakKMMH KIIOYOBUMHU
BJIACTUBOCTSIMH, SIK HE3MIHHICTh, JICIIEHTPaIIi3allisl Ta MPO30PICTh, SKi MOTSHIIIHHO BUPIIIYIOTh HaralbHi
mpo0JIeMH B OXOPOHI 37I0pOB’s, Takl SIK HEMOBHI 3alMCH IiJi Yac HaJaHHS MEIAMYHOI JOIOMOTHM Ta
YCKJIaHEHUH JocTyn 1o iHdopMallii mpo 340poB’s mamieHTiB. Mijutep A. BBaxae, 10 epeKTUBHA Ta
pe3yibTaTHBHA CHUCTEMa OXOpPOHH 3J0POB’S TOTpedye B3aeMojii, sKa JI03BOJSIE IMPOTPAMHOMY
3a0e3MeUeHHIO Ta TEXHOJIOTTYHUM TaTGopMam Oe3neuHo Ta 6e3rnepediiftHo CIIKyBaTucs, OOMIHIOBATHCS
JaHUMHU Ta BHKOPUCTOBYBAaTH JaHi, SKMMH OOMIHIOIOTHCS MK OpraHi3alisMHd OXOPOHH 3JI0pOB’S Ta
NoCTavyaJIbHUKaMH TIporpam. Y Taiy3i OXOpOHH 370pOB’S 32 HASBHOCTI 130JIbOBaHUX 1 ()parMEHTOBAHHX
nmanux, Blockchain crpuse 3a0e3neueHHIO0 3pYYHOTO JOCTYIY 1 3aXUCTY BiJl HECAHKI[IOHOBAHOIO
BTpy4YaHHA A0 MeAWYHMX 3anuciB. IlutanHa 3abesnedeHHs KOH(}iAEHHIHHOCTI y OJOKUYEHH-cHcTEMax
nociipkyBanu bener [x. [5] ra Kocba A. [6] , siki akueHTyBanu yBary Ha HEOOXiTHOCTI OallaHCy Mik
MIPO30PICTIO TPaH3aKIii Ta 3aXMCTOM KOH(MIACHIIHHUX IaHUX, [0 € 0COOJUBO BaKJIUBUM y CHUCTEMax
o0miky mpojaxy 30poi. JIocHiTHUKK ONMHCAIN apXiTeKTypy OJOKYelHY 3 KBaHTOBOKO IiJTPUMKOIO Ha
OCHOBI KOHCOpIIiyMYy KBaHTOBHX cepBepiB. Po3pobiieHa mMepexa € riOpuaHOI0, BUKOPUCTOBYE LU(PPOBI
CHCTEMH aJis1 OOMiHY Ta ONpaliOBaHHA KJIACHMYHOI iH(opMmauii B MO€IHAHHI 3 ONTHYHO-BOJIOKOHHOIO
1HQPACTPYKTYpOI0, KBAaHTOBHMH IPHCTPOSIMH JUIS TIepe/iadi Ta ONpalfOBaHHS KBAHTOBOI iH(OpMAIlii.
JocnigaukaMu po3risiHyTO AesKi KJIFUOBI BPa3IMBOCTI, IPOAaHAi30BaHO CYMICHICTb OJIOKYEHH-CHCTEM 3
KBaHTOBUM [HTEpHETOM 1 TEXHOJIOTISIMH KBaHTOBUX OOUHCIICHb.
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Hogi cucremMn po3yMHHX KOHTPAaKTiB TPYHTYIOTHCS Ha JCIEHTPATi30BAaHUX KPUNTOBATIOTAX 1
JO3BOJISTIOTH CTOPOHAM, SIKi HE IOBIPSAIOTH OIMH OJJHOMY, O€3MeYHO 341 ICHIOBaTH TPaH3aKIlii 0e3 JOBipeHIX
TpeTix cTopiH[7]. JlociigHMKM BiA3HAYaKOTh, L0 ICHYIOUMM CHCTEMaM Opakye KOHQiAeHIIHHOCTI
TpaH3aKIlii. 3ampormoHoBaHa rpymno gociigHukiB [8] indopmamiiina cucrema Hawk BukopucroBye
JETIeHTPalli30BaHy CHCTEMYy CMapT-KOHTPAKTiB, fKa He 30epirae ¢piHAHCOBI TpaH3aKIii y BIAKpPUTOMY
BUIIIAI, (iKCye X B OJOK4YEiiHI, TAKUM YMHOM 30epiraroun KoH}igeHiiHicTh Tpan3akuii. Jns Hawk
HamMCcaHl CMapT-KOHTPAaKTH 0e3 BHKOPUCTAaHHS KpunTorpadii, a KOMIUISATOp CHCTEMH aBTOMAaTHYHO
reHepye e(QexTHBHHA KpunrorpadidHuii MPOTOKON, y SKOMY JOTOBIpHI CTOPOHH B3a€EMOJIIOTH i3
OJOKUEITHOM, BUKOPUCTOBYIOUH KPHUIITOrpadiuHi MPUMITHBH, TaKi SK JOKa3H 3 HYJIbOBUM 3HAHHSM.

OTxe, aHaJTi3 HAYKOBHX JKEPET 3aCBiIUye, 110 OJOKUYCHH Mae 3HAUHUH MOTEHITAN IS iHTerpamii
y iHopMariiiHi cucremn 00Ky mpomaxy 30poi. I[IpoTe iCHYIOTh BHKIMKH, Taki SK MacIiTabOBaHICTH,
KOH(IACHINIIHICTh TaHUX 1 BIATOBIAHICTh FOPHINIHUM BUMOTAM, SIKi BUMAararoTh TOIAIBIIHAX JOCTIIKECHb
Ta po3po0KU ePEeKTUBHUX PIilICHb.

MeTta po00TH. MeTor0 TOCITIDKEHHS € IPoaHati3yBaTH MOXIHBOCTI miatdopmu Ethereum st
PO3pOOIICHHS Ta BIPOBAIXKEHHSI CMapT-KOHTPAKTIB B iHPOpMaIiiiHill cucTemi 00Ky pogaxy 30poi,
BU3HAYUTH TMIEPEBary, BUKIUKY Ta MIEPCTIIEKTUBH iX BUKOPUCTAHHS JUIsl 3a0e3Me4YeHHs TPO30pPOCTi,
Oe3nexu Ta e()eKTUBHOCTI MPOIIECIB KYITiBIIi-TIPOIAXY.

3aBmaHHS CTATTI:

1. [IpoananizyBaTH MiAX0 1 JO BUKOPUCTAHHS TUIATPOPM OJIOKUEHHY Ta CMapT-KOHTPAKTIB.

2. BusHaunTi mepeBaru 3acTOCyBaHHS CMapT-KOHTPAKTIB y CUCTEMI 00Ky Ipoaaxy 30poi,
30KpeMa Mpo30pPicTh, OE3MEKy Ta aBTOMATH3AII IO MPOIIECiB.

3. Cdopmysatu apxitekrypy miatdopmu Ethereum Ta i1 MOKIHMBOCTI 1711 CTBOPSHHS
CMapT-KOHTPAKTIB.

4. BusznaunT BUMOTH 10 iHGOpMAIIiitHOT crcTeMHU.

BukoHnaHHS WX 3aBJaHb JO3BOJIUTH CHOPMYBATH IIITICHE YSBJICHHS PO NOTEHIIIAN TUIATPOPMHU
Ethereum y koHTeKCTi pO3BUTKY IHHOBAIIMHKUX PIlICHB [l aBTOMATU3AIIIT Ta MPO30POCTIi MPOLIECiB
00Ky TTpoaxky 30poi.

Bukiaax ocHOBHOro marepiady il 0OIpYHTYBaHHS OTPHMMAHHUX Pe3YJbTATIB AOCTiIKEHHS.
[epeBaru BUKOpPHUCTaHHS pO3YMHUX KOHTPAKTIB. PO3yMHI KOHTPaKTH € KOMIT IOTEpPHUMH IIPOTpaMaMH, 110
30epiratoThcsi B OJOKYCHHI Ta 3aIycKaloThCs, KOJIM BU3HAYEH] 3a3/IaJieTilb YMOBH BHKOHYIOThCS. BoHH
MpU3HAYEHi s ToJNieTIeHHs (DiHAHCOBUX oOmepalliii Mi>k KopucTyBadyaMu OJOK4YelHy, 0e3 moTpeOu B
HIIHHUX MTOCEPEHNKAX, 0 XapakTepu3ye TpanuiiiHi ginancu[9]. 3aBasiku BiIKPUTOMY KOIy pO3yMHI
KOHTPAKTH BBAXKAETHCS TOJIOBHUM JDKEPEJIOM iHHOBaliil. Po3pi3HSIOTH pi3HI KaTeropii po3yMHHX
KOHTPAKTiB B 3aJIKHOCTI BiJl PEAMETHO] TalTy3i, B sIKili BAKOPUCTOBYIOThCS. KaTeropii cMapT-KOHTpaKTiB
BiOOpakatoTh IXHIO YHIBEpPCAJIbHICTh Ta LIMPOKE 3aCTOCYBaHHS B Pi3HUX cdepax. 3aBIsSKU MPO30POCTi,
aBTOMarM3alii Ta Oe3leli CMapT-KOHTPAKTH CTajdd KIIOYOBOIO TEXHOJIOTIEI Uil TOOYHOBH
JETICHTPaIIi30BaHUX CHCTEM, TAKUX K CUCTEMH OOJIIKY MPoJIaXy 30poi, i BKIIFOUAIOTh ITPO30PiCTh, Oe3eKy
Ta aBTOMAaTH3alio MpoleciB 00iKy. Yci aii, moB’s3aHi 3 mpoaaxero 30poi, 3aucyoTbes y OJIOKUEiiH, 1110
3a0e3nevye BUCOKUN PIBEHb MTPO30POCTI Ta AOBIPH, a/PKe 11l 3alMCH HEMOKIIMBO 3MIHUTH. Y Cl TpaH3aKIIii,
BKITIOYHO 3 (DiHAHCOBHMMHU, Y 3alIpONIOHOBaHil iHQOpMaIiiiHili cucTeMi BigOyBalOTHCS MiX MCEBIOHIMAMU
Ta CyMOIO TpaH3aKLii, 1 BizoOpakatoTbcs B OnoK4elHi. Y pa3i mopymeHHs a0o po3ipBaHHS KOHTPAKTY
OJIOKUEIH TapaHTy€, 0 CTOPOHU OTPUMAIOTh BiAMOBIIHY KOMITEHCAIIIIO.

3anmc il y 6;0K4eiH i 3a0e31e4eHHs IPO30POCTi Ta AOBipH (HOPMYIBHO MOJAMO TaK:

B= Z?=1 Ti + H(Bprev)1

ne B - HoBmit 650K y GnOKYeliHi, 110 MICTUTH 3alMCH MPO [i1, OB’ si3aHi 3 mpogaxeM 30poi. T - i-
Ta TPaH3aKIlisl, KA MICTUTh iHPOPMAIIIO ITPO TIEBHY IO (HAPUKIIA]], TIPOJIAXK, MEPEBIpKy a0o nepemaady
36poi). i=1,2,...,n, 1e n — KinbkicTe Tpauzakiiini y Omomi. H(Bpey) - Xem momepeaHporo 00Ky, IO
3a0e3rnedye 3B’ 130K MiXK OJIOKaMU Ta HE3MIHHICTh 3aIHCIB.

Lei#t xem noaeTbes 10 HOBOTO OJOKY uisi 30epekeHHs I[UTicHOCTI NaHmora. [lani, 3anucaHi y
ONOKUEiiH, € HEe3MIHHUMU, OCKUILKY 3MiHa OJIHI€T TpaH3aKIlii moTpedyBasia 6 3MiH yCiX HACTYIHUX OJIOKIB
Yepe3 XelryBanHs. Yci Tpansakuii Ti JOCTynHi Ui HepeBipKky y9acHUKaMH MEPEXi, 1110 FapaHTye A0BIpy
710 CHCTEMH.

[Mpunycrumo, 110 B ogHoMy OJ1o1ti B 3anucani tpu tpan3zakiii (T1, T2, T3), sSIKi CTOCYIOTHCS IPOAAKY
36poi, popMaIbHO I1e BUTIISIIATUME TaK:

B=(T1+T2+T3)+H(Bprev)
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Lle 3abe3meuye mpo30opicTh 1 HEMOXIMBICTH 3MiHU iHGopmarii mpo mpomax 30poi. Ilokym,
MPOJABIIl Ta PETYIIOI0Yi OPTaHW MOXXYTh HEepeBIpATH iHGOpPMAIlO PO YTOoAy, TaKy SK AaTa MPOJaxy,
cepiiiHuii HomMep 30poi a00 BiINOBIAHICTS JileH3id. Y ci TpaH3akiii 30epiraroTbesl y po3MoAIeHIH CHCTEMI,
III0 ZI03BOJIsIE aBTOPU30BAHIM CTOPOHAM OTPUMYBATH JOCTYII 10 JAHUX Y PEKHMI peaibHOTO Jacy.

besneka rapanTyerbcs KpunTorpadiyHUMH METOJAaMHU OJOKYEWHy, fAKi 3aXWIAloTh Bif
¢danscudikamii gani mpo yrogu. CMapT-KOHTPaKTH TapaHTYIOTh JOCTYN 10 iHQopMamii nuine mis
AaBTOPHU30BaHMX OCi0, TaKWX SIK JILEH30BaHI MPOJABLi, MOKYyMLi ab0 peryisaropu. ABTOMAaTH30BaHA
BepudiKallisl yJacCHUKIB YTOAH, BKJIIOYHO 3 TMEPEBIPKOIO JIIEH3ii, MOXXKe BHKOHYBATHCh Yy PEabHOMY
MacmTabi yacy. Yci JaHi npo TpaH3akiii 30epiraloTbes y JeeHTpalli3oBaHii Mepexi, 10 MiHIMi3ye PU3HK
3noMy abo BTpatu iH(opmarrii.

ABTOMaTH3aI1is TIPOIIECIB JO3BOJISIE CMAPT-KOHTPAKTaM aBTOMAaTHYHO BHKOHYBAaTH YMOBH yTOJH,
TaKi K TepeBipKa JileH3il MoKy, OTUIaTa Ta peecTparis 30poi B 6a3i JaHuX, 10 3MEHIITy€E MOTpedy B
PYYHOMY BTpy4aHHi. 3aBOSKM aBTOMAaTH3allii 3HWKYIOTbCS PU3MKU JIOACBKAX MOMWJIOK, TaKUX SK
HEJOCTaTHS NlepeBipKa TOKYMEHTIB a0o HeBipHa peectparlis. TpaH3akmii 3M1CHIOIOTECS Mai)ke MUTTEBO
icisl BAKOHAHHS BCIX YMOB, TaKuX K IepeBipKa MOKYMI Ta orutata. CMapT-KOHTPAKTH TaKOXK MOXYTh
ABTOMATHYHO TiepelaBaTH iH(GOPMALI MPO MpoJax 30poi J0 BIAMOBIAHUX PETYISTOPHUX OPTaHiB,
CIIPOIIYOYH ITPOIIECH 3BITHOCTI.

PoboTa cMapT-KOHTpaKTy y cucTeMi 00Ky Ipoaaxy 30poi BKiItouae ekinbpka etamiB. [lokymenp
IHIIIIOE TpaH3aKIilo Yepe3 MIaThopMy, MICHI YOro CMapT-KOHTPAKT MepeBipsie JIIEeH3il0 MOKYMNIs Ta
cTaryc 30poi (4 BOHa HE 3HAXOAMTHCS y PO3MIyKY). [licims migTBepIKEHHS YMOB YrOAW IMOKYIIEIb
3MIMCHIOE OTIIIATY, sIKa OJOKYEThCS Yy cMapT-KOHTpakTi. [IpogaBens nepemae ToBap, Mo MiATBEPIKYEThCS
BIJIMIOBITHUM 3aITUCOM y CHCTEMi, MICJIS YOro orUiara po30JIOKOBYETHCS Ta TMEPENAEThCA MPOIABIIO.
HanpukiHil cMapT-KOHTPaKT aBTOMATHYHO HAJICUIIAE 3BIT IO PETYJIATOPHUX OpPraHiB.

i1t oTpUMaHHS IPaBOBUX HOPM CMapT-KOHTPAKTH aJaNTyIOThCS A0 MICIIEBOTO Ta MiXKHAPOIHOTO
3aKOHOAABCTBA MIOAO OONIKY Mpoaaxy 30poi. PerymspHmii aymquT cMapT-KOHTpPakKTiB 3abe3medye iXHIO
BiIMTOBIIHICTH YUHHUM HOpMaM. HaBuaHHsI KOpUCTYBayiB BKJIIOYAE POBECHHS TPEHIHTIB IS POJIABIIIB
1 aAMIHICTpaTOpiB, a TAKOXK HAIAHHS IHCTPYKIIH /Uil €EeKTHBHOTO BUKOPUCTAHHS CUCTEMH Y TIPABOBOMY
HOJi.

TakuMm 4MHOM, BIIPOBAKEHHSI CMapT-KOHTPAKTIB CIIPHSE MiBUIIEHHIO e()eKTHBHOCTI, Oe3MeKH,
MPO30POCTi Ta HAMIHHOCTI CUCTEMH OOJIIKY MPOJaxy 30poi, 110 JO3BOJISE 3HU3UTH PU3UKH IIaXPalCTBa,
ONTHUMI3YBaTH aJIMiHICTPATHBHI MPOIIECH Ta 3a0€3MEeYNTH BiJIOBITHICTH MPABOBUM HOPMAaM.

[puxman poboTr cMapT-KOHTPAKTY (TICEBIOKO)

solidity

KomiroBatu xoj

pragma solidity ~0.8.0;

contract WeaponSale {
address public regulatoryAuthority;
mapping(address => bool) public verifiedBuyers;

constructor(address _regulatoryAuthority) {
regulatoryAuthority = _regulatoryAuthority;

}
function verifyBuyer(address buyer, uint age, bool hasPermit) public {

require(msg.sender == regulatoryAuthority, "Only the regulatory authority can verify

buyers");
if (age >= 21 && hasPermit) {
verifiedBuyers[buyer] = true;

}

}

function registerSale(address buyer, string memory weaponld) public {
require(verifiedBuyers[buyer], "Buyer is not verified");
/I Logic to register the sale and store in the blockchain

¥
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function generateReport() public view returns (string memory) {
/I Logic to compile and return a report of all sales
}

¥

[TponaBenp mepen MPOBEACHHSM MPOLEAYPH HPOJaKi Mae MOMKJIMBICTH MEPEBIPUTH MOKYMHLA i
MiATBEPIUTH HWOTO MpaBo Ha MOKYNKy. CMapT-KOHTPAaKT aBTOMAaTHYHO PEECTPYE NPOJaX Ta 30epirae
iHhopMartito y 61okueitHi. CMapT-KOHTPAKT Y CUCTEMI 00JIIKY IPOJaXXy aBTOMAaTHYHO BUKOHYE OTIepariii,
MOB'I3aHI 3 PEECTpaIi€l0 yroau Ta 30epekeHHsAM iH(opMallii y OJOKYCiHI, 3aBASKH YiTKO
3alporpaMoBaHuM yMoBaM 1 JisiM. Ocbk sik BigOyBaeThbCs e mpolec:

[Himiamiss mpomaxy moyArae B TOMY, IO MOKYIIENb CTBOPIOE 3alUT HA MOKYIKY (Hampukiazn, i3
3a3HaueHHIM iIeHTH(iKaTopa TOBapy, CBOro 0coOHCTOro ieHTH(iKaTopa Ta MigIICOM), CMapT-KOHTPAKT
aKTHBYETHCS i TIepeBips€e BCi HEOOXiAHI AaHi.

ITepeBipka ymoB mependadae, 1Mo cMapT-KOHTPAKT MEpeBips€ BiK Ta AO3BUT MOKYMIS (MOXIIHBO,
[UIIXOM 3aIUTy 10 BepudikaiiifHoi 6a3u JaHuX ), JOCTOBIPHICTh HU(POBOTO M IHCY, KU MiATBEPIKYE,
1[0 3aITUT AIHCHO HAIMIIOB BiJl 3a3HAYCHOTO TOKYIIIIS.

Peectpartis TpaH3akiii BiiOyBa€ThCs SAKIIO BCI YMOBH BHKOHAHI, CMapT-KOHTPAKT aBTOMATHYHO
peectpye dakT npogaxy. [Hpopmarlis mpo yroay 3amucyeThes v OJOKYEHH, BKIIOYAIOUN 1AeHTH(DIKATOD
ToBapy (Hampukiaa, Buay 30poi), imeHTHdikarop mokymus (aHOHIMI3oBaHI HaHi A 30epeKeHHs
KOH(DICHIIIMHOCTI, AKIIO HEOO0XiTHO), MITKY 4acy TpaH3aKIIii.

30epiraHHs JaHUX JOCSATAa€ KOPEKTHOCTI 3aBISKHW JCIEHTPaIi30BaHii mpupomai OnokdeiiHy, maHi
30epiratoTecsl y He3MiHHOMY BUTIIAI. [lichs 3amucy maHWX MPO MPOAaX BOHHU CTAlOTh TOCTYIHUMH IJIS
MEepEeBipKH, aJie He MOXKYTh OyTH 3MiHEHi a00 BUAaJIeHi.

3BITHICTh Tependavae, IO CMapT-KOHTPAaKT MOKe OyTH 3alporpaMoBaHMil Ha aBTOMAaTHYHE
CTBOPEHHS 3BITIB JUIsI KOHTPONIOIOYHMX oOpradiB. Lli 3BiTH MOXyTh OYTH JOCTYIHI JHIIE TEBHUM
ABTOPU30BAaHUM KOPHCTYBadaM, Ui KUl JJO3BOJSIOTH PO3IIM(PYBATH I1i IaHI.

IIpuknan 3anurty

{
"request_id": "12345",
"buyer_id": "buyer_789",
"item_id": "weapon_456",
"quantity": 1,
"timestamp": "2024-11-01T15:30:00Z",
"signature": "..."
}
Posrnauemo OCHOBHi KOMIIOHCHTH 3alluTYy:
request_id: - yHikampHMI igeHTH(IKATOP 3amMTy Ha TOKYIKY, SKHH TO3BOJSIE CHCTEMI

BIJICTEXKYBaTH OKpPEMI 3aIlUTH.

buyer_id: - imenTudikatop mnokymis, skuii OyB BHIaHWE cucTeMOIO 00JiKy. BiH BH3Haudae
MOKYTIIIS, 1110 3/IiHCHIOE 3aIIHT.

item_id: - izenTudikarop 30poi abo 00’€kTa, sIKMi TOKyMenb Oaxae npuabaru. Lle Moxke OyTH
HOMeEp y KaTano3i abo KO TOBapy.

quantity: - KiTbKiCTh OIMHHITH 3001, SIKY MOKYIElh Oakae PHI0ATH.

timestamp: - gac crBopenns 3anury y ¢opmari UTC. Ile momomarae 30epiratéi XpOHOJIOTIUHY
TOYHICTH TPaH3aKIiMH.

signature: - nudpoBuii miamKc, CTBOPEHHIA MOKYIIIEM 3 BUKOPUCTAHHIM HOTO TIPHUBATHOTO KITFOYA.
[lignuc reHepyeThes i BCHOTO 3allUTY, BKIIFOYAIOYH JaHi, 10 MiJIAraloTh 3aXUCTY, I 3a0e3NeUeHHs
aBTEHTUYHOCTI Ta I{IJIICHOCTI.

TakyuM YMHOM, BUKOPHUCTaHHS CMapT-KOHTPAKTIB y cHcTeMi 00JIiKy mpojaxy 30poi 3abe3neuye
MPO30PICTh YroJl, 3aXUCT JIAHUX, MiHIMI3aI[if0 PU3HKIB [IaXpaiCcTBa Ta MiIBUIIY€E e)EKTHUBHICTH CHCTEMH,
3HWKYIOUM BUTPATHU Yacy Ta 3yCUJIb i 3a0€3MeUy0ur BiAMOBIIHICTh 3aKOHOIaBYMM HOPMaM.

bnoxueiin-nnamgopma Ethereum. IcHye nexinbka OnokueH-matgopM i po3poOsaeHHs
3aCTOCYHKIiB 3 BHKODHMCTAHHSM TEXHOJOTil ONoK4elH. IX MoxHa KnmacudikyBaTw Ha BigKpuTi Ta
komepiriini[10]. Ethereum € meneHTpamizoBaHor OIOKUEHH-TIATGOPMOIO, 10 3a0e3MMeYye MOKIMBICTE
CTBOPEHHS Ta BUKOHAHHSI CMapT-KOHTPAKTIB — aBTOHOMHHX IPOTpaM, sIKi aBTOMaTHUYHO BHKOHYIOTHCS
IpU JOTPUMaHHI 3aJaHUX YMOB 3 BIJKPUTHM KOJIOM JUIS JICLCHTpalli3oBaHuX nporpam. Ethereum — e
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OsrokueiH-TUTaThopMa, sIKa MATPUMYE PO3yMHI KOHTPAKTH. PO3yMHI KOHTPAaKTH — I1€ YaCTUHHU KOMY, SIKi
BUKOHYIOTh OOUYHMCIICHHS 3arajlbHOro npu3HadeHHs. Hampukmazn, cMapT-KOHTPAaKTH BUKOPHCTOBYBAJIUCS
JUTSL BOPOBAKEHHS KpayapaHIUHIOBUX iHILIaTuB, sKi 3i0pamu 6,2 minbspaa gonapis CLUA 3 ciuns mo
yepBeHb 2018 poxky [2].

Cepen ocHoBHEX miepeBar Ethereum € MOXIIMBICTH IHTETpyBaTH Ta BUKOPHCTOBYBAaTH CMapT-
KOHTPaKTH, TOOTO (hparMeHTH KOXy, AKi 3a0e3medyloTh OOMiH IU(POBUMH aKTHBAMU MIiX KiJIbKOMa
areHTaMy Ta BUKOHAHHS KOIy Yepe3 po3nofinieHi nporpamu. Ethereum takox Mae mBHIKe BUPOOHUIITBO
0J10KiB, 110 3a0e3meuye BUCOKY IIBHIKICTH MiATBEPKEHHS TpaH3akIlii moxo Bitcoin Ta iHIMX Mepex.
Kpim Toro, BoHa He KOHTPOIIOETHCS KOJHUM LEHTPAIBLHUM OPTaHOM yIpaBiliHHs, TOOTO Mepesxa Ethereum
MIOBHICTIO JIELEHTPaIi30BaHa, OCKUIBKU DPIllICHHS! MPUIIMaloThCsl KOHCeHcycoM. Kpim Toro, e myOiiuHa
MepeKa, sKa 3a0e3redye MOBHY BiICTEXKYBaHICTh 1 MPO30picTh iH(OpMaIIii 3 yHIBEpCATEHAM TIOCTYTIOM JI0
JTAHUX 3 OYIb-AKOi TOYKH CBITY.

KirouoBum kommoHeHTOM apxitektypu tuiatdopmu Ethereum e Ethereum Virtual Machine,
CMapT-KOHTPAKTH, JIEIICHTPaIi30BaH1 3aCTOCYHKH, POTOKOJ KOHCEHCYCY, TOKEHH, TPAHCAKIIII.

®opmaneHO apxiTekTypy miatdopmu Ethereum MoxkHa ommcaTw K (YHKIIIOHATBHY 3aJI€KHICTD
MK OCHOBHMMHU KOMIIOHEHTAaMH, 1110 B3aEMOJIIFOTh MIXK COOO0 ISl 3a0€3MeYCHHS POOOTH CHCTEMHU:

Ethereum={EVM,SC,DApps,PoS,Tokens, TA},

ne EVM — Ethereum Virtual Machine, BipTyansHa MammmHa JUisi BHKOHAHHS CMapT-KOHTPakKTiB. SC
— CMapT-KOHTpaKTH, IPOrpaMu, SKi aBTOMAaTHYHO BUKOHYIOTbcs Ha EVM. DApps — JleuenrparnizosaHi
JIOJIATKH, 10 3a0e3MeuyroTh iHTepdeiic KOpUCTyBaya Ta IHTErpallil0 3i CMapT-KOHTpakTamu. POS —
ITporokon koHceHncycy Proof-of-Stake, skuit miarpumye Gesrneky Ta crabirbHICTH Mepexi. TOKens —
Toxenn cranmaptiB ERC—20 Ta ERC—721, mo BUKOPHUCTOBYIOTHCS ISl KPUIITOBATIOT Ta 1HITNX aKTHBIB.
TA-MexaHi3MU TpaHCAKIIi.
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Puc.1. Cxnaznosi mmatdopmu Ethereum

dopmManbHO B3a€MOJII0 KOMIIOHEHTIB apXiTEeKTYpH MOXKHA onrcaTy yepe3 GyHkuionyBanus EVM
SK OCHOBM BHUKOHAHHsS CMapT-KOHTpakTiB. Po0ora BipTyaslbHOI MallMHHU MOXXe OYTH ONHCaHa SIK
BUKOHaHHS (PYHKIIIH CMapT-KOHTPAKTIB y cepenoBuiii EVM:

EVM(SCi)=Execute(SCi)

ne EVM- Ethereum Virtual Machine, mnardopma BukoHaHHS cMapT-KoHTpakTiB. SCi - cmapt-
KOHTPAKT, II[0 € aBTOHOMHOIO TPOrpamoro, 36epeskenoro y 6mokueini Ethereum. Execute(SCi) - mporec
BUKOHAHHS KOAY CMapT-KOHTPaKTy y cepenoBuili EVM.

EVM otpumye cmapt-koHTpakT SCi, BUKOHY€E HOTO KOJ 1 MOBEpTa€ pe3ynbTaT BUKOHaHHA. EVM
IHTEpIpETyE KOJI CMapT-KOHTPAKTY, HAIIMCAHUH MOBOIO mporpamyBanHst Solidity, komminroroun Horo y
Oaiit-kox, 3po3yminuii st EVM. Kox komminmtoersest y dopmar, sikuii EVM moxe BukonyBatu. EVM
BUKOHYE CMapT-KOHTPAaKTH B 130JbOBAHOMY CEpemOBHILI, mI0 3abe3neuye Oesmexy. HasBHicTh y Komi
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IIOMUJIKH HE BIIMBAE Ha 3aranbHy Mepexy Ethereum. CMapT-KOHTpaKTH BUKOHYIOTB JIOTIKY, 3aKIaCHY Y
KOJi, sIka MO’KE BKIIOYATH 3MIiHM CTaHy ([I0JaBaHHS HaHWX y OJOKYEHH), BUKIWKH IHIINX CMapT-
KOHTPaKTiB, MpoBeJcHHsT oOunciaeHb. KoxkHa omepauis, BukoHaHa EVM, cnoxuBae MeBHY KiJIBKiCTh
obuncmoBanbHux pecypeis (Gas). Gas me TepmiH, KM BUKOPUCTOBYETHCS ISl TTO3HAYCHHS OMHHMIIL
BHUMIpPIOBaHHS 0OYMCIIOBAILHOI pOOOTH, HEOOXiTHOT 715l BUKOHAHHS TPaH3aKiiid a00 cMapT-KOHTPAKTIB Yy
Mepexi. 3 aHrmiliceKoi "'gas" mepekiagaeTbes SK "ManuBo", i BAKOPHCTOBYETHCS METaQOPUIHO ISl ONTHCY
pecypcy, SKUi CIIOXKUBAETHCA JJIsl BAKOHAHHS omepatliil y mepesxi Ethereum. [nest monsrae B Tomy, mo ass
poOOTH CMapT-KOHTPAKTIB a00 TpaH3aKIii MOTpiOHA MEeBHA KIMBKICTh '"manwmBa" (0OYMCIIOBATEHUX
pecypciB), ski ommauyerbcs y kpunroBamori Ether (ETH). Gas no3Bonsie 0OMEXUTH KUIBKICTh
O00YHCITIOBAJIFHIX PECYPCIB, SKI MOKE€ BHKOPHUCTOBYBATH TPAH3aKIIis, 3all00Iraf0ud MOMIIMBHM aTaKaMm
(Hampukian, HECKiHUEHHHMM nukiam y komi). Omuata 3a gas CTHUMYNIOE By3iam Mepexi Ethereum
BUKOHYBAaTH TPaH3aKIii, OCKUIBKM MallHEpH YM BaJlilaTOPH OTPUMYIOTH KOMIICHCAIII0 32 OOYMCIICHHS.
3aranpHa KinbKicTh Gastotal, HEOOX1THA IJIsI BAKOHAHHS NIEBHOT TPpaH3aKIii 200 cMapT-KOHTPAKTY, JOPiBHIOE
CyMi Ta3y, CHOXHUTOTO KOXKHOIO OKPEMOIO omepartiero Gaseperation B PAMKaX IIi€i TpaH3aKIIi].

m
Gasiotar = Z Gasoperation]-
j=1

ne GaSoperation; - KUIBKICTb OOYHMCIIOBAIILHUX PECYPCIB, HEOOXiNHA JUIsi BUKOHAHHS j-i
ormepallii, m — KiIbKicTh onepalrtiii y cMapT-KOHTPaKTi.

KosxHa omepaiiist B cMapT-KOHTpaKTi a00 TpaH3aKIIil (HalpuKiIal, J0AaBaHHs, 30epSKCHHS TaHUX,
BHUKIIMK (yHKIIi) Mae ¢ikcoBaHy a00 OOYHCIIOBAaHY BAPTICTh Yy OOYHCIIOBANBHUX OJUHHIIX. BapTicTh
oreparliii Bu3HavaeTscs y cnenudikarii Ethereum. [Ticns 3aBepmenHs BukoHaHHS cMapT-KOHTpakTy EVM
MOBEpTAE 3MiHy CTaHy OJIOKYCHHy, JaHi a00 MOBIJIOMJICHHS KOPHUCTYBauyy, a TaKoX iH(opMalio mpo
BUKopucTanuii pecypc. [lepeBaru Bukonanus B EVM BkiouatoTs Oe3reKy, sika TapaHTY€eThCs 130JIS1I1€I0
CEepeOBHINA TIPH BIACYTHOCTI BIUIMBY BHKOHAHHS OJHOTO CMapT-KOHTPAKTy Ha iHIN YaCTHHW CHCTEMHU.
JleTepMiHOBaHICTh O3HAYAE, IO PE3YJILTAT BUKOHAHHS CMAPT-KOHTPAKTY € Mepe0auyBaHNM i HE 3aJIC)KHUTh
BiJ 30BHIIIHIX QakTopiB. MacmraboBaHicTe no3Boisie EVM minrpumyBaTH oJHOYAacHE BWUKOHAHHS
0araThOX CMapT-KOHTPAaKTiB, a IiaT(opMHa HE3aJeKHICTh 3a0e3nedye oJHakoBy pobotry EVM Ha Bcix
By3iax Mepexi Ethereum. fkiuio cmapt-kouTpakt SCi Mae pynkuito Solidity ko ii peanizawnii mogamo tax:

function add(uint a, uint b) public pure returns (uint) {

return a + b;
¥

Toni Bukiuk GyHkiii y cepenonuiini EVM 3 mapamerpamu a=3, b=5 Mo)ke OyTH OITUCAHHI SK:

EVM(SC1)=Execute(SC1)—Result=8

EVM BuKoHY€ K0/, 00YHCITIOE CYyMY, 1 pe3yJIbTaT 8 3aUCYETHCS Y BiAIOBI b,

EVM € ¢dynnamenransauM komrmoHeHToM FEthereum, sikuii 3a0e3nedye BUKOHAHHS CMapT-
KOHTPAKTIB 13 BUCOKHM pPiBHEM O€3MeKH, Tepen0avyyBaHOCTi Ta €(pEeKTHBHOCTI.

[Ipoanamizyemo B3aeMofit0 cMapT-KOHTpakTiB Ta DApps. JleneHTpanizoBaHi 3aCTOCYHKH
BUKOPHUCTOBYIOTh CMAapT-KOHTPAKTH Yepe3 IX BUKIHKU:

DApps—SC:Invoke(SC),

ne DApps - nerneHTpaii3oBaHi 3aCTOCYHKH, TIPOTPaMH, SIKi IPAIOOTh Ha 0a3i OIOKYelHY
Ethereum Ta HamaloTe KopHcTyBadaM AOCTYH [0 (DYHKIIOHAaTy CMapT-KOHTPAaKTiB uepe3 3pYYHUH
iHTepdeiic (BeO abo mobimpHHI). DApps 3abe3neuyroTh iHTepdeiic MiX KOpHcTyBadeM i cMapT-
KOHTPaKTOM, abCcTparyrouu TexHiuHi geram. SC - cMapT-KOHTPAKT, aBTOHOMHA MPOrpaMa, po3MileHa B
Onokueitni Ethereum, sika aBTOMaTHYHO BUKOHYE KOJ NPH BUKIHKY, SIKIIO JOTPHUMYIOTHCS YMOBH,
3akiajieHl y nmporpamy. CMapT-KOHTPaKT BUKOHYE JIOTIKY, SKa MOX€e BKIIFOYATH TPaH3aKIIil, OpaIfOBaHHS
naHux, nepeBipky ymoB Ttoio. Invoke(SC) - Bukimuk cmapt-koHTpakTy. Lle mpoiiec mepenadi 3anuTy 70
CMapT-KOHTPAKTy 3 IHCTPYKLi€I0 BUKOHaHHSA NeBHOI ¢yHkuii. Ilin Wac BHKIMKY mNepeaaroThCcs AaHi
(mampukian, mapamerpu Qynkiii); komrtu (ETH abo TokeHu, SKIIO 1€ epenoadyeHo cMapT-KOHTPAKTOM).
3anuT iHIIIETHCS IEIEHTPaAII30BaHUM 3aCTOCYHKOM DAppS, 1 mepenaerhcst cMapT-KoHTpakty SC.

PosrnsiHemo stk mpartoe s B3aemonisi. Criepiny BiOyBa€eThCsl iHIIIAIs 3alUTy KOPHCTyBadeM
yepe3 DApps. Kopuctysau, npartoroun i3 DApps, Hanpukiaj, ramaninem Ethereum (Metamask), Bukinkae
¢$yHKIIII0 cMapT-KOHTpakTy. Jlani Hatuckae kHonKy "IlepeBectu Tokenu" B iHTepdeiici DApps 1 hopmye
3armuT. DApps QopMye BiANOBiIb Ha 3alHT, siKa MICTUTh ieHTH(]IKaTOp CMapT-KOHTpakTy (aapeca
KOHTpakTy B OJOK4elHi), Ha3By (YHKUIi, Ky HOTpiOHO BUKJIMKAaTH (Hampukian, transfer), mani ams
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nepenavi ¢yHKmii (KUTBKICTh TOKEHIB, afipeca oTpuMyBada Toio), cyMmy ETH abo TokeniB (3a moTpedn).
HactynmHuMm KpoKOM € BiAIIpaBKa 3alUTy A0 CMapT-KOHTPAKTy. BUKINK mepenaeTses y OIOKUYCHH yepe3
TpaH3aKLilo, Ky MiANKUCY€e KOpUCTyBad. Lleil 3anuT BiAMpaBIsSeThCS IO BiAMOBITHOTO CMapT-KOHTPAKTY.
BinOyBaeTbcsi BUKOHAHHSA CMapT-KOHTPakTy. CMapT-KOHTPAKT, OTPUMABIIM 3allUT, BUKOHYE BKa3aHy
(G yHKIII0, HAIIPHUKIIAJ,, TIEPEBOANTH TOKEHH, 3MIHIOE CTaH y OJIOKYEliHI, BUKIIMKAE 1HIN CMapT-KOHTPAKTH.
BuBoasTecs pe3ynpraTé BHKOHaHHA. CMapT-KOHTPAaKT MOBEpPTA€ PE3YNbTaT y BUIVIALL 3MiHM CTaHy B
OnmokueiiHi (HampWKiIa], OHOBIEHHs OanaHcy), moaii (event), mo mosigomisie DApps mpo pesymnbraT
BUKOHaHH:. OCTaHHBOIO OTIEpaIli€lo € BimoOpakeHHs pe3ynbraty B DApps. DApps oTpuMye BiAmOBigH Bix
CMapT-KOHTPAKTy uepe3 Mofii OJokyeiiHy abo MepeBipKy TpaH3aKlii Ta OHOBIIOE iH(POPMALiO s
KOpHUCTYBaua.

HaBenemo crienapiii Bukoprctanss miei B3aemomis. KopructyBau xode mepeBecTd TOKEHH depes
DApps. KopructyBad BBOOUTH KiJIBKICTh TOKEHIB Ta afpecy orpumyBada B DApps 1 Hatuckae "[lepeBectn".
DApps popmye 3anur:

Invoke(SC)=transfer(address,amount),

ne address — ampeca oTpuMyBada, amount — KiTbKiCTh TOKEHIB.

DApps nepenae neit 3amut y OmokueitH. CMapT-KOHTPAaKT BHUKOHYe (yHKIito transfer, 3miHO€
OanaHc TOKeHiB i reHepye nogiro Transfer. DApps oTpuMye miATBEpIKEHHS PO YCIINIHY TPaH3aKIiIo Ta
MOKa3ye HOoro KOpUcTyBavy.

[NepeBaramu B3aemonii DApps i SC € mpo3opicTh, OCKIILKU KOl CMapT-KOHTPAKTY JOCTYTHHHN ISt
MePeBipKH, 110 3a0e3neuye TOBIPY KOPUCTYBAYiB 10 HOrO BUKOHAHHS. ABTOMATH3allis JO3BOJISE CMApPT-
KOHTPaKTaM BHKOHYBATHCS aBTOMAaTHYHO, O3 MOTpeOM B pydHOMY BTpy4aHHIi. besmeka rapaHTyeThCs
3aMMcoM ycix niid y OnoK4eiH, Mo poOuTh iX HEe3MiHHUMH. YHiBepcaiabHICTh DApps monsrae B ixHii
3[JATHOCTI BUKOPUCTOBYBATH Pi3Hi CMapT-KOHTPAKTH JJIsl peastizallii IUPOKOTo CIeKTpy QyHKIioHamy. Lls
(bopmyna IeMOHCTPYE, SIK ACLUEHTPai30BaHi 3aCTOCYHKH CIYTYIOTh OCEPEIHUKAMHU MK KOPUCTYyBaueM
Ta CMapT-KOHTPAKTaMH, 3a0€3MeTyI0qH 3pyUHH i Oe3nedHnit crocid B3aeMoil 3 OJ0KUeHHOM.

ITpotokon koHceHncycy Proof-of-Stake (PoS) miaTpumye omnpaifoBaHHs TpaH3akiiiii i 3abe3mneuye
30epeXeHHs JaHUX Y OJIOKYEHHI:

PoS(Blocki)=Validate(Blocki),

ne PoS - mpotokon koHcencycy Proof-of-Stake, sikuit € MexaHi3MOM, KUl BAKOPUCTOBY€ETHCS IS
JOCSATHEHHSI 3TOAM B JCIIEHTpalli3oBaHii Mepexki, 30kpema Onokueitni Ethereum. Bin 3a0e3neuye
HepPEeBipKY TPaH3aKIliif, CTBOPEHHsI HOBUX OJIOKIB 1 3aXHCT Mepexi Bia aTak. BlocKi - i-if 6110k TpaH3aKiiiii.
brok y GokueliHi — e CyKyIHICTh TpaH3aKIlii, JaHUX a0o MOJiH, SKi MOTPiOHO 3amucaTy y OJOKYEHH.
Kosxen 050k Mae yHiKanbHUN i1eHTH(DIKAaTOP (Xell), OB’ sI3aHri 3 TIoNepeIHiM OJIOKOM, 110 3abe3nedye
uimicuicte manux. Validate(Blocki) - mporec mnepeBipku Omoky. Ll omepailis BKIIFOYA€E TEPEBipKY
MPAaBWIILHOCTI TPaH3aKIii, SKi MICTAThCA B OJOMi, Ta BiIMOBIHOCTI TMpaBHJ Mepexi (Hampukian,
HasBHICTh JOCTAaTHBOI KIJIbKOCTI CTEHKIB JIJIS MiATBEPXKEHHS OJIOKY) Ta JA0JaBaHHs OJIOKY J0 OJIOKYEiHA
MicIsl yCIimHoT Bastiaii.

Po6Gota Proof-of-Stake BinOyBaerbes y nekiibka KpOKiB.

Kpox 1. Bubip Baminaropa.

VY PoS BanimaTopu BUOHPArOTHCS JJIsi CTBOPEHHS OJIOKY Ha OCHOBI KUTBKOCTI KPUIITOBATIOTH, SKY
BOHHM TIOCTAaBUJIM Ha CTeHKiHr (stake). Uwm Oinble BamigaTop IMOCTaBHB HAa CTEHKIHT, THM BHIIA
HWMOBIpPHICTB, 110 BiH OyJie 00paHUii [T IEPEeBIpKH HACTYITHOTO OJIOKY.

Kpok 2. [TepeBipka 610Ky .

OO0panuii BasigaTop BUKOHYE TiepeBipKy 010Ky Blocki, sika BkItodae nepeBipky BCiX TpaH3aKIIii
y OJomi Ha KOpEKTHICTb, epeBipKy OanaHCy OOJIIKOBHX 3alKCiB, IO OEpyTh ydacTb y TPaH3aKLifAX, Ta
reHepallilo HOBOI'O XeIly OJIOKY, SIKAH IPUB’s3y€e HOro /10 MOTNEPEIHBOTO OJI0KY.

Kpoxk 3. JlonaBanHs 0J10Ky 10 OJioKUeiiHa.

SAxmo Blocki ycminmHo epeBipeHo, BiH 0JIa€ThCs 10 OJIOKYeHHA. [HIII By3JIM MEepexXi OTPUMYIOTh
el OJI0K i MOTOKYIOTHCS 3 IOT0 BaJIiIHICTIO.

Kpok 4. Haropona BaigaTopa.

Banizatop otpumye BHHaropony (Hampukiaa, y (opMmi TOKEHIB) 3a YCIHINIHY IMEpeBipKy Ta
JI0JlaBaHHs OJIOKY.

Taxum urHOM, poiib PoS nonsrae y 3a6e3neyenHi nepesipku (Validate) ko)kHOTO HOBOTO OJIOKY B
Omokueitni. Ycmimma mepeBipka 6moky (Blocki) mosBonse momaTe #oro o Mepexi, THM CaMUM
rapaHTyroun Oe3neKy, OCKUIbKH BaJliialis 3axviiae OJOK4YeHH Bix ¢anpmBuX TpaH3akuid. LlimicHicTs
JOCATAETbCA 3aBISIKM TOMY, IIO OJIOKM JOAAIOTHCS JIMIIE IIiCJIs TEPEeBIPKU IXHBOI KOPEKTHOCTI.
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Jenenrparizamnito epeadayae, Mo Baligallis 3M1HCHIOETHCS KiITbKOMa HEe3aJIe)KHIMH By3JIaMH, SIKi 0epyTh
ydacte y creiikiary. IlepeBarum PoS momsrarore y eHeproeeKTHBHOCTI, OCKiIbkH PoS He morpebye
BEJINYE3HOT 00YHCITIOBANBHOI MOTY)HOCTI, K Proof-of-Work (PoW). besneka rapaHTyeTbcsi BUCOKHM
piBHEM CTEHKIHTY, III0 MOTHBYE BaJliJaTOPIB MiATPUMYBATH Y€CHICTh MepexXi. MacmTaboBaHICTb CHCTEMHU
no3Boiisie PoS omparisoByBaTy O1TbIIIe TPAH3aKITiH 32 OMUHUINIO Yacy, MOPIBHSHO 3 IHIIUMHU MeXaHi3MaMu
KOHCEHCYCY.

[Tpunyctumo, y mepexi Ethereum e 610k Blocks, sikuit mictuts 10 Tpan3zakuiit. Toxi BamizaTtop,
oOpanwmii gepe3 MexaHi3M PoS, BUKOHye nepeBipKy HUX TpaH3aKIiid Ha KOPEKTHICTb. SIKIIO BCi TpaH3aKIil
niticHi, 6ok Block: monaerbest mo 6iokyeitna. Kon hoopMynu B IbOMY BUTIQJIKY BUTIISIAE TAK:

PoS(Block_1) = \text{Validate}(Block_1) \rightarrow \text{Block 1 nomano no Gnoxueiina}

PoS mintpumye QyHkmionyBaHHs OmokueitHa FEthereum, rapantyroum iioro 0Oesmeky,
MacIITabOBaHICTh 1 HamiiHICTh. TokeHn QOPMYIOTHCS SIK aKTHBH Ha 0asi cMapT-KOHTpakTiB. CTaHmapTu
tokeHiB ERC—20 Ta ERC—721 onucytoTbes K GyHKLIT CMapT-KOHTPAKTIB:

Tokens={ERC_20(SC), ERC_721(SC)},

ne Tokens - cykymHICTh mH(POBUX aKTHBIB, AKI (YHKIIOHYIOTH Ha 0a3i CMapT-KOHTPAKTiB y
Mepexi Ethereum. TokeHM € BaXIMBUM e€lIeMEHTOM ekocucTtemu FEthereum, oOCKiIBKH BOHH €
PI3HOMAaHITHUMH LIHHOCTSIMH, BKJIIOYAIOUM KPUNTOBAIIOTH, CEpTHU(]IKATH, MpaBa JOCTYIy YU HUPPOBi
aktuBu. ERC_20(SC) - Tokenu crangapty ERC-20, 1o BU3Ha4at0Th B3a€MO3aMiHHI akTHBH. KO)KeH TOKeH
ERC 20 € i1eHTHYHUM 1HIIOMY B ME¥KaX OJIHOTO CMapT-KOHTPAaKTY.

OcHogHa dynkiis SC y 11bOMy BUIAJKY — I1€ Ha0ip MpaBwJl, 110 BU3HAYAIOTh MTOBEIIHKY TOKCHIB,
TaKUX SIK TpaHCdep - epenady TOKeHIB MiX 00JIIKOBUMH 3amicaMu, OajlaHc - IepeBipka O0aJaHCcy TOKEHIB
y raMaHili, 3aTBEPKCHHS - HaJJaHHsI J03BOJIY 1HIIIN CTOPOHI 3 BHKOpucTaHHsAM TokeHiB. ERC_721(SC) -
tokern crannapty ERC-721, saki npencraBnsioTh HeB3aemo3aMinHi akTiH. Koxken token ERC 721 €
YHIKaJIbHUM, Ma€ CBill ifeHTUdIKaTop i Hioro He MOkHA OOMIHATH Ha iHIKH TokeH. CMapT-KoHTpakT SC
3abe3neuye GyHKINT, MoB’s3aHi 3 HeBzaemo3aminuuMm TokeHoM (Non-Fungible Token, NFT), taxi six
BH3HAYCHHSI BIACHUKA TOKEHA, Iepe/iavya YHIKAIbHUX aKTHBIB, ynpasiinHs npaBamu. NFT - e yHikanbHAH
UU(pPOBHIA aKTHUB, CTBOPEHUH 32 JOMIOMOTOI0 TEXHOJIOTIT OJIOKYEHH, SIKH MiATBEPAXKYE MPaBO BIACHOCTI
Ha KOHKpeTHH 00'ekT abo aktuB. NFT Biapi3HAIOTHECS TUM, 110 BOHM HE B3a€MO3aMiHHI, Ha BIAMIHY Bif
TaKUX KPUITOBAJIOT, sk Bitcoin um Ether, siki € B3aemozaminaumu. Koxern NFT e yHikanpHUM 1 Mae
BJacHUi inenTHdikaTop (3a3BUuail y Burisiai xemry). Le o3navae, mo sxoner NFT He Moke OyTH OBHICTIO
onHakoBuM 13 iHIUM. Ockinbku NFT icHye B OnokueiiHi, iHpopmalis Ipo HHOro, BKJIIOYAIOYH MPABO
BIIACHOCTI, 3aIMCYEThCS y JCTIIEHTPATI30BAHOMY PEECTPI, 1 I1i IaHi HE MOXKYTh OyTH 3MiHEHi a00 BHAJICHI.
Ha BigmiHy Bij TpaaMiiiHUX TOKEHIB YW BANIOT, sKi € B3aemMo3aminauMu (1 Bitcoin = 1 Bitcoin), NFT
MPEJCTABIISIE YHIKAJILHUH aKTHB, SKHUM HE MOXHa 3aMiHMTH Ha ineHTmuHuit. NFT mniarBepmxye
CIPaBXKHICTH Ta MPaBO BIIACHOCTI Ha UG poBi ado Pizuuni aktuBu. NFT cTBOprotoThcs (2060 "MiHTYIOTHCS ')
3a JOMIOMOT'OI0 CMapT-KOHTPAaKTiB Ha OJOKYeliHi, 3a3Bn4ail Ha mnardopmi Ethereum. OcHOBHI cTaHmapTH
s NFT ERC-721 -crangapt jis yHikanbHUX TokeHiB, ERC-1155 - ynockoHaneHuil ctaHmapT Jis
CTBOPEHHS SIK YHIKAIBHHX, TaK i MacoBUX TOKeHiB. NFT — 11e TeXHOIIOTi4, SKa BiAKPUBA€E HOBI MOXKIJIMBOCTI
JUTS  THATBEPIPKEHHS aBTEHTUYHOCTI, TMpaBa BIACHOCTI Ta MOHeTH3allii nudpoBux axTHBiB. BoHu
PEBOJIIOLIIOHI3YIOTh CHOCOOM B3aeMOJii 13 HU(GPOBUM KOHTEHTOM, MHUCTELTBOM, IirpaMH Ta HaBiTh
(hi3MYHUME aKTHBaMU.

Pobora crannmapriB BinOyBaeThcsi HacTynmHUM duHOM. [lpunyctumo € Tokenm ERC 20, ski
MPEJCTaBISIIOTh KPUNITOBATIOTY TPOeKTy. DYHKIsSI CMapT-KOHTPAKTY BUKOPUCTOBYETHCS JIJISI Tiepeaadi
100 TokeHiB Ha iHIIMIA ramaHenb. ko TokeH ERC - HeB3aemo3amiHHMI TOKEH BiH J03BOJISIE CTBOPUTH
NFT s uudposoro 300pakeHHs. DyHKIIS cMapT-KOHTPAKTY BUKOPHCTOBYETHCS ISl MEPEBIPKH, XTO
BOJIOZIIE I[MM YHIKQJIbHUM TOKeHOM. B3aemo3B’s30k i3 Onokuerinom Ethereum 3abesmneuyerbes uepes
CMapT-KOHTPAKTH Ta TOKCHH sIK akTHBU. CMapT-KOHTPAKTH peani3yoTh (yHKIioHal TokeHiB Ha Ethereum,
3a0e3Meuylour BUKOHAHHS yMOB IIepeladi, KOHTPOJIb 3a OaJlaHCOM TOKEHIB Ta B3a€MOJII0 3 IHIIMMHU
KOHTpaKkTaMH i 3acTOCyHKaMHu. TOKeHM CTaHIApTU30BaHi Ul 3pYYHOCTI B3a€EMOJIii MK KOPHUCTyBadaMH,
3aCTOCYHKaMHu Ta cMapT-kKoHTpakTamu. ERC-20 3abe3neuye cranmaptu3oBaHi (yHKII, sSKi CHPOLTYIOTh
IHTeTrpallifo TOKEHIB y TamMaHIl, Oip»i Ta 3aCTOCYHKH, a iXHS B3a€MO3aMiHHICTh POOWTH Ili TOKEHH
i7IealTbHUMHU JIJTS1 KpUNITOBATIOT YM cUCTeM J0sUTbHOCTI. ERC-721 3aBasku cBOill YHIKAILHOCTI BiJIKpUBaE
MOXKJIMBOCTI JUIi HOBHMX Oi3HEC-MOJE/eH, Takux sK HU(PPOBI KOJEKIIi, peecTpallisi akTHBIB abo
cepTHdiKaIis.

Toxkenu B Ethereum O6a3syioTbcst Ha poOOTI CMapT-KOHTPAKTIB, SIKI CTaHAAPTHU3YIOTH IXHIO
noBeJiHKy Ta ¢yHKUioHan. Lle cTBOpIO€ OCHOBY AJisi MaclITa0OBAaHUX, THYYKHX 1 MPO30PUX LUPPOBHX
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aKTHBIB y JCTIEHTpaIi30BaHiil Mepexi. [arerpoBano apxiTektypy Ethereum MoxHa momatu sik cucremy, 1ie
BC1 KOMIIOHEHTH TIPAIIOIOTh ¥ B3a€EMOJIII:

Ethereum = PoS(¥=; EVM(SC))) + X~; DApps(SC;) + Yt _1 Tokens(SCy),

1€ N — KiIbKICTh CMapT-KOHTPAKTIB, 110 BUKOHYIOThCS HA EVM. M — KiNbKicTh ACEHTPaTi30BaHuX
JOJATKiB, IO B3aEMOIIOTH 31 CMapT-KOHTpakTaMH. | — KiJIBKICTh TOKEHIB, CTBOPEHMX 3a CTaHIapTaMH
ERC—-20 abo ERC-721.

Kommonentn Ethereum 3a0e3medyloTh JeleHTpami3oBaHy, €HEProeeKTHBHY Ta THYYKY
wiaTpopMy IS PO3poOKH CMapT-KOHTPAKTIB, 3aCTOCYHKIB 1 TOKEHIB. Po3riisiHeMO JeTamnbHille KOXKEH 3
enemenTiB. EVM Hazmae i3071p0BaHe cepeloBUINE TSI O€3MEYHOr0 BUKOHAHHSA KOy CMapT-KOHTPAKTIB.
[Mporpamu nms EVM numrytecst MoBoto mporpamyBanHst Solidity, mo 3a0e3nedye BUCOKY THYYKICTH i
(GYHKUIOHANBHICTh Ui po3poOHuKiB. CMmapT-KOHTpakTH 30epiratorecsi y OmnokueiiHi Ethereum i €
BaYUIMBAM 1HCTPYMEHTOM JUIS aBTOMATH3allii MpOIeciB, 3a0e3MeYeHHs Mpo30pocTi Ta Oe3NeKku JaHuX.
Ethereum migTpumye cranmapti TokeHiB, Taki sk ERC-20 mis B3aemozaminaux TokeHiB i ERC-721 mns
HEB3a€EMO3aMIHHMX aKTHBIB, 10 PO3MIMPIOE MOKIMBOCTI TaTGopMu yis ineHTH(IKaLil MpaB BIaCHOCTI
Ta ynpasniHHS TudpoBuMH akTHBamu. Kpim Toro, apxitektypa matgopmu mnepeadadae iHTErpariro
JIETIEHTPaTi30BaHNX 3acTOCYHKIB (DApps), sIKki B3a€MOIIIOTh 31 CMapT-KOHTpAaKTamMu Ta 3a0e3MmedyroTh
3pY4YHHI KOPHCTYBabKUI iHTepdeiic A KinueBux KopuctyBadiB. [Iporokon koHcencycy PoS miaBumiye
eHeproepeKTUBHICTh 1 MaciITabOBaHICTh MEpeXi, 0 € BAKIUBUM (HAKTOPOM IUIsl CTabiILHOTO
(G yHKIIOHYyBaHHS M1aT(HOPMH.

Ethereum mpomoHye HH3KY MOMJIHBOCTEH Ui pO3poOJIeHHA iHGOPMAIIHUX CHCTEM, 30KpeMa
aBTOMATH3allI0 KIIOYOBHMX MPOIECiB 00Ky, TEpeBIpKY JM03BOJIIB, PEECTPAIil0 yrol 1 KOHTPOJIb
JMOTPUMAHHS 3aKOHOAABUMX BUMOT. CMapT-KOHTPAKTH 3a0€3MeuyloTh MMPO30PiCTh TPAH3AKIliH, OCKITBKU
BCi 3MiHM (QiKCyIOThCS y ONOKueitHi Ta mocTymHi anms ayauTy. He3MiHHICTP JaHWX TapaHTye ix
JOCTOBIPHICTh, a BOYZOBaHI MEXaHi3MH O€3MEeKH MiHIMI3YIOTh PHU3HWK HECAHKIIOHOBAHOTO JOCTYILY.
[Mnatpopma mo3BOJISIE JIETKO IHTETpyBaTHUCS 3 IHIIMMHU cucTeMamu 3aBasiku APl ta cranmapTHuM
iHTepdeticam.

OpnHak iCHYIOTh TICBHI BUKJIMKH, [TOB’s13aHi 3 BUKopucTaHHsIM Ethereum npu po3pobienHi cmapT-
KOHTPaKTiB. MacmTaOOBaHICTh 3aJMIIAETHCS OJIHIEID 3 TOJOBHHX MPOOJIEM, OCKLIbKH IPOIYCKHA
3/IaTHICTh MEpeKi OOMEXeHa, M0 MOXKE TPU3BOAWTH JO 3aTPUMOK Y TPaH3aKIiAX ITiJ[ Yac IMMKOBHX
HaBaHTaXxeHb. Bapricte Gas, He0OXiTHOTO ISl BAKOHAHHS KOHTPAKTIB, TAKOK MOXe OyTH BHCOKOIO, 110
00MeXy€e JOCTYMHICTh TUIATQOPMHU JUISI MEHII MaciiTaOHUX MpoekTiB. KoHDigeHIIHHICTE NaHUX € IIe
OJIHI€I0 TIPOOJIEMOI0, OCKIIBKY iH(OpMaIlisl B OJIOKYEHHI € BITKPUTOIO 1 TOCTYITHOIO JIJISl BCiX YYaCHUKIB
Mepexki. JloaTkoBoO CItiJi BpaXoBYBaTH IOPUANYHI ACTIEKTH BIPOBAKEHHS, OCKUIBKHU PEryJIsSTOPHI BUMOTH
MOJXYTh BIJIPI3HATHUCS 3aJIC)KHO Bijl FOPUCIUKIIIT.

HesBaxkatoun Ha 1i Bukiuku, Ethereum 3anuimaerbcs oHi€l0 3 HAUMOTYKHIMUX MIaTGOPM IS
CTBOpPEHHS CMapT-KOHTPAKTiB, M0 3a0e3rnevye e(peKTHBHICTh, MPO30pICTh 1 Oe3meky iHopMarliitHux
cucTeM. 3aBIISIKM CBOIH apXiTEeKTypi, aBTOMATH3AIli1 MPOIIECIB Ta IHTErpaIliiHuM MOKIMBOCTAM, Ethereum
Ma€ 3HAYHUH TOTEHIIIAN JIJIsl BUKOPUCTAHHS y CKIAJHHUX 1 KPUTHYHO BKIMBUX cepax, TAKUX siK 00K
mpoaaxy 30poi.

Bumozu 0o inpopmayiiinoi cucmemu 001iky npooaoicy 36poi. Ha ocHOBI aHamizy ocoOmuBocTel
CMapT-KOHTPaKTiB Ta miatdopmu Ethereum Mokemo chopmysroBaT BUMOTH J10 iHPOPMAIIHOT cuCTeMU
001Ky mpojaxy 30poi. [Hdopmaiiiiina cucrema nMoBUHHA 3a0€3MeYyBaTH MPO30PHI MEXaHi3M 00JIIKY BCiX
orepauiil KymiBii-poAaxy 30poi 3 MOXKIIMBICTIO ayTUTy B peaiibHOMY 4aci. [Hdopmaris npo Tpan3axmii
Ma€e OyTH JOCTYITHOK Ui TEPEBIPKH YIIOBHOBWKEHUMH OpraHamu, 30epirarouu KOH(IACHIIHHICTH
NEepCOHANBHUX JAaHuX. JlaHi po TpaH3akilii, J03BOJH, YO Ta peecTpailii 30poi TOBUHHI OYTH 3amucaHi
y OJloK4eiiH, 3a0e3Meuyroun IX He3MiHHICTb Ta 3aXUCT Bif danbcudikanii. Cucrema moBUHHA rapaHTyBaTH
BUCOKHH PiBEHb 3aXUCTY JJaHMX KOPHCTYBadiB Ta 3al00iraTy HECaHKLIOHOBAHOMY JIOCTYITY, 30KpeMa, 3
BUKOPUCTAHHIM KpHUNTOrpadiYHUX METOMIB JUIsl IMU(PPYBAHHS JIAHUX Ta TiITBEPKEHHS aBTCHTUYHOCTI
KopucTyBauiB. CHcTeMa Ma€ MiATPUMYBATH aBTOMATH3AIIiI0 KJIIOUOBHX MIPOIIECIB Uepe3 CMapT-KOHTPAKTH,
TaKkuX SK TepeBipka A03BOJIIB Ha npuadaHHA 30poi, peecTpalisi yroj KymiBIi-IPOAaXy Ta KOHTPOJIb
BIJIMTOBIZIHOCTI Omepaliii HOpMaTHBHO-NIPaBOBUM BHMoOTaM. CMapT-KOHTPaKTH TOBHWHHI BUKOHYBATHUCH
JWIE 32 YMOBH JOTPUMAaHHS BCiX HEOOXIJIHUX YMOB, BKJIIOUAIOYM IEPEBIpKY OCOOM Ta JO3BUTBHHX
JOKYMEHTiB. BaXJIMBUM acmekToM € MacITaboBaHiCTh CUCTEMH, IO 3a0€3MeUrTh MiATPHUMKY BEIHKOT
KUIBKOCTI TpaH3akiiid 0e3 3HWKEHHS NpoayKTUBHOCTI. KoH(]iIEHIIAHICTh JaHMX MOKYIIIB 1 IPO/IaBIIiB
TaKo)Xk Mae OyTH rapaHTOBaHa 3a PaxXyHOK BHKOPHCTaHHS Cy4aCHHX METOJIIB aHOHIMi3allii Ta YiTKOIro
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pO3MeExXyBaHHS JOCTYIy M0 iH(opMallii Ha OCHOBI poJeil kopucTyBadiB. CrcTemMa MOBHHHA BiAIOBINATH
YIMHHOMY 3aKOHOJABCTBY 1010 00iTy 30p0i, 3aXHCTy IepCOHATBFHIX JaHUX Ta 3armo0iraHs ¢iHaHCYBaHHIO
TepopusMy. HeoOxinHO 3a0e3neunT MOXIIMBICTD IHTErpalii 3 Aep)KaBHUMH peecTpamu, 0a3aMu JaHUX
MIPAaBOOXOPOHHHUX OpraHiB Ta IHIMUMHU iHOOPMALIHHUME CHUCTEeMaMd. ApXITEKTypa IOBHHHAa OYyTH
JETeHTPaIi30BaHOI, MO0 YHUKHYTH 3aJIEKHOCTI BiJ €IWHOTO agMiHiCcTpaTopa abo cepBepa, a TaKoXK
MiATPUMYBATH MEXaHi3MH TOKEHi3allil Ui YHpaBIiHHS MpaBaMu Ha OO'€KTH, HANpPUKIal, CTBOPEHHS
UUpPOBUX TOKEHIB, SIKi MiATBEPIXYIOTh MPABO BIACHOCTI Ha 30poto. CucTema Mae BKIIOYATH >KypHAl
momid Aysi 30epeXeHHs BCIX TpaH3aKIlid Ta OHOBJICHb, 3a0€3MEUyI0YN MOXKIHMBICTH MOHITOPHHTY Ta
aHamizy. Bona noBuHHa OyTH IOCTYNHOIO Ha Pi3HUX MPUCTPOAX 1 muardopmax, 3a0e3MeUy0Yn 3pyIHUHA
iHTEepdeiic ans KopucTyBadiB. TpaH3akilii MAaIOTh BUKOHYBAaTHCS 3 MiHIMaJIbHUMU 3aTPUMKaMH, HaBiTh 3a
BHCOKHMX HaBaHTa)KeHb. Takok HEOOXiTHO BIPOBATUTH MEXaHI3MHU PE3EPBHOTO KOIMIOBAHHS Ta IIBHUAKOTO
BIJTHOBIJIEHHSI aHUX Y pa3i TexHiuHuX 300iB. CucTema MOBMHHA OyTH THYYKOIO 1 MacIITabOBaHOIO, 3
MOKJIMBICTIO aJanTamii A0 HOBMX BHUMOT, PO3LIMPEHHS (YHKIIOHANBHOCTI Ta iHTerpauii 3 iHIIUMH
OmoxveitH-mepexamu. L1 BUMOTH 103BOJISIOTH CTBOPUTH e(heKTHBHY, HalIHHY Ta 6e3neuny iHpopMatliitay
cucTeMy OOJIiKy Mpojaxky 30poi, sika BiAMIOBITa€ CYYaCHUM TEXHOJIOTIYHAM Ta HOPMATUBHUM CTaHIapTaM.

®

CIBop eHE 3aIIITY Ha TTOKYIIKY

!

Ilep eBip Ka IHITTICY

Ihmoic aoicroni?

Ileperipra JAHILE TP O THOKYTILE

Bimrroeiaae BIMMoTan?

ILaTBe ) EReHEA KOHT] O E FOTINM 0PI aHOM Ial]

N\

PeecTpalna TpaHsakLIil IS

\

T'eHep aina 3BITY

K1

Puc.1. diarpama nisuibHoCTi iHpOpManiitHoi cucteMu 00Ky mpoaxy 30poi
Jiarpama OisuIbHOCTI JE€MOHCTpY€ MOCHiAOBHICTH KPOKiB, 5IKi BUKOHY€ iH(opMmaliiiHa cucrema
00:1iKy mpojaxy 30poi. KoxkeH eneMeHT aiarpaMu MpeAcTaBisie MEBHUH €Tall Mpolecy, o 3a0e3neuye
MEPEBIPKY Ta peecTpalito Tpan3akiiin. Kopucrysau ado cucTeMa iHilil0€ 3aUT Ha MPUA0aHHs 30poi, AKui
CTa€ MOYATKOBOIO TOUKOIO Ipouecy. CrcreMa BUKOHYE IepeBipKy HUPPOBOTO MiANKCY ATl BCTAHOBICHHS
aBTEHTHUYHOCTI 3amuTy. Lle nomomarae BH3HAYMTH, YW € 3amuT JeriTUMHUM. [lepeBipka mignucy Ha
nificHicTh. Ha HacTymHOMYy eTarni cucTema mepeBipsie, Y € MiANUC MIACHUM. SKIIO miAnuc HeAiNCHUM,
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3ammT 3aBepiryerbes (Tika "Hi"). Y pasi ycninHo1 mepeBipKu mporec nepexoanTh 10 HACTYITHOTO eTaly.
Cucrema aHamidye HagaHi JaHi MPO TOKYMIM, BKIIOYAIOYHM JJO3BUTBRHI JTOKYMEHTH, BIiIIOBiIHICTH
3aKOHOAAaBYMM HopMaM Toio. [licns aHanizy maHUX cucTeMma NepeBipse, Y BiANOBiJa€ MOKYMEUb YCiM
BUMOTaM. Y pa3i HEBIAMOBITHOCTI 3amuT 3aBepiryerhes (Timka "Hi"). SIkmio gaHi BiAnoBinaoTh BUMOTaM,
Tporiec TpuBae. Y pasi BIAMMOBIAHOCTI BCIM BUMOTaM KOHTPOIIOIOUNH OpraH MmiaTBep KY€ orepariro. [licms
MiTBEP/PKEHHS CUCTEMa PEECTPYE TPaH3aKIlito B 0a3i qaHux a0o y OJIOKUCiiHI, 3a0e3meuyroun 30epeKeHHS
JaHWUX TIPO yroAy. 3aKIIOYHUM €TarloM € CTBOPECHHS 3BITY, SIKUi MOXKe OyTH BUKOPHCTAHHUN JUIS ayAUTY YU
MOIAJBIIIOTO aHATI3y OTeparlii.

[Iporniec mounHAETHCS 3 1HILIIOBaHHS 3alIUTY Ta IPOXOJUTH KiJIbKa €TariB MepeBipok. SAKmo 0yab-
AKHN 13 KPUTEPIiB HE BUKOHYETHCS, 3aUT 3aBEPUIYETHCSA. Y Pa3i YCHINIHOTO MPOXOMKEHHS BCiX €TariB
JIaH1 peecTpyroThes, 1 dopmyeThes 3BiT. Ll miarpama BimoOpakae CHCTEMATHYHHNA MiIXiX J0 OOIIKY
poAaxy 30poi, e BaXINBUMH acIIeKTaMH € TePeBipKa, BiMOBIIHICTF BAMOTaM 1 TIPO30PICTh OIEPaIii.

[Ipobnema koHbiAeHIIIHOCTI TaHUX y iHPOPMaLiiiHii crCcTeMi OB’ s3aHa 3 MyOJIIYHUM JOCTYIIOM
o iHQopmarii, e BCi TpaH3aKIii € BiIAKPUTHUMH, IO MOXKE MPU3BOJAWTH IO BHTOKY KOH(iIeHIIiIHOT
iH(dopMartii, 30kpema agpec ramMaHIliB. Lle 3yMoBiIeHO AH3aifHOM Iy Ti9HNX OJIOKYEHHIB, OPiEHTOBAHHUX Ha
MPO30PICTh, Ta BiACYTHICTIO BOYZOBaHHX MeXaHi3MiB mmdpyBaHHA NaHUX. Bupimenns wiei npobieMu
MOJISIra€ 'y BUKOPUCTaHHI Mpouenyp mHGpyBaHHA JaHUX, MPHUBATHUX OJIOKYEHHIB, MiKCEepiB s
00’ eTHaHHS TpaH3aKIIii Ta TexHonorii Zero-Knowledge Proofs, siki J03BOJNSIOTE MATBEPAUTH TPAH3AKITIIO
0e3 po3kpuTTs Aetaneid. KoxkeH By30d i il MPEACTaBISIOTh KPOKH, sIKi BAKOHYIOTBCSl Y CMapT-KOHTPAKTI
abo 30BHIIIHIX cucTeMax. Lle m03Bojsie BU3HAUATH anbTEPHATHBHI HUISIXW Yy Tporeci poOOTH i YiTKO
Bi3yai3yBaTH JIOTiKy poOOTH iH(opMamiifHoi cuctemu Ha ocHOBI Ethereum. Puc.1 BimoOpaxkae ocHOBHI
eTamy mporecy poGOTH, BKIIFOYAIOUH CTBOPEHHsSI 3allUTy HA MOKYIKY, MEPEBIPKY MIAMKCY, JO3BOJIIB,
JAHWX TPO TIOKYIILSA, IMiITBEP/PKEHHS peecTpalii TpaH3akiii Ta TeHepaiito 3BiTy. IIpoGiemu
MacIITabOBaHOCTI, KOH(IACHIIIHHOCTI JAHUX Ta PHU3UKH € KIFOYOBUMH acleKTaMd TpU BIPOBAIKEHHI
TEXHOJIOT1# O10k4ueliny. OOMeKeHa MPOITyCKHa 37aTHICTh OJIOKYCHH-CUCTEeM, TakuXx sk Bitcoin i Ethereum,
€ 3HAYHOIO IMPOOJIEMOI0, OCKIIBKKM BOHH MOXYTh OIPAIlbOBYBaTH OOMEXEHY KUTBKICTh TPaH3aKIlii 3a
cekyHny. Hanpuknazn, Bitcoin ompampoBy Ommspko 7 TPS, Ethereum — 15-30 TPS, y To#i wac sx
LEHTPaJi30BaHi CUCTEMH, Taki sk Visa, ompanboByloTh 10 24 000 TPS. OCHOBHI NPUYMHU LHOTO
0OMeKeHHS BKITIOYAIOTh JIMIT po3Mipy OJOKY Ta 4Yac, HEOOXiTHHUH JIsl JOCSATHEHHS KOHCEHCYCY MiX
By3J1aMU. MOXIIMBHMHY PIIICHHSMH € IIApIiHT, IO PO3MOise OJIOKYSHH Ha YaCTHHU JUTS OTPALIOBaHHS
TpaH3akuild. besmneka cuCTeMH MOCHITIOETHCS Yepe3 MU(PyBaHHS JaHUX IS 3aXHCTY KOH(DIASHIIHHOT
iH(popMallii, KOHTPOJIb JOCTYIy Yepe3 OaraTopiBHEBI MEXaHI3MH, IO MEPEBIPSIOTH MpaBa KOPUCTYBAUiB,
Ta BUKOPUCTAHHA OioMeTpuuHuX ab0 mudpoBUX MAMUCIB ais ineHTH(]IKaIll yJacHHKIB TpaH3aKIliH.
[TinBumeHHsT HaIIHOCTI JOCATAa€ThCs 3aBISKH JyONIOBaHHIO IAaHUX Yy JACLEHTPalli30BaHUX BY3Jax,
MOCTIHHOMY OHOBJICHHIO iH(popMamii Tpo TpaH3akIii Ta CTBOPEHHIO pPE3EPBHUX KOIH yepe3 cMaprt-
koHTpakTH. CHcrema 3a0e3riedye MigBUINECHHS €(QEKTUBHOCTI 32 PaXyHOK IIBHJKOTO OIPAIFOBAHHS
TpaH3aKIliif, aBTOMAaTH3allii TPOLIECiB, 3HIKEHHS a/IMiHICTPATUBHUX BUTPAT 1 IHTErpaIlii CMapT-KOHTPAKTIB
3 iIHIIMMU iHQOpMaNiHHIMH CUCTEMaMH, TAKUMH SIK JICP>KaBHI PEECTpH.

BucnoBku. Ethereum e mnotyxHoro 1uatGopmMor0 sl CTBOPEHHS  JICLEHTPai30BaHOT
iH(popMaIiiiHOI cucTeMu OOMIKY IpoAaxy 30poi, sika 3a0e3nedye BUCOKUI piBeHb Oe3MeKH, IPO30pOoCTi Ta
aBroMaru3aiii. BogHowac ciif BpaxoByBaTH 00MEXKEHHS 010 MacIITabOBaHOCTI, BUTPAT, OTEHITITHIX
BPa3JIMBOCTEH KOy CMapT-KOHTPAKTIB Ta HEOOXITHOCTI 3a0e3rneueHHs KOH(DiAEHIIHHOCTI. 3aBasKu
iHTerpamii 3 po3po0JIeHNMH CepBiCaMu 10JaTKOBO MiJABHIIEHO (PYHKIIOHATBHICTD CHCTEMH.

[Inarpopma 3abes3medye OOCUTH BHUCOKMU piBeHb O€3leKW Ui KOHTPOJIIO HaJ 3alucamu
TpaH3aKIlii Ta aBTEHTHYHICTIO KOPHCTYBadiB 3aBJIIKM HU3I[l CBOIX apXiTEKTYpHHUX OCOOIHMBOCTEH Ta
KpunrorpadiYHUX TPUHIUIIB. Y cTaTTi NpoaHanizoBaHo MoxumBocti mardgopmu Ethereum s
PO3po0IIeHHsI Ta BOPOBaHDKEHHsI CMapT-KOHTPAKTIB B iH(popMaLiiiHy ciucTeMy 00Ky Ipoaaxy 30poi, 1o
J03BONIMIIO c(hopMyBaTH IIUTiICHE YSBJIEGHHS Mpo ii moTeHmian y uid cdepi. PosrmsHyTo apxiTekTypy
IaThOpPMH, BKIFOYAIOYH KIFOYOBI KOMIIOHEHTH, Taki sk Ethereum Virtual Machine (EVM), moBa
nporpamyBanHsi Solidity Ta mexanizMm koHceHcycy Proof of Stake, sxi 3a0esneuyrors cralisbHe,
JELeHTpali30BaHe Ta Oe3MeyHe CepeIOBHILE 1T BUKOHAHHS CMapT-KOHTPAKTiB.

BusHaueHo, MO BHKOPHCTaHHS CMapT-KOHTPAKTIB JO3BOJISE 3HAYHO MiJBHIIMTH MPO30PICTh
orepatii, 3a0e3neunTy Oe3neKy JaHuX i aBTOMAaTU3yBaTH KJIIOYOBI €TaIu 00JIiKy, BKIIOYAI0UU IIEPEBIPKY
JI03BOJIIB, PEECTPALIIO YrOf Ta KOHTPOJb 3a JOTPUMAHHAM 3akoHogaBcTBa. OcoOMBY yBary NpUAIJICHO
3HW)KEHHIO BILIMBY JIFOJCEKOTO (pakTopa, 110 CIIpHsie MiHIMI3allil MOMUJIOK 1 MaxpancTsa.
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BonmHowac BWSBICHO OCHOBHI BHKJIMKH BIIPOBADKEHHS OJIOKYCHH-TEXHONOTIH, cepen SKUX
mpobiieMrn MacImTaboBaHOCTI MEPEeXi, 3aXUCTy KOH(DIASHIIIHUX MaHWX KOPHUCTYBadiB 1 BiAMIOBITHOCTI
HOPMAaTHUBHO-TIPaBOBUM BHUMoraM. Jljis iX NOJONaHHA PEKOMEHIOBAHO ITOCTYNOBE BIPOBAIKEHHS
TEXHOJIOT1H, po3poOKy THYYKHX MOJeNed uid MacTa0yBaHHs, 3a0e3MedeHHs IOPUINIHOI BiIIOBITHOCTI
Ta CTBOPEHHSI OJATKOBUX MEXaHi3MiB 3aXUCTY iH(popMaIii.

Pe3ynbrati mociimpKeHHs MiITBEPIKYIOTh, o wiaTdopma Ethereum Mae 3HaYHMIA TOTEHITIA 1S
MiBUIICHHS e()eKTUBHOCTI iH(QOpMaiHHUX cUCTeM O00JiKy mpomaxy 30poi. li iHTerparis cnpustume
3pOCTaHHIO pIBHS JOBIpM MDK Yy4YaCHHKaMH pWHKY, 3a0e3leueHHI0 TPO30pOCTi omepamid Ta
BIOCKOHAJIEHHIO KOHTPOJIIO 32 JOTPUMAaHHAM HOPMAaTHBHO-NPABOBMX BHUMOI. TakuM 4YHHOM,
BIIPOBA/IXKEHHSI CMapT-KOHTPAKTIB BiJKPUBAE HOBI MEPCIIEKTUBH JAJISl CTBOPEHHS iHHOBAIIHUX pillleHb y
i chepi.
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YHPABJIIHHA KOPITIOPATUBHUM STARLINK MIPOEKTOM

Ximyxa O.A. Ynpapiinns kopunoparuBauM Starlink npoextom. CTaTTsi mpuCBsS4YeHa aHali3y KOPIOPATHBHOTO
YIpaBIiHHA B KOHTeKcTi mpoekty Starlink, skuii € dwactuHOl0 TioGanmbHOI crpaterii SpaceX i3 CTBOpeHHs TIiToGaIbHOT
CYIyTHUKOBOI IHTEpHET-MepeKi. 30KpeMa, pO3TIAal0THCS TIOTCHITIHI MOKIIHBOCTI BITpOBaKeHHs TexHouori1 Starlink B Ykpaini
JUIL PO3BHUTKY IH(PACTPYKTYpHM KOCMIYHHMX MICiH Ta HayKoBHX npociuimkeHb. I[Ipoekr Starlink 3abe3meuye HamiHHHMN i
BHCOKOIIBHU/IKICHUH IHTEpHET-3B'S30K, 10 MOXKE OYTH BHKOPHCTAHHUH JUIS YIPABIIHHS CYIMYTHHKaMH, MOHITOPHHIY KOCMIYHHX
MICiii, a TAKOK JUIS MiJKTIOYECHHS B BiAJATCHUX 1 BAXXKOJIOCTYIIHUX PErioHax, 0 OCOOIMBO BaXIIUBO JUI YKPaiHCHKIX HAYKOBIIB
Ta KOCMIYHOT0 areHTcTBa. ABTOPH MPOMOHYIOTH iHTerpatito Starlink B HanioHanbHY iHQPACTPYKTYpY KOCMIYHUX Miciii YKpaiHu,
30KpeMa Yepe3 CTBOPEHHS CTIHKOro 3B'I3Ky MDK IEHTpaMH YNpaBIiHHA MICiIMH, a TaKOXX 3a0e3leueHHs MiKHApOIHOI
KOOpIMHALIl Ta CIiBOpalli 3 iHIIUMH KOCMIYHMMH areHTCTBaMH Ta NPUBATHUMH KoMmaHisMu. KpiMm Toro, crarts aHamizye
Ba)KJIMBICTh BUKOPUCTAHHS TaKUX IU(PPOBUX TEXHOJIOTIH JUTs MiABUIIECHHS e(EeKTUBHOCTI YIIPAaBIiHHS Ta PO3BUTKY HalliOHAJIBHUX
iHTepeciB y cepi KOCMIYHIX TEXHOJOTIH.

KorouoBi cioa: Starlink, rm¢posizaris, kocMiuHi Micii, iHQpacTpyKTypa, CyITyTHUKOBUH 3B'SI30K, KOPIIOpaTHBHE
ynpaBiiHHs, SpaceX, BHCOKOLIBUAKICHUII IHTEpHET.

Khilukha O. Corporate Governance in Starlink Projects. The article focuses on analyzing of corporate governance
in the context of the Starlink project, which is part of SpaceX’s global strategy to create a worldwide satellite internet network.
Specifically, it examines the potential implementation of Starlink technology in Ukraine to develop the infrastructure for space
missions and scientific research. The Starlink project provides reliable, high-speed internet connectivity that can be used for satellite
management, space mission monitoring, as well as for connecting in remote and hard-to-reach areas, which is especially important
for Ukrainian scientists and the space agency. The authors propose the integration of Starlink into Ukraine's national space mission
infrastructure, particularly through the establishment of stable communication between mission, as well as ensuring international
coordination and cooperation with other space agencies and private companies. Furthermore, the article analyzes the importance
of using such digital technologies to enhance governance efficiency and support national interests in the field of space technology.

Keywords: Starlink, digitalization, space missions, infrastructure, satellite communication, corporate governance,
SpaceX, high-speed internet.

IlocranoBka HaykoBoi mpodJjiemu. B ymoBax rmobaimizamii Ta 3pocTarodol poili KOCMiYHUX
JOCHI/DKEHB 1HTerpais iHHoBaniifaux [T-pilens, Takux gk cymyTHUKOBI cuctemu Starlink, Mae BaxkimBe
3HAYEHHS /IS TiABUIIEHHS e(eKTUBHOCTI KOCMIYHUX MiCili, pO3BUTKY HalllOHAJIBHOT iHPPACTPYKTYpH Ta
3a0e3neueHHs CTpaTeriyHuX iHTepeciB YKpaiHu y cdepi KOCMiYHUX TEXHOJOTIH.

Oco0IMBOTO 3HAYEHHS 1I€ JOCIIPKEHHS HA0yBa€e B KOHTEKCTI ITOCUJICHHS MIXKHAPOIHOT CITiBITpaIli
Ta y4yacTi YKpaiHH y CHUIBHUX KOCMIYHUX MpoeKTaxX. BUKOpUCTaHHS MEepeoBUX TEIEKOMYHiKaIiiHUX
TEXHOJIOTIH, 30KpeMa TIo0albHOI CYIMyTHHKOBOI Mepexi Starlink, moske 3abe3nmeunTd CTIHKHUA
BUCOKOIIBUAKICHUHN 3B 30K I HAYKOBUX JOCIIIKEHb KOCMOCY, a TAKOX CIPHATH PO3BUTKY LM(poBOi
€KOHOMIKH Ta HalliOHAJILHOI Oe3MeKu.

AHaJi3 ocranHix gocaimkens i myoaikamiii. ['pumrok 0.1 1 [sax T. I1. mocmigunmm ocoGmmuBoCTI
BUKOPUCTAHHS I1HTEPHET-TEXHOJOIH [UIi oOpradizamii HaBYaJIBHOIO MpOLleCy B YHIBepcUTETaXx,
aKIEHTYIOUH Ha [epeBarax i HeJjoJikax ix 3acrocyBanHs. [IpoaHanizyBanyu MOKIMBOCTI XMapHUX CEPBICIB
y chepl OCBITH Ta IX HMOTEHI[A JJIs MMOJIMIICHHS SKOCTI HaBYaHHs. 3a3HAYMIIM, 110 BIIPOBAHKCHHS IIUX
TEXHOJIOTIM CIPUATUME 3HW)KEHHIO BHUTpAT, MiJBUIICHHIO €(QEKTHBHOCTI HABYAJIBLHOIO Mpolecy Ta
PO3BUTKY PO3yMOBHUX 3i0HOCTE# CTY/IEHTIB Y cydacHoMY iHdopmaiiiiHomy cycriabeTsi [1].

Kanennuenko P. A. Koxanenp A. C. Ckosupa O. I1. po3BuHYIM 0COOIMBOCTI MiATPUMKH JILITOBOT
penyranii B Mepexi [HrepHeT. BrokpemMunu HanpsMKd MIATPUMKH IUTOBOi pemyTauii B IHTepHeTi B
KOHTEKCTI peryTaiiiHOro MeHePKMEHTY, PO3KPHUBILH ii BOYKJIMBICTB JUIs KOMIIaHii Ta opranizamii [3].
Bu3HaunMIM MOXIIMBOCTI BUKOPUCTAHHS IHCTPYMEHTIB PEIyTallifHOTO MEHEPKMEHTY JUIsSi CTBOPEHHS Ta
MiTPUMKA TTO3UTUBHOTO IMiJIXKY B OHJIAIH-CEPE/IOBHIII.

IT-texnomorii TicHO mMOB'SI3aHi 3 JOCHIUKEHHSIM KOCMOCY 4epe3 HEOOXiJHICTb pPO3BUTKY
CYITyTHUKOBHUX CHCTEM, PaKETHO-KOCMIYHOI TEXHIKH, OOpOOKM BEIMKUX JIaHUX Ta iHTepdeiciB s
3a0e3neueHHs KOMyHiKallii i MOHITOpUHTY. IT € OCHOBHMM 1HCTPYMEHTOM JIJIsl YIIPABJIiHHSI KOCMIYHHMU
MiCisIMH, aHaJli3y OTpUMaHMX JaHUX 1 3a0e3medyeHHs Oe3nekn B KocMivHii ramysi. CmepiueBcbkuii C. .
Muxanpuenko O. A. 3aIporoHyBaJId aBTOPCHKY JMeiHIllil0 eKOHOMIKH KOCMOCY SIK CKJIJIOBOI aBiariiHo-
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KOCMIYHOTO KOMIUIEKCY, JOCIIKYIOUH 11 3B'A30K 13 HAIIOHAIBHOK €KOHOMIKOIO Ta Oe3mexoro. Busummu
30BHIIIIHI 1 BHYTPIIIHI aCMIEKTH EKOHOMIKH KocMocy [4].

Jocnimkenns 3apyOiKHUX BUCHUX MPUCBSYEHI SpaceX BUPOOHUKY PALY pakeT-HOCIiB, 30KpeMa,
cimeiictBa Falcon Ta mBUTYHIB IS HHUX, @ TAaKOK KOCMIYHHAX KOpaldiiB. SpaceX 3aiiMaeTbcs po3poOKoOIo i
3aIyCKOM KOCMIYHHX pakeT Ta Kopabumis. Cepen ii ximogoBux mpoekTiB — Falcon 9, 6araropasoBa pakera-
HOCIH JUIs1 3aIycKy CyMyTHHUKIB, BAHTaXIB i acTpoHaBTiB, Falcon Heavy, Baxxka pakera 1Jisl iepeBe3eHHS
BEIMKHX BaHTaXiB y KocMmoc, Dragon, kocMiyHMi KopaOedb AJsl JAOCTaBKM BaHTaXiB 1 Jroaed Ha
MixnHaponuy kocmiuny cranmiro (MKC), Starship, nepcnextuBHa 6araTopazoBa pakera I KOJOHI3aIil
Mapca, noBepHeHHs Jntoei Ha Micsaus (mporpama NASA Artemis) Ta MiXKIJTAaHETHHX TOJBOTIB, & TAKOX
Lunar Starship, Bepcist Starship as Bucaaku actpoHaBTiB Ha Micsiis. betinop, M. nocniaus, mo HaHOiIbII
3Ha4HOI0 ocoOmuBicTio Block 5 SpaceX e moBHicTIO 6araTopa3oBWil MepHIMid CTYIiHb, SKHA 37aTHUH
3MIACHIOBATH JIBA 3aITyCKH MPOTATOM OJHOTO JHA. Taki MOXIIMBOCTI OTIOMOXYTh SpaceX BIIOPaTHUCS 3
Hacu4eHUM rpadikoM 3aImycKiB 3a Oe3Mpele/ICeHTHO HU3bKOoK BapTicTio. Takum unHoM, Block 5, SpaceX
301JIBIIUTE YACTOTY 3aITyCKiB 1 3HU3UTH IiHNU [5].

VY roit xxe ywac Starlink € mpoexTom SpaceX 3i cTBOpeHHS TII00aIbHOI CYITyTHHKOBOI iHTEPHET-
Mepexi, sika Mae 3a0e3MeUnuTH TOCTYI 10 MIBUAKICHOTO iHTEPHETY HAaBITh y HaWMBiJAalICHIIINX KyTOUYKaX
IJIAHETH 3a JIOTIOMOTO0 THUCSIY HU3bKOOPOITATBbHUX CYNYyTHHKIB. M. Maiinenoepr i P. Binkiep gocmimum,
mo Starlink cTpiMko 3poctae, ane Bce mie nanexo Bin miner SpaceX. Ockinpku rmodanpHa miah Starlink y
JOCTI/DKEHHI KOCMOCY € CTBOPEHHS CTIMKOi Ta BHCOKOIIBUIKICHOI KOMYHIKAIIMHOT MEpexi, sKa
3a0e3MeunTh 3B’ 30K [T MalOyTHIX KOCMIYHUX Micii [6].

BuniienHsi HeBUpilIeHHX paHillle YACTHH 3arajibHOiI MpooJeMu. JlOCTiHKEHHAM PO3BUTKY
nMu(ppPOBUX TEXHOJOTIH Ta CYIMyTHUKOBOTO 3B 3Ky IIPHCBSYEHI Mpami 0aratboX YKpalHCBKHX Ta
3apyOixkHMX BueHHX. [IpoTe, moTpedye MOAATKOBOI yBarM BHUKOPHCTaHHs TexHouorid Starlink mms
3a0e3MeUeHHsT HaIiIHHOTO IHTEPHET-3B'13Ky B YMOBaX BiJIaJICHUX PETiOHIB Ta AJISl MIATPUMKHA KOCMIYHHX
Micii B VYKpaiHi, PO3BHUTOK HAIIOHAIHGHOI 1HPPACTPYKTYpH KOCMIYHHX MicCiil. 30Kpema, MOTpPiOHO
MiAKPECIUTH BKIUBICTh IIBOTO MPOEKTY ISl KOCMIYHOTO areHTCTBa YKpaiHH

HeoOximHO MOCHIAUTH IHTETpallil0 Ta KOOPJAWHAIK MK YKpaiHOW Ta MIKHAPOJHUMH
MapTHepaMH, 30KpeMa B KOHTEKCTi CITUIPHHX KOCMIYHHMX MiCii, BUKOPUCTAHHS CYITyTHUKOBUX CHUCTEM,
takux K Starlink. L{i nutanss paHile He OTPUMYBaIM TaKOi KOMIUIEKCHOI yBart, 0COOIHMBO 3 TOYKHU 30py
ix Ge3nocepeHbOTO BIUIMBY Ha 1HPPACTPYKTYpy Ta pO3BUTOK KOCMIYHUX MicCiii B YKpaiHi.

@DopMyJTIOBAaHHS MeTH AOCTIIKeHHsI. MeTOor MJOCHIDKeHHS € aHali3 B3a€MO3B'A3KY MiX
uugposizaiiero, iHpopmariiaumu texHonorisMu (IT) Ta po3BHUTKOM KOCMIYHOI Tamy3i, 30Kpema
BUKOPUCTAHHS TEXHOJIOTIH, TaKMX SIK CyIMyTHUKOBI cucteMu Starlink, amst mokpamieHHst eeKTUBHOCTI
KOCMIYHMX MICili Ta HayKOBHX JOCHIDKeHb B YKpaini. CTaTTs TaKOX CTaBUTh 3a METY YIPaBIIiHHS
koprioparuBHEM Starlink mpoekToM 11st po3BUTKY iH(GpPACTPYKTYpH KOCMIYHHX Miciii B YKpaiHi uepes
iHTerpamiro cydacHux I[T-pileHb, a TakoX aHami3 MOXJIMBHX IIEPCIIEKTHB 1 HANpsMiB iXHBOTO
BIIPOBA[)KCHHS B KOHTEKCT1 HAI[IOHAJILHOI O€3MeKH, EKOHOMIKH Ta €BPOIHTErpallii KpaTHHu.

Bukiaan ocHoBHOro matepiany aociimzkeHHsl. PO3BHTOK iHTEPHET TEXHOJOTIH € KIIFOUOBHM
(haKTOPOM PO3BUTKY CYHaCHOTO CYCITiIbCTBA, OCKIIBKH CHPUSE EKOHOMIYHOMY 3POCTAaHHIO, ITiIBUILEHHIO
e()EeKTUBHOCTI KOMYHIKaIIii, PO3IIUPEHHIO OCBITHIX MOXJIMBOCTEH Ta MOKPAIEHHIO SKOCTI KHUTTS. 3aBIsSIKH
PO3BUTKY IHTEPHET-TEXHOJIOTIH BiOYBAEThCS TIIO0ATBbHA 1HTETpallis PUHKIB, CHPOILYETHCSA IOCTYI JIO
iH(popMallii Ta 3HaHb, 110 CTUMYJIIOE IHHOBALlii Ta HAYKOBO-TEXHIYHMI nIporpec. OuudpyBaHHs 1epKaBHUX
MOCIYT CIIPHUSIE MPO30POCTi YIPABIIIHHSA, 3MEHIICHHIO OIOPOKpaTii Ta IMiJBUIIEHHIO PIBHS COILIaIbHOT
3axXHIEHOCTI TpoMmansH. KpiM TOro, BHKOPHUCTAaHHS IHTEpHETY J03BOJIsI€ €()EKTUBHO BHPINIyBaTH
rio0anbHi mpobieMH, Taki K MPOAOBOJIbYA Oe3MeKa, 3aBASKH aHaNli3y BEIMKHX JaHUX Ta IITYYHOMY
iHTeNneKkTy. BojHOYac pO3BHTOK IHTEPHET TEXHOJIOTIH 3a0e3redye piBHUH JOCTYN JJO MOMIJIMBOCTEH
HE3aJISKHO BiJ reorpadiuHOro po3TallyBaHHsS, COLIAILHOIO CTATYCy YU PIBHS JOXOMiB. TakuM YHMHOM,
uudpoBi3alis € He JHIIe TEeXHIYHUM IMPOLECOM, a ¥ CTpaTeriYyHUM HANpsIMOM PO3BUTKY, SKUH CHpUSE
CTaJIOMY PO3BUTKY CYCHIJILCTBA, MMiIBUIIEHHIO JOOPOOYTY JIIOCH.

IIpoanasizyemMo OCHOBHI JlaHi pO3BHUTKY ITH(POBHX TeXHOOTI# (puc. 1- 3)

lNcrorpama puc.l BigoOpakae CTATUCTHYHI JaHi IOJI0 3arajbHOT KITBKOCTI HACENCHHS CBITY Ta
KUTBKOCTI KOPHCTYBauiB MOOUTbHUX TenedoHIB, IHTEPHETY Ta COLIANBHUX MEpEX. 3araibHa KUIbKICTh
HaceNeHHs1 cknaiae 8,2 mupa oci0. Llel Moka3HUK € OCHOBOO ISl PO3paxyHKY YacTKH KOPHCTYBAdiB
MOOUTBHUX TeNleOHIB, IHTEPHETY Ta COIlialbHUX Mepex. KibKicTh KOpUcTyBadui MOOUILHUX TenedoHiB —
5,78 mupa ocib (70,5%). Lle cBiguuTh Mpo BUCOKY OOCTYMHICTH MOOLIBHOTO 3B’SI3KY Ta LIMPOKE HOTo
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BUKOpHUCTaHHs y cBiTi. KijbKicTh KOpHCTYBadi iHTEpHETY ckinanae 5,56 mipa ocib (67,9%). IlokazHuk
Maibke CHIBMIpHHH 13 KOpUCTyBayaMH MOOUTBHUX Tele(OHIB, 10 MiATBEPIUKYE 3HAYHY HHUGPOBY
1HTerpawiio Ta pojb MOOITEHOTO iHTepHETYy. KiTbKicTh KOpHCTYBadi COLiaTbHUX MEpEX cKianae 5,24 mupy
ocib (63,9%). ComianpHi Mepei OXOIUIIOIOTH OUIBIIICTH IHTEPHET-KOPUCTYBAuiB, IO BKa3ye Ha ix
BaXJIUBICTD Y cydacHOMY 1udpoBomy cBiTi [8].
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Puc.1. 3aranpHa KiTbKiCTh HACEJICHHS CBITY, KOPUCTYBadiB MOOUILHUX Telne(OHiB, IHTEPHETY,
COIliaIbHUX Mepex, MIp/. oci6 [8]

Bucoka uwacTka KOpHCTyBadiB MOOUTBHHX Tele(OHIB CBIAYUTH NMPO TIIOOAIBHY JOCTYIHICTH
TEXHOJIOTIH, HaBiTh Y KpaiHax, M0 po3BHBalOThCH. CIiBBITHOMICHHS MiXK iHTEPHET-KOPHCTYBauaMH Ta
MOOITPHUME TeJeOHAMHU TOKa3ye, IO OUIBIIICTh JIOJEH OTPUMYIOTh JOCTYI IO IHTEPHETY uepe3
MOO1IBbHI TpUCTpoi. Benrka KijgbKiCTh KOPUCTYBadiB COLIANBHUX MEPEX MiATBEPIKYE, 10 BOHU CTAJH
KIIIOYOBMM CITIOCOOOM KOMYHIKallii, po3Bar i HaBiTh poOoTH. JlaHi JEeMOHCTPYIOTh BHCOKHI piBEHb
IUQpOoBOI iHTErpalii HaceJIeHHS CBITY, 10 CBIAYUTH NPO aKTHBHHUI PO3BUTOK TEXHOJIOTIH Ta iX BIUIUB Ha
CYCHLJIBCTBO.

PosrnsiHeMo nuHaMiKy pO3BUTKY BUKOPHCTaHHS IHTEpHETY KOpUCTyBauamH (puc. 2).
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Puc. 2. 3aranbHa KilbKiCTh KOPHCTYBaviB [HTEpHETY y CBITi, MIH. 0Ci0 [8]
Puc. 2 imoctpye 3pocTaHHs KibKOCTI KOpucTyBadiB [nTepHeTy y cBiTi 3 1990 10 2025 poky. Y
1990 porii kibKiCTh KOPUCTYBadiB IHTEepHETY Oyna HaliMeHI00. 1o 1995 poky KigbKICTh KOPUCTYBaUiB
3pocia 10 0,392 mMiH oci0, 10 CBITYMTE PO PO3BUTOK IHTEpHETY K iH(OpMaLiiHOT TEXHOJIOTII.
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Y 2000 pori KUTBKiCTH KOPHCTYBadiB 3pocia a0 3,96 miH ocib, mo BigoOpaxae MMOCTYIOBE
BrpoBakeHHs [HTEepHETY B CcycminsCTBO. Y mepiox 2000-2015 cmoctepiraeThcst CTpiMKE 3pOCTaHHS
KopucTyBauiB iHTepHeTy. Y 2005 poui ueit moka3Huk cknas 1 Mapa kopuctyBauis, y 2010 pik — 1,91 mapa
KOpHCTYBadiB, a B 2015 pomi 2,95 mupx kopuctyBadiB. Y IeH mepioa po3BUTOK MOOinsHOTO [HTEpHETY,
COIIaTFHIX MEPeX 1 3HIKEHHS BapTOCTI MiKIIOYSHHS CITPHUSIIHN MOIIUPEHHIO [HTepHETY B yChOMY CBITI.

Y 2020 pomi KilbKiCTh KOPHCTYBadiB iHTEpHETY ckiana 4,52 mupa kopucTyBayiB. Ha mouaTok
2025 poky 1ei NOKa3HUK CATHYB 5,56 MIIp] KOpUCTYBaviB. 3pocTaHHs MOB'sI3aHe 3 TI00aTHHOI0 HIU(PPOBOIO
TpaHcopmarli€ro, 301TBIICHHSAM IOCTYIY 0 TEXHOJIOTiIM Ta TmoImupeHHsSM [HTepHEeTy B KpaiHax, II0
po3BuBarThcs [8].

3 2000 poxy pO3BHUTOK TEXHOJIOTiH, JOCTYNMHICTh MOOUTBHMX MPHUCTPOIB Ta 3HIKCHHS I[iH Ha
M IKITIOYEeHHS CIIPYSUTA MacoBiid nudposizarii. Po3BUTOK MOOiITEHOTO [HTEpHETY Ta COMiaTFHUX MEpEeK
CTaB KJIIOYOBUM (paKkTOpOM MIBHAKOTO momupeHHs [areprery. [Ipornos va 2025 pik cBiAYMTH TIPO TE, IO
UU(pPOBHIA CBIT MPOJOBKUTH POLIUPIOBATHCS, 1 OUIBIIICTS HACETICHHSI MaTUME JOCTYH 10 [HTepHeTYy.

IIpoananizyeMo OCHOBHI ITiJIi BAKOPUCTAHHS iHTEpHETY KOPUCTyBadamu (puc. 3).
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Puc. 3 OcHOBHI 11iJTi BAKOPHCTAHHS iHTEPHETY KOopucTyBadamu [8]

Amnai3 puc. 3 103BOJISE€ 3pOOMTH BHCHOBOK, 10 OCHOBHA YacTKa KOPUCTYBaudiB BHKOPHUCTOBYE
iHTEepHeT It omyKy iHdopmanii 62,8%, po3moBu 3 apy3smu i poauHoto 60,2% Ta meperisay HOBUH
55% [8]. Takox JIr0 11 BAKOPUCTOBYIOTH [HTEPHET IS CIIJIKYBAHHS Y€pe3 COIialibHI MEPEKi, MECECHKEPH
Ta eJIEKTPOHHY TIOIITY, HABYAHHS 32 JIOTIOMOT'0I0 OHJIaH-KypCiB, BeOiHAPIB 1 OCBITHIX M1atdopM, podoTn
Ta Oi3Hecy, BKIIOYalOUH BiJJIaJIEHY 3aiHATICTh, OHJIAH-KOH(]EPEHIIii Ta eNeKTPOHHY KoMepiito. [HTepHeT
€ OCHOBHHM JDKepeioM iH(opmallii, HOBUH Ta pO3Bar, TaKHX sK MEPETIIsil Bieo, My3HUKH, irop i YATaHHS
kHUT. OKpiM 1BOro, BiH JonoMarae y hiHaHCOBHUX ONepauisix, OaHKiHTY, OHJIARH-TIOKYIIKaX, OpOHIOBaHHI
KBHTKIB 1 TIOCJIYT, & TAKOXK Yy PO3BUTKY TBOPUOCTI, caMopeari3allii Ta BeJleHHi OJI0TiB.

Baxi1MBOIO TEXHOJIOTIEO SIKa 3a0e3Medye J0CTYIl 0 iIHTepHeTy € rpymna cynyTtHukiB Starlink. s
TEXHOJIOTIs 3abe3neuye TOKPUTTA Oinpmre Hixk 100 KpalHaM 1 TEPUTOPISAM 1 TaKOX MparHe 3a0e3MeunuTH
rnobabHU MOOUTPHHIN 1HTEpHET. [pymoro cymyTHUKIB ynpasise kommanis Starlink Services, LLC,
MIXKHApPOJHUN TeJeKOMYHIKAIifHUH TpoBaiijiep, MO € JIOYIPHBOKO KOMIIAHI€I0 aMEepUKaHCHKOT
aepokocMiuHOT kommaHii SpaceX. Starlink Bigirpae BaxxiuBy poib y po3BUTKy SpaceX [11].

Starlink craB Ba)JMBHM 1HCTPYMEHTOM ISl HAI[IOHAJIBHOT €KOHOMIKH Yy BUKOPHCTaHHI B MUPHUX
LIIsX, 3a0€3MeUyroUr JOCTYI 10 BUCOKOMIBUIKICHOTO IHTEPHETY B BIIJAICHUX Ta ¢j1a00 PO3BHHEHHX
perionax, e TpaauliiiHi criocoOu 3B'SI3Ky MOXYTh OyTH HemocTymHi abo Hanro popori. Lle nosBosse
JOASIM, 1O JKMBYTh Y BiAJaCHUX paioHax, MaTH JOCTYII 10 OCBITH, MEIMYHHX IMOCIYT, iHpopmMamii Ta
THIINX HEOOXIIHUX PECypCiB, IO MOKPAIIUTH iX SKICTh KUTTS Ta JOTIOMOXE y PO3BUTKY €KOHOMIK IHX
perioniB. Takox Starlink Mosxe CTaTH Ba)KIIMBUM JJIs BITYM3HSIHUX KOPIIOPAIlii, 3a0€31Meuyouu J0CTYII 10
rio0aIbHUX PUHKIB 1 OHsaiiH-cepBiciB. Starlink Moke cripuaTH pO3BHUTKY, JOCHIHKEHB 1 CIIBIpAL MiX
KpaTHaMU B PI3HUX TaTy3sX HAYKH, TEXHIKU Ta KYJIbTYpH.

SpaceX mnouwana 3anyckatu cynytauku Starlink y 2019 pomi. Cranom Ha BepeceHb 2024 poky
KOHCTEJIALIs ckianaeTbes 3 moHax 7 000 MacoBo BUpOOIEHUX MallX CYIyTHUKIB Ha HU3bKil op0OiTi 3emui,
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SIKi CIIUIKYFOTHCS 3 Ha3eMHUMH TiepeaaBadamu [7]. Ilnanyerscs po3ropranns maike 12 000 cymyTHHKIB, 3
MOKJIMBHUM po3mupeHasM a0 34 400. SpaceX oromocuia, mo B rpyaHi 2022 poky KiTbKICTh aOOHEHTIB
nepeBuinmia 1 MibioH, a B BepecHi 2024 poky nocsria 4 mineiionis [10].

Kocmiuamii 3aBonm SpaceX, MICTUTh HAYKOBO-IOCIiIHI, po3poOHi, BHpOOHWYI Ta OpOiTaibHi
KOHTpOJIbHI yctaHoBu s Starlink. ¥ TpaBai 2018 poxy SpaceX oliHmIa 3araibHy BapTicTb PO3POOKH,
OymiBHMITBA Ta 3aIlyCKy KOHCTEINALIl Ha piBHI He MeHmIe Hix 10 minbsapaiB gonapis CHIA. ¥V 2022 pomi
noxoau Big Starlink cknmanu 1,4 Minbspaa goiapiB 3 HEBEIMKUM NPUOYTKOM, IO 3'sBUBCS juie B 2023
pomi. Y tpaBHi 2024 poky nepeabaganocs, MO T0X0AU AOCATHYTH 6,6 Minbsipaa nonapis CIIIA, a mi3nimre
1151 MPOTHO3HA 1udpa Oyna miaBuineHa 10 7,7 Mibsapaa. Ogikyersces, 1o B 2025 pori roxoau carayts 11,8
Mminbsipaa nonapis [10, 11].

Starlink mmpoko BukopucTOBYBaBCs B Pocifichko-yKpalHCBKil BiliHI, JUIA 90TO OYB YKIIaJAeHUN
KOHTpakT 3 MinicrepctBom oboponu CUIA. IcHye Takox BifickkoBa Bepcis Starlink, mo HaznBaeThCs
Starshield, sxa npu3HaveHa 11 BAKOPUCTAHHS yPsIIaMH.

SpaceX HamaraeTbcst MiHIMI3yBaTH BIUIMB HA aCTPOHOMIYHI CIIOCTEPEKCHHS, BKUBAIOYH 3aXO/IiB
JUTSL 3HIDKEHHS SICKPaBOCTI CyNyTHHKIB Tixg wac poOotu. CymyrHumkum ocHameHi Hall-ehexranvu
JBUTYHAMHU, 110 TO3BOJISIFOTH 1M ITiIBUIILYBaTH OpOITy, yTpUMYBATH ii Ta 3MiHCHIOBATH CIUIAaHHW HA KiHEIb
CBOTO TepMiHy cilyOu. BoHM Takok CIpOoeKkTOBaHi /JIs1 aBTOHOMHOTO YHUKaHHS 3ITKHEHb 32 JIOTIOMOT 0RO
JTAHUX TIPO BiJICTEKEHHS, 1110 TEPENAIOTHCS 3 3eMII.

[Tpononyemo BripoBaKeHHs KopriopaTiBHoro Starlink mpoekty B YkpaiHi sik BasKJIMBOT CKJIa0BOT
PO3BUTKY iH(GPACTPYKTYpH I KOCMIUHUX Miciii B YkpaiHi, 30kpema s JlepKaBHOTO KOCMIiYHOTO
arelHTrcTBa YKpainu. Jlep:kaBHe KOCMiyHe areHTCTBO YKpaiHW pealidye AepXaBHY IONITHKY Y cdepi
KOCMIYHOI JisIbHOCTI [2].

Le#i mpoekT 3a0e3MeunTh peatizallilo TAKUX KIIFOUOBUX aCIEeKTIB 1 MOKIIUBOCTEH:

1. 3abe3meyeHHs] HAIMHOTO 3B'A3KY B peaJbHOMY 4aci Jisi KocMiuyHHX Miciid. Starlink 3maTten
3a0e3meunTr CTa0lIbHUI BUCOKOIIBUAKICHUN 1HTEPHET-3B'sI30K HABIiTh y BiJ/IaJICHUX 1 BaKKOJIOCTYITHHX
perioHax, BKIIIOYalOYM KocMiuHi Micii. s yKpaiHCBKOTO KOCMIYHOTO areHTCTBa Lieé MoOXe OyTu
Ha/3BUYAHO BaXXJIMBUM 1HCTPYMEHTOM JJisl YHPABIiHHS CYNYTHHKaMH Ta IHIIMMHA KOCMIYHUMH
amaparamMu B pealbHOMY 4aci.

2. 3abesmeueHHs 3B'I3Ky MDK IIEHTpAMH YOpaBiHHS MicissMu Ha opOiti. Peamizamis Starlink
MPOEKTY J03BOJMUThH IMIJAKIIIOUUTHCS J0 II00ATBHOT Mepexi /Ui OOMIHY TaHUMHU 3 IHIIMMHU areHTCTBaMH,
Hanpukiag, NASA [9].

3. TlokpuTTs BigmaneHUX TEpUTOPIN I HAYKOBUX JIOCIHI/DKEHb. YKpaiHa Mae PsJl BiIJaIeHUX
TEPUTOPI, TAKKX SIK AHTAPKTH]IA, JIC TPOBOASTHCS HAYKOBI JIOCIIPKEHHS, & TAKOX MTPOOJIEMH 3 TOCTYIIOM
JI0 crabubHOrO iHTEepHeTy. Starlink Moke cTaTh ificajibHUM PIIICHHSIM JUIs 3a0€3MEeUYCHHS MUTTEBOTO
JIOCTYITY IO iHTEpHET-PEeCcypCiB ISl YKPaiHCHKMX BUEHHUX Ta JOCIiAHHUKIB. BiH J03BONUTE IMiIKITIOYATHCS
10 60a3 qaHuXx, Mo 30epiratoThes B pealibHOMY Yaci, Uit MOHITOPUHTY €KCIIEPUMEHTIB Ta OTPUMAaHHS JaHUX
M1/} 9ac KOCMIYHMX MICIi.

4. MoOibHICTB 1 THYUYKICTB JJ1s1 HOBHX Miciil. Starlink Moxe 3abe3me4nTi MOOUTBHICTD 1 THYUKICTb
y IJIaHyBaHHI KOCMIYHHX MICiif, 30Kkpema 1Jis 3amyckiB abo BUNpoOyBaJbHUX MOJBOTIB. Skmo Ykpaina
TUTaHy€ 3aIyCKaTH BIIACHI CYIMyTHHUKM abo iHII KocMiuHi Micii, Starlink mMoxxe OyTH KOPHCHUM JUISL:
i IKTFOYEeHHS B OyIb-sIKOMY MicIli [yt 300py Ta aHami3y gaHux. BiH 3a0e3meunTh iHTEpHET-3B'I30K IS
YIPaBIiHHS MiCi€I0 B PEXIMi PeabHOTO Yacy, HaBiTh Yy pa3i BiJICYTHOCTI CTAHJAPTHUX HA3eMHUX CTAHIIIN
3B'SI3KY.

5. MixHaponHa cmiBopaisd Ta kKoopauHaiis. OCKiabkH YKpaiHa aKTHBHO CIIBIPAIIOE 3
MDXXHApOJHUMHU KOCMIYHUMH areHTCTBAaMU Ta MPUBATHAMHU KOMTMaHisMu, Starlink Mo>ke cTaTi BaXXITUBUM
IHCTPYMEHTOM ISl 3MIMCHEHHS CIUIBHUX MICIH, MiIKIOYCHHS J0 IHTEpHAI[IOHAIBHUX MEPEX 3B'SI3KY.
Peamizamis Starlink mpoekTy 103BOJHTH CIIPOCTUTH OOMIH JaHUMH MK YKpPaiHChKMMH BYCHUMH Ta
MDKHapOJAHUMH KOJIETaMH, PO3BUHYTH CINBbHI MPOEKTH 3 IHIIMMH KpaiHaMH, SIKi B)K€ BUKOPHCTOBYIOTb
Starlink.

6. Po3BUTOK aBTOHOMHHMX KOCMIYHHX Miciii. B MaliOyTHpOMY JJsl 3aITycKy aBTOHOMHHUX MIiCiH,
HANpUKIaA, Ui JOCHIDKeHHs Micsis uu Mapca, Starlink mMoke OyTH BHKOPUCTAHO SIK YaCTHHY
iHQpacTpyKTypu 3B'SI3KYy Ui minTpumku Micid. CymyTtHuku Starlink 3 Hu3bKOT OpOiTH MOXYTbH
3a0e3MeYnTH CTAOUTPHUI 3B'I30K JUIsS: aBTOHOMHHUX KOCMIYHHX amapariB, SIKi TPAIfOIOTh Ha MOBEPXHi
IHIIMX TUIAHET, 1€ JIO3BOJIMTh 3a0€3MEUNTH MPSAMHUEM T0CTyNm A0 0a3 JaHuX 1 yNpaBliHHA KOCMIYHHMH
amapaTtaMu 0e3MocepeiHbO 3 IEHTPY B YKpaiHi.
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7. TlokpamieHHS HaBYaHHSA 1 IATOTOBKM KOCMOHaBTiB. I[Ipwm TmpoBemeHi HaBYaIBHUX 1
TPEHYBaIBHHX MPOTPaM B YKpaiHi, IO CTOCYIOTHCS MiATOTOBKH KOCMOHABTIB Ta iHIUX (axiBIiB, Starlink
MOKe OyTH KOPUCHUM JIJIsl: OHJIaliH-HABYaHHS Ta KOH(QEPEHIIiH 3 IHITUMHU KOCMIYHHMHU areHTCTBaMu. Bin
BIIKpHE MOXJIMBOCTI JJISi TIPOBEACHHSA TNPAKTUYHUX TPEHYBaHb y OyAb-sKiii Todri KpaiHu abo CBITY,
3a0e3MeYnTh TPEHYBAIbHI MiCiil 1 KOMYHIKAIll 3 HABYATbHUMHA 0a3aMu 32 KOPIOHOM.

8. PozButok kopmopamiii. SpaceX i Starlink Takok MOXyTb OyTH BaKIMBUMH JAJIsI PO3BUTKY
MPUBATHOTO KOCMIYHOTO cekTopy B Ykpaini. Kommanii, siki mpalforoTh y KOCMi4HIH Tany3i, MOXYTb
OTpUMATH JOCTYNl A0 iHPPACTPyKTypu 3B'SA3Ky IS CBOIX Miciii abo It cHiBmpari 3 1HITUMH
OpraHi3aiisiMu.

BucHOBKH Ta nepcrneKTHBH MOJATBIION0 10caixKeHnHsA. Po3BuHyTH Bukopuctanus Starlink mis
YkpaiHu MOXIIMBO 4epe3 AepKaBHY MIATPUMKY iHIIIaTHB, 3aIiKaBJICHOCTI Ta JEep>KaBHUX 1HBECTHIIIN B
PO3BUTOK iHOPACTPYKTYpH I MIATPUMKH YKPATHCHKUX MICiHi, BKIItogaroun BUKopucTaHHs Starlink mms
3B'a3Ky. Moro BapTo iHTErpyBaTH 3 iHIIMMM CYNYTHAKOBHMH TEXHONOTiSIMH Ta CyIyTHHKOBHMH
CHUCTEMaMH, SIKi JTO3BOJIATH CTBOPUTH KOMILUIEKCHY MEPEXY, sika O TMOKpHBaia BCi MOTPEOH KOCMIYHOTO
arearcTBa. CHibHI TMPOEKTH 3 MDKHAPOJHWMH TAPTHEPAMH Ta B3a€MOMiA 3 KpaiHaMu, fKi BXKe
BUKOPUCTOBYIOTH Starlink cripusiTuMe CiIbHOMY PO3BUTKY KOCMIYHOT iHQPACTPYKTYPH.

3aramom, Starlink Moxke CTaTH BaXkKIIMBHM €JIEMEHTOM, KU 3a0e3MeYWTh OLIbIN MIBUIKHH 1
JMOCTYITHAN 3B'SI30K I YKPATHCHKUX KOCMIYHHMX MICili Ta HayKOBHX IOCIIKEHb, BIIKPHUBAIOYH HOBI
MO>KJIMBOCTI JIJIsl PO3BUTKY KOCMIUHOI Tamy3i B YKpaiHi.
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IMocTaHoBKa HAYKOBOI Mpo6JeMH. Y cydacHOMY CBiTi iHQOpMaliifHUX TEXHOJIOTIH, Ie CHCTEMU
TIOCTITHO PO3BUBAIOTHCS Ta YCKJIAJHIOIOTHCS, MUTaHHS e()EKTUBHOI apXiTEeKTypH Ta yIpaBliHHI JaHUMH
CTa€ Bce OUTBII aKTyallbHUM.

Tabnuus 1. XapakTepuCTHKH MIKPOKOHTPOJICPIB Ta anapaTHHUX mudpaTopis

ITapamerp Kpunrorpadgiuni 6i01ioTexn Anapathi mugpaTopu
. [omipHa, 3aJ1€XKHUTh BiJ] MTOTYKHOCTI Bucoka, 3aBasku
[IponykTuBHICTH . L
MIKPOKOHTpOJIepa CIeLiaNni30BaHOMY 00J1aIHaHHIO

KpiM iMImynbciB KepyBaHHsS TpPaH3UCTOPIB 1HBEPTOpPA MIKPOKOHTPOIEP BHUPOOISE IMIyIbCH
KepyBaHHA TpaH3ucropa VT37. 3aBmanns tpanzuctopa VT37 momdrae y migkiIIOUeHHI TajibMiBHOTO
pesucropa R33 nmapanensHo konneHcaropy dinstpa C31 (puc. 2).

LT
A

pariBep
+15B + + — +15B

M

R31 MikpoKOHTpoJIEp — R32
AT

-15B -15B

Puc.2. Cxema migKiIr04eHHS 1aTYNKa YaCTOTH
BucHOBKH Ta mepCcHeKTHBHM MOAAJIBINOTO JOCTIIKeHHs. Y JaHii craTTi OyJno poO3TIsSHYTO

npoOjeMy TepexoJy BiJl MIKPO-apXiTeKTypd CHCTEMH KOMAaHJ JI0 MIKpO-apXiTEeKTYpHU CIPOIIECHHX
BKa31BOK...
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