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MATRIX METAL COLLIMATORS STUDIES FOR THE SPATIALLY FRACTIONATED
RADIATION THERAPY

Anokhin I, Ramazanov D. Matrix metal collimators studies for the spatially fractionated radiation therapy.
Traditional radiation therapy is hindered by limitations in dose delivery and the risk of over-irradiation, which can harm healthy
tissues surrounding tumors. Spatially fractionated and intensity-modulated radiation therapies have emerged as promising
techniques to mitigate these issues by reducing damage to healthy tissues. This study explores the potential of enhancing radiation
therapy's therapeutic efficacy through spatial fractionation of X-ray beams, a technique that can significantly increase radiation
efficiency by reducing the dose load on healthy tissues. This research hypothesizes that microscopic lesions within the paths of
micro/mini-beams can be repaired by minimally irradiated cells adjacent to the irradiated tissue slices, based on observations with
high-energy (MV) photons. Spatial fractionation is particularly valuable for X-ray and electron radiation therapy, which is more
widespread and cost-effective than proton therapy. The study introduces a new type of cost-effective metal matrix collimators
designed for beam fractionation. These collimators are constructed using lead plates for thickness variation implementation and
employ a 5x5 hole matrix with 1 mm diameter and 3 mm pitch, covering an area of 14x14 mm?. To visualize beam distribution, a
Timepix detector, capable of providing real-time 2D beam profiles, was employed. Experiments were conducted using a medical
LINAC with typical therapeutic energy ranging from 6 to 18 MeV. Results indicate that spatial fractionation can be achieved for
X-ray radiation, with a PVDR of approximately 3 for a 3 cm lead collimator. However, issues with hole uniformity and blurring in
the peak area prompted a shift to using copper collimators due to their superior manufacturing properties. This study presents a
novel matrix collimator design made from various materials for shaping mini beams, aimed at improving the efficiency of spatial
dose fractionation for different ionizing radiation types. Geant4 simulations have been instrumental in optimizing collimator
features. The findings suggest that high levels of dose fractionization can be achieved for X-rays, electrons, and proton beams.
These results warrant further biological studies to evaluate the effects of fractionation on normal and tumoral tissues, supporting
the practical implementation of collimation in radiation therapy.

Key words: Radiation therapy, spatially fractionated radiation therapy, metal matrix collimator, PVDR, TimePix
detector, Monte Carlo simulations.

Introduction. The efficiency of traditional radiation therapy is decreased by the dose delivery
limitations and over irradiation. The spatially fractionated and intensity-modulated radiation therapy can
significantly reduce the damage of the healthy tissues around tumors. The present work is dedicated to the
researching of the possibility of enhancing the therapeutic effect in radiation therapy by the spatial
fractionation of x-ray beams. Fractionation can significantly increase radiation efficiency by reducing the
dose load on healthy tissues. The main parameter of fractionization is peak-to-valley-dose-ratio (PVDR).
The minimum dose in the central region between two beams is named valley dose and the dose in the center
of the beam is the peak dose. The ratio between peak and valley doses is called peak-to-valley dose ratio
and plays a pivotal role in biological response. High-quality fractionation is considered with the parameter
PVDR 8 and higher. In addition, it is essential that the valley dose is kept to a minimum to ensure the
preservation of normal tissue architecture and survival of sufficient cells needed for healthy tissue repair.
It was hypothesized that the microscopic lesions in the micro/mini-beams paths are repaired by the
minimally irradiated cells contiguous to the irradiated tissue slices [1]. This reparation effect was observed
in experiments with high energy (MV) photons. Spatially fractionating is very important techniques for the
x-ray or electron radiation therapy that are more spread in most part of countries and cheaper than hardon
therapy.

Methods. In the present paper the new type of the cheap metal matrix collimators for the beam
fractionization has been presented (see Fig.1). For example, the collimator presented in the upper part of
the Fig.1 is made of lead plates for thickness variation implementation. Beam splitting provides by hole
matrix 5x5, 1 mm diameter and 3 mm pitch, area covering 14x14mm2. For the hit distribution imaging a
Timepix detector has been used. This is hybrid active pixel detector, which was developed within the
Medipix collaboration at CERN. The main part of a Timepix detector is the active sensor layer, which is
segmented into a square matrix of 256x256 pixels with a pixel pitch of 55 um, thus covering an area of
14x14 mm?, Each pixel is connected to its own readout chain.

© Anokhin I, Ramazanov D.
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Fig. 1. The prototypes of lead and copper collimators. The drafts and the fabricated prototypes

The detector segmentation allows to get 2-dimension picture of beam profile in real time [2].

Experiment have been conducted on the medical LINAC with typical therapeutic energy 6-18 MeV.
Distance from accelerator to collimator was 1 m. Experiment have been implied irradiation Timepix
detector by 6 MeV x-ray radiation through metal collimator for studying efficiency of fractionation.
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Fig. 3. Simulated profile of collimated x-ray radiation for a) 3 cm lead collimator and b) 10 cm copper
collimator.

Results. Results of experiment report, that spatially fractionation can be achieved for x-ray
radiation. PVDR for 3 cm collimator was about 3. It was the maximum thickness available for lead, but
even with such a collimator thickness, we can see that the holes are not the same, and the peak area is
blurred (Fig.2). This can be explained by the complexity of processing lead and, consequently, the poor
quality of the collimator itself, in particular, the holes. That is why it was decided to choose the copper
instead the lead for the collimator fabrication. Copper is better in manufacturing and can be used for
different types of irradiation. New prototype design was enhanced in favor of collimator scaling and
modularity (Fig.1). Detailed results of experiment and simulation for new one will be presented in full

paper.
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Geant4 toolkit version 10.6 has been used for the simulation of the operation of the presented new
type of collimators. For the correct comparison of the simulation and experiment, all experimental
conditions (distances, materials, environment) were reproduced. For calculation was used physics list
QGSP_BERT_HP with cut 0.1 mm.

Discussions. Results of simulation show possibility for high rate x-ray radiation fractionization.
Several types and geometries of collimators were investigated to assess the possible gain in tissue sparing
with respect to seamless irradiation. Simulations for the lead collimator show similar to the experiment
result (Fig.3a), but graph of simulation is more accurate also, this is a consequence of material
disadvantages. Copper collimator with thickness 10 cm (Fig.3b) provides PVDR higher than 8 under
6 MeV X-ray irradiation This is acceptable result for such beam type.

Conclusions. In the present work, a new type of matrix collimator made out of different materials
for the shaping mini beams has been developed and tested to improve the efficiency of the spatial dose
fractionation for different types of ionizing radiation.

The Geant4 Monte Carlo simulation code has been developed to optimize the features (material,
thickness, etc.) of collimating systems (multi slits or matrix) to produce optimal multi-beam structures for
maximum efficiency of spatially fractionated radiation therapy It has been shown that the high levels of
delivery dose fractionization can be achieved for x-rays, electrons and proton beams.

The general conclusion is that fractionation seems to offer a promising alternative to treat delicate
cases. Following this results, biological studies are warranted to assess the effects of fractionation on both
normal and tumoral tissues, for which the practical implementation of collimation seems justified.

References
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2. V. Pugatch et al., “Metal micro-detector TimePix imaging synchrotron radiation beams at the ESRF Bio-Medical
Beamline ID17”, Nucl. Instr. Meth., Vol. A682, 2012, p. 8-11

© Anokhin I, Ramazanov D.



Hayxosuil sccypruan "Komi 1oTepHO-iIHTETpOBaHi TEXHOJIOT1i: 0CcBiTa, HAyKa, BAPOOHHULITBO" 9
Jhywk, 2023. Bunyck Ne 53

DOI: _https://doi.org/10.36910/6775-2524-0560-2023-53-02
YJK: 681.51

AxkimoB /Imutpo JIMuTpoBMY, acmipant
https://orcid.org/0000-0003-2440-1864

HarionansHuil TpanciopTHUH yHiBepcuTeT, M. KuiB, Ykpaina

3ACTOCYBAHHA TEXHOJIOT'TA IHTEPHETY PEUEN JJISI ONTUMI3AIII JIOTICTUKHA
B CUIbBCBKOMY I'OCHIOJAPCTBI

AximoB JI.JI. 3acTocyBaHHs TeXHOJIOTii iHTepHeTY pedeii Il ONTHMIi3allii JIOTiCTHKH B Ci1bCbKOMY rOCIOJAPCTBI.
VY poboTi mocmimKeHO 3acTOCYBaHHS TEXHOJOTiH [HTepHeTy pedel mis onmTHMi3amil JIOTICTHKH B CUTBCEKOMY TOCHOAApPCTBI.
Ilinkpecneno, mo [HTepHET peyel, 1ie KOHIEIis YUCIOBOT Mepesxi (Pi3MYHUX MPEIMETIB OCHAIIECHUX BOYI0BaHUMH TEXHOIOT1IMHI
JUI B3a€MOJii 3 iHIKMMH a0 i3 30BHILIHIM cepemoBHIIeM. HarojomnryeTscs, Mo BIPOBAKEHHS HOBUX 1 PO3BHTOK iCHYIOUHX
nuPOBUX TEXHONOTIH Jae MOXJIMBICTh ONTHMI3yBaTH ICHYIOYI HPOLECH B MiKHapOIHid exoHoMiui. ToMmy BIpOBamKeHHS
TEXHOJIOTIYHHUX pIllIeHb B arpoIPOMHCIOBHHA KOMIUIEKC HEOOXiZHO PO3MIAAATH B SKOCTI BaKIMBOTO METOAY IIiIBHINCHHS
e(eKTHBHOCTI MOJeJNel YIpaBIiHHS], a TAaKOK OCHOBOIO JUIS IOJAJBLIOTO PO3BHUTKY Ta MOAEpPHi3amlii CiIbChKOTOCHOAAPCHKOT
raay3i. OnucaHO BAKIMBICTh Ta aKTyalbHICTh €JIEKTPOHHOI KoMepuii B yMoBaxX (YHKLIIOHYBaHHS [HTepHET-CIIOXXHMBaHHS.
Harosomyerscst Ha nmpoGiieMax ITiJBHINEHHST CBOEYACHOCTI JIOTICTHKH XOJIOJOBOTO JIAHIIOTa, IpobieMax TPaHCIOPTYBaHHS Ta
peryisnii Xolog0BOro peXxuMy UL CLIbCHKOIOCIOAAPCHKOI MPOAYKIii, fka mporo motpedye. IligxpeciieHo, MO elIeKTPOHHA
TOPTIBIISI CBLKUMH MIPOAYKTaMH ONITUMI3Y€E JAHIIIOT TIOCTaBOK, 3a0€31euye JIOTICTUKY XOJIOIHOTO JIAHIIFOTa, IMiABHIIYE MPO30PiCTh
iH(pOopMaIii Ta JOCTABIISE CBIXI MPOAYKTHU CIIOKHBadaM e()eKTHBHO Ta Mpo30po. I'padidHo mpeacTaBiieHo JIOTICTUKY XO0JI0I0BOTO
JIAHIIOTa Ta MPOIEC PO3MOILUTY CLTbCHKOIOCIOAAPCHKOI MPOAYKIIii Ha OCHOBI [HTEpHETY pedel, ONMMCaHO eTamy MPOXOIKECHHS
MpOAyKLii BiA BHPOOHHWKA IO KIHIIEBOTO CHOXHMBada. HaromomryeTscs, IO MPUCKOPEHHS PO3BUTKY JIOTICTHKH XOJIOJIOBOTO
JIAHIIOTa MOJKE MOJOBXKHUTH TePMIH MPUIATHOCTI Ta TEPMiH peaizalii CiIbChbKOroCIOAaPCHKOIl MPOXYKII] Ta 3MEHIIUTH PiBEHb
BTpaT NpH TPaHCHOPTYBAaHHI ClILCHKOTOCIIONAPCHKOI NMPOAYKINI, 3a0e3reuyloun Hpu IbOMY SKICTh HMPOIYKILii, THM CaMUM
3MEHIIYIOYM BUTPATH Ha JIOTICTHKY Ta 3a0e3Ile4eHHs €KOHOMIYHOI BHTOAM BiJ €IEKTPOHHOI TOPTiBIi CBIKMMH HPOIYKTaMH
Xap4yyBaHHSI.

Kiro4oBi ciioBa: norictuka, mocTaBKH, MPOIYKLIs, CLTbChKE TOCHOAAPCTBO, [HTEpHET pedelt, TEXHOIOTIi.

Akimov D. Application of internet of things technologies to optimize logistics in agriculture. The paper examines
the use of Internet of Things technologies to optimize logistics in agriculture. It is emphasized that the Internet of Things is a
concept of a numerical network of physical objects equipped with built-in technologies for interaction with others or with the
external environment. It is emphasized that the introduction of new and development of existing digital technologies makes it
possible to optimize existing processes in the international economy. Therefore, the implementation of technological solutions in
the agro-industrial complex must be considered as an important method of increasing the efficiency of management models, as
well as a basis for further development and modernization of the agricultural industry. The importance and relevance of electronic
commerce in the conditions of Internet consumption is described. It emphasizes the problems of increasing the timeliness of cold
chain logistics, the problems of transportation and the regulation of the cold regime for agricultural products that need it. It is
emphasized that e-commerce of fresh products optimizes the supply chain, ensures cold chain logistics, increases transparency of
information and delivers fresh products to consumers efficiently and transparently. The logistics of the cold chain and the process
of distribution of agricultural products based on the Internet of Things are graphically presented, the stages of the passage of
products from the producer to the final consumer are described. It is emphasized that accelerating the development of cold chain
logistics can extend the shelf life and the period of sale of agricultural products and reduce the level of losses during the
transportation of agricultural products, while ensuring the quality of products, thereby reducing logistics costs and ensuring
economic benefits from electronic trade in fresh food.

Key words: logistics, supplies, products, agriculture, Internet of things, technologies.

Beryn Ta mocraHoBka npo6JeMu. B ocraHHI pokn MoJepHizalis Ta nomyssipu3sanis [HTepHety
pedeil MmocWIIM 3MiHHM B MOJIENSIX CIIOKMBaHHs JIFOJied. [HTEepHET-CIIOKHMBAHHS TOCTYIIOBO CTajo
3BHYKOIO, 1 CIIOKMBa4i MOXXYTh KYyIyBaTH BHCOKOSIKICHI TOBapH 3 YChOTO CBITY, HE BHXOJSYU 3 JIOMY.
[loeaHaHHs eIeKTPOHHOI KOMepLii Ta IHAYCTPii CBIXKOi CLIBCHKOrOCHOAapChKOI NPOAYKIIii, 3aCHOBaHOT HA
[HTepHeTi pedell, mepeBepHYNIO TPAAUIIHHY MOJENh MPOJAXY CLILCHKONOCIOAAPCHKOI mpoaykiii. Jani
MOKa3yI0Th, [0 MACIITa0 €NEKTPOHHOI TOPTiBIi CBIKUMH MPOAYKTAMH Xap4yBaHHS B YKpaiHi HIBHIKO
PO3BHUBAETHCS 3 TEMITOM 3pocTaHHs moHa] 30%. 3 mocTiiiHMM PO3BUTKOM [HTEpHET-10AATKIB 1 IIBUAKUM
PO3LIMPEHHSAM IUIaTGOPM eNEKTPOHHOI KOMepLii eJIeKTPOHHA KOMEPLisl CBIXKOI 1K1 MPOJOBKYE 3aydaTH
BEJIMKI BITYM3HSHI KOMIAHIi €NIEeKTPOHHOI KOMEpINi J0 y4acTi B PHHKOBIM KoHKypeHmii. [Ipore, Ha
CBOT'OZIHI, MIBUIIEHHS CBOEYACHOCTI JIOTICTHKH XOJIOOBOIO JIAHIIIOTA CTAI0 HaHOUIBILOI0 TPOOIEMOI0, 3
SKOI0 CTHKA€ThCA PO3BUTOK BEIMKHMX KOMIAHIH €JeKTpOHHOI Komepuii. BapTicTe TpaHcmopTyBaHHS €
HaHBa)KJIMBIIIOK YAaCTHHOK BUTPAT HA PO3IOJLI XOJOAHOIO JIAHIIOra JIOTICTUKY, & HAaHBaXKJIUBIIIOW €
BUOIp KOHKPETHHX METOJIB TPAHCIOPTYBAHHSA. Y IIUPOKO BHKOPHUCTOBYBAHUX TPATUIIHHUX METO/aX
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TPAHCIIOPTYBAHHS CBIKOI MPOAYKIIii MPOOIEMOIO € Te, M0 MPOIYKINS MIBHAKO MCYETHCS, 10 TPHU3BOANTH
710 MakcHMi3alii BiAXOAiB.

Bucoki BuTpaTH Ha JIOTICTHKY XOJOJOBOTO JIAHIIOTa MiJABUINYIOTH I[IHM Ha MPOAAX CBIXKOI
CLTBCHKOTOCITO/IAPCHKOI MPOAYKIii Ha miaTgopmMax eIeKTPOHHOI KOMepIlii, Mo pOoOHTh MigIpHUEMCTBA
OUITBII YYTIAMBUMH O BHTpAT Ha JIOTicTUKY. KpiM TOrO, piBeHb BTpAT CBIXKOI CIITHCHKOTOCIIONAPCHKOL
MPOAYKLil B 00Ty € Iy’Ke BHCOKHM, Y cepenHboMy csirae 30%, y Toi 4ac sIK piBeHb BTpAT 3BUUAHHOTO
TOBapy cTaHOBUTH MeHIine 1% [1]. SIkiio ToBap He BiANOBIgA€ OUIKYBAHHAM CIOXHBAYIB i MOBEPTAETHCS
a60 OOMIHIOETBCS, BiH HE MOKe OyTH IPOAaHN 3HOBY BiAMIOBIAHO /IO TEOPil TEPMiHY MPUAATHOCTI CBIKHX
CLIBCBKOTOCTIOAAPCHKUX MPOAYKTIB. TOMY 1€ TaKOK CTBOPIOE YK€ BUCOKI 3BOPOTHI JIOTICTUYHI BUTPATH.

AHani3 octraHHiX gochaimkeHb i myOaikauiii. @opmysroBaHHS HAyKOBOi AYMKH B OKpeci
3aCTOCYBaHHS TE€XHOJOTiH [HTepHeTy pedel mis onmTHMI3allil JOTICTHKH B CLIBCHBKOMY TOCIIOAPCTBI €
PI3HOPITHUM Ta MacImTaOHUM. Y CydacHIi HayKOBiM IUIOMIMHI 3 SBISIFOTBCS POOOTH TPHUCBSYEHI
JOCHIPKEHHIM CY9acHHX TEeXHOJIOTiH [HTepHeTY peueil Ta anropuTMiB X BIPOBAIKEHHS Y iHTEIEKTYalIbHI
JIOTICTUYHI CHUCTEMH B CLIBCHKOMY TOCIIOAAPCTBI AJISl MiABHINEHHS e€(peKTHMBHOCTI poOOTH B CydacHHX
YMOBaXx pPO3BUTKY.

C. Spemko, O. Kysemina [2] posrmsaynu ocobmuBocTi Inteprery peueit (IoT); mocmimummu
nepeBaru Ta HeJiomiku Bukoprctanus [0T, a Takok IpUHIMITY yIIpaBiHHs IPUCTPOSIMU [HTEpHETY pevei;
3MIACHWIIN OTJISIN Tally3ei BUKOPHUCTAaHHS [HTEpHETY pedelt B )KUTTI IIOJUHH Ta TPpodeciifHOT MisITHHOCTI.

VY po6ori [3] po3risinyTo eTanu GpyHKIioHyBaHHs [HTepHeTY Peueii Ta piBHi iioro apxitekTypu. Ha
OCHOBI aHaNi3y psAy JiTepaTypHHUX JDKEpesl BU3HaueHo, Mo HaiOinpmui Biuiue [oT 3milicHioe Ha Taki
IICTh 1HIYCTPil SIK: €NeKTPOSHEPreTHKa 1 JKUTIOBO-KOMYHAJIbHE TOCIIOAapCTBO, OXOPOHA 3I0POB A,
3eMJIepoOCTBO 1 TBapUHHHWIITBO, TPAHCIOPTYBaHHS 1 30epiraHHs BaHTAXKIB, «PO3yMHE MICTO» i
OyJIBHHUIITBO, NMPOMHCIOBE BHUPOOHMIITBO. 3MIMCHEHO aHali3 OCHOBHHMX BHJIB TMOCIYT JJIS KOXKHOI 3
Ha3BaHUX IHAYCTpiHd Ta Bin3HaueHo posib [HTepHeTy Peuelt must ix po3BuTKy. [IpencraBieHo cxemy
IHTeNeKTyaJIbHOI TPAHCIIOPTHOI cucTeMu Auist Micta Kuis.

O. C. bonaap ta O. B. Tkauenko [4] 3a3HauaroTh, 1110 HOBE OKOJIIHHS MOCIYT Ha OCHOBI IIU(POBUX
JIAHKX 1 IITYYHOTO IHTEIEKTY CIPAMOBAHE HA ONTHUMI3allil0 ONEePaIliiiHOT e()eKTUBHOCTI B PEaJIbHOMY Yaci
B3JIOBX JIOTICTUYHOIO JIAHILIOKKA IIOCTAaBOK BiJ NMPOrHO3YyBaHHS MOIUTY 1O IUIAHYBaHHS PECYypPCiB,
ckinanaHHs TpadikiB, 3aBaHTaXEHHsS, TPAHCIIOPTYBAaHHSA, YIIPABIiHHA aBTOMApKOM, OINTHMI3allil
MapuipyTiB, iHQopMaii Mpo Micle3HaX0PKEHHS Ta JOCTABKH.

I3 3apyOixHIX aBTOPIB BapTO BIAMITHTH POOOTH TakuX HAayKOBIB sk: Jliab XKyii [5], JIi DaHn, Jli
Tao [6], JIi Caominb, Xoy binda, Uxan XKuxys, JIro KOucins [7], lLlan Ciapmen, @y Ciabci, Ma UxyHTyid,
Jlo ®en [8], Kyn Tan, Xynins Uxaii [9], Tomap Aoximek, ['ynra ["aypas, Pana Kputnka, bxaris Cyp0oxi
[10], Jle#t Hin [11], Koy Yxen, Uxan Man [12], C. Apyn, Kymapi Kawmini, K. ApiBaxaran, bexepa Marcp
Ximanmry [13], Miniu Jowminika, Jlyiimenosud Ipena, [leko Mapuna [14] Ta iHmmx.

OjiHaKk He3BaKAIOYM Ha MAacIITA0HICTh HAYKOBUX JIOCHI/PKEHb MUTAHHS 3aCTOCYBaHHS TEXHOJIOTIN
[HTepHeTy pedeii 11 onTUMI3AIIi{ JTOTICTUKY B CLIIBCHKOMY TOCIIOAPCTBI HE BUKIIMKAE CYMHIBIB.

ITocTaHoBKa 3aBaaHHsl. MeToO POOOTH € JOCHIPKEHHS IPUHLUITB 3aCTOCYBaHHS TEXHOJOT1H
IHTepHETY pedeit s onTUMI3allii JTOTICTUKH B CITbCHKOMY TOCTIOZAPCTRI.

BukianeHHs1 0CHOBHOTO MaTepiaJy AocaiakeHHs. EnekTpoHHa TOPriBIls CBIXKHMH MTPOAYKTaMU
03Ha4Ya€ BUKOPUCTAHHS EIEKTPOHHOT KOMEpLii AJIs MPSIMOTo MPOJaKy CBIXHMX NPOAyKTiB B IHTepHeTi. o
CBIXHMX TPOAYKTIB BITHOCATHCS CBiXKI OBOYI Ta (GpykTH. PHHOK e€NEeKTpOHHOI TOPTIBNI CBIXUMH
MPOJIYKTaMHU Xap4yyBaHHS Ma€ BelIM4e3HUi moTeHiian. Bin Mae Benuky 6a3y NCeBIIOHIMIB, HOTO YacTKa Ha
PHHKY HHU3bKa, 1 HOr0 MOMIIMBOCTI JUIsSl BJOCKOHAJICHHS OYEBH/IHI.

EnexTpoHHa TOPriBisi CBIKMMHU NPOIYKTAMH ONITUMI3Y€ JIAHLIIOT ITIOCTaBOK, 3a0e3euye JIOTiCTUKY
XOJIOJTHOT'O JIAHIIIOra, MIABMIIYE MPO30pICTh iH(OpMAIi Ta JOCTaBISIE CBDKI MPOAYKTH CIIOXKHBAUYaM
e(eKTUBHO Ta MPo30po. JIOricTHKa XO0JIOJ0BOrO JIAHIIOra CLIBCHKOTOCIIOAAPCHKOT MPOAYKIIT 3a CBOEO
CYTTIO SIBJISIE COOOIO T€, 110 CBIXkI1 CUTECHKOTOCTIOAAPCHKI MPOIYKTH, TaKi SIK M’SICO, ITHLS, BOJHI IPOIYKTH,
¢pykTH, OBOUi, AHNA ToOWO, 3i0paHi 3 Micus BUPOOHHMITBA, a MOTIM HepepoOseHi. 30epiraHHs,
TPAHCIOPTYBAHHS, PO3MOBCIO/KEHHS, PO3/IpiOHA TOPTIBIIS Ta IHIN JIAHKH 3aBXKIH 3HAXOJATHCS Y
BiJITIOBIZTHOMY CEPEIOBUINI 3 HU3BKUM TEMIIEPATypHUM KOHTPOJIEM, 00 MaKCHMAIBHO 3a0e3MeYHTH
SAKICTh MpoAyKUii Ta Oe3meKy fKOCTi, 3MEHIIMTH BTpaTh Ta 3amo0irtu 3abpyaHeHHro. Jlorictuka
XOJIOJIOBOT'O JIAHIIIOTA CBIKOT CLIIbCHKOTOCIIONAPCHKOI MIPOAYKIIIT € CHCTEMHHMM MPOEKTOM, SIKUi IoTpedye
MIATPUMKH ~ BUPOOHWKIB  TPOAYKIi a00  KOOMEepaTHBiB, CLIBCHKOTOCIOJAPCHKUX  acollialil,
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IACTPUO IOTOPIB TOIIO, € JIOTICTHKOI XOJOIOBOTO JIAHIIOTAa BCHOTO JIAHIIOTA IIOCTAaBOK Bix
CIITBCHKOTOCIIONAPCHKUX YTiAb IO CIIOKHUBAIB.

[NepmoveproBum 3aBAaHHAM € 3a0€3MeUeHHS KOCTI CUTBCHKOTOCHOAAPCHKOT MPOAYKITii.

Oco0MHMBOCTI eeKTPOHHOT KOMEPIIii Ta IIBUAKOIICYBHIH XapakTep CBIXKOI CLITbCHKOTOCIIOIAPCHKOT
MPOAYKIii BU3HAYAIOTH, IO JIOTICTUKA Ta TPAHCHOPTYBAaHHS CBIXKOI CUTBCHKOTOCIIOAAPCHKOT MPOTYKITil
BiZPI3HSIOTBCS BiJ 3aranbHoi JoricTukH. [IopiBHSAHO 3 MOKyNKaMu OBOYIB y (i3WYHHMX MarasuHax Ha
PHHKY, €JIEKTPOHHA KOMEPLisl 30BCIM iHIIa yepes ii BipTyanbHHU Xapakrep. CriokuBadi, sSIKi 3aMOBIISIIOTH
CBIXI CUTBCHKOTOCTIOAAPCHKI MIPOAYKTH, TaKi K 0BOYi Ta (GpyKTH B [HTEpHETI, HEBUANMI Ta HEBIMUYTHI.
Bonu Bnepiie cnoxkuBatoth. [Ipuabatu ToBap MOXHa JIMIIE Yepe3 AeTali ONUCY MPOAYKTY abo OIIHKY,
TOMY TIEpUIMK CIIOKUBYMK NOCBIJ MyXKe BAKIMBHMN, 3aJIEKHO Bijl IKOCTI CAaMUX CUTBCHKOTOCTIOAAPCHKHX
MPOAYKTiB. Bij ciIbChKOTOCIIONapChKOI MPOAYKINii Ha MOJSAX A0 CIIOKMBAYIB, Y BCIH ITiil JIaHIIl JIAHIFOTa
MOCTaYaHHS BUKOPHUCTOBYETHCS Bi3yaibHa CHCTEMA YIPaBIiHAA iHPOPMAaIIi€lo eeKTPOHHOI KOMepIIii, o0
3a0e3MeYNTH KOHTPOJIBOBAHUK CTaH sKOCTi mpoaykuii. Lle myske momomarae CriokuBadyaM y CTBOPEHHI
iH(hopMartii mpo MOKynKu B [HTepHETI.

Uepes Te, M0 TOBapW IIBHIKO TICYIOTHCS, TEPMiH 30epiraHHsi CBIKHX CLIbCHKOTOCTIOIAPCHKUX
NPOAYKTIB € BiTHOCHO KOPOTKHMM. JIIOJM MpH MOKYIIi 3BEPTAIOTh YBary Ha Te€, Yd CBiXKI MPOAYKTH.
[MoTpiOHa mBHAKAa Ta CBOEYACHA JIOTiCTHMKA Ta PO3MOJLN, a 4ac POOOTH MpoIecy MOCTadaHHS CBLKOI
npoAykiii Mae OyTr MiHiManbHUM. CBIXKICTh MPOYKTY MOKE OyTH rapaHTOBaHA, THM CAMHFM ITi IBUIIYIOUH
3aJI0BOJICHICTh KJII€HTIB 1 nocBia. KpiM TOro, moTtouHi HUIbOBI KIIIEHTH €IEKTPOHHOI TOPTIBII CBIXKOIO
CLIIBCHKOTOCTIOAPCHKOIO MTPOAYKIIEI0 — IIe B OCHOBHOMY O(Q)iCHI MPALliBHUKH, 1 iX 4aC OTPUMaHHS 3HAYHO
00OMeXeHHIA, TI0 BUCYBa€ BUIII BUMOTH [0 JIOTICTHKH Ta PO3MOIUTY CUTECHKOTOCTIONAPCHKOT MPOMYKITii.
[ro mpobieMy BUPIIIYIOTH 1 MiAIPUEMCTBA.

3 ormsay Ha crenudiky TpaHCIOPTYBaHHS BaHTaXiB, TEXHOJOTis 30epiraHHs, MaKyBaHHS,
TPaHCHOPTYBAaHHS Ta iHINI JIAHKK O€3MOCepeAHbO BIUIMBATHUMYTh Ha SIKICTh CBDXOI mpoaykuii. bararo
CBDXKUX CIITBCHKOTOCIIOIAPCHKUX MPOIYKTIB MAIOTh BUCOKHI BMICT BOJIM Ta KOPOTKHUHU Tepiof] 30epiranHs.
ToMy B JIOTICTHYHIA CHCTEMi XOJIOJAOBOTO JIAHIIOra HEOOXiIHO BHKOPHCTOBYBATH CIHEHIaJIbHI
pedprkepaTopHi TpaHCTIOPTHI 3aco0u. OCKUIBKM IHCTPYMEHTH JUIsl TPAaHCIIOPTYBAaHHS CICLiadbHO
BUATOTOBJICHI BIJIOBITHO 1O XapaKTEPHCTUK BaHTaXy, BOHU IMOBWHHI OyTH BIiAMOBiOHO 0O0NamHaHI
CKJIaJIaMH st 30epiraHHs MpH HU3bKil TeMIIepaTypi, SIIMKaMH U1 KOHCEPBYBaHHS Xap4OBHX MPOIYKTIB
1 pepprxkeparopamu. TaKuM YHHOM, TEXHOJIOTISI TPAHCIIOPTYBaHHS Ta 0018 JHAHHS 00MEXKEH] KOPCTKUMH
yMOBaMH, O€3MOCEPEHBO IMOB’S3aHMMH 31 CBIKICTIO TMPOMYKTIB, MO0 CBIXICTh TPOAYKTIB MOTIa
HiITPUMYBATHCS TTi]] 4ac MPOIECy TPAaHCHOPTYBAHHSI.

Touku CIIOXKMBaHHSA JOMOTOCIOIAPCTB PO3KHAaHI reorpadivyHo, HANPUKIAA IO MICTY, IO
MPHU3BOJUTH 10 MAaKCHMi3allil TOYOK PO3MOJALITY Ta YCKJIAJHIOE po3noaii. Ha BigMiHy Bij TpaauiliiiHOTO
po3noiLTy AUCTPHO IOTOPIB XapYOBUX MPOAYKTIB Yy BEIHKI CylIepMapKeTH Ta PUHKH, IIi TOYKH JIOTiCTUKA
po3ocepelikeHi, 00CsIT TOCTAaBKH BEJNWKHUH, BapTICTh BIJIHOCHO HH3bKA, a JIOTICTHYHUN MapUIpyT JIETKO
crulanyBaTH. He3axkarouu Ha BHIE€3a3HAYCHI MPOOJIEMH, PO3IO/LT CLILCHKOTOCHIOAAPCHKOI MPOAYKIIii B
paMKax eJeKTPOHHOI KOMepIlii MIHiCHO ckopouye OaraTo 3B’s3KiB 00iry Ta MigBUIIyE e()eKTHBHICTH
MOPIBHSHO 3 TPAAULIIHHOIO MOJIEILTIO.

3acrocyBaHHs [HTEpHETY peyeil Ha Pi3HUX eTanax JIOTICTUKU XOJIOJI0BOTO JIAHIIOTA €IeKTPOHHOT
KOMEPpLIT CBDKUX MPOAYKTIB Xap4yBaHHs CLILCHKOTOCHOAAPCHKOI IPOAYKIIiT € EKOHOMIYHO BHITPABIAHHM.

CBika CUTbCHKOTOCTIOJAPChKA TPOAYKIS Mae€ O3HAKH IIBUIKOIICYBHOCTI Ta 00OB’SI3KOBOCTI
BpaxyBaHHs TEPMiHIB JOCTaBKH. TakMM YHHOM, y OCHOBHHMX 3B’S3KaX BHPOOHHMIITBA, 30epiraHHs,
TPAHCHOPTYBAaHHS Ta NPOJAXYy, BKIIOYEHUX JO JIOTICTHKHA XOJIOJIOBOTO JIAHIIOra, [HTEpHET pedei
BUKOPUCTOBYETBbCA  JAJsl  ONTUMI3allii CHCTEMH JIOTICTUKM  XOJOJOBOTO  JIAHLIOIa  CBDKHX
CLTBCHKOTOCTIOIAPCHKUX TPOAYKTIB MPOTATOM YChOTO Mpoliecy. [HTepHET pedell BUKOPUCTOBYETHCS B
JIOTICTHYHIA TPAHCIOPTHIA CHCTEMi XOJIOJOBOIO JIAHIIOra CUILCHKOTOCIIOAAPCHKOT MPOMYKINT st
peamizanii BchOro mnporecy Bizyalizamlil JIOTICTUYHOTO TPAHCIOPTYBAaHHS XOJOAHOTO JIaHLOTa IS
MiABUIICHHS €(EeKTHUBHOCTI TPAHCIOPTYBaHHS Ta 3a0e3ledeHHs] JIOTICTUYHOI CHUCTEMH XOJIOJOBOTO
JIAHITIOTA.

OCKIJIbKY MEPIIOUEProBuii eTam 00poOKH CiIbChbKOr0CIIOAaPChKOT IPOAYKIIIT 3HAXOAUTHCS JTAIEKO
BiJl CIIOKMBA4iB, €JIEKTPOHHA TOPTiBJIS CBDKMUMH MPOAYKTAMH XapuyBaHHS Ta CIIOXKHBadli 4acTo He
3BEPTAlOTh YBard Ha HOTO pOJb y JIAHIFOKKY IOCTA4aHHs, 10 MPU3BOJUTH JIO HECKIHUECHHOI MeTdi
HaJIMIpHUX 1HBECTHIIH B ocTaHHii eram. [lepmwuii ertam Mae BeJlWKe 3HAYEHHS Y BCHOMY JIAHIFOXKKY
MOCTaBOK. 3alpOBaKYIOUN KOMIUIEKCHY CUCTEMY YIPaBIiHHA SKICTIO, ONEPEAHI KOHTPOIb POOUTHCS
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TaKUM YHHOM, 00 e(PEeKT KOHTPONIO Ta EKOHOMis KOIITIB 3HAYHO IOKPAIIWIWCS TOPIBHIHO 3
MTOCTKOHTPOJIEM, a TAKOXK PEealli3yeThCsI IIOBHE YIPABIIHHS — ONTHMI3aIis cucTeMu. Temmeparypa cBixkoi
CLIBCBKOTOCTIONAPCHKOI MPOAYKIIiT MIBUIKO 3HIKYETHCS O ONTUMAIBHOT TeMIlepaTypu 30epiranHs micyst
300py, 10 HA3UBAETHCA TIOMIEPETHIM OXOIOIKEHHIM Ha BUpOOHHIITBI. [lonepeHe 0XomoIKeHHS Ha MiCITi
BHPOOHUITBA MOXE €(EeKTHBHO 30€perTd CBIKICTh MPOAYKTY Ta IOJOBXKHUTH TEPMiH TNPHAATHOCTI,
3MEHIIMBIIX HOTO BTpaTH B mpolieci 00iry. Y peansHOMY 0i3HeECi, OCKIIBKH AesKi KOMIaHii moOo0ThC,
IO L JaHKa 30UIBIINTE BapTiCTh JIOTICTHUKHM XOJIOJOBOTO JIaHIora, Maike 80% CiIbCbKOrOCTIoAapchKOl
MIPOJYKIIii MMOTpAIUISE B JIAaHKY 00iry Oe3mocepeHb0 6e3 MOepeTHbOT0 OXO0I0KEHHSI.

3aBasSKM 3aCTOCYBaHHIO [HTEepHETY peuell CiIbChbKOTOCIONAPChKI MPOLYKTH MOKHA MOTEPEIHBO
OXOJIOAKYBaTH OJpa3y Micist 30MpaHHs, 1100 KOHTPOIIOBATH BECH MpOLEC, 00 MOXkHA Oyll0 epeKTHBHO
3MEHIIUTH BTPATH CITBCHKOTOCTIONAPCHKOi mpoaykiii. CydacHi TEXHOIOTIT MOMepeHhOT0 OXOI0IKEHHS
B OCHOBHOMY BKIJIFOYAIOTh MOTIEPEIHE OXOJOKCHHS XOJOJIHOTO 30epiraHHs, MOMEPEHE OXOJOKCHHS
JLOJIOM, TIOTIEPEAHE OXOJIOPKEHHSI OBITPSM, MTOTIEPEIHE OXOJIOHKEHHS BOJIOI0, IONIEPEAHE OXOIOMKEHHS
y Bakyymi Tomio. Cepes HIX TEXHOJIOTi IMONePeaHHOr0 OXOIOKEHHS Yy BAKyyMi € HaHOUIBIIT TOITHUPEHO0.
I{# TexHOMOTIS JO3BOJIE MIBUKO BUIIAPOBYBATH BOAY B YMOBaxX BakyyMmy, ¢()EKTHBHO 3a0€3MECUyrOUH
CBIXKICTb 1 IKICTh IPOAYKTY. OCHOBHE IPU3HAYCHHS 11i€T TEXHOJIOTI] — IBUIKE OXOJIO/HKCHHS IIPOIYKTY JI0
3aJjaHo1 TeMIeparypH, mojansiia o0podka, 30epiraHHs, TPAHCIIOPTYBAaHHS Ta pealtizallis.

[Ticist momepeTHBOTO OXOJOKEHHS CUTECHKOTOCTIONAPCHKUX MPOAYKTIB iX TEPMiH MPHUIATHOCTI,
CBIXICTh, TOIIO OyJae JMOBIIUM, HDK JIO IMONEPEAHBOIO OXOJIOJKCHHS. BiIMOBiJHE MakyBaHHS CBIKHX
CLIBCBKOTOCTIONAPCHKUX MPOIYKTIB MICHS MOMEPEAHBOTO0 OXOJOPKECHHS € HEe3aMiHHUM, OCOOJIHMBO IS
CJICKTPOHHOT KOMEpIIii CBIXKHMX MPOMYKTIB, KA BHMAra€ JICTKOTO, IMBUAKOIO Ta MPOCTOr0 MaKyBaHHS
MPOJYKTIiB, a TaKOXX MOXKe 30epiraTe CBLKICTh mpoTAroM TpuBanoro yacy. Cepen 0araTbOX METOIIB
YIaKOBKH yMaKoBKa B Moau(ikoBaHii atMochepi Moxke e()EeKTHBHO 3aJI0BOJBHUTH KOHKPETHI BUMOTH
KOMIIaHi{ eJIeKTPOHHOI TOPTiBIIi CBIXKUMH MIPOAYKTaAMHU

I1ig gac monepeAHHOTO OXOJIOKEHHS Ha MiCIli BUPOOHUIITBA, OOpOOKH Ta MakyBaHHS HEOOXiTHO
30upatu pizHy iHGOPMAIIIIO PO CUTLCHKOTOCTIOAAPCHKY MPOIYKIIiI0, BKIIOYA0UH 1HPOPMAIIIFO PO MICIIE
MOXOJKEHHsI, iH(OopMalilo Mpo MPOAYKT, iH(opMalilo Mpo ymakoBKY Ta iHdopMamio mpo depmepa.
3i0pani nani € BUpoOHHMUMME (haliimaMu, IO 3aBaHTAXKYIOTHCS B iHGOpMAIiiiHY cHCcTEMY BHPOOHHYOTO
i IIPUEMCTBA JJIS TIOJIETIICHHS ITOAAJBIINX 3aMUTIiB 010 iH(opMarllii mpo npoaykT. [Hpopmartiro MoxxkHa
Mepe/IaBaTH B PEXKUMI peasibHOrO Yacy, 11100 MoXKHa OyJI0 BiJICTEXKYBaTH BECh IPOIIEC 300py BpOXKar Ta
MOTIEPETHBOTO OXOJOKEHHS B PEXKHMI PEalIbHOTO Yacy, a TaKOX 3aBEPIINTH Mpoliec 300py iHPopmMaIrii
Ta BiZICTeEHHSI HA IIbOMY €Talli, sIK [T0Ka3aHo B Tadur. 1.

Tabmus 1 — 36ip iHgopmariii Ta obsaiHAHHS Ha eTari 300py BpoXKaro

ITocunanus 36ip maHuX Heo0Oxinni [HTEpHET-TEXHOIOTI]
[Hcmektiitai naHi 360py

36ip Ig(bopMauiﬂ PO CBIXKY EnextpoHHa MiTKa Ta 3UUTyBau

CLIIBCBKOIOCIIOAAPCHKY «RFID»
npoaykiiro «RFIDy
[Monepe/iHe OXONOKESHHS Indopmariis mpo TemnepaTypy JlaTumk Temneparypu
[MakyBanbHi MaTepianu, 4ac .

. EnexTpoHHa MiTKa Ta 34MTyBa4

OO0OpoOKa Ta maKyBaHHs 00po0KH, poboUMii IEPCOHAN Ta «RFID»
iHmIa indopMmartis

Po3nofinn  cBixkOi CUTLCHKOTOCHONAPCHKOT MPOJYKIIIT 3HAYHO BIJPI3HSIETHCS BiJi 3BHYAWHUX
npoaykTiB. OOMEXeHHs TpaAuLidHOI JIOTicTUYHOi AWCTpUOYyLii B OCHOBHOMY BioOpa)KaroTbCs B
MOTAaHOMY 3B’SI3Ky MDK DPi3HMMH JIaHKaMH AMCTPUOYILii, HEMOXJIMBOCTI JOCAITH €(PEKTHBHOIO 300py
iH(popMaIlil Ta HU3bKUX MOXKJIMBOCTSAX B3a€MO/III, @ TAKOX HE3IaTHOCTI BYACHO 3PO3YMITH CEpPEIOBHUIIEC
TPaHCHOPTYBAHHS TOBAPIB Y JOPO3i, III0 MOXKE JIETKO MPU3BECTH J0 BUIIIOTO PiBHS MOIIKOPKEHHS BAHTAKY.
e cnpuuunsie 3a0pyJHEHHIO XapyOBHX MPOIYKTIB, IIO BIUIUBAE Ha SKICTh CIILCHKOIOCIIOAAPCHKOT
MPOJIYKIIii, CEPHO3HO 3arpoKye Oe3melli CIIOKUBAYiB 1 MPU3BOAUTH 10 HU3BKOTO PIiBHS 3aJI0BOJICHOCTI
KITieHTiB. TaKMM YMHOM, KITFOUOBUM MTUTAHHSM, SIK€ HEOOX1IHO TEPMIHOBO BHPIIIUTH B TPOIIECI PO3BUTKY
€JIEKTPOHHOI KOMEpLii CBIXHX MPOAYKTIB, € pealizallisi BChOro X0JI00BOI0 JIAHLIOTa TPAHCIIOPTYBAHHS
CLIBCBKOrOCNOAapCchKoi MpoayKii. 3 Touku 30py MailOyTHBOI TEHIEHIIT PO3BUTKY [HTEpHET-TEXHOIIOTIH,
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noOynoBa iHGOpPMAIIITHOT CHCTEMH 3alUTIB MIOAO BIJCTEXKEHHS XOJIOJOBOTO JIAHIIOTAa € KIFOYOBOIO
JIAHKOIO B pearizamii [HTepHeT-TeXHOIIOTI{ B JIOTICTHIII Ta TPAHCTIOPTYBaHHI XOJI0JJOBOTO JIAHITIOTA.

VYaoCcKOHaIEHHsI MOHITOPHHTY BCHOTO TpOIECY JAOMOMOXE ypsiAy Ta  BiINOBITHUM
JlenapTaMeHTaM, eIeKTPOHHINA TOPTiBIIl CBIKUMHU IPOAYKTAMH XapayBaHHS, IMiIPUEMCTBAM 3 IEPEPOOKH
CLITBCHKOTOCIIONAPCHKOI TPOTYKIIil, JIOTICTUYHIN TaTy3i XOJIOJI0BOTO JIAHITIOTa Ta CIIOKHBAadYaM BHSBIISITH,
KOHTPOJIIOBATH Ta KOHTPOJIIOBATH JOTiCTHYHY AisUTbHICTh CUTLCHKOTOCTIOAAPCHKOT MPOAYKITiT.

[Ilo6 mobymyBaTh cHCTeMy 3amuTiB MO0 BiJCTEXKEHHS JIOTICTUKM XOJOJOBOrO JaHIIOra 3a
nmoroMororo [HTepHETY pedel, JaTYUKK TeMIlepaTypy Ta BOJOTOCTI MOBWHHI OyTH BCTAaHOBIIEHI B yCiX
HanpsIMKax pegprxeparopa, o0 BiH Mir TOUHO 30upatu iHoOpMaIiio B pedprkepaTopi Ta CKaHYBaTH
YIIaKOBKY MpoAaykTy 3a nomomororo «RFID». Etuketka «Temmneparypa Ta BOJOTicTh» (paxioyacToTHa
imeHTH(dIKaIisa) MOXKe TOCTIHO KOHTPOIOBATH TEMIIEPATypy Ta BOJOTICTH ToBapy. Llg iHdopmaris He
TiBKK OyJle TepenaHa Ha KOMIT IOTep abo TepMmiHai MOOUTEHOTO TenedoHy B KaliHi, alne TakoX pi3Hi
BIJICTOKYBaHl JaHi OyayTh MepelaHi Ha3aj [0 BiJJaJCHOrO IEHTPY MOHITOPHHTY 4Yepe3 METOJ
6e3aporoBoro 3B’s3ky «GPRS» (3aranpHa cimy:x0a makeTHOI pajionepenadi).

MOHITOpPHHT TeMIIepaTypyd Ta BOJIOTOCTI pedpIKepaTopHOI BaHTAKIBKH B PEXUMI PealbHOTO
yacy, MpH BUHUKHEHHI PI3HUX HECMO/AIBaHUX CUTYyalliil cHcTeMa HeraiHO BUAACTh CHTHAJl TPUBOTH Ta
HETalfHO TMOBIIOMHTH BOAIsL, 1100 TMPUIHATH BiANOBIIHI OMEPAaTUBHI 3aXOAH, SIKI MOXYTb YHUKHYTH
BCUIIKUX HEMOTPiOHMX BTpaT y 4yaci. Kpim Toro, cucrema mosuitionyBants Ta Biacrexxerns «GPSy» (Global
Positioning System) BCTaHOBJICHA Ha pedpHIKEPATOPHOMY TPAHCIIOPTHOMY 3ac00i, 1100 OTPUMATH TOYHE
MICIIe3HaXO/IPKEHHS, HOMEP TPYITH TPAHCIIOPTHOTO 3aco0y, poOoUHii CTaH i JOPOXKHI YMOBH B PEATbHOMY
yaci U1 BU3HAYCHHS MiCIIe3HAaXO0/KEHHS Ta BiJICTEXXEHHS TPAHCIIOPTHOTO 3ac00y, 100 IepeKOHATHCS, IO
BiH mpuOyB BuacHO. HapemTi, Ha BaHTaXiBKy-peprxepaTop MOKHa BCTaHOBUTH cuctemy «I'IC»
(reoindopmariiitna cucrema). 3a  JOMOMOTOK  OE3ApPOTOBOI  Mepefadi  MOXKHA  BIJICTEKYBATH
MICIIE3HaXO0PKEHHS aBTOMOOIISI B PEXKUMI peaJIbHOTO Yacy, a BiJIOBIHI 1aHi MOXHA TIepeIaBaTH B IICHTP
MOHITOPHHTY B PEXHUMIi pPEalbHOTO Yacy.

Hapmanwii moauHo-MammHANE iHTEpdeiic € TpadiuHuM 1 JocTymHUM Ajst poboTu. TakuM YrHOM,
BiH MOYE CTEXKHTH 32 PI3HUMH TPAHCIOPTHUMH 3ac00aMHU B PEXHMi PeajbHOTO 4acy, 301IbIIyBaTH Ta
3MEHIITyBaTH MacmTad 3a moTpedr Ta TOYHO BifoOpaXKaTH MiCIIE3HAXOKEHHS TPAHCTIOPTHUX 3ac00iB y
peanbsHOMY 4aci. 3a TexHouorieto cuctemu «I'IC» B pexxnumi peabHOTO Yacy MOKHA BiJICIIIKOBYBAaTH CTaH
pyxy mo Bciii moposi. [loTiM [yis po3paxyHKy MOKHa OTpUMaTH iHQopMmarmiro Ta JaHi, Taki SK
BaHTaXOMTHOMHICTh TPaHCIOPTHOTO 3aco0y, pO3MIp THITy TPAHCIIOPTHOTO 3acoly, MicIle JOCTaBKH,
aZpeca KII€HTa Ta JOPOKHI YMOBH B peallbHOMY dYaci. 3aBIsSKd IIBUAKIA 0OpOOIll MaHWX BiH MOXe
ABTOMAaTHYHO BHOMpATH ONTUMAlbHUN MapHIpyT pO3MOMAINY, CIPSIMOBYBAaTH IIOTIK BaHTaXiB,
MOKpaIyBaTd e()EeKTUBHICTh TPAaHCIOPTYBaHHS Ta 3MEHIIYBATH BHUTPAaTH Ha JOTicTHUKY. KoHkpeTHWit
npolec noka3anuit Ha puc. 1.

Etan mpoaaxxy € OCTaHHIM Y JIOTICTHII XOJIOJOBOIO JIAHIFOTa CBIKHMX CLILCHKOTOCIIOAAPChKUX
MPOJIYKTIB €JIEKTPOHHOT KOMEPIIii, a TAKOX €IWHOIO JIAHKOIO, JIe CII0KMBayi 0e31mocepelHb0 KOHTAKTYIOTh
13 mpoaykToM. CriokuBayi BUKOPUCTOBYBAaTUMYTh Pi3HI METOIH, 1100 NEPEBIPUTH, YH € IPOAYKLIiS CBIKOIO
YH 31IICOBAHOI0. SIKIIIO JIAHIIIOT TIPOAAXKiB PO3iPBETHCS, 1€ BIUIMHE HA SKICTh MPOIYKTY Ta ICTOTHO 3HU3HUTh
penyTariito npojaasiist. ToMy Bce Il HEOOX1THO KOHTPOJIFOBATH HOr0 SKICTh 1 JIaHI 3BOPOTHOIO 3B 3Ky Ha
3aBepIIATBHOMY €Talli, 00 CTBOPUTH NOBHY CHCTEMY BIJIICTEKEHHS BiJ BUPOOHHMITBA 0 MPOJAXKY.
30yToBa NaHKa HE iCHY€E 130J1bOBAHO, a TICHO MOB’s3aHa 3 BUPOOHHULITBOM i 0OpPOOKOIO, CKIIaTyBaHHSM,
TPAHCIIOPTYBAHHAM 1 PO3MOALIOM CBDKOI CIIBCHKOTOCIIOAAPCHKOT MPOAYKIII B JIONICTHIN XOJOI0BOIO
nanirora. Ha erami npojaxy cBixoi ClIbCHKOIOCTIOAAPCHKOT MPOAYKITIT TPO/IABIIl MOBUHHI IEPEBIPUTH, YU
TeMIeparypa OXOJIO[DKEHHs B pedprKepaTOpHOMY TpPaHCIOPTHOMY 3aco0i BiANOBiTae CTaHAApPTY
TEMIIepaTypu TPAHCIOPTYBAaHHS, BCTAHOBICHOMY JUIS TPAaHCIIOPTOBAHOTO TPOIYKTY, 1 MEPEBIPUTH, YU
BIJINIOBi/1a€ OCHOBHA iH(OPMAIIis PO MAPTIIO MPOITYKTIB.
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Puc. 1. JloricTika X0JI0OBOTO JIAHIIIOTA Ta MPOIEC PO3MOILTY ClIECHKOTOCTIOAAPCHKOT MPOIYKITT
Ha OCHOBI [HTEepHeTY peueit

Enextponni mitkn «RFID» Ha ymakoBIi TpPOXYKTY NEpPETBOPIOIOTHCS Ha IMTPUX-KOTH abo
JTBOBUMIpHI KOJU, IO 3pYYHO JJIS KIIEHTIB, 00 3amUTyBaTH iHGOPMAIIIO PO MPOIYKT Yepe3 MOOUTHHI
tenedoHn Ta iHmI TepMiHamu. [licns 3aBeplIeHHS TPOJNAXY CIIOKHBAa4i MOXYTh BHKOPHCTOBYBATH
MOOUTBHI TeneOHM Ta 1HII TEPMiHANM, 100 HAJICIaTH Micis NpoJaKHY iH(opMmarliro Ha BeO-caiT
npoaasis a0o B iHGopmauiiinuii ueHTp [HTEpHETY pedeit Xoa0aHoro NaHmora. LieHTp MOHITOpHHTY MOXKe
BHOCHTH MOKpAIIEHHsI HA OCHOBI 1H(OpMaIlii, OTpUMaHOT micysl POAAKY.

BucnoBku. Y po0OTi JOCIIPKEHO NMPUHIMIKA 3aCTOCYBAaHHS TEXHOJIOTiH [HTepHeTYy pedeit juis
ONTHMI3aIlii JIOTICTUKA B CLIBCHKOMY TOcmojapcTBi. BmpoBamxkeHHst [HTepHeTy peueil y JOTicTHKY
XOJIOZIOBOT'O JIAHLIIOTa Ta TPAHCHOPTYBAHHS CBIXO1 CIICHKOTOCTIONAPCHKOT NPOAYKIIii MOXKE IMOKPAIIUTH
PIBEHB JIOTICTHKH XOJIOZ0BOTO JIAHIIOTa Ta TPAHCIIOPTYBAHHS CBIXOi CIIIbCHKOTOCIIONAPCHKOT TPOTYKIIii.
[IpruckopeHHs PO3BUTKY JIOTICTUKH XOJOZOBOIO JIAHLIOTAa MOXE MOJOBXHTH TEPMiH IMPHUIOATHOCTI Ta
TEPMiH peatizallii CilIbCbKOTOCIOIAPCHKOI IPOAYKINIT Ta 3MEHIIUTH PiBEHb BTPAT MPU TPAHCIOPTYBaHHI
CLIBCBKOTOCTIONIAPCHKOI POYKIIii, 320€3MeuyroUuH MPH [OMY SIKICTb TPOIYKIIii, THM CAMHM 3MEHIITYIOUYH
BUTPaTH Ha JIOTICTHKY Ta 3a0e3leueHHs €KOHOMIYHOI BUTOAM BiJI €NEKTPOHHOI TOPTIBII CBIKUMH
MPOAYKTaMU XapdyBaHHA. 3aBASKM BHUKOPHCTAHHIO MEPEKEBUX TEXHOJIOTIH y JIOTICTHILI XOJIOJOBOTO
JIQHITIOTa CLIIBCHKOTOCIIOAPChKOI POAYKIIIT Ha 1ild OCHOBI OymyeThes IHTepHeT-iH(pOopMalliiiHa cucTema
XOJIOJIOBOTO JIAHI[IOra, OpIEHTOBaHA Ha OI3HEC-TIPOICCH, SIKA HAJA€ JOBIIKOBI BIJOMOCTI PO Te, SIK
peartizyBaTH BHCOKOIIBHIKICHY Ta €(EKTUBHY JIOTICTUKY XOJIOJOBOTO JIAHILIOTA IJISl TPAHCHOPTYBAaHHS
CBIKMX HPOJYKTiB. 3 HABEICHOTO BHUILE JOCITIHPKEHHS MOKHA CTBEPKYBATH, 1110 BAKOPUCTAHHS [HTEpHET-
TEXHOJIOTIH y JIOTICTHIII XOJ0J0BOTO JIAHITIOTA CBIXKOI CLIIbCHKOTOCTIONAPCHKOT MPOJTYKIIii MOXE CIIPHSITH
MIIBUIICHHIO €(PEKTUBHOCTI POOOTH JIOTICTUKK XOJIOJOBOIO JIAHIIOra Ta PEaTi3yBaTH BECh IPOLEC
Bi3yaJIbHOI'O MOHITOPHHTY Ta BiJICTEXEHHS. BpaxoBylodn 0COOIMBOCTI CBIXOiI CUTBCHKOIOCIOAAPCHKOT
MPOJAYKIIl, y 3acCTOCYBaHHI I[HTEpHET-TEXHOJIOTIH BECh MPOIEC BKIIOYAE 30ip BPOXKAK, TOMEPETHE
OXOJIO/DKEHHS TPOJYKTY, OOpOOKY Ta MMaKyBaHHs, TPAHCIOPTYBAHHS XOJOJOBOIO JIAHIIOTA Ta €Taru
MPOAaxy, sIKi MOETHYIOTBCS 3 MOJAEIUIIO TPUPIBHEBOI apXiTeKTypu IHTepHeTy pedel, 3aCHOBaHOTO Ha
OCHOBI TOOYJOBH Oi3HEC-TIPOIIECIB JIOTICTUKH XOJIOAOBOTO JIAHIFOTA, IO 3PEIITOI TNPHU3BEIE [0
(hopMyBaHHS CHCTEMH apXiTEeKTypH XOJI0J0BOIO JIaHIOra [HTepHeTy pedei.

[omanpuni AOCHiAKEHHA IPYHTYIOThCS Ha (DOpMyBaHHI CHUCTEMH apXiTEKTypH XOJOZOBOTO
naHutora [HTepHeTy pedeit U1 onTUMi3auii JOTiCTHKH B CLIBCBKOMY FOCHOAAPCTBI.
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Opecpka JieprkaBHA akaaeMis OyAiBHUIITBA Ta apxiTektypu, M. Ozxeca, Ykpaina

JOCAILIKEHHS MOKJIMBOCTEN TEOTH®OPMAIIMHUX TEXHOJIOITA JIJIsI
ABTOMATH30BAHOI'O CTBOPEHHSI I OHOBJIEHHS IU®POBUX TOIMMOIPAGIYHUX
IJIAHIB

Jlixea H.B., CraagnikoB B.B., Kouaociok A.A., KoucraurinoBa O.B. JociigkeHHsT MOKIUBOCTENH
reoiH(opManiifHUX TeXHOJIOTiH /1JIs1 ABTOMATH30BAHOI0 CTBOPEHHS i OHOBJIeHHs LU poBUX Tonorpadiynux miaHis. Mera
niei pobot — mpoananmizyBatH MoxiauBocTi ['IC-iHCTpyMmeHTapiro Id aBTOMAaTW3alii MpOLECIB CTBOPEHHS Ta OHOBIICHHS
nupoBHUX TomorpadivHuX MIaHiB. MeToanka JOCTiIKeHHs 0a3yeThCs Ha KOMIUIEKCHOMY aHali31 MOKJIMBOCTEH 3aCTOCYBaHHS
I'C rta nanineHa Ha BU3HAYCHHs HAWOILNBII eEKTHBHHUX PilleHb IIOJO aBTOMATH3alil poOoTH 3 IM(pPOBUMH TomOrpadiqHNIMU
IUTaHaMH. 3ajisiHi 3aralbHOHAYKOBI Ta CIIELiallbHi METOIM MOCITIDKEHHs, OOYMOBJICHI 3arajJbHOI0 METOI0 Ta JIOKAIBHUMHU
3aBnaHHsAMH. Pe3yabraTtH. ByB mnpoanamizoBanuii mocBix Bukopuctanss ['IC 1mst aBroMarH3amil NpoIeciB CTBOPEHHS Ta
OHOBJIEHHS IIU(POBHX TOHOrpadiuHKX IUIaHiB. BU3HaYeHI XapaKTEepUCTHKK Ta 0COOIMBOCTI 3acTocyBaHHs iHcTpyMeHTapito ['IC.
Po3po6ieHi muTaHHS KOMILIEKCHOTO MiIXOLy IO poOOTH 3 HUPOBHMH TOomorpadivyHUMH IUIaHAMHU 3 METOI0 yHigikamii Bcix
MPOIIECCIB Ta OTPUMAHHS SKICHUX pe3ynbTariB. PosrisHyra cuctema ArcGIS gk omHa 3 HaOUTBII MOMIMPEHUX y mpodeciitHiit
cdepi, OCKITPKM BOHA BIAMOBiZa€ CydaCHHM BHMOTaM BeAEHHA POOIT y mudpoBii kapTorpadii.. 3anmpornoHOBaHM aarOpUTM
3actocyBaHHA akTyanbHuX [IC mis pobotn 3 nudppoBuMH TOmOrpadiuHUMHU IUIAHAMH, MPOAEMOHCTPOBAHI MOXKIMBOCTI
BUKOPHUCTAHHA PI3HUX JDKEpeN AaHHX IS CTBOPEHH:, TOAANBIIO] AeTalli3allii Ta OHOBIICHHS Tomnorpadivaux mianis. Haykosa
HOBH3HAa Ta NpaKTHYHA 3HAYymlicTb. B poGoti cucremarnsoBani MoximBocTi ['IC cTOCOBHO X BHKOpPHCTaHHS [UIS
aBTOMaTHYHOTO CTBOPEHHS Ta OHOBICHHS LU(POBUX TOmOrpadiyHuX IUIaHiB. BHCHOBKH. 3 METOIO IMiJBHINEHHS SIKOCTI Ta
€KOHOMIYHOCTI TPOIIECiB OHOBJIEHHs ToHorpadiuHux KapT Oyio 3amporoHoBaHo BukopuctanHs ['IC-texHonoriit. B manomy
BUIMAJIKy BOHH € YHIBEPCATLHUMH 100 OTIPAIFOBAHHS Pi3HUX HA0OPiB iH(OpMaIlii, 0 CIIPOIYe MOAATBITY POOOTY, A03BOJISIOUN
BHOCHTH HOBI JJaHi Ha PeTyJsApHiil OCHOBI HaBiTh y MpOIEeCi KOPUCTYBaHHS KapTolo. [ MIBHAKOTO OTPUMAaHHS HOBHX JaHUX
BHKOPHCTOBYIOTHCSA METOH aepohoTo- Ta KOCMIdHOI 3HoMKH. Ix 06po6Ka Ta iHTerpamis B icHyl0dy mudpoBy KapTy BUKOHYETHCS
3a moromoroto iHcTpyMeHTiB ['IC. bazoBa nngpoBa kapTa roTyeThCsl HA OCHOBI BEKTOPH3aLlii KapT MOIEPEIHIX POKiB. AKTYaJIbHIAM
B IIbOMY TIPOLIECI € CTBOPEHHS €TAIOHHOI Mozewi 6a3u Tonorpadivaux nqanux (y BIIMOBIIHOCTI 10 MIXXHApOAHUX cTaHAapTiB ISO
19100). ITncrpymentr I'IC 103BOJISIFOTE TPAIIOBATH 3 HU(GPOBOIO OCHOBOIO, BHOCUTH B Hel KOPEKTHBH 33 JAaHUMHU aKTyalbHOT
3iioMkH. Byno Bu3HaueHO MakcuManbHy eeKTUBHICTD cepenoBuina ArcGIS s oHoBneHHs TomorpadivyHuX KapT.

Pesynprat poOOTH MOXYTh OyTH BHKOPHCTaHI B NPaKTHYHIM IisJIBHOCTI 3eMJIEYCTPOIO Ta MICBKOTO YHpaBJIiHHS,
KaJacTpoBOMy OOJIIKY, TYPUCTHUYHIH AisUIBHOCTI, y TPAHCIIOPTHIH, arpapHiii, BUIOOYBHIil Ta IHIIHMX Taly3sX BUPOOHHUIITBA.

Kawuosi cioBa: reoinpopmaniiiai cucremu (I'IC), mani aucranuiiinoro 3ougyBanHsA, ArcGIS, reomesis, mudposa
kaprorpadis.

Likhva N., Stadnikov V., Kolosyuk A., Konstantinova O. Research of the possibilities of geo-information systems
for the automated creation and update of digital topographic plans. The purpose of this work is to analyze the capabilities of
GIS tools for automating the processes of creating and updating digital topographic plans. The research methodology is based on
a comprehensive analysis of GIS application possibilities and is aimed at determining the most effective solutions for automating
work with digital topographic plans. General scientific and special research methods are used, determined by the general goal and
local tasks. The results. The experience of using GIS to automate the processes of creating and updating digital topoplans was
analyzed. The characteristics and features of the use of GIS tools are defined. Issues of a comprehensive approach to working with
digital topoplans have been developed in order to unify all processes and obtain quality results. The ArcGIS system is considered
as one of the most common in the professional sphere, as it meets the modern requirements of conducting work in digital
cartography. The proposed algorithm for using current GIS for working with digital topoplans, the possibilities of using various
data sources for creating, further detailing and updating topographic plans are demonstrated. Scientific novelty and practical
significance. The work systematizes the possibilities of GIS in relation to their use for automatic creation and updating of digital
topoplans. Conclusions. In order to improve the quality and cost-effectiveness of topographic map updating processes, the use of
GIS technologies was proposed. In this case, they are universal in processing different sets of information, which simplifies further
work, allowing to enter new data on a regular basis even in the process of using the card. Aerial and space survey methods are used
to quickly obtain new data. Their processing and integration into the existing digital map is carried out with the help of Gl tools.
The basic digital map is prepared on the basis of vectorization of maps of previous years. The creation of a reference model of the
topographic data base (in accordance with international standards ISO 19100) is relevant in this process. GIS tools allow you to
work with a digital basis, make corrections to it based on actual survey data. The maximum efficiency of the ArcGIS environment
for updating topographic maps was determined.
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The results of the work can be used in the practical activities of land management and city management, cadastral
accounting, tourism activities, in transport, agrarian, mining and other industries.

Keywords: geographic information systems (GIS), three-dimensional modeling, laser scanning, remote sensing data,
ArcGIS, geodesy, digital cartography.

Beryn. Y cygacHOMy CBiTiI aKTHBHO BIIPOBAIKYETHCSI BHKOPUCTAHHS HOBHX TeOiH(pOpMAaIiiTHIX
TEXHOJIOTIH y OiNBIIOCTI HAYKOBHX Tally3ed. 3araimbHa iHpopMmaTH3amist 1 KoMI'roTepu3allis 06yMoBHiIa
HEOOXI1THICTh CTBOPEHHS NU(POBHUX MOJICICH pi3HUX 00'€KTiB 1 sBui. OCTaHHIM YacOM 3HAYHO 3MIHUIIACS
METOAM, TEXHOJOril Ta 3acoOu 30MpaHHs, HAKOMWYEHHs, 30epiraHHs Tomorpado-reofAe3uyHux Ta
kaprorpadiuanx MatepianiB. Ha 3MiHy TpagumiitHuM TomorpadidHUM IUIaHAM NPUHAILTN ITUPPOBI
TonorpadiyHi KapTu Ta IUIaHU, IKi € OHOBJICHOIO BEPCI€I0 APYKOBAHMX KOIIiH, 1o Oyno ctBopeHo y 1960-
2010 pp. [Ipouec nepeBeicHAS B ITUGPOBY GOpMY PO3MOUYABCS HE TaK JaBHO, IO 00OYMOBITIOE aKTYaIIbHICTh
nmocmimkenHs. [Ipu ctBopeHHi nnppoBux TomorpadiyHAX KapT PO3PI3HAIOTH [BI MPOIEIypH: CTBOPEHHS
«3 HyIs» Ta oHOBIEHHA. TomorpadidHa cHTyallis MOCTIHHO 3MIHIOETHCS, IO MOTPEOy€e OMEepPaTHBHOTO
OHOBJICHHS TOMOTpaiYHUX TUIAHIB Ta KapT.

O0po0Oka TonorpadiyHux MaTepialiB € JOBOJI TPYAOMICTKUM mpoiiecoM. OCHOBHUMH HEI0TIKaMH
TPaIUIiHHUX METOJIIB CTBOPEHHS TOMOTpadidHMX IUIaHIB € BENIWYE3HI YacOBl BUTPATH, 3HAYHI BUTPATH
3ac001B BUPOOHMIITBA, HEOOXiAHICTh 3aTy4eHHs BEJIMKOI KiIbKOCTI kKBatiikoBaHux Qaxisii. Came ToMy
B JIaHW Yac Ha 3MiHY TPaAULiAHUM criocobaM CTBOPEHHS KapTorpadidHoi MpoayKIlii MPUIIIIOB MpoLeC
aBTOMAaTH3allii, MOOyJAOBaHNI Ha BUKOPWCTaHHI PI3HUX TeoiHPoOpMamiifHuX TexHosoriid. CTBOpeHHS Ta
OHOBJICHHS TOTMOTpadidHUX KapT BUKOHYETHCS 32 UITKO 3a3HAYEHOK B YKPAiHCHKOMY 3aKOHOIABCTBI
MPOLIEYPOIO HAa OCHOBI aepo(oTo- Ta KOCMIYHOI 3HOMKH MicueBocTi [3akoH Ykpainu «IIpo Tonorpado-
reoJIe3ndHy 1 KapTorpadiuHy mismpHICTEY, 1998; 3akon Ykpaiau «lIpo HamioHanbHy iH(QpacTpyKTypy
reornpocropoBux nanux» 2020; Knacudikarop inpopmarii, 1998; OcuosHi nonoxenns, 1999; [Toctanosa
KaGinetry MinictpiB Ykpainu, 2013]. s mBuakoi 0OpoOKu pe3ysbTaTiB BAKOPUCTOBYIOThCS aesiki ['IC
iHCTpyMeHTH Ta QyHKLIT aBTomMatu3anii [Kapnincekuii Ta iH., 2006].

B crnenianbHil miTeparypi MOXKHA BHAUTUTH KiJTbKa OCHOBHHX HAIPSMKIB JOCITIDKEHb Y paMKax
00paHOoi TeMaTHKH.

CraHoBmATh iHTepec myOdikamii, IO CTOCYIOTHCS TPUKIATHUX MOMEHTIB 3aCTOCYBaHHS
reoiH(opMaIliiHUX TEXHONOTIH Yy BY3BKHX Taly3siX [isUIbHOCTI, TaKMX $K MiChbKe IUIAHYBaHHA Ta
YIPaBIIiHHS, KaZacTpOBa CHUCTEMa, arpolpOMHCIOBHH KOMIUIEKC, OyIiBHHLTBO, BiliCbKOBa cgepa
[Kapmincekuii Ta iH., 2019; 3yokos, 2019; JIyTuun Ta iH., 2019; Jlixea Ta iH., 2022; JIynsoBa 1a iH., 2019;
Crapnikos B. Ta in., 2023].

OxpemMo MO)XKHa BHIUIUTH JOCIIJDKEHHS, CHPSAMOBAaHI Ha BHKOPUCTaHHS DPI3HUX TEXHOJIOTIH
oTpuMaHHs Janux Juist crBopeHHst ['1C. ABTopu onpaiboByIOTh METOIMKH IUCTAHIIITHOTO 30H/TyBaHHS 32
JIOTIOMOTO0 CY4acCHOI TeXHiKH, 00pOOKYy OTpUMaHUX MaTepialliB, MOXJIHMBOCTI YHi(iKallii BCiX mporecis
[AptemoB Ta iH., 2020; Kapmincekuii ta iH., 2018; Kapnincekuit ta iH., 2019; JlyasoBa Ta iH., 2019;
Jlazopenko-I'esens H. Ta in., 2021; Cragnikoa H.B. Ta in., 2021; Karpinskyi Yu. et al., 2020; Lazorenko-
Hevel N. et al., 2017].

JlocmiDkeHHS TIOKa3aslo, M0 HAalMEHII BUBUCHUMH € TNUTAHHS, TOB’S3aHI 3 MOIJIMBOCTSIMH
OTIepaTHUBHOTO OHOBJEHHA iH(opmarii Ha TomorpadiuHMX IIaHaX Ta KapraxX, M0 € Hapasi Iayxe
aKTyaJbHUM Y 3B’S3KY 3i IIBUKICTIO 3MiHHU peabHOT CUTYaIlii.

Meta. Metoro 1i€i pob0oTH € BH3HAYCHHS OCOONUBOCTEW BUKOpHCcTaHHs iHCTpyMmeHTIB ['IC mis

ABTOMAaTH30BaHOT'O CTBOPEHHS Ta OHOBJICHHA HU(PPOBUX TOMOrpadidHuX IUIAHIB.

Mertoauka. MeTtoauka TOCTDKEHHS MOOymIOBaHA Ha KOMIUIGKCHOMY aHaji3i MOXKIJIMBOCTEH
reoiHpOpMaIifHUX CHUCTEM Il aBTOMATH3allil TPOLECIB CTBOPEHHS Ta OHOBJCHHS IH(POBUX
tonorpadiyaux IwiaHiB. Omnucanuil aktyanbHMA iHcTpymenTapid ['IC, Bu3HaueHi 0cOOIMBOCTI HOro
3aCTOCYBaHHS UL OTPUMAaHHA MaKCUMAIBHOTO €EeKTY — CIIPOIICHHS Ta IPUCKOPEHHS BCIX TEXHOJIOTTYHUX
MPOLIECiB, 3a0€3MeUeHHs SIKOCTI KiHIIEBOrO pe3yibrary. Jl0JaTKOBO JOCHIIKEHA MOXKIMBICTh BBEICHHS
1HHOBAIIi} 3 MOSABOIO HOBUX PO3POOOK B Iii ray3i 3HAHb.

PesyabTaTu. Bumorn 1o ctBopeHHs TomorpadidyHuX KapT Ta IUIaHIB IMOCTYIOBO 3MiHIOIOTBHCS Ta
PO3BHBAIOTLCS, IO BIUIMBA€ HAa HEOOXIAHICTH IIJABHMIICHHS PIBHSA SKOCTI Ta CTaHAApPTIB y MpoIeci iX
surorosients [Karpinskyi Yu. et al., 2020]. [udposi meToau BUpOOHHUIITBA KapTOrpadidHUX MaTepiaiiB
Ha BIOMIHY METOZIB, IO 3aCTOCOBYBAJIWCH paHille, NO3BOJIMIM aBTOMATHU3YyBaTH BEJIMUYE3HUH 0OOCST
TPYIOMICTKUX MPOIIECIB pO3pOOKH Ta OHOBIICHHS ITU(PPOBUX TOMOrpadivHUX KapT:
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- aBTOMaTHUYHE BiTHOBJICHHS CTEPEOMOJIEINI 3a Pe3ybTaTaMy BUPIBHIOBaHHS (HOTOrpaMMETPUYHOI
MEpexi;

- aBTroMaTW4He (OpPMYyBaHHSI Ta Tpadidde BimoOpaxkeHHS O00'€KTIB 3 BHKOPHCTAHHIM
kapTorpadiyHUX MIa0JIOHIB I BCHOT'O MacIITaOHOTO PAIY;

- aBTOMAaTH3aLlisl IPOLIECiB KOHTPOJIIO SIKOCTI CTBOPIOBAHUX KapT;

- aBTOMAaTHYHE OTOTOKHEHHS TOYOK HAa €Tamax BHYTPINIHBOTO, B3a€MHOTO Ta 30BHIIIHBOTO
OpIEHTYBaHHS 3HIMKIB (POTOTpaMMETPHUIHOTO OJIOKY Ta OKpEMOI CTepeoIapH;

- aBTOMaTH4Ha 00YH0Ba (P POBOI MoAETi penbedy Mo peryIspHil Ta HeperyJsIpHii CiTLi, a TAKOX
10 TOPH30HTAIISIM;

- aBTOMaTWYHa TMOOyAOBa TOPH3OHTANCH 13 3aMaHMM IepepizoM penbedy, a TakoXK MoOydoBa
JOJATKOBUX TOPU30HTAIICH.

[Iporpamue 3a6e3neuenns ArcGIS moxxe OyTH BUKOPHUCTAaHO SIK iHCTPYMEHT U OOpOOKH aHHX,
aHajizy TomorpadidHux KapT i popMyBaHHS IITICHUX T€OTPOCTOPOBUX MAHHUX 32 JOMOMOTOIO CYKYITHHX
METO/IIB.

[lepen moyaTkoM POOIT CTBOPIOETHCS IM(PPOBA OCHOBA i MOOYMOBU TonorpadiyHux kapt. Js
[IbOTO BUKOPHCTOBYIOTb:

1. Buximui xaprorpadiuni marepiamu 1960-2010 pp. — BHKOHYIOTh CKaHYBAaHHS [iallO3MTHBIB
nocriitHoro 36epiranus ([I13), 3 akux OpyKyIOTh ManepoBi KapTH, 3 PO3AUTFHOIO 3aTHICTIO Osin3bko 800
dpi, mami 3a pacTpoBUMH 300paK€HHSIMH CTBOPIOIOTH IH(poBy KapTy. Ll TexHOmOris H03BOIISIE
BEKTOPU3YBaTH OUIBIY YaCTHHY 3MIiCTY KapTH B aBTOMaTHYHOMY pexkumi, Tomy mo JI13 mpencraBnsrors
co0o10 po3aiieHi 3a BMicTOM KapTu (penbed, rigporpadisi, 3anuBka Jjicy Ta rimporpadii, KoHTyp) Ta
noeaHaHi. L{1o TeXHOJIOTi10 BUKOPUCTOBYIOTH Auist Maciutabis 1:10000 - 1:1000000.

2. Marepianu Ha3eMHHX 3HOMOK: TaX€OMETPHUYHA 3MOMKaA - 3a3BUYAl I1e HEBEIMKI 32 po3MipaMu
TUTISTHKH, 3HOMKY SIKAX JOIIEHO BUKOHATH ITOJIFOBUM cITocoOoM. Jlam Ha ckaHepi, 0 T03BOJIsE CKaHyBaTH
kaprTorpagiuHi Marepiaii Ha >KOPCTKI OCHOBI, CKaHYIOThCS Marepiajii Ha3eMHOI 3HOMKHU, POOHMTHCS
MIPUB'SI3Ka Ta BEKTOPHU3AILisl paCTpiB.

3. CrepeoTonorpadiuauii METO - KapTa CTBOPIOETHCS «3 HYJIs», TaK caMo sK 1 11 akTyaji3amis
(OHOBTIEHHST), IO O3HAYa€ 3BEACHHS JI0 MIHIMYMY MOJBOBUX POOIT, OCKUIBKH MPAKTUYHO BCI MPOLETYPH
NPOBOJSTECS B KaMEpaIbHUX YMOBaX, MO0 pPOOUTH IMKI CTBOPEHHS TOHOrpadiuyHOi KapTH OibI
E€KOHOMIYHHIM.

3acrocyBaHHs HU(GPOBUX METOMIB 30epirac TpajWIiiHy TPHUETAMHICTh MPOIECY OHOBIICHHS
TonorpadivyHUX KapT Ta IUIaHiB: CTBOPEHHsI TONOrpadivHOi OCHOBH 32 MaTepiajaMy HOBOT aepo(OTO3HOMKH
y BUTIISII IM(GPOBOTO OPTOPOTOIUIAHA; HAKIIAJAHHSI MTOTIEPEIHBO BiICKAHOBAHOI Ta BEKTOPU30BAaHOI KapTH
Ha pactpoBe (hoTo300pakeHHs (hoTOoIUIaHy (IIPOBENCHHS BEKTOPH3Allii 32 PacTpOBUM 300paKeHHSIM
¢dorormany HOBHX O0'€KTiB, KOPHT'YBAaHHS iCHYIOUMX Ta BUSIBICHHS BTPAueHUX); OCTATOYHE HAHECEHHS
00'€KTiB, 1110 OHOBIIOIOTHCA 1 BUAAJICHHSI BTpadeHUX 00'€KTIB 3 OHOBJIIOBaHOI KapTH (puc. 1).

OmnosnenHs (a00 CTBOPEHHS «3 HYJs») HUPPOBHUX TomorpadivHuX KapT nependavae BUKOHAHHS
TaKUX OCHOBHHMX €TalliB POOiT:

Etan 1.

1.1. 36upaHHs 1OBiIKOBUX, JOJATKOBHX JaHUX 1 MaTepialiB.

1.2. ITiaroToBKa JOBiIKOBUX, A0AATKOBUX JJAHUX 1 MaTepiaiB.

Eran 2.

2.1. CTBOpeHHS €TaJOHHOT MOAENI HUPPOBHUX TOMOrpadiyHUX KaPT.

2.2. Bekropusauis (OHOBJEHHS) LU(PPOBHX TomorpadiyHux KapT BiINOBIJHO 10 BHU3HAYEHOI
METO/I0JIOT 1.

Eran 3.

3.1. bBaratopiBHeBa cucTeMa MEpPEBIPOK SKOCTI BEKTOpH3alii, Meperisia KaprorpadiuHUMH
pellaKTopaMu, BUITPABIICHHS TIOMIJIOK.

3.2. O1iHKa TOYHOCTI KOKHOTO HOMEHKJIATYPHOTO apKyllia.

3.3. 3BefeHHS CyMDKHUX HOMEHKJIATYPHHUX apKyIiB, CTBOPEHHS €AMHOI 0a3u JaHUX.

3.4. Ilepenaua Oa3u manux Ao [epkaBHoi ciry:xOu YKpaiHu 3 muTaHb reonesii, kaprorpadii Ta
KaJacTpy JUIs NOJabIIOT0 BUKOPUCTAHHS Ta PYKY THPKHUX BIJIOUTKIB.
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CyuacHi nu¢poBi TEXHOJOTii OHOBJIEHHS KapT 0a3ylOThCs HAa THUX e TEXHIYHHX 3aco0ax, II0
BUKOPUCTOBYIOTBCSI i 7151 iX CTBOPEHHSI.

OnorieHHs mHQPPoBOI TommorpadiyHoi KapTH BUKOHYETHCS 3a CTepeornapaM 3HIMKIB, OOMHOYHUMH
3HIMKaMH, OpTO(OTOIIaHAMH.

3 ypaxyBaHHSAM CHEIU(iKA OTPUMAHHS Ta 00pOOKH KOCMIYHHUX 300payKeHb HAWOUIBI €PEKTUBHO 3
iX JIOTIOMOTOIO BHPIIIYETHCS 3aBJAHHS OHOBIICHHS KOHTYPHOI YAaCTHHU KapTH. TEXHOJOTiI0 OHOBICHHS
€JICKTPOHHOI KapTH 3a 3HIMKaMH BHCOKOi PO3IiIBHOI 3AaTHOCTI Tepembadae HACTYITHI €TaIld: aHawli3
XapakTepy 3MiH KapTH, 10 OHOBIIIOETHCS, 32 KOCMIYHUMH 300payKeHHSMH; 3TYLICHHS OMOPHOT MEPEexki IS
Tparc(opMyBaHHS 3HIMKIB Ta aHaTiI3y TOYHOCTI KOCMIYHUX 3HIMKIiB; TpaHC(hOpMyBaHHSI KOCMIYHHAX 3HIMKIB
10 OMOPHMX TEOME3MYHUX TOUKAaX; ACMU(PYBaHHSI KOCMIUYHUX 3HIMKIB IMPHU OHOBJIEHHI TOMOTpadidHHX
wiaHiB MacmTady 1:2000-1:5000; monboBe 0OCTE)KEHHS; MEPEHECEHHs 3MiH 13 KOCMIUYHHMX 3HIMKIB Ha
€JIEKTPOHHY KapTy; peAaryBaHHs Ta OQOPMIICHHS YHOPSIHHIEKOTO OPUTiHAITY.

VY mporieci OHOBJIEHHSI KOHTypHA YacTHHA KapTH MPHUBOAUTHCS Y MOBHY BIMIMOBIIHICTH JO HOBHX
3HiMKiB. [Ipoliec OHOBIICHHSI 3BOJUTHCS O TPHOX BHIIB pOOIT: BHIIyueHHs 3 0a3u NaHHWX BiJCYTHIX Ha
3HIMKaXx 00'€KTIB; BKJIIOUYCHHS 70 0a3d HOBOCTBOPEHUX 00'€KTIB; BHECEHHS 3MiH JI0 CCMaHTHKHU.

I eTan
36ip posigKkoBuMX,

[04aTKOBUX AaHUX | maTepianis.

CrsopeHHA TonorpadivyHoi ocHOBM
33 maTepianamu Hoeoi aepodOTO3NOMKH [j> @
y Burnagi umdposoro oproboToniaHa.

MNigrotoeKa AoBiAKOBMUX,
[0A3aTKOBUX AaHUX | MaTepianis.

[ [
v IT eTan \ 4
HaknagaHHsa nonepeAHbo BifCKaHOBaHOI CrBopeHHs €Ta/IoHHOI MoAe
Ta BEKTOPU30BaHOI KapTK Ha pacTpose [j> uMdposmx TonorpadiuHmX KapT
doTo306pakeHHs boTonnaHy (NposeaeHHA @
BEKTOPM3aLlii 33 PacTPOBNUM 306paKEHHAM BekTopu3zauis (OHOBNEHHA) UMPPOBUX
1 - . . .
¢9T0”f'aHV HOBMWX 06'EKTIB, KOPUTYBAHHA TonorpadivyHMX KapT sBiANoOBiAHO
ICHYHOYUX Ta BUABNEHHA BTpaHEHMX). 4o BM3Ha4YeHol NI.ETO,EI,OJ'IOFi'I'.
1 1
& ITI etan &
OcTtaToyHe HaHeceHHs 0b6'ekTiB., baraTopiBHeBa cMcTema nepesipoK AKOCTI
LLLO OHOB/IOKOTHLCA BEKTOpM3aLii, nepernasg kaptorpadiyHMmm
@ pefakTopamu, BUNPaBAEHHA NOMMIIOK
OcTaTouHe BUAaNeHHA BTpaveHUx ob'exTis @
3 OHOBJ/IIOBaHOI KapTH. OuiHKa TOYHOCTI KOXHOTO

HOMEHK/IAaTYPHOr O apKyLla

[3@

3BeiEHHA CYMIXKHUX HOMEHKNATYPHUX
apKyLWiB, CTBOPEHHA €4MHOI Ha3m AaHUX

¥

MNepenaya basu gaHux ao [eprasHoi
cnybun YKpainu 3 nutaHb reogesii,
KapTorpadii Ta KagacTpy 4nA Nogaibworo
BUKOPUCTaHHA Ta APYKY

TUPaXKHUX BigOUTKIB

Puc. 1. [Ipomec oHOBJIEHHS TOMOTpadivHUX KapT Ta IJIaHIB.

© Jlixea H.B., Craguikos B.B., Konociok A.A., Koncranrinosa O.B



Hayxosuii arcypran "KoMmi’loTepHO-iHTErpOBaHi TEXHOJIOTII: 0CBiTa, HaAyKa, BAPOOHHUIITBO"
20 Jhywk, 2023. Bunyck Ne 53

VY mpoteci penaryBaHHsl BAKOHY€TbCS 3BEJICHHSI KOHTYPIB Ta TOpPU30HTaNICH, 3MiHA CEMAaHTHYHUX
KO/iB, TPUCBOEHHA OO0'€KTaM HEOOXiHMX XapaKTepHCTHUK, YMOBHUX 3HakiB. llpum penmaryBanHi
BUKOPHUCTOBYIOTHCA Pi3HI JOTOMDXHI (DYHKIIIT: IEperIisiy Mo mapax, KOMiroBaHHSI ab0 BHIANEHHS 00'€KTiB,
AaBTOMAaTHYHE CTUKYBaHHS OO'€KTiB 3 pi3HMX LUPOBUX (OTOINIAHIB, BHUIUICHHS OpHTiHATY TOLIO.
[TepeBaroro HUQPOBHUX TEXHOJIOTiIH OHOBICHHS KapT Ta IUIaHIB Mepel TPaAWLIHHUMHU € BUCOKUN PIBEHb
aBTOMATH3aIlii BCIX €TarliB OHOBJICHHS, BUCOKA MPOAYKTUBHICTb.

PenaryBsanns Tomnosorii (orndpyBaHHS 3 BAKOPUCTAHHSAM T'€OMETPii 0araTOKyTHHKIB) € BaYKITHBHM
MOMEHTOM Yy pOOOTi 31 CTBOPEHHSI Ta OHOBIEHHA TomorpadiuHux kapt € barato mporpam ['IC HagaroTh
IHCTPYMEHTH I TOIIOJIOTIYHOTO penaryBaHHs, ArcGIS B mboMy IUTaHI TaKOXX HE € BHHATKOM. TyT
IHCTPYMEHTH JIs1 TONOJIOTTYHOIO peAaryBaHHs MPU3HAYEHI Ul OKpAILEeHHs pe3y/IbTaTiB peAaryBaHHs Ta
NIATPUMKH 3arajbHAX MEX Yy TodiroHanbHux mapax. ArcGIS «BusiBnsie» cmigbHy MeXy Ha KapTi
0araToKyTHHKa, TOMY HOTPiOHO NEPEMICTUTH JIHIE BEPXiBKY Kparo AJis OJHiel Mexi OaraToKyTHHKa, 1100
3a0e3MeunTH OHOBJICHHS 1HIIIMX MEX TOJIroHy. [HIIa TomooriyHa omnilis 103BOJISE 3a00ITTH HAKIaIeHHIO
TIOJITOHIB Mif yac onudpoBku. J{i1st 3acTocyBaHHS METOIOJIOTIT O€31I0OBHOI 0a31 reoJaHuX HEOOXIAHUMHU €
IHCTpyMeHTH nonaBaHHA. Append — 1e IHCTPYMEHT, SIKHH MOXKE€ BBOAWTH Killbka HaOOpiB JaHUX B
iCHYrOUnH 1bOBUN HAOIp MaHMX. BXigHMMy HabopaMu JaHUX MOXKYTh OyTH Ki1acH 00’ €KTiB TOUOK, JIiHIH
abo 0araTOKyTHHKIB, TaONUIl, pacTpH, KaTaJOTH PacTpiB, Kjacu 00’€KTiB aHOTalii abo Kiacu 00’ €KTiB
PO3MIpIB.

[Tics 3aBepieHHAS Mpolecy BEKTOpU3allii He0OXiTHO MPOBECTH MePeBipKy BUXIAHOT imeHTHdiKaIIii
iHdopmarii. Lle 00ymoBIeHO moTpeOoro Yy HAsIBHOCTI A€TANBHOI iHpOpMaIlii B IpoIeci CTBOPEHHS KapTH.

VY minmicHii 6a3i maHMX 00’€KTH BBaXKalOThcs Oe3nepepBHUMHU. KoxxHa (yHKIIsE Oepe ydacTb y
nporieci KepyBaHHs reorpadiyHIMHU JaHUMH, BOHA BiJOOpaKaeThCsl Ta PO3TIIAIAEThCS SIK Oe3nepepBHa Ta
yHIKaIbHA.

HaykoBa HoBHM3HA i mnpakTH4yHa 3HAYyllictb. B poOoTi mpoaHamizoBaHi MOXKIHUBOCTI
BUKopucTaHHs cydacHuX ['1C-TexHONOTi s CTBOPEHHSI Ta OHOBJICHHS TOMOrpadivyHuX IMJIaHiB, M0 Mae
BaYKJIMBE 3HAYCHHS JIJIS IPAKTHUYHOI JisSUTBHOCTI 3 akTyaii3amii inpopmamniiHoi 6a3u kapTorpadigHuX JaHUX
y pi3HHX ranmy3sx Joacbkol misuibHocTi. Ilpomecu kaprorpadyBaHHS 3HaYHMX TEPUTOPIH € JOCHTH
pecypco3aTpaTHUMH, TOMY 3aCTOCYBaHHS KOMIUIEKCHOI METOJMKH iX BUKOHAHHS JO3BOJIUTH 3pOOHUTH iX
O1JTbIII EKOHOMIYHHUMH.

BucHoBku. OcraHHIM 4YacoM Bce OUIBII 3pOCTae HEOOXiOHICTH CTBOPEHHA Ta OHOBIICHHS
TonorpadiyHUX KapT, IO BiAMOBIAIOTh Cy9aCHMM BUMOTaM Ta aKTyaJbHOMY CTaHy MiclleBOCTi. B po0oTi
miaTBep/keHo edekTuBHICT, BUKOpUcTaHHS MeroaiB ['IC mnst maHux poOiT, po3poOJieHO 3arallbHHUMA
ITOPUTM BUKOHAHHS OHOBJICHHS TONOTrpadivyHOi KapTH, 10 BPaXOBYE BCi 0COOIMBOCTI IILOTO MIPOLIECY.

B po6oti posrnsHyTi iHcTpyMeHTH ['IC, 1m0 103BOJSIIOTH aBTOMAaTH3yBaTH MPOLIECH OHOBJICHHS
TornorpadiyHUX KapT i MJIaHIB Ha OCHOBI BUKOPUCTaHHS KOCMIYHHMX Ta aepooTo3HiIMKiB. OHOBIEHHS
nugpoBoi TomorpadivyHOi KapTH BHKOHYEThCS 3a cTepeonapaM 3HIMKIB, OJWHOYHUMH 3HIMKaMH,
oprodoTomIanaMu. Y MpoIeci OHOBJIEHHS! KOHTYPHA YaCTUHA KapTH MPUBOAUTLCS Y NMOBHY BiAMOBIIHICTD
JI0 HOBMX 3HIMKIB, 1110 BKJIIOUA€ BHJIYUYCHHs 3 0a3u JJaHUX BIJCYTHIX Ha 3HIMKaX 00'€KTiB; BKJIFOUEHHS JI0
0a3u HOBOCTBOPEHMX 00'€KTIB; BHECCHHS 3MiH JI0 CEMAaHTHKHU.

Bbesnepeuno, HasgBHICTE 1UPOBOTO PopMary TormorpadiqHoi KapTH JO3BOISIE 3pOOUTH Tporiec ii
OHOBJICHHSI Maike aBTOMATHYHUM. 3acCTOCYBaHHS METONIB HHU(POBOrO KapTorpadyBaHHS JIO3BOJISIE
OTPHMATH BHCOKY SKICTh KapTorpaiqHOro 300paKeHHs, OIEPATUBHICTh CTBOPEHHS Ta OHOBJICHHS,
JOBrOTPUBANICTh 30epiranHs, 0araTopa3oBiCTb BUKOPUCTAHHS.

Po3po0ieni muTaHHs KOMIUIEKCHOTO MiAXO0AY A0 poboTH 3 HN(GPOBUMHU TONOTpadiyHUMHU KapTaMH
3 METOI0 YyHi(iKaIlii BCiX MPOIECiB Ta OTPUMAHHS SKICHUX pe3ynbTariB. PosrmsHyra cucrema ArcGIS sk
0J1Ha 3 HaOLIBII MOIIMpPEHHX Y podeciiiHiil cdepi, OCKIIBKH BOHA BiAMOBIIa€ CydaCHUM BUMOT'aM BEJCHHS
po0iT y nudposiii kaprorpadii.
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PYYHE TA ABTOMATHU3OBAHE TECTYBAHHSI BJIOKUEHY
3A 1OIIOMOI'OIO POSTMAN

Mickesnu O.I., Omeabuyk JI.FO. Pyyne Ta aBTOMaTH30BaHe TecTyBaHHA O/10k4eiiny 3a qomomoroi Postman.
JIfonCTBO CTBOPWIIO IIy)Ke BEIHKY KUIBKICTh PI3HOMAHITHHX BHHAXOIB JUIS OOJETIIEHHS Ta MOKPAIIEHHS JKUTTI. 3 dacoM,
BHHAXOJM CTAlOTh BCE OLIBII CKJIAJHUMH, TaK caMo i 3 IX TecTyBaHHSAM. biokueliH — Iie BaykJIMBa 4aCTHHA CBITY ChorojeHHs. L1
TEXHOJIOTiSl 3aCTOCOBYETBhCS B JIOTICTHI, OXOpPOHI 310pOB’s, (hiHAHCOBHMX TpaH3aKIis Ta Oararbox IiHImHMX cdepax. I mob
3a0€3MEeYUTH BUCOKY BiIMOBOCTIHKICTh, IPOAYKTUBHICTH Ta iHIII Ba)KJIUBI aCIIEKTH MPOTPAMHOTO 3a0e3MeueHHs KOKeH OMOKIeHH
noTpedye peTeIbHOTO TECTYBaHHS Ha KOXKHOMY €Talll HUKITY Horo po3poOku. JIsKyroun 6ararboM po3poOHUKaAM, SKi 3p00MIN BKIaL
B OJIOKYEIiH Ta mporpamMHe 3a0e3MeueHHs, K€ BITHOCUTHCS J0 HbOTO, CBOTOHI MH MaEMO 0araro METOIIB AJIsi CTBOPEHHS TECTOBHX
BUIIAJKIB U1 OnokdeliHy. 3apa3 BelnKa KUTBKICTP KOMIIAHIH Ta OpraHi3amii IOCHIIKYIOTh Ta BIPOBADKYIOTH TEXHOJOTIIO
OnokuciiHy. Takox, I1e CTBOPIOE TIOMKUT Ha TECTYBAIBHUKIB, Ki 320€3MEUyIOTh SIKICTh Ta HaIiifHICTh PO3MOAIJICHOT CHCTEMH. B 1miit
CTaTTi MM PO3IITHEMO IPOLEC ABTOMAaTH30BAHOTO TECTYBaHHs OJIOKUEHHY, HOTO Ba)KJIMBICTh Ta BUKJIMKH, IKi BUHUKAIOTB IIiJ| Yac
PO3poOKH OIOKUSHH-TIPOAYKTIB. MU OyneMo BHKOpPHCTOBYBaTH Postman juis mpoBeneHHs MOTpiOHOTO TecTyBaHHS. Takox, MU
OyneMo BUKOPHCTOBYBAaTH aBTOMAaTH30BaHE TECTYBAaHHS JUIsl BUKIIIOUEHH JIFOACHKOTO (hakTopy 3 Iporecy.

B wiit crarTi Oyae po3kasaHo Impo crajil aBTOMaTH30BaHOTO TECTYBaHHS OJIOKYEHHY 1 CTBOPHMO OJMH TECTOBHH BUITAIOK.

Ki1ro4oBi cji0Ba: aBToMaTH30BaHe TECTYBaHHA, postman, OIOKJIEHH.

Miskevych O., Omelchuk D. Manual and automated blockchain testing with Postman. Humanity created an
immense amount of various inventions to make life easier and better. As time passes, inventions become more and more
complicated and so does its testing. Blockchain is an important part of today’s world. This technology serves its purpose in logistics,
healthcare, financial transactions, and many more sectors. And in order to provide resilient and high-performing product every
single blockchain requires thorough testing at every point of its development life cycle. Thanks to the many developers who made
their contribution to blockchain and other software that is related to it, today we have many ways to create test cases for blockchain.
With time, software becomes more complex and so do tests: all things need to be in properly-working state. Blockchain testing has
its challenges, such as performance and work under load, integration testing and security. In this article, we will be using Postman
for conducting required testing. We will be using automated test to exclude human factor from our testing.

In this article we will cover all phases of automatic testing of our blockchain and create one test case.

Key words: automatic testing, postman, blockchain.

Beryn. B peansHOMY CBiTi Ta B CBITI iHQOpPMaIiHHUX TEXHOJIOT1H ICHYIOTh YHCIIEHHI CUCTEMH, SIKi
BUKOPHUCTOBYIOTHCS NIl OOpOOKHM JaHWX Ta 3a0e3MedeHHs IXHbOI HamilHOCTI Ta 1imicHOCTI. OpHieo 3
HaANOLIBIII IEPCIIEKTUBHUX Ta OOIISIOYUX TEXHOJIOTIH € OnokueliH. [l TeXHOIoTIs pEBOJIOIIIOHI3YE CIIOCIO
00MiHy maHNUMH Ta (iHAHCOBUMH OTlepallisiMH, 3a0€31eTy0ur BUCOKHH PiBeHb O€3IeKH Ta BiAKPHUTOCTI.

brokueiin - me po3nonineHa cucrema, sika 30epirae Ta Kepye JaHUMH 32 JJOIOMOTOIO JIaHIIoTa
onokiB. KoxkeH 6nok MicTuTh iH(OpMariito Mpo MeBHy KiNbKICTh TpaH3aKIliid, Ta BCi OJOKH 3B'A3aHi MiX
coboto. OcHoBHa inesi ONOKYEHHY TONATaE B TOMY, IO JaHi € HE3MiHHMMH Ta HEIOCTYIHHMH JUIS
BTPYYaHHs MiCJsl TOro, sIK BOHM Oynu 30epexeHi. Ll TtexHomoris Oyna po3poOnena st 3a0e3medeHHs
Oe3mneKky Ta HaAIMHOCTI (PIHAHCOBUX ONEpallili, ajie BOHA TaKOX 3HAXOJUTh 3aCTOCYBAHHS B PI3HUX IHIIMX
rary3sx.

OcHoBHa yacTuHa. TecTyBaHHS OJOKYEHHY € HEBiA'€MHOIO YaCTHHOIO INPOLECY PO3POOKU Ta
BIIPOBAKEHHS Li€l TexHOoJOr1i. BOHO BUKOHY€ HU3KY BasKIMBUX (QYHKLIH, CEpes SIKUX:

Bepudikartiss cMapT-KOHTpakTiB - 0Oarato ONOKYEHHIB BUKOPHUCTOBYIOTh CMapT-KOHTPAKTH -
NpOrpamMu, SKi aBTOMaTH30BaHO BHUKOHYIOTH OIepalii Mpy BUKOHAHHI MEBHUX YMOB 1 py4HE T€CTyBaHHS
JIOTIOMAra€e TEepPeKOHATHCs, IO CMapT-KOHTPAKTH IMPALIOIOTh NPABWIBHO Ta HE MICTATh NOMHJIIOK, SKi
MOXYTbh ITPU3BECTH JI0 BTPATH KOIITIB 200 MOPYIICHHS yrOJI;

[epesipka Oesrneku - Oe3reka € OJHIEI0 3 KIFOYOBUX IepeBar OJOKYEiHY, 1 pydHe TecTyBaHHS
J0IIOMarae BUSIBUTU MOTEHIIIHHI ypa3IMBOCTI Ta PU3UKU B CUCTEMI, 00 TECTYBaJbLHUKH IEPEBIPSAIOTH, YU
ICHYIOTh MOXJIMBOCTI JIJIsl aTak Ta BU3HAYAIOTh, Y BiIIOBiAa€ NaHUH OJI0KUEH cTaHgapTaM Oe3meKu;

TectyBaHHsT Mepexi: Po3poOHUKH OJOKYEHHY CTBOPIOIOTH BJIACHI Mepexi JUIs TECTYBaHHS Ta
BIOCKOHAJICHHS CUCTEMH TIepe/l BIPOBAKEHHAM, PyYHE TECTyBaHHS MEPEXi J03BOJISIE IEPEKOHATHUCS, 1110
BOHA TIPAIIO€ HAJI)KHUM YHHOM Ta BUTPUMYE HaBaHTAKCHHS;
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TectyBanHs iHTErpallii - OJIOKYEIH 9aCTO BUKOPUCTOBYETHCS AK CKIIa10Ba 0araTboX 1HIIIMX CUCTEM.
TecTyBanbHUKH MEPEKOHYIOTHCS, IO 1HTErpaLis ONOKYEHHyY 3 IHIIMMH J0AaTKaMu a00 cepBicaMy MPAIoe
KOPEKTHO.

Postman nHagae moTyxHy miar¢opMmy IS PYyYHOTO aBTOMAaTH30BAaHOIO TECTYBaHHS IOAATKIB
onoxueitny. Bin myxe edexTuBHUIA y aBToMaTu3aiii TectryBanHsa APl sike € 000B’I3KOBUM IS JOAATKIB
OJOKYCHHY, OCKITbKM BOHM 3a3BH4ail BUKOpUCTOBYIOTb APl mnst B3aemomii. Postman aBTomaTm3ye
tecTyBanHs ux API, Hajmcunmaiouu cepito 3amMTiB i3 3aJJaHMMHU TECTOBUMH JaHMMHU Ta TEPEBipsSIOYM
BIIIIOBII.

TecTyBaHHA Ha OCHOBI JaHMX - IIe oAHa BaxiuBa (yHkuUis Postman. Lls mporpama miatpumye
TECTYBaHHS Ha OCHOBI IaHUX, Jie BUKOPHUCTOBYIOTbCA Pi3Hi HAOOPH TECTOBUX JAaHUX I BAKOHAHHS OJJHUX
1 THX caMHUX TECTOBHX CKpHMTIB. L{e 0cOOIMBO BaXKIMBO B OJOKUEHH-T0AATKAX 3 YUCICHHUMH BXITHUMHA
TAaHUMU Ta CIICHAPisIMHU TPaH3aKIIIH.

TecTyBaHHA NPOAYKTHBHOCTI - Ie OAHA cuibHa cropoHa Postman. Tectn MoxyTb OyTH
HAJAITOBaHI TaK, 00 CHMYIIOBATH BEIHKY KUTBKICTh OJHOYACHHUX 3allUTIB O MEpexki OJIOKJeHHY,
OIIHIOIOYHN HACKITBKH JOOpPE JOMATOK BIIOPAETHCS 3 HABAHTAKEHHSIM.

[Tix wac py4HOro TECTyBaHHS TECTYBaJIbHWKHA NMOBWHHI BIABATHUCS [0 BiANOBIAHUX il IS
nepeBipku  poOoTH cuctemMu. Hanpukinan, npu mepeBipmi TpaH3aKIid TECTyBILHUKH TOBHHHI
MEPEKOHATHCS, IO TPAH3AKI[i1 BUKOHYIOTHCS MTPABIIIFHO Ta 0€3 IIOMIIOK, BOHH ITEPEBIPSIOTh KOPEKTHICTh
nepeaadi KOIITiB Ta BiICTEXYIOTh PyX aKTHBIB MiX KOpHcTyBauamu. [Ipu TeCTyBaHHI CMapT-KOHTPaKTiB
BOHM TMOBHHHI OyTH pETENbHO MPOTECTOBaHi, BKIIOYAIOYM BHIAJKH BHUKOHAHHS, HEBUKOHAHHS Ta
MTOMUJIKOBI CIIEHapii, a TaKoXX MOTPIOHO TEPEeBIPUTH SK KOHTPAKTH B3aEMOMIIOTH MK co0oro. Pydune
TECTYyBaHHS TaKOX BKIIIOYAa€ B ceOe MepeBipKy MacIITaDOBaHOCTI CHCTEMH Ta i MPOXYKTHBHOCTI, Ie
TECTYBUILHUKH HABAaHTAXYIOTh CHCTEMY Ta CIIIKYIOTh 33 PEaKIi€l0 CHCTEMH Ha BEIUKY KUTBKICTb
omepariiii. llle moTpiOHO MepekoHaTHCs, MO JaHi B OJOKYEHHI € JOCTOBIPHUMHU Ta MPaBUILHIUMH, TOMY
JOATKOBO TECTYBaJbHUKM TIOBHHHI TIiepeBipaTu iH(opMmariito, ska 30epiractbcs y Onokax, Ha
BiIMOBIIHICTh cTanmapraM. llle 3aauero pyqHOro TECTyBaHHS € TECTYBaHHs iHTEPQEHCy - IKIIO cUcTeMa
Mae iHTepderic Uil KOPUCTYBadiB, TECTYBAILHUKH MOBUHHI NEPEBIpUTH HOTO Ha BiJMOBIAHICTh AU3alHY
Ta (hyHKI[IOHATPHAM BUMOTaM.

Pyune TectyBaHHs 3aiiMae 0arato yacy, 0COOJIMBO B PO3MOAUICHUX cUcTeMax. ToMy mpu po3poOiii
OJOKYCHH-TIPOYKTIB TAKOXK aKTUBHO BUKOPUCTOBYIOTH aBTOMATH30BaHE TECTYBAHHSI.

Panime y 1i#t cTarrti Oyno 3raiaHo TeCTyBaHHS TPaH3aKIIii, Y il CTATTi MH CTBOPHMO TE€CTOBHI
BUIAJIOK Ta IPOTECTYEMO caMe L0 (PYHKIIIIO HAIIOTO OIOKYEHHY.

TecroBmii Bumagok Nel

Ha3zBa TectoBoro Bunaaky: BinnpaBieHHs KpUNITOBAIIOTH 3 FaMaHIIS

Onuc: Lleit TecT mepeBipsie MpaBUIBHICTH BiANPaBICHHS KPUNTOBAIIOTH 3 OJHOTO raMaHI Ha
THIIWH y OJIOKYEeH-MepexKi.

Kpoxku:

1. B Postman nepeiitu no agpeci localhost:5000/mine i HaTucHyTH KHOTIKY Send
2. Jami nepetitu mo anpeci localhost:5000/transactons/new

3. Tun 3anuty ooparu POST, naui Buny raw, popmar — JSON

4. BBectu B none 3anuTy HacTyIHE:

{

'

sender": "*xern kopucTyBaya*",
"recipient": "someone-with-other-address",
"amount": 1000

}

5. HarucayTtn Ha kHOTIKY “Send”

6. O6paru tun 3anuty GET, nepeiitu no agpeci localhost:5000/mine
7. [epeiitu no anpeci localhost:5000/chain

TyT MU TIepeBipUMO SIK 1 MOXKIIMBICTh TPOBEJCHHS caMoi TpaH3akilii, Tak i Te, yu OyJe BOHA
MPOBEJICHA SKIIO Y KOPUCTYBada HEJOCTATHS KUIbKiCTh MOHET.
Pesynsbrar:

{
"chain": [

{
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"index": 1,

"previous_hash": 1,

"proof": 100,

"timestamp": 1699201050.1327708,
"transactions": []

5,
{
"index": 2,
"previous_hash": "ef485514d8ef0b1e2087eefabcb9c10424914179712db3d91311b7de468a
3c0f",
"proof™: 35293,
"timestamp": 1699208789.292067,
"transactions": [
{
"amount": 1,
"recipient": "f88d61f52800481eb60a07510011038e",
"sender": "0"
H
]
¥
{
"index": 3,
"previous_hash": "09ae4a3034c92¢2d1e7511738e1f477a6f06ac0ad44bS5fce6e42521239a7b
fle0",
"proof™: 35089,
"timestamp": 1699209072.607282,
"transactions": [
{
"amount": 1000,
"recipient": "someone-with-other-address",
"sender": "f88d6152800481eb60a07510011038e"
5,
{
"amount": 1,
"recipient": "f88d61152800481eb60a07510011038e",
"sender": "0"
H
]
}
I,
"length": 3

}

TyT MU MOXXeMO 0a4HTH Te, 110 TPAH3AKI[SA JIHCHO MPOBOAUTLCS 1 30epIra€ThCs B JIAHIIIOTY, aJie
HaIl OJIOKYCHH He CIifKye 3a 0ajgaHCOM 1 J03BOJISE MPOBOAUTH TPaH3aKIIil 3 MEHIIOK KIJIBKICTIO MOHET
HIK € y KOpUCTYBada. 3BiICH MOJKHA CTBOPHUTH Oar-penopr:

Bar-penopt Nel:

Omnwc: nmoTpiOHO TepeBipsATH 4M cyMa sika Oyje BiANpaBieHAa KOMYCh € MEHIIOK abo piBHOIO
MOTOYHOMY OaslaHCy KOpHCTyBaya.

OuikyBaHui pe3ynbrarT: OJOKYECHH 3yNUHSE TPaH3aKI[I0 Ta BHBOJIMTH MOBIIOMIJICHHS NPO
HEJIOCTATHIO KiJIbKICTh MOHET Ha OaJiaHci.

Pesynbrar: TpaH3akiisi IpOBOANTHCA 1 30€pIraeThesl B JTAHLIOTY.

Kputnunicts Oary: MakcumaibHa

Kpoxkwu 117151 BIZTBOpEHHS:

1. B Postman niepetitu o aapeci localhost:5000/mine i HaTucHyTH KHOTIKY Send

2. Hamni nepeiitu mo aapeci localhost:5000/transactions/new
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3. Tun 3amuty o6paru POST, nani Bumy raw, popmar — JSON
4. BBectu B mojie 3anUTy HACTYIIHE:
{

"sender": "*xemm kopucTyBaua*",

n 111 n.n 5 n
recipient": "someone-with-other-address",
"amount": 1000

}

5 HarucuyTtn Ha kHOTIKY “Send”

6. O6paru tun 3anuty GET, nepeiitu no agpeci localhost:5000/mine

7 [epeiitu no aapeci localhost:5000/chain

Tenep npucTynuMo 10 aBTOMaTU30BAHOIO TECTyBaHHS. Kpoku i CTBOpEHHS! aBTOMAaTH30BaHOTO
TECTY:

CTBOpEHHSI TECTOBOTO CKpUNTY - TecTyBaJbHUKH CTBOPIOIOTH TECTOBi cKkpunTH B Postman,
Bka3yroun 3armuTi API Ta odikyBani pesyasratu. L{i ckpunti opraHizoBaHi B KOJIEKIIii.

HanamryBanus aBromarnzaiii - Postman Mosxe OyTw HaJlalmITOBaHNM Ha aBTOMaTHYHUH 3amyck. Le
BKITIOUA€ BU3HAYCHHS 3MIHHUX, HA0OOPiB TaHUX Ta CepelOBHII TECTYBaHHSI.

BukonaHHs - SIK TUTBKY aBTOMaTH30BaHI TECTH HANAIITOBAHI, X MOYKHA BUKOHYBAaTH aBTOMATHYHO.
Postman Bignpasisie 3amuTi, 00po0Oisie naHi Ta mepeBipse pe3yabTaTH BilMTOBIAHO 10 33/1aHUX CKPUIITIB.

3BiTHICTH - [lif] yac BUKOHAHHSI aBTOMAaTH30BaHWX TecTiB Postman renepye moknaaHi 3Bitu. Li
3BITH BKJIIOYAIOTH CTAaTyCH (MIPOHIIOB/HE TIPOUIIIOB), TOKIIA/IHI KypHAIIH, YaCH BiAMOBIIEH Ta iHIII KOPUCHI
JlaHi PO MPOIEC TECTyBaHHA. byb-sAKi MOMHUIKH TOBiJOMIISIOTHCS TSI TTOIATBIIIOTO aHAII3Y.

Ilin wac py4HOTO TECTYBaHHS TECTYBAJLHWKH TOBWHHI BIaBaTHCS IO BIAMOBITHUX [idl AJs
nepeBipku pobotu cuctemu. Hanpukiaa: nepeBipka TpaH3aKIiid - TeCTYBaIbHUKHU TOBHHHI MIEPEKOHATHCS,
0 TpaH3aKMii BUKOHYIOTHCA MPaBUIHHO Ta 0€3 MOMHIIOK, BOHU TEPEBIpSAIOTH KOPEKTHICThH Mepenadi
KOIITiB Ta BIJICTEXYIOTh PyX aKTHWBIB MIX KOPHUCTyBauyaMH; TECTYBaHHS CMapT-KOHTPAKTiB: CMapT-
KOHTPaKTH MaroTh OyTH PETENbHO MPOTECTOBAHI, BKIIIOYAIOUM BHIIAJKA BUKOHAHHS, HEBHKOHAHHS Ta
TTOMUIIKOBI CIIEHapii, a TaAKOXK MOTPIOHO TEPEBIPUTH K KOHTPAKTH B3aEMOJIIIOTH MK cOO00; TeCTyBaHHS
MacmITaboOBaHOCTI Ta MPOJAYKTUBHOCTI - pyYHE TECTYBaHHS BKIIOUAE B ceOe MmepeBipKy MacIITaDOBaHOCTI
cUcTeMH Ta il MPOAYKTHBHOCTI., & TECTYBaJbHUKH MOXYTh HABAHTA)KYBAaTH CHCTEMY Ta BUMIPIOBATH ii
peaxilito Ha BEJIMKY KUIBKICTh OMepalliii; Bajligallis JaHUX - BaXJIMBO MEPEKOHATHCS, 1110 JIaHi B OJOKYEHHI
€ JIOCTOBIpHUMH Ta MPaBHIILHUMH, TeCTYBAJIILHUKY MTOBHHHI ITEPEBipATH iH(hOpMAaIlifo, siKa 30epiraeThcs y
Onokax, Ha BIJMOBIJHICTH CTaHIAPTaM; TECTyBaHHS iHTep(elcy - SKII0 cUcTeMa Mae iHTepdeiic s
KOPHCTYBauiB, TeCTYBAIBHUKHY TIOBUHHI MIEPEBIPUTH HOTO HA BIAMOBIIHICTD JU3aliHY Ta QYHKI[IOHAIEHUM
BUMOTaM.

Pyune TecTyBaHHs 3aiiMae Oarato yacy, 0cOOJIMBO B PO3MNOAUICHUX cucTeMax. ToMy mpu po3pooii
OJOKYCHH-TIPOYKTIB TAKOXK aKTUBHO BUKOPUCTOBYIOTh aBTOMaTH30BaHE TECTYBAHHSI.

ABTOMAaTH30BaHE TECTYBaHHS € BAXKJIMBOIO CKJIQJIOBOIO IMPOIECY PO3poOKu OnokueiiHy. BoHo
JI03BOJISIE BUKOHYBATH TECTH IIBHIIIE Ta e)eKTUBHIIIE, 3a0€e3MeUy0YH BUCOKAN PiBEeHb JTOCTOBIPHOCTI Ta
TOYHOCTI pe3yabrariB. OCHOBHI IlepeBaru aBTOMaTu30BaHOIO TECTYBaHHS BKIIOYAIOTh!

ABTOMAaTH30BaHE BUKOHAHHS T€CTiB: ABTOMAaTH30BaHI TECTH MOXYTh OyTH 3aIlyI[€HI aBTOMAaTHYHO
OpU KOKHIA 3MiHI B KoAl a00 NpU NEBHUX MOJISAX, MO JO3BOJIE BHUABISATH NOMHJIKH LIBHIIIE Ta
3MEHIIYBaTH PU3UK JIOACHKHUX TOMHUIIOK.

[IBuaKicTh BUKOHAHHS: ABTOMAaTH30BaHI TECTH BUKOHYIOTBCS HA0araTo MIBHIIIE, HXK Py4Hi, 1110
JI03BOJISIE 301TBITUTH €PEKTUBHICTh PO3POOKHU Ta BITPOBAKECHHSI.

[loBToproBaHicTh Ta MOCIiZOBHICTb: ABTOMAaTH30BaH1 TECTH BUKOHYIOTHCS MOCTIIOBHO Ta TOYHO
KOXKEH pa3, II0 JI03BOJISIE BUSBISATH TPOOJIEMH, SIKIi MOXYTh OyTH HerependadyBaHi IiJ] 4ac PyYHOTO
TECTYBaHHI.

TecTtyBaHHA Ha BelNMKOMY 00cs3i JaHWX: ABTOMAaTH30BaHI TECTU JO3BOJSIOTH BHKOHYBATH
TECTYBaHHS Ha BEJIMKOMY 00CS31 AaHUX, TaKMX SIK MacIITa0OBAHICTh Ta MPOLYKTHUBHICTh, 0€3 3HAUHHX
BUTpAT Yacy Ta 3yCHJIb.

ABTOMaTH30BaHe TECTyBaHHA OJIOKYCHHY Tmiependadyae BHKOPUCTAHHS — CIELiaTi30BaHUX
IHCTPYMEHTIB Ta MiAXOJiB IS CTBOPEHHS TECTIB Ta iX aBTOMAaTHYHOTO BUKOHAHHA. OCh JIesIKi 3 BaXKJIMBUX
aCIIEKTiB aBTOMAaTH30BaHOTO TECTYBaHHs OJIOKUCHHY:
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Cuenapii TectyBaHHS: Bu3HadeHHs CIieHapiiB TECTYBaHHA € BaXXJIMBHM €TAllOM aBTOMAaTH3aIlii.
TecTyBanbHUKK PO3POOISIOTH ClieHapii, AKi MOKPUBAIOTH Pi3Hi aCMEKTH pOOOTH CHUCTEMH, BKIIOYAOUYH
B3a€EMOIII0 3 CMAapPT-KOHTPaKTaMu, 0OpOOKyY TpaH3aKIii, mepeBipKy Oe3mekH Ta iHiI (YyHKIIOHATBHICTb.

Bubip inctpymenrtiB: Jlyi1 aBTOMaTH30BaHOTO TECTYBaHHS OJIOKYEHHY BHKOPHCTOBYIOTHCS Pi3HI
iHcTpyMeHTH, Taki sk Truffle, Mocha, Ta iami. Bubip iHCTpyMeHTIB 3aI€KUTh Bii KOHKPETHUX IMTOTPEO
MPOEKTY Ta TEXHOJIOT1H, 110 BUKOPHUCTOBYIOTHCH.

Po3poOka TectoBOrO cepenoBuina: BaknmnBo CTBOPUTH TECTOBE CEpENOBHIIC, SIKE BiATBOPIOE
YMOBHU poOOTH peanbHOi Mepexi OmokdeiiHy. Lle mo3Boisie BUKOHYBAaTH TECTH B 1IGHTUYHHX YMOBAax Ta
MIEPEKOHATHUCS], IO CUCTEMA IIPALIIOE SIK OYiKyBaJoCs.

ABTOMaTH30BaHe BUKOHaHHS TecTiB: CTBOPEHI TECTOBI clLieHapil BUKOHYIOTHbCS aBTOMATHYHO 3
BUKOPUCTAHHSIM BHOPaHWX IHCTPYMEHTIB. Pe3yiapraTi TeCTiB aHANI3YIOTHCS ISl BUSIBICHHS IIOMIJIOK Ta
HEBIAMOBITHOCTEH.

HaBuanns mozeneit TectyBanHs: B geskux Bumagkax BUKOPHCTOBYIOTHCSI MallIMHHE HABYaHHS Ta
IITY9HUHN HTETEeKT JJIsl aBTOMAaTH3alii TecTyBaHHSA. Mojeli MOXYTh BUSBIATA aHOMAIi Ta MiKa3yBaTH
TECTyBaJIbHUKAM, € IIYKaTH IPOOIEMH.

ABTOMaTH30BaHE BiJICTeKEHHs MOMWIOK: CHUCTeMa BiJICTEKECHHS TIOMHJIOK J03BOJISIE e(DEKTHBHO
KepyBaTH BUSBICHUMH JceKTaMu Ta BUPILIYBATH 1X Y HAWKOPOTIIHiA TepMiH. [licns BusBICHHS mpobiem
aBTOMATHU30BaHUM MPOIEC MOKE TEHEPYBATH 3BITH Ta MMOBIJOMIICHHS I PO3POOHUKIB.

ABTOMaTH30BaHE TECTYyBaHHS JIO3BOJISIE€ 3HAYHO CKOPOTHUTH Yac BUKOHAHHS TECTiB Ta 30LIBIIMTH
ixHro moKpuTTs. [IpoTe BaKIMBO pO3YMITH, II0 aBTOMATH30BAaHE TECTYBaHHS HE MOXKE 3aMIHHUTH pydyHE
TECTyBaHHS [TOBHICTIO, OCKLIBKH pydYHE TECTYBAaHHS BAXKIIMBE JUIS IEPEBIPKH aCTIEKTIB, sIKi HE MOXKYTbh OyTH
aBTOMAaTH30BaHi, TaKi K IHTYIIis KOPUCTyBaya Ta iHIII aCTIeKTH, SKi TOTPEOYIOTH BiJl IIOMWHU KPEATUBHOTO
T IXOY.

Buxnmku TectyBaHHS OJI0KICHHY

TectyBanHs OnokdeliHy Mae CBOi BIIACHI BUKJIIMKH Ta OCOOJHMBOCTI, SIKi BapTO BPaxOBYBaTH IpH
PO3po0IIi TeCTOBUX cTpareriid. Jlesiki 3 HUX BKIIOUAOTh:

CxiagHicth cucrteMu: bBJokdyeiiH - 1e po3mojijieHa CcHUCTeMa 31 CKIAJHUMH MEXaHi3MaMHU.
TecTyBaJIbHUKA TIOBUHHI MaTH TIHOOKE PO3YMiHHS [HUX MeXaHi3MiB, MO0 e(QeKTHBHO BU3HAYUTH
MOTEeHIIHHI MPoOIeMH.

HeBusnauenicTh cranmaptiB: Ha puHKy icHye Oarato pi3HHMX peamizamiid OJOK4YelHy, i cTaHIapTH
1Ie He TIOBHICTIO BU3HaueHi. [le yckimagHioe po3poOKy TeCTOBUX KEHCIB Ta ClieHapiiB.

[TpuBarHicTh Ta Oe3neka: besneka Ta NPUBATHICTD € BaKIMBUMHU aCHEKTaMH OJIOKYEHHY, 1 BOHH
BUMAraroTh 0cOOJIMBOI yBaru Mpu TecTyBaHHi. TecTyBabHUKY IIOBUHHI TIEPEKOHATHCS, 110 KOHDIICHITIHHI
JIaH1 HE BUTIKAIOTH Ta 1110 CUCTEMA 3aXUII€Ha BiJl 3JIOBMUCHUX aTaK.

Benukunii o0csar manux: BiiokueiiH MoOke MICTUTH BEJIHKHH 0OCATr JaHMX, 0COOJIMBO SIKIIO BiH
BUKOPHUCTOBYETbCSL JUIs 30epiraHHs ictopii TpaH3akiiid. TecTyBalbHUKM IOBHHHI MaTd MOMJIUBICTb
e(eKTHBHO KepyBaTH IMM 00CSATOM Ta BUKOHYBATH TECTH Ha Pi3HUX MaciTadax.

Cuenapii posropranss: biokdeiiH Moxxe OyTH pO3TOPHYTHH Yy PIi3HHX CLEHapisfiX, BKIIOYAIOUH
myOIliyHI Ta TPUBATHI MepeXi, MEpexi CremiaJbHOr0 MPU3HAUYeHHS Ta iHII. TecTyBaJIBHUKH TOBHHHI
BPaxOBYBATH I1i Pi3Hi CIICHAPIi IPU CTBOPEHHI TECTOBHX KEHCIB.

HesminHicTs gannx: OnHIEO 3 KIIFOYOBUX 0COOIMBOCTEH ONOKYEHHY € HE3MIHHICTh JIaHUX, TOOTO
JlaHi He MOXKYTh OyTH BHJaJIEH] UM 3MiHEHI1 Micis 1ogaBaHHs 40 OiokueiHy. Lle yckinaaHioe BUnpaBieHHs
MIOMHJIOK Ta pOOUTH BAXKIIMBUM TE€CTYBAaHHS MEPe/T BIIPOBAPKEHHSIM.

CunxpoHizalist Mepexi: Y po3nofiieHiii Mepexi OJ0KUeliHy BaKJIHMBO TEPEKOHATHCS, IO BCi
YYaCHUKHM MEpEeXi CHHXPOHI30BaHI Ta OTPUMYIOTh JlaHi BYacHO. TecTyBaJIbHUKH IOBHHHI BHKOHYBAaTH
cleHapii CHHXPOHI3allii /11 BU3HAUEHHS MMOTCHIIIMHUX TPOOJIEM.

3aKItouHi JTyMKH

TectyBaHHsT OJIOKYEHHY € CKJIaJHUM Ta BaKJIUBUM IPOLECOM Jjsl 3a0e3leyeHHsl SKOCTI Ta
HaAiHHOCTI PO3MOAiNIEHOT cUcTeMH. PyuHe Ta aBToMaTH30BaHe TeCTYBaHHSA MalOTh CBO BIIACHI IIEPEBary Ta
BUKJIMKH, 1 IX KOMO1HaIIis JO3BOJISIE JOCATTH HalKpaIluX Pe3yJbTaTiB.

BaxyimBo matu mmOOKe pO3yMiHHS TeXHOJNOTii OJiokuyeiHy Ta #oro ocoOmuBocTedl ams
e(eKTHBHOIO TECTyBaHHA. 1ecTyBaJbHUKM TOBHHHI BH3HAYaTH BAXKJIUBI ACHEKTHU U KOHKPETHOTO
MIPOEKTY, PO3POOIISITH BiAMIOBIIHI CTPATEril TECTYBaHHS Ta BUSBIATH MPOOJIEMH, SIKIi MOKYTh BUHUKHYTH
i 9ac poOOTH CHCTEMH.
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bnoxueitn mMoxke OyTW BUKOPHUCTaHWN AJIs PI3HUX IIUIeH, BKIOYarodr (DiHAHCOBI TpaH3aKIii,
PO3MOiIEH] peecTpr, OOMIH MEAMYHUME JaHUMH Ta 0arato iHIUX. 3BiJICH, TECTYBaHHS MOBUHHO OyTH
CTpsIMOBaHE HA KOHKPETHI MOTpedu Ta BUMOTH mpoekTy. Lle TexHomoriss MailOyTHBOTO, sika BXKE 3MiHIOE
cnoci® oOMiHy maHWUME Ta (DIHAHCOBHMH omeparlisiMu. TecTyBaHHS Tpa€ BaXXIHBY pOJb y 3a0e3NedeHHi
HaJIMHOCTI Ta 6e3MeKH Ii€l TEXHONOTIi, i BOHO Oyae MPOIOBKYBATH PO3BUBATHCA Ta BJOCKOHAITIOBATUCS
pa3oM i3 OJIOKYCHHOM.

Ll crarTs Hajgae 3arajbHUN OTIISA TECTYBaHHS ONOKYEHHY Ta HOTO BAXKIMBOCTI B Cy4acHOMY
iH(popMartiitHOMy cycrinbcTBi. biiokdeitH Bke 3HANIIIOB CBOE 3aCTOCYBAHHS B PI3HHUX TaTy35X, BKIIOYAI0IN
¢iHaHCH, JIOTICTHUKY, MeAULMHY Ta OaraTo iHmMX. OMHAK IS TEXHOJOTIS HE € MaHaLEeer 1 TAKOXK BUMarae
TECTYBaHHS JJIs 3a0€3NeucHHS i HaAIHOCTI Ta Oe3neKy.

BaxnmBo po3ymiTa, o OJIOKYEHH - 1€ HE JTUIIe TEXHOJIOTIA, aje 1 KOHIENIIisl po3noAiieHol 0a3u
TaHUX, SKa BUMara€ HOBHX HIIXOMIB IO pO3pOOKM Ta TECTyBaHHS. PydHe TecTyBaHHS 3aJIMIIAETHCS
BXJIMBOIO CKJIaZIOBOIO IMPOILECY, OCKIIBKH BOHO JIO3BOJISIE TEPEBIPATH acCHEKTH, sIKi HE MOXYTh OyTH
AaBTOMATH30BaHi, TaKi K IHTYIlliT KOPUCTyBa4ya Ta PEaKIlisl Ha Herepea0adeHi CUTyaIrii.

ABTOMaTH30BaHE TECTYBaHHS, y CBOIO 4Yepry, JONOMara€ BUKOHYBaTH TECTH IIBHIIIE Ta
e(eKTHBHIIIe, 3MEHIIYIOYH PH3MK JIOJCHKHX MMOMWIJIOK Ta 3a0e3leuylour BUILY TOYHICTH PE3yJbTaTiB.
BukopucTaHHs BiIIIOBIIHUX IHCTPYMEHTIB Ta IIiJXOAIB 10 aBTOMATH3allii J03BOJISE PO3POOHUKAM Ta
TECTyBAJIbHUKAM BJJOCKOHAJIHUTH MPOLEC PO3pOOKHU Ta BIIPOBAKEHHS OJIOKICIHH-TIPOTYKTIB.

Hes3Bakatoun Ha BUKJIMKH, MOB'SI3aHI 3 TECTyBaHHIM OJIOKYEHHY, IS TEXHOJIOTisl 00ilsge 3MIHUTH
0arato acmekTiB Cy4acHOrO CyCHiJibcTBa. BoHa Moke mokpammTé Oe3rneky (piHaHCOBMX TpaH3aKIii,
3a0€3MeYnTH MPO30PICTh YIPABIiHHS JaHUMH Ta CIIPUATH PO3BUTKY HOBHX Tajly3ei, TaKuX SIK iHTEPHET
pedeit Ta nupoBa MeIUITNHA.

Y MailOyTHROMY TeCTyBaHHS OJIOKYeiHy Oyne nuiie HaOupaTu oOepTiB i pO3BUBATHCS Pa3oM i3
CaMoOI0 TEXHOJOTi€0. TecTyBaJIbHUKN Ta PO3POOHUKN MaTUMYTh Haroay BIOCKOHAJIOBATH CBOI HABUYKH
Ta BUBYATH HOBI METONIM TECTYBaHHSA, 100 320€3MIeYNTH BUCOKY SIKICTh OJIOKIEHH-TIPOIYKTIB.

TakuM YMHOM, TeCTyBaHHs OJOKYEHHY BiJlirpac Ba>KIMBY pOJb y PO3BUTKY L€l TEXHOMNOTI Ta
JIoTIoMarae 3a0e3MeunTH il HaliiHICTh Ta 0e31eKy. BoHO BuMarae creiiaiizoBaHuX 3HaHb Ta HABUYOK, ajie
BiJIKpHBA€E HOBI MOXKJIMBOCTI JIJIsl iIHHOBAIIiH Ta PO3BUTKY. TecTyBaHHS OJOKUYEHHY € BAIKIIMBOIO CKJIAI0BOIO
OO IU(GPOBOrO MaHOYTHBOTO 1 MIPOIOBKYBATUME TPATH KIIIOUOBY POJIb B HOTO PO3BUTKY.

B koz 6rokueiiny Oyiiu BHECEHI KOPEKTHBH 1 TETep TaM MPUCYTHsI TepeBipka 6ajaHCy KOpHCTyBaua,
MTOMMJIKA TIPY HEJIOCTATHIN KiNbKOCTI KomTiB Oyae matu kox S1. Kom sikuii moTpiOHO BBECTH B BKIIAJIKY
Tests B Postman:

pm.sendRequest({

url: 'http://localhost:5000/mine’,
method: 'GET'
}, function (err, response) {
if (err) {
pm.test('GET 3anut /mine mae nomuiky', function () {
pm.expect.fail('GET /mine request failed');
1);
} else {
pm.test('GET 3anut /mine cnparroBas', function () {
pm.expect(response).to.have.status(200);

1)

var transactions = pm.response.json().transactions;

var lastTransaction = transactions|transactions.length - 1];
var recipient = lastTransaction.recipient;
pm.environment.set('recipient’, recipient);

pm.sendRequest({
url: 'http://localhost:5000/transactions/new’,
method: 'POST',
header: 'Content-Type: application/json',
body: {
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mode: 'raw’,

raw: JSON.stringify({
"sender": recipient,
"recipient": "someone-else",
"amount": 10

1)
}

}, function (err, response) {
if (response.code!=51) {
pm.test('POST 3amut /transactions/new mae mommiky', function () {
pm.expect.fail('POST /transactions/new request failed');
3
} else {
pm.test('POST 3anur /transactions/new crpairtoBaB, mommika S51', function () {
pm.expect(response).to.have.status(51);
$)s
J
$)s
J
3
B HEOMY MU MaiiHeMO 1 MOHeTy, OepeMo HaIll XemI 3 pe3yibTaTy i BiApaBiseMo ii Ha agpecy
“someone-else”. SIKIIO 3’ IBUTHCS MOMIIIKA TO Postman MmoBiTOMHUTB, IO TPaH3aKIlis He Oyiia mpoBeAcHa i
BHBE/IE KOJI ITIOMHJIKH, SIKIIO MOMUIKA 51 To TecT Oyme YCIMIIIHUM.

Puc. 1. Intepoeiic Bknanku Test Results B Postman

Ortxe, Oar OyB BHpIIIEHHUH Ta YCIILTHO MPOTECTOBAHUH.

Pe3ynbrar nociigmxenss

[TouHemo 3 miepeBar py4yHOro TECTyBaHHS:

I'ayukicts: TecTyBadbHUKH MalOTh MOXJIMBICTH JOCII/PKYBaTH JIOJATOK, aaalTyBaTH TECTOBI
BUIAJIKU M1 Yac TECTYBAHHS Ta BUBYATH MOXUIMBY HEOUIKYBaHY MMOBEIHKY. 3arajioM, pyYHe TeCTyBaHHS
Jla€ MOXKITHBICTh TECTYBaJIbHUKAM pearyBaTH Ha 3MiHU Ta BHOCUTH KOPEKTHUBH JIO TECTOBHMX CLICHAPIIB TIi ]
4yac po3poOKH.

MopentoBaHHST  CIICHApIiB pEanbHOrO CBiTY: PydHe TeCTyBaHHS JO3BOJISE TECTYyBAJTbHUKAM
IMITyBaTH CIieHapii peajpbHOTO CBITY HJs IEPEeBIpKH TOTO IO OJATOK BIJMOBiJa€ OUYIKYBaHHIM
KOPHCTYBayiB.

Ominka Ge3nexu: TecTyBaIbHUKH MOXKYTh aKTUBHO IIYKATH BPA3JIMBOCTI 3 TOUKH 30py O€3MEKH,
10 € BYKJIMBUM aCIIEKTOM TE€CTYBaHHS JIOIaTKiB OJIOKYCHHY.

MOXJIMBICTS BUKOPUCTOBYBATH TBOPYMH MiaXiJ: TecTyBalIbHUKH MOXYTh BUKOPHCTOBYBAaTH CBill
JIOCBIA Ta IHTYIIIO JUIsS TOIIYKY IOMHIIOK, SKIi MOXXYTh OyTH HE 3HAHJICHHMH aBTOMATH30BAaHHUMH
IHCTpYMEHTaMH.

[Nomryk HOBUX BHJIIB TOMUJIOK: PydHe TecTyBaHHS JI03BOJISIE BUSBUTH HOBI BUU IIOMUIIOK, SIKi HE
Oysu repenOadeHi B aBTOMATU30BaHMX CIICHAPIAX.

Y py4HOTro TECTYBaHHS € 1 HEIOJIKH:

Yac i 3arpatu: PyuyHe TecTyBaHHS BHMarae 0arato 4acy i 3yCHib, OCOOJMBO TIPHU BEJIHMKHX
MPOEKTaxX.

Jlronceki moMHIKH: JIIOMUM MOXYTh JIOMYCKAaTH TTOMHUIIKK Ta TPOITyCKaTH MOTEHIIHHI TpobiemMu
HE3BaYKAIOUX Ha X TOCBIJ Ta KBaJi(hiKaIlito.

IToBTOprOBaHiCTh: Py4Hi TECTH BaKKO MMOBTOPIOBATH, 1 1€ MOXE MPHU3BECTH JIO HEIOCTATHHOTO
MOKPUTTS TECTAMHU.
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ABTOMAaTH30BaHE TECTYBaHHY, K 1 py4He, Mae cBoi nepeBaru. Hampukian, aBToMaTn30BaHi TeCTH
MOXXHAa BHKOHYBATH HIBHIKO 1 Ay)K€ BEIHMKY KUJIBKICTh pasiB, IO MPHUCKOPIOE Mpolec TecTyBaHHA. Lle
KopucHO B cdepi mporpamyBaHHS OJOKUEHH-IporpaM, A€ BakiuBa Oe3mepepBHa inrerpamis. e
aBTOMAaTHM30BaHE TECTyBaHHS 3a0e3ledye ITOCHIIOBHE BHKOHAHHS TECTiB, B IIbOMY BHUlI TE€CTyBaHHSA
HEMOYJIMBI TIOMWJIKH JIFOJICBKOTO (paKkTopy Ta Bapiariii B TecTyBaHHi. [1if yac )KUTTEBOTO MUKITY PO3pOOKH
MOCTIHHO BHOCSTHCS HOBI 3MIiHM a00 OHOBJCHHSA. 3a JIOTIOMOTOI0 aBTOMAaTH30BAaHMX TECTIB MOXKHA
MEpeBipSITH HOBUH KO Ha MpeaMeT BiAMOBITHOCTI ICHYIOYMM TECTOBUM BHIAIKaM. TecTyBaHHs
HAaBAaHTAKEHHS € BAXJIMBHUM JUIS OJIOKYEHH-3aCTOCYHKIB, fKi IMOBHHHI OOpOOJISATH BETHKY KUTBKICTBH
TpaH3aKLid. ABTOMaTH30BaHE TECTYBaHHS MOXE CHMYIIOBATH BEJHKY HABAaHTAXKEHICTh IS OLIHKH
MPOAYKTUBHOCTI MPH CTPECOBOMY TE€CTyBaHHI. ABTOMAaTH3ylO4Yd PYTHHHI T€CTH, 110 BKIIOYAIOTH BEJIUKY
KIJIbKICTh TIOBTOPIOBAHMX B3a€MOIIH 3 MEPEKEIO OJIOKUYEIHY, peCypCcH MOXKHA MTEPEPO3TONLTUTH s O1ITBIIT
CKJIaJJHUX TECTIB.

Y aBTOMaTH30BaHOTO TECTYBaHHS TaKOX € 1 Hemoiku. CTBOPEHHS aBTOMAaTH30BAaHUX TECTiB MOXKE
OyTH BUTpAaTHUM 3aBJaHHSIM, OCOONHMBO Ha ITOYaTKOBOMY e€Tami pO3pOoOKH. ABTOMAaTH30BaHI TECTH
MOTpeOyIOTh MOCTIIHOTO 0OCITYTOBYBaHHS Ta OHOBIIEHHS ITiJ1 Yac 3MiH B KOAI MporpaMu. ABTOMaTH30BaHi
TECTH HE MOXKYTh BHSBUTH ITIOMWJIKH, SIKi He Oyin mepedaueHi B CIICHAPIsX.

BucHoBkn. Y miii crarti Oyna mosicHeHa moTpeba OJIOKYEHH-IporpaM Ta SK caMe MOXKHA
MPOTECTYBATH iX. SIk MU JocHianm y 1ii cTarTi, Postman € KOpUCHUM 1HCTPYMEHTOM ISl 3a0€3MeUeHHS
SIKOCTI OJIOKYEHHY.

Pyune TecTyBaHHS Hajgae TecTyBaJIbHUKAM KOMILUIEKCHE PO3YMiHHS cHCcTeMH Onokueitny. Bono
JIO3BOJISIE TIEPEBIPSATH MIPOIIECH PEECTPAIlii KOPUCTYBadiB, Bepr]iKaIlifo TpaH3aKIlii, B3aEMOJII0 pO3YMHHUX
KOHTPAKTIB Ta MpoToKoNn Oe3meku. LInsaxoM yMicCHOTO BBEIEHHSI IIOMIUTOK Ta IETANBHOTO aHAJI3y pyYHe
TECTYBaHHS PO3KPUBAE BPA3JIUBOCTI Ta 3a0€31euy€e HaNIHHICTh.

Iling gac py4HOTO TECTyBaHHS TECTYBallbHUKH MOXYThH IMITYyBaTH CIIEHapil peajbHOTO JKHTTH,
BU3HAYATH TPAaHUYHI BHUIAJIKU Ta TEPEBIPATH KOPEKTHICTH KOKHOTO Tporecy. [Ipote pydne TecTyBaHHS
MoOxe OyTH BUTPATHUM 32 YACOM 1 HE 3aBXJIU OXOIUTIOE BECh OOCST CHCTEMH OJIOKYCHHY.

ABTOMAaTH30BaHi TECTH BHOCSTH €(DEKTUBHICTH Ta MOCIIIOBHICTh B MPOIEC TeCTyBaHHS. TeCTOBI
CKPHMIITH MOJIETIIYIOTh BUKOHAHHS KUIBKOX TECTOBHX BHIIA/IKIB OTHIEI0 KOMaHO00. 31aTHICTh aJjanTyBaTH
Cepe/IoBHIIA TECTYBAHHS Ta TEHEPYBATH SKICHI 3BITH MiIBUILY€E €(PEKTHBHICTh TECTYBaHHSI.

Pyune Ta aBTOMaTH30BaHE TECTyBaHHS 3 BUKOPDHCTaHHSIM Postman CTaHOBISTH MOTYXHY
KOMOiHaIlf0 sl 3a0e3neueHHs] HaIiiHOCTI, SKOCTI Ta OE3MeKH CcucTeM ONoK4eiHy. TecTyBaJbHHUKH
JOCIIKYIOTh  OCOOJMMBOCTI TEXHOJIOTii  OJIOKYEHHY, BHUSBISIIOTH BPa3IMBOCTI Ta 3amoOirarmTh
Hernepe0aueHuM HACIIIIKaM 3aBJIsKH 3aco0aM TecTyBaHHS sk Postman. OCKIIBKH TEXHOJIOTIS OJIOKUEHH
MIPOJIOBXKYE PEBOIIOLIIOHI3YBATH Pi3HI Tajy3i, peTelibHe TECTYBaHHS Ta iIHCTPYMEHTH, MOMiOHI Postman,
3aJIMIIATUMYTHCS KITFOYOBUMH JUTS 3a0€3MeYeHHs SIKOCTI Ta Oe3MeKH OI0KIeHHY.
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Jlyupkuit HallioHABHUH TEXHIYHUM yHIBepcuTeT, M. JIynbk, YKpaina

JOCJIIKEHHS TEXHOJIOT'Ti PO3III3HABAHHSI HOMEPHHX 3HAKIB 3A
JAOIMOMOTI'OI0O MOBIVIBHUX JOJATKIB

ex II.A., Meabnuk K.B., lenenok /I.JI., lllenemok JI./I. LocainaeHHsi TeXHOJIOTII po3mi3HABaHHS HOMEPHUX
3HAKIB 32 I0MOMOroI0 MOGITEHHX 0AATKIB. B cTaTTi HOCHIIKYIOTECS TEXHONOTI po3Mi3HaBaHHSI HOMEPHHX 3HAKIB 3aco0aMM
Cy4acHUX cMapTQOHiB.

Ki1rouoBi ciioBa: cuctema po3mi3HaBaHHS HOMEPHHX 3HaKiB, oneparop Kenni, oneparop Cobenst, onepatop Jlamaca

Pekh P., Melnyk K., Shepelyuk D., Shepelyuk L. Study of license plate recognition technology using mobile
applications. The article examines license plate recognition technologies using modern smartphones.
Key words: Number plate recognition system, Kenny operator, Sobel operator, Laplace operator

IlocranoBka 3amaui. B uac OypXJTMBOro pO3BHTKY KOMITIOTEPHHX TEXHOJOTIH yce OuThII
aKTyaJIbHOO 33J]a4€t0 € PO3po0Ka Ta BUKOPHUCTAHHS CUCTEM PO3IIi3HABaHHA 00pa3iB I Pi3HUX MOTPEO:
BU3HAYEHHS 1 PO3Mi3HABAaHHA OOJIMYYsI, 3HAXO/PKEHHS KOHKPETHUX 00pasiB Ha Bifieo Ta 300pa)KCHHSX 3
METOI0 OGPOGIEHHS OTPMMAHMX MLIAXOM PO3IMi3HABAHHA JaHHX. VIMOBIpHO, 10 HAiGiNbII MMPOKHM
HampsSMOM IIi€i TeMAaTWKH € PO3Ii3HaBaHHS TEKCTOBOI iHdopmarlii, i came TOMy OIU(PPOBYBaHHSI Ta
00pOOJICHHST TEKCTOBUX JaHMX MAlOTh BeJMKe 3HaueHHs. OJHi€l0 3 MiA3aaad po3Mi3HaBaHHS TEKCTY €
PO3Mi3HaBaHHS aBTOMOOUIEHIX HOMEPIB.

TpancriopTHi 3aco0M MalOTh YHIKAJIBHWUH ifeHTU(IKAMIHHNA HOMEpP B SKOCTI OCHOBHOTO
PO3MI3HABAIBHOIO 3HaKy. B HHMX MOXYyTh BHKOPHCTOBYBATUCSI YKPaiHCBKI JIiTEpH, JITEPH JAaTHHMLI,
udpu, a TaKoXk MaroHKH [ 1]. B 3anexxHOCTI BiJl BUY, HOMEPHI 3HAKH MOKYTh MaTH Pi3HUH PO3Mip, KOJIip
TJIa Ta CUMBOJIIB.

«CroropHi B YKpaiHi icHye 15 TumiB HOMepHHX 3HaKiB (Oinble ABaausATH miaTumnis). Ha HomMepHUX
3HAKaX BUKOPHCTOBYIOThCS YKPaiHCHKI JIITEPH, 1110 MArOTh rpadivHi BiAMOBIIHUKY y JTaTHHULI (ychoro 12:
A,B,C,E,H LK, M, O, P, T, X) ta nitepu ykpaincbkoi Ta 1aTuHcbkoi aderok: A, B, ', E, I, K, M, H, O,
P,C, T, ®, X, Y, 1O, 5» [2].

Ha croromuimmHiii JeHP iCHYye BeJHMKAa KUIBKICTh PI3HOMAaHITHAX CHCTEM pO3Mi3HABaHHI
aBTOMOOUTLHUX HOMEPIB, cepe/ IKMX BUPI3HAIOTH JIBA TUTIM — aflapaTHi Ta MporpaMHi. AnapaTHi CHCTEMHU
PO3Mi3HABaHHS aBTOMOOUIFHIX HOMEPIB, 1€ CUCTEMH, SIKi BU3HAYAIOTh HOMED 32 JIOTIOMOTOI0 BOYJOBaHUX
y Kamepu 3aco0iB.

Po3pi3HAIOTE cHCTEMU PO3ITiZHABAHHS HOMEPIB 3 PI3HUM PiBHEM SIKOCTI PO3Ii3HABAHHS, BETMYUHOIO
HIBHJKOJIT 1 CIeKTpoM mochyr nojarkoBux ¢yHknid [3, 4]. Cyuachi cucremu (LPR-cuctemn)
XapaKTepU3yIOTHCSl BUCOKOIO IIBUAKOMAIEIO 1 TOYHICTIO po3mizHaBaHHS (97-98%), i, Ak mpaBuio, ayxe
JIOPOTi Ta BUMAraroTh CTalliOHAPHOT YCTAHOBKH Ta BiJIIOBIIHOT MITPUMKH (CTIEIIaTBHOTO CepBepa, SIKHI 1
BUKOHYE BCi HEOOXiqHI omneparlii oOpoOyieHHs 300paxkens). Bucoka Bapticte LPR-cuctem He n03BoIsie
BUKOPUCTOBYBATH iX Ha MoOyTOBOMY piBHi. B nmaHWil 4ac icCHye AOCHTH BEJIMKa KiNbKICTh MOOUIBHHX
CHCTEM BHM3HA4YCHHS HOMEpHHMX 3HakiB [3,4]. B ocHOBHOMY Il IUIaTHI NPOAYKTH, 1 aJTOPUTM iX
(GYHKIIOHYBaHHS 3aCEKPEUEHHH 1 € KOMEPIIHHOI TAEMHHUIICIO.

AJNBTEpPHATHBOIO  JOPOTOBapTICHUM  KaMepaM €  3acTOCYBaHHS  MOOUIBHMX  JI0OJaTKiB
cmaptdonis[5,6]. Lel migxinm Moxe OyTu OUTHIN BIATUM, SKIIO MOBa HIe MPO 3a0INaKEHHS KOIITIB,
OCKIJIBKH JIJIsl pO3TOPTaHHS TaKol CUCTEMH He MOTPIOHE J0aTKOBE JOpore o0jiaaHaHHA. XapaKTepUCTUKH
KaMepy B Cy4acHUX MOJeIsIX cMapT(hOHIB HaOIMKaThes N0 npodeciiianx kamep. CMapThoHH 3aBXKIH
i PyKOIO, HA/Ial0Th MOXJIMBICTh POOUTH 3HIMKHM aBTOTPAHCIIOPTY Y 3BUYaHUX YMOBax ‘“‘Ha JIbOTYy”, Ta
BUKOPUCTOBYBATH MIPOrPaMHy CHUCTEMY pO3Mi3HaBaHHS HOMEPIB.
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Mertolo pociaigmeHHs1 OylnO MOCIITUTH Pi3HI TEXHOJIOTii pO3Mi3HABaHHA HOMEPHHUX 3HAKiB,
3’ACyBaTH, SIKI 3 IHUX TEXHOJIOTIH MOXKHA peaji3yBaTH 3a JOMOMOTOI0 Cy4YacHHUX CMapTQOHIB i
eKCTIEpUMEHTAILHO TTePEBIPUTH €PEKTUBHICTh TAKMX CHCTEM.

HoBu3Ha f0cHiKeHHS TOIATAaE y TOMY, IO ISl TTOOYJOBH CHCTEMH PO3ITi3HABAHHS HOMEPHHX
3HaKiB BUKOPUCTOBYIOTBCSI CMapT(HOHH, IO iCTOTHO 3MEHIIYE Ha i BAPTiCTh.

OcHoBHa yacTuHa. Po3risineMo ABa MiAX01M 10 po3mi3HABAHHSA 00pa3iB.

Iepuuumii migxig — amapaTHUil — IPyHTYETHCS HA ONTHYHOMY PO3ITi3HaBaHHI 00pa3iB, M0 JO3BOJIISE
3aCTOCYBaTH METOM MepeOopy BUIIIAAY 00'€KTa IMiJl Pi3HUMH KyTaMu, Maciitabamu, 3cyBaMu  T. 1. Jlis
pO3Mi3HaBaHHs CUMBOJIB MOTPiOHO epeOupaTH pi3Hi WpUTH, BIACTHBOCTI WIPUPTIB T. . JaHMii MeToxn
CKJIAJIHO peaii3yBatu 3acodamu cMapTPOHY, OCKUTEKH MMOTPeOye KillbKa KaMep Ta JAesiKy KiTbKICTh 3HIMKIB.

Apyruii miaxin — mnporpamMHuii — mependagae po3poOKy MOOUTFHOTO AOAATKY 3JaTHOTO
OIPalbOBYBaTH 3HIMOK aBTOTPAHCIIOPTY Ta PO3Ii3HABATH HOMEPHI 3HAKH.

OCHOBHHMM 3aBJaHHSIM MPOrpaMHOTo 3a0e3neueHHs 3HAUTH KOHTYp 00'eKTa — HOMEPHOI paMKH Ha
3HIMKY Ta PO3Mi3HATH HOMEpPHI 3HakKW. IcHye Oe3nid anropuTMiB IJIs BHIAUICHHS KOHTYpIB, TaKi fK:
oneparop CoOenst, oneparop Jlamaca, oneparop PoGeprca, oneparop Ilproitt i onepatop Kenni[9].
JlerexTyBaHHs KOHTYpiB HEOOXiZHO B TOMY BHUNAJKy, KOJH € JIOCUTh CKJIagHE 300pakeHHs
BuxopuctoByroun iHCTpyMeHTH 6101i0TeKH KOMI'TOTEPHOTO 30pY HEOOXiTHO BUIUIHTH 00'€KTH Ha I[OMY
300paxKeHHi IS MOIANBII0] POOOTH 3 HUMHL.

Becs mporiec BU3HaYeHHS aBTOHOMEPY MOYHA 3aMMCcaTy K HOCIiJOBHICTh KPOKiB [ 16] monepenHbo1
00poOKHM 300paxkeHHs], BUOIPKH JaHWX, HA OCHOBI 300paKeHHsI, Ta aHai3y 3i0paHuX maHuX. OCKiIBKH
HOMEpHi 3HaKW € KoMOiHamiero nudp i Jitep - TO po3Mi3HABaHHS HOMEpa 3BOJAMUTHCSA JO aJTOPHUTMIB
po3mizHaBaHHs TeKCTy 1 nudp[ 15].

ANTOpPUTM BH3HAYCHHS HOMEPHHX 3HAKIB i3 3aCTOCYBaHHIM 0i10I0TEK ONTHYHOIO PO3Mi3HABAHHS

HaBEJICHO Ha PUCYHKY 1.
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Bapro Bim3HauwnTH, 0 BCi HACTYITHI METOAM MPAIIOIOTH 3 YOPHO-OLTMMH 300paxkeHHsIME. To0TO,
criepiny BuxinHa kaptuHka 3 RGB nepeBonuthes y BiaTinku ciporo. [Ipukinan nepeTBOpeHHs 300pakeHHS
MMOKa3aHo Ha puc. 2.

Puc. 2. PegynbpTar nepeTBopeHHs
a) BXimHe 300pakeHHs; 0) BUIIICHHS KOHTYPIB 3aCTOCYBaHHS oneparopa Kenni

HactynHuM eTamoM ajJroputMy € KOMIOHEHTHHH aHAMi3: 1€ TOCHTIJOBHHUIA aHATI3 BHIUICHUX
KOHTYPIB 3 ypaxyBaHHsIM iX TUTOIIi, reoMeTpii 1 T.1. Lle moBomi BUTpaTHUIT 3a pecypcamu eTarl, OCKITbKA
BHMarae BEJIMKOI KUTbKOCTI 0OYHUCIICHB: TIepeBipKa KOKHOTO KOHTYPY, a Takoxk child-koHTypiB.

B nanwmii yac icHye Oinpire 10 anropuTmiB, 0 BUPINIYIOTH 3aBAaHHS (PinbTpamii KOHTYpIiB, MU
nepepaxyemMo ocHOBHi 5: omepatop Kenni, omepatop CobGens, omeparop Jlammaca, oneparop Ilproirtt,
onepatop PoOeprca. Haifuacrimie BUKOPUCTOBY€EThCs came omneparop Kenni (puc. 3), SKuil BUOKPEMIIIOE
KOHTYpH TpY MPaBHJIBHUX HajamTyBaHHSX (inbTpiB. [Iporpamua peamizamisi nonepeanboi o0poOku i3
3acTtocyBaHHs 0i101i0TeKH KoM toTepHOTO 30py OpenCV 300pakeHa Ha puc. 3

import cv2
import numpy as np

image = cv2.imread('cntr.jpg') #rnpounTaT 300pPaXEeHHI
gray = cv2.cvtColor (image, cv2.COLOR BGR2GRAY) #BimTinxm ciporo
blurred = cv2.GaussianBlur (gray, (5, 5), 0) #3MEHIIEHHS WyMYy

# BUKOPMCTOBYEMO NOP1iI' mJjg BMOiJIEHHS KOHTYpPiB
_, thresh = cv2.threshold(blurred, 128, 255, cv2.THRESH BINARY)

# thresh = cv2.Canny(blurred, 30, 150) #abo 3acTocyBaHHa omepaTopa Canny
# BuOiJsleHHA KOHTYypiB Ha 300paxeHHi
contours, = cv2.findContours (thresh, cvZ2.RETR EXTERNAL,

cv2.CHAIﬁ;APPROX_SIMPLE)
#CopTyBaHHsa KOHTYpPiB 3a mJjomen (BuOip MaKCUMaJbHOTO)
contours = sorted(contours, key=cv2.contourArea, reverse=True) [:1]
# 30epexeHHS BUOKPEMJIEHOTO KOHTYPY Yy HOBMM bami
cv2.imwrite ('cntr.jpg', contour)

Puc. 3. Ilporpamua peasizaiiisi €TariB HONepeIHLOI0 00pOOIICHHS 300paXKeHHS

Jani 3ynnHuUMOcs Ha 3a1a4i po3ni3HABAHHSA HOMEPHHUX 3HAKIB 31 3acTocyBaHHsIM 0i0JrioTex
KOMIT’IOTEPHOTO0 30pY.

Po3nizHaBaHHS CUMBOIIB SIBIISIETHCS KIACHYHOIO 33j1a4eto. IcHye Oe3niu pimeHsb, Ta MEeBHI 3 HUX
Maibke nockonaini. Haiikpamumu Takumu anroputMamu € anroputM Tesseract OCR[7] (puc. 4) ta iioro
aHAJIOTH.

PyTesseract — 1ie 6i0mioTeka, sika Oyiia po3poodiieHa y 90-Tux pokax MUHYJIOTO CTOJITTS, Ta 3 2006-
o POKYy BHKOPHUCTOBYeThCsl kommanieto Google. biOmioteka mae minTpumky tonikomy UTF-8, Bwmie
posmizHaBatu Oinbie 100 MoB cBiTy. Buxinuuii ¢popmat posmizHaBaHHA MOXKE OYTH Pi3HUM: 3BHUYAHHUI
tekct, hocr(html), pdf, tsv, Toro.

OpuuMm i3 BapiaHTiB € 3actocyBaHHs Oibmiotexkn PyTesseract - pos3mi3HaBaHHS TEKCT Ha
300pakeHHsIX a0o BrpadiuHux Qaiinax.
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'pip install pytesseract

!'sudo apt install tesseract-ocr

!'sudo apt-get install tesseract-ocr-ukr
import pytesseract

# BunurTyeMo 300paxeHHS

image = cv2.imread('path/to/image/cntr.jpg')

# IlepeTBOpPWEMO B BiOTiHKM Ciporo gxmo lLie He OyJio IONepenHbO 3pPOOJIeHO
gray = cv2.cvtColor (image, cv2.COLOR BGR2GRAY)

# PosnisHaemMo TekCcT Ha 300paxeHHI

text = pytesseract.image_ to_string(gray)

print («Po3nizsHaHuit TekcT:», text)# BMBOIMMO pes’yJbTaT

Puc.4. ®parmMeHT Koay po3Mi3HaBaHHS TEKCTY Ha 300pakKeHHI 13 3aCTOCYBaHHSAM 010JI0TEKH
PyTesseract

EasyOCR[12] (puc.5) - e 6i6mioTeka s po3mi3HaBaHHs TEKCTY, sfka 6a3yeThes Ha deep learning
Ta BUKOPHCTOBYE TPEIOOPOOKY Ta apXiTeKTypu HEHMPOHHHX Mepex I e(peKTHBHOTO PO3IMi3HABAaHHS
TEKCTy Ha 300paKeHHSX.

import imutils

import easyocr

#nonepenus obpobka 300paxeHHS

img = cv2.imread('/content/drive/MyDrive/Colab Notebooks/cars/4.jpg"')
gray = cv2.cvtColor (img, cv2.COLOR BGRA2GRAY)

edges = cv2.Canny(img filter, 30, 200)

cont = cv2.findContours (edges.copy (), cv2.RETR TREE,
cv2.CHAIN APPROX SIMPLE)

cont = imutils.grab contours (cont)

cont = sorted(cont,key = cv2.contourArea, reverse= True) [:2]

crop = gray[xl:x2, yl:y2]

text = easyocr.Reader (['ru'])

text =text.readtext (crop)
print (text)

PucyHok 5 — @parMeHT Koy po3ii3HaBaHHs TEKCTY Ha 300paKeHHI 13 3aCTOCYBaHHIM
6i6miotekn EasyOCR

ExcnepumenTanabHi gocaimxenns. Po3poOneHHs nporpamHOro 3a0es3ledeHHs NpoBOIMIacs 3
BUKOPUCTAaHHSIM MOBH nporpamyBanHsa Python 3 B cepenosumi Google Collaboratory[17], mo Hanmae
MOJKJIMBICTh 3aITyCKaTH Ta Mucatu koj Python B xMapHOMY cepenoBHIIli, HE BCTAHOBIIOIOUH HA CBOEMY
koMIT'toTepi Python abo iHmi mporpamHi 3aco0w.

JI1st aBTOMAaTHYHOTO TECTYBaHHS BUKOPHCTaHO faraceT: Automatic Number Plate Recognition [13]

Jlyis mMaHyanbHOI TMepeBipku poOOTH MporpaMHOro 3aco0y Oyna 3i0paHa HEBEJIUKa KiJIbKICTh
300paXkeHb aBTOMOOUIIB 3 HOMEpaMu - CKpuHIIOTH (oTorpadiii aBromMoOuLTIE [14] 3 cepeaHbOrO
po3ainmeHOO 3matHicTh 1000x700, mo HabmwkeHa A0 PO3IOUIBHOT 3AAaTHOCTI Kamepu cMapTdoHa
(1280x720), sixi MO>KHA PO3MI3HATH JFOJICEKUM OKOM.

PesynpTatn excnepuMeHTIB 3 TapamerpaMu KoHQirypamii Ta onrtumizamii 300paxkeHb Ta
BUKOPHUCTAHHS PI3HUX METOJH MiATOTOBKU 300pakeHb (HAPHUKIIAA, SMEHIIEHHS IIyMy, O1HapH3aiis TOIIO)
BizoOpakeHi B Tabmumi 1.

Tabnuus 1 — PesynpraTi posnizHaBaHHS HOMEPHHUX 3HaKiB. Bubipka Hepo3mi3HaHUX HOMEpPIB

300paskeHHS Pesynbratn Pesynbrara Homephuit [Tpumitku
PO3Mi3HABaHHS PO3Mi3HABaHHS 3HaK
PyTesseract EasyOCR
Haracer Nel Dataset Automatic Number Plate Recognition [15]
247.jpg TNO78U5427 TNO7BUS427 TNO7BU5427
244.ipg KL 05AK3300 K105AK3300 KL PO3Mi3HAHO
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3o00pakeHHS Pesynpratn Pesynprara Homepnmuit IIpuMmiTku
po3mi3HaBaHHS po3mi3HaBaHHS 3HaK
PyTesseract EasyOCR
05AK3300

242.jpg MH 20DV2362 MH 20DV2362 |MH 20DV2362

238.jpg H20EE1591 MH20EE7597 MH20EE7597| He 4iTkuit

249.jpg HE PO3ITi3HAHO HE PO3ITi3HAHO HE PO3ITi3HaHO| He PO3Mi3HAHO

241.jpg KV 57 CKO KV 57 CK KV 57 CKC i KyTOM

246.jpg LMHO6AWS8929( MHO06AWS8929 |[MHO6AWS8929 i1 KyTOM

240.jpg TN 09CH7770 TN 090H77701 [TN 09CH7770 HE YiTKE

4.jpg 24KZT5 24KZT5 24KZT5 OBTHI (HOH

7.jpg HE PO3ITi3HAHO HE PO3ITi3HAHO T71ZFK8 XKOBTHH (OH,
JIOJATKOBHUIl HAMUC

20.jpg JP1481 JP548] JP548] XKoBTU# HoH
“3Ma3zaHui’”

9.jpg HE PO3Mi3HAHO He posmizHaHo [MH14TC206/AN|  doH pamku Ta
Ky30Ba -4epBOHUN

Hartacer No2 BiacHa konekiris [16]

301.jpg HE PO3Mi3HaHO HE PO3MIi3HAHO 03EC0213 YepBOHA paMKa,
0111 3HAKH

302.jpg KA 0222BX KA 0222BX KA 0222BX

303.jpg HE PO3ITi3HAHO HE PO3ITi3HAHO E SKMLTD

304.jpg HH0095CC HHO009500 HH0095CC

BucnoBku. B mporieci gociimkeHHst Oylio CTBOPEHO MaKeT MOOUTBHOI CUCTEMH PO3ITi3HABAHHS
HOMEpIB aBTOTPAHCIIOPTHHUX 3ac00iB, sKa peasizoBaHa 3acobamu MoBu Python. [[ns anamizy pe3ysbTariB
pobotu mporpamMHOro 3aco0y Oyino BHUKOpucTaHO martacer Bin Kaggle Ta BmacHa kojekiisi 300pakeHb
aBTOMOOIIIB 3 HOMEpaMH, SKi MOYKHA PO3II3HATH JIFOJICHKAM OKOM, Ta MaHyaJIbHO MEPEeBipUTH PoOOTa
MIPOrpaMHOro 3aco0y.

3a pesynpTaTaMy pyqyHOTO TECTyBaHHS SKICTh PO3Mi3HABAHHS HOMEPHUX 3HaKiB JJIst jgataceT Nel
ckaanae 83%, mis natacet Ne2 — 87%.

[TpuunHO MOraHOTO PO3ITi3HABAHHS € HEYiTKI a00 3a0pyHEHI HOMEPHI paMKH Ta 3Haku. YacTto
MPUYMHOIO TIOTAHOTO PO3Mi3HABaHHS € YepBOHE a0 JKOBTE TJIO paMKH, Ol Kojiip 3HaKiB. [linBUIINTH
AKICTh PO3ITi3HABaHHS MOYHA, 3aCTOCOBYIOUH alallTUBHI (QiIbTPH, 3MiHIOIOYH IOPOTOBE 3HAUCHHS, 32 IKUM
BiIOyBaeThCs OiHapu3allis. ExcriepuMeHTanbHi JOCIHIHKEHHS TI0Ka3allH, [0 ITOPOroBe 3HAUEHHS KiJIBKOCTI
00‘eKTiB CErMEHTY JJIsl YHUKHEHHSI XUOHOT JeTEKI[i1 HOMEPHOTO 3HaKy IMOBHHHO OyTH He OiibimM 3a 20.

[IporpamMuwuii 3aci6 BiqMiHHO PO3ITi3HAB HOMEPHI 3HAKW Ta BUCOKOSKiCHI 300paskeHHsT aBTOMOO1IIS
3 po3auTeHORO 31aTHICTIO 1920x1080 Ta 3a0pyJHEHIM HOMEPOM.

Jiist 9iTKUX 300paskeHb TPUYWHOIO IIOMHJIKHY B pO3ITi3HaBaHHI OYJIO Te, 10 aBTOMOOIL OYB TaKOTO
K KOJIOPY, K 1 TII0 aBTOMOOLIEHOT'0 HOMEPY, IO YCKIIAIHIOE TIPOLIEC BUSIBICHHS PAMKH HOMEPHOT'O 3HAKY.

TumuacoBi HOMepH, sIKi MalOTh YEPBOHE TJIO HOMEPY 1 O1JIi 3HaKH, MpOrpaMHuii 3acid po3mizHaTu
He 3Mir. Taka cuTyauis BUHMKJIA IIiJ] Yac HaBYaHHA Kackaxy Xaapa. byno BUKOpHCTaHO JiMIIe JIeKilTbKa
300pakeHb 3 HOMEpaMH He OUIOr0 KOJIbOPY, TOMY ajJrOPUTM B JESIKUX BUIAJIKaX HE 3HAXOJUB PaMKH
HOMEDY.

Po3pobrennit 3acTocyHOK mOTpeOye iHTENEKTyalbHOI CHUCTEMH HANAIITyBaHHS IONEPEIHbOT
00poOKH 300pakeHb. Ajie it HenpodeciitHOro, MoOyTOBOI0 3aCTOCYBAaHHS TaKa TOUHICTh PO3ITi3HABAHHS
Oyme mocTaTHSI.

Takum YMHOM, y CTaTTi HaBeJIEH1 TEXHOJIOTI] Ta Pe3yIbTaTH JOCTIHKEHHS CUCTEM PO3ITi3HAaBaHHS
HOMEpIB TPAaHCHOPTHUX 3acO0IB, SIKI MOXYTh OYTH 3aCTOCOBaHi IIiJi Yac pO3pOOJICHHS HOBHX Ta
MOJIEpHi3allil ICHYIOYHX CHCTEM.
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BoptHuk K.JSl., SIpouryk B.P. IlogosianHs BUKJIMKIB Y TPeHYBaHHI IITYYHOrO iHTeJeKTy: O0OMesKeHHS JaHHUX,
004HCII0BAIbHI BUTPATH Ta HajiliHicTh Mogeneii. CTaTTsa aHaNi3ye BHKIUKH, MOB'S3aHI 3 TPEHYBaHHSAM CHCTEM IITYYHOTO
IHTEJIeKTY, 30KpeMa pobIeMH 3 00MEKEHICTIO Ta SIKICTIO JaHHUX, BUCOKi 00UNCIIIOBAIBEHI BUTPATH Ta HEOOXIJHICTH 3a0e3MeueHHs
HaJiiHOCTI Mozeneil. OGroBOPIOIOTHCS IHHOBAMLINHI PIllIeHHS, TaKi K CHHTE3 JaHHX, €(DEeKTHBHI apXiTeKTypH HEHPOHHHUX Mepex
i MeTou 3a0e3MeYeHHs poOaCTHOCTI, a TAKOX BaXKIIMBICTh iHTeprpeToBanocti [I1-moneneii.

Knawuori cnoBa: mrtyunuii intenekt, TpeHyBaHHs LI, oGumcIItOBaNBHI BHTpATH, CKOJOTIUHHIA BIUIMB, HAMIWHICTH
MoJeNiel, IHTepIpeTOBaHICTh, eHeproedekTuBHicTh, eTuka L1111, cramuit 1.

The problem. The advent of artificial intelligence has spurred a technological revolution that has
permeated nearly every sector of society. From predictive analytics in healthcare to autonomous vehicles,
Al systems have shown immense potential to advance and innovate. However, as the appetite for more
sophisticated Al grows, so too do the challenges associated with training these complex models. One of the
most significant hurdles is the limited availability and quality of training data. Additionally, the
computational resources required to process this data and train Al models are substantial, raising concerns
over costs and energy consumption. Furthermore, ensuring the robustness of Al models to function reliably
in diverse and often unpredictable real-world scenarios remains a paramount concern. This paper aims to
dissect these critical challenges, explore the implications of current practices, and highlight innovative
solutions that could redefine the future landscape of Al training. By understanding and overcoming these
barriers, we can pave the way for more efficient, equitable, and sustainable Al development.

Artificial Intelligence training is confronted with critical challenges such as data scarcity,
computational expenses, robustness, and complexity of models. This abstract discusses the implications of
data scarcity and quality on Al training, the robustness of Al models, financial and environmental cost. It
further examines the trade-offs between model complexity and performance, addressing the need for
efficient algorithms that can operate with limited data while still ensuring model accuracy. Environmental
concerns are also highlighted, as Al's carbon footprint becomes a growing issue, urging the development
of more energy-efficient computing techniques. The financial implications are vast, encompassing not only
the direct costs of hardware and electricity but also the investment in research and development of
innovative solutions to these challenges. Overall, this discussion aims to shed light on the multifaceted
nature of Al development and the necessity for a balanced approach to its advancement.

The main part. A primary obstacle in Al training is the scarcity of high-quality, annotated
datasets[1]. These datasets are the bedrock upon which machine learning models learn and develop an
understanding of the world. When data is scarce, unrepresentative, or biased, it can lead to models that
perform poorly or unfairly when deployed. Diverse and extensive datasets are particularly critical for deep
learning models, which require vast amounts of data to achieve high levels of accuracy. Moreover, the
creation and maintenance of such datasets are often resource-intensive and can be constrained by privacy
concerns and data protection regulations. To mitigate these issues, researchers have turned to synthetic data
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generation and data augmentation techniques. Synthetic data, created through simulations or generative
models, can expand training datasets and introduce a wider range of scenarios that may not be present in
the original data. Data augmentation[3], which involves altering existing data to create new variations,
enhances the diversity within a dataset without the need to collect new data.

These methods not only augment the quantity of data available but also improve the robustness and
generalizability of Al models. Further, the adoption of federated learning approaches allows for the
utilization of decentralized data, enabling the model to learn from a wide array of sources while maintaining
data privacy. Transfer learning is another strategy that leverages pre-trained models on large datasets to
perform new tasks with limited data. This not only conserves resources but also accelerates the development
cycle of Al models. The challenges of data scarcity are not solely technical but also ethical and legal.
Responsible Al development necessitates adherence to ethical guidelines and legal frameworks,
particularly regarding data privacy and the potential biases in Al systems. Continuous efforts in developing
fair, accountable, and transparent Al systems are crucial to address these concerns. As the field advances,
interdisciplinary collaboration becomes key, with insights from social sciences, law, and ethics guiding the
responsible creation and use of Al technologies. Each of the mentioned approaches has it’s pros and cons
(table 1).

Table 1. Comparison of dataset enhancement technigues

real data is limited or
unavailable

scenarios

Technique Pros Cons Best Use Cases
Synthetic Data Generates large May not accurately Scenarios with
Generation datasets, Useful when | represent real-world limited or sensitive

real data

Data Augmentation

Enhances dataset
variety, Improves
model generalization

Can introduce noise,
Limited by original
data diversity

Image and speech
recognition tasks

Transfer Learning

Leverages pre-trained
models, Reduces

May carry biases
from source data,

Tasks with similar
data to pre-trained

training time and models
resources

Utilizes both labeled
and unlabeled data,
Reduces labeling

costs

Limited by relevance
of pre-trained models
Dependent on quality
of labeled data,
Complex
implementation

Semi-Supervised
Learning

Large datasets with
limited labeled data

Training state-of-the-art Al models typically demands substantial computational power, which can
be cost-prohibitive and environmentally unsustainable. The carbon footprint of training a single deep
learning model can be equivalent to the lifetime emissions of several cars (picture 1). The financial cost of
these computations is also significant, often running into thousands or even millions of dollars for cutting-
edge models, limiting the ability to train such models to well-funded organizations. This creates a barrier
to entry for smaller entities and can stifle innovation. Efforts to reduce computational costs include the
development of more efficient neural network architectures that require less processing power without
compromising performance. For example, techniques such as pruning[4], quantization, and knowledge
distillation can reduce the size of a neural network and its computational needs. Moreover, there is a push
towards utilizing cloud-based platforms and specialized hardware such as tensor processing units (TPUs)
and field-programmable gate arrays (FPGAs), which can offer better performance for Al-specific
computations. Companies are also exploring the use of renewable energy sources to power data centers,
seeking to mitigate the environmental impact of large-scale computation. Despite these advances, the quest
for more computationally efficient Al training methods continues, as the demand for Al capabilities grows
in tandem with global computational infrastructure.
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Pic. 1. Carbon footprint of Al models

Achieving robustness in Al models means ensuring they make reliable and accurate predictions,
even when faced with new and unforeseen data in real-world applications. To combat this, techniques such
as regularization and cross-validation[2] are employed to improve generalization. Regularization methods,
like dropout or L1 and L2 regularization, discourage complex models that can overfit by adding a penalty
to the loss function during training. Moreover, recent advances in machine learning focus on transfer
learning and few-shot learning, where a model trained on one task is adapted to perform different but related
tasks with limited additional data. This approach leverages pre-existing knowledge and can greatly reduce
the amount of data required for training robust models. Another promising area is adversarial training,
where models are deliberately exposed to challenging conditions during training, such as inputs designed
to confuse the model. This can help Al systems become more resilient to errors and adversarial attacks
when deployed in the real world. Ensuring robustness in Al models is not only critical for maintaining
performance standards but also for building trust with users. When people understand that an Al system
can handle a wide array of scenarios reliably, they are more likely to adopt it in their daily lives and work.

The complexity of artificial intelligence models, especially those based on deep learning, often
results in a lack of interpretability, which is a significant issue for applications where understanding the
decision-making process is crucial. The so-called "black box" nature of these models can hinder their
adoption in fields that require transparent decision-making, such as healthcare and justice. Interpretable Al
seeks to address this by creating models whose workings can be understood by humans. This involves
developing methods that can explain, in human terms, how a model arrived at a particular decision or
prediction. Techniques like feature importance scores, which highlight which inputs most influenced the
output, and model-agnostic methods, which can be applied to any machine learning model to increase
transparency, are key tools in this endeavor. There's also a push for "explainable Al" (XAl), where the goal
is not only to make Al decisions more transparent but also to provide explanations that are meaningful to
the end-users. This could involve visual explanations, textual rationales, or even interactive interfaces that
allow users to query the model and understand the rationale behind specific decisions. Ensuring the
interpretability of Al models is essential not just for trust and adoption, but also for regulatory compliance.
As laws and regulations begin to demand greater accountability in automated decision-making, the ability
to interpret and explain Al models becomes increasingly important.

To tackle the challenges discussed above, there are few innovations. Meta-learning, or "learning to
learn,” which involves training a model on a variety of learning tasks, such that it can solve new learning
tasks using only a small number of training samples. Meta-learning models are particularly promising for
their ability to adapt quickly to new and varied datasets. Another one is development of transfer learning
frameworks, where a model developed for a particular task is reused as the starting point for a model on a
second task. This approach has significantly reduced the amount of data and computation needed to develop
effective models. Neural architecture search (NAS) is also an area of active research, automating the design
of neural networks to discover the best-performing models for a given dataset, which can result in more
efficient and less computationally expensive architectures. Another approach gaining traction is meta-
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learning, or "learning to learn," which involves training a model on a variety of learning tasks, such that it
can solve new learning tasks using only a small number of training samples. Meta-learning models are
particularly promising for their ability to adapt quickly to new and varied datasets. Efforts in model
compression techniques (picture 2), like network pruning, where redundant or non-informative connections
are removed without sacrificing accuracy, help in deploying models on edge devices with limited
computational capacity. Quantization reduces the precision of the model's parameters, thereby decreasing
the size of the model and speeding up inference while maintaining performance. Lastly, reinforcement
learning, especially in complex environments, has shown potential for training models that make decisions
in dynamic settings, pushing the boundaries of what Al can achieve in real-world applications. These
innovations are not only enhancing the capabilities of Al systems but are also crucial for ensuring that the
benefits of Al can be realized broadly, democratically, and ethically.

Model compression
techniques

Traditional Machine learning

&
Deep neural (SVM, Decision tree, Random
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Pic. 2. Model compression technigues

As the capabilities of artificial intelligence (Al) continue to expand, so does the ethical landscape in
which these technologies are developed and deployed. Al training processes not only need to be technically
sound but also ethically responsible. This section delves into the key ethical considerations that must be
integrated into the lifecycle of Al training. One of the most pressing ethical concerns in Al training is the
potential for embedded biases within algorithms. Biases can originate from various sources, including
prejudiced data sets, biased human annotators, or even the design of the Al system itself. To counteract
this, it is imperative to implement diversity and inclusion protocols in the data collection and model training
phases. Ensuring that datasets are representative of all demographics and that Al systems are tested for
fairness across different groups is crucial. Al systems often operate as "black boxes," with decision-making
processes that are opaque to users and stakeholders. This lack of transparency can lead to trust issues,
especially in critical domains like healthcare or criminal justice. It is essential to develop Al with
explainable algorithms, where the decision-making process is clear, understandable, and able to be
interrogated. Explainable Al enables accountability and provides insights into how and why certain Al
decisions are made. Training Al models frequently involves large volumes of personal data. Protecting the
privacy of individuals whose data is used in Al training is a fundamental ethical obligation. Techniques
like differential privacy, federated learning, and homomorphic encryption can enable Al training while
safeguarding user data. Moreover, adherence to privacy regulations such as the General Data Protection
Regulation (GDPR) is not just a legal necessity but an ethical commitment to individual rights. Assigning
responsibility for Al decisions is a complex ethical challenge. In cases where an Al system causes harm, it
is necessary to have clear lines of accountability. This includes the developers, the data scientists, the
companies deploying the Al, and even the regulatory bodies. As Al systems become more autonomous, the
mechanisms for accountability must evolve to ensure that moral and legal responsibility is clearly defined
and enforced. Al technologies can have profound effects on society. They can influence job markets,
personal freedoms, and social interactions. Ethical Al training must consider the long-term societal impacts,
striving to minimize potential harm and maximize benefits. This involves engaging with various
stakeholders, including policymakers, to ensure that the deployment of Al aligns with societal values and
contributes positively to the community. Al should be designed with the end-user in mind, ensuring that
human dignity is respected and that Al acts to augment rather than replace human capabilities. This involves
understanding the context in which Al operates and designing systems that enhance human decision-
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making, provide valuable assistance, and remain under human oversight. Addressing the ethical dimensions
of Al training requires an interdisciplinary approach. Collaboration among technologists, ethicists, legal
experts, sociologists, and other stakeholders is essential. This collective effort can help in formulating
guidelines, frameworks, and best practices that align Al advancements with ethical standards. Ethical
considerations in Al training are not a one-time effort but require ongoing attention. As Al systems are
deployed and begin to interact with the real world, continuous monitoring is essential to ensure that they
operate as intended and that any emergent ethical issues are promptly addressed.

Human-Al interaction (picture 3) and the ensuing feedback loops are pivotal in the training of
artificial intelligence (Al) systems. This dynamic shapes the Al's learning process, ensuring that the systems
we develop are not only technically competent but also aligned with human intent and usability. This section
explores the facets of human-Al interaction and the importance of feedback mechanisms in Al training. Al
systems are designed to serve human needs, and thus, incorporating human feedback is essential. Human
input provides the contextual nuances that raw data cannot capture, guiding Al systems to better understand
and interact with the world as humans do. This involves iterative processes where human trainers provide
continuous feedback to Al systems, refining their outputs and enhancing their decision-making capabilities.
Interactive machine learning is a paradigm where Al training involves a real-time feedback loop with
human users. In this framework, the Al system learns directly from human interaction, adapting to
corrections and suggestions. This approach can significantly improve the learning rate and the relevance of
the Al's outputs to real-world applications. The design of Al systems must prioritize user experience,
ensuring that interactions are intuitive, efficient, and satisfying. Incorporating principles of human-
computer interaction (HCI) into Al training helps in creating systems that are user-friendly and accessible
to a broad audience. This includes the design of interfaces, feedback mechanisms, and interaction protocols
that are user-centered. Feedback loops are integral to refining Al models.

They allow for the incremental improvement of Al behavior through cycles of performance review
and adjustment. By analyzing how humans interact with Al systems and the issues they encounter,
developers can fine-tune models to better meet user expectations and needs. Human feedback must be
ethically sourced and utilized, ensuring that it does not perpetuate biases or unethical outcomes. This is
particularly important when feedback is used to train Al in sensitive domains, such as personalization
algorithms or content moderation systems. Ethical oversight is necessary to ensure that the feedback used
enhances the Al's societal value. Accurate data annotation and labeling by human experts play a crucial
role in supervised learning. The quality of human-labeled data directly impacts the Al's performance.
Therefore, developing robust and clear guidelines for data annotators is paramount, as is the recognition of
the cognitive load and potential biases these human annotators may introduce. Feedback loops contribute
to the robustness and adaptability of Al systems. By continuously testing and updating Al systems with
new data and human insights, these systems can remain relevant and perform well even as the environment
and tasks evolve. Looking forward, the goal is to develop a symbiotic relationship between humans and Al,
where each enhances the capabilities of the other. Al systems should not only automate tasks but also
provide insights and augment human decision-making. This synergy can lead to breakthroughs in how we
solve complex problems and make decisions. In summary, human-Al interaction and feedback loops are
foundational to the development of Al systems that are attuned to human needs and behaviors. By
embracing these interactions, we can build Al that effectively complements human abilities and becomes
an integral and trustworthy component of our daily lives.

Scalability is a cornerstone in the evolution of artificial intelligence (Al) systems from experimental
models to real-world applications. The capacity to expand Al functionalities and manage increased loads
without sacrificing performance is crucial. This section outlines the challenges and strategies inherent in
scaling Al systems. Scalability in Al refers to the ability to maintain or improve performance as the size of
the dataset and complexity of tasks increase. An Al system's scalability is determined by its architecture,
the efficiency of algorithms, and the adaptability of its learning capabilities. Scaling Al systems involves
technical, computational, and practical considerations to meet growing demands. As Al systems scale, they
require more data to maintain accuracy and functionality. Efficient data management becomes critical,
necessitating robust databases, data pipelines, and storage solutions. This also involves ensuring data
quality and integrity throughout the Al lifecycle. Scaling Al systems often means increased computational
demands. Optimizing resource allocation is essential to avoid bottlenecks and ensure timely processing.
This may involve leveraging cloud resources, distributed computing, and edge computing solutions to
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manage computational loads effectively. Deploying Al models to serve predictions at scale is a multifaceted
challenge. It requires reliable model serving architectures that can handle high throughput and low latency
demands. Techniques like model quantization and optimization are vital for efficient model deployment,
especially in resource-constrained environments. As Al systems scale, the complexity of the models and
the number of parameters often increase. Managing this complexity without compromising the speed or
accuracy of the system requires innovative approaches to model design, such as modular architectures and
hierarchical systems that can distribute the workload.
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Scalable Al systems must be capable of continuous learning, adapting to new data without the need
for frequent retraining from scratch. Incremental learning and online learning algorithms enable Al systems
to update their knowledge base continuously, making them more resilient to changes over time. Automating
the deployment, monitoring, and management of Al systems is crucial for scalability. Orchestration tools
and platforms can help manage the lifecycle of Al applications, including version control, testing, and
continuous integration/continuous deployment (CI/CD) pipelines. Considering scalability at the outset of
Al system design can preempt many of the challenges encountered during expansion. Designing with
scalability in mind involves selecting the right algorithms, data structures, and infrastructure that can grow
with the system's needs. As Al systems scale, so do their ethical and governance implications. It is vital to
establish guidelines and monitoring mechanisms to ensure that the Al remains fair, transparent, and
accountable, even as it grows in scope and influence. Ensuring the scalability of Al systems is not just a
technical challenge; it is also about democratizing access to Al. Scalable systems can provide Al benefits
to a broader range of users and developers, fostering innovation and inclusivity in the Al field.

The pursuit of leveraging artificial intelligence (Al) for social good is an inspiring facet of Al
development. This section examines how Al can be a force for positive change, addressing societal
challenges and enhancing the well-being of communities globally. Al has transformative potential in
healthcare, from improving diagnostic accuracy to personalizing treatment plans. Machine learning models
can analyze medical images, predict disease outbreaks, and optimize resource allocation in hospitals. Al-
driven initiatives can bridge the gap in healthcare services, especially in underserved regions, by providing
scalable solutions like telemedicine and Al-assisted diagnostics. Educational technologies powered by Al
can provide personalized learning experiences, adapt to individual student needs, and identify gaps in
knowledge. By analyzing data on how students learn, Al can assist in creating more effective educational
content and teaching strategies, making quality education more accessible. Al applications are proving to
be invaluable in environmental conservation, from monitoring wildlife populations to predicting climate
change impacts. Al can optimize energy consumption, reduce waste through smart recycling systems, and
assist in the design of sustainable infrastructures. The predictive power of Al aids in disaster response and
management, providing critical information to mitigate the effects of natural calamities. Al is
revolutionizing social services by enhancing the efficiency and reach of aid programs. Predictive models
can identify areas of need, optimize the distribution of resources, and monitor the effectiveness of social
interventions. Al tools can also assist in combating human trafficking and support legal aid services,
providing support to the most vulnerable populations. Al-driven financial technologies can enable financial
inclusion, providing access to credit and banking services for the unbanked. Al can also help small
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businesses with market insights, automate administrative tasks, and offer personalized advice to foster
economic growth in developing regions. Al has the potential to promote equality and inclusion by
identifying and combating discriminatory practices. It can help in developing policies that ensure fair
treatment across all sectors of society and assist in monitoring the enforcement of these policies. While Al
has the potential to contribute significantly to social welfare, it is crucial to approach its deployment
ethically. This includes ensuring the privacy of individuals, avoiding biases in decision-making, and
engaging with stakeholders to understand the social context of Al applications. Realizing the potential of
Al for social good requires collaboration between technologists, policymakers, non-profits, and community
organizations. These partnerships ensure that Al solutions are grounded in real-world needs and are
implemented responsibly. To understand the effectiveness of Al in social good initiatives, robust
frameworks for measuring impact are essential. This involves setting clear objectives, collecting relevant
data, and using Al itself to analyze the success and areas for improvement in various projects.

Summary.

The journey of training artificial intelligence systems is fraught with significant challenges, from the
scarcity of quality data to the computational resources required and the need for robust and interpretable
models. This paper has outlined the complexity of these challenges while also highlighting the innovative
solutions that are emerging within the field. As Al continues to evolve, the importance of addressing these
challenges head-on grows. The future of Al training lies in the balance of leveraging cutting-edge
techniques to reduce data and computational demands and in ensuring the ethical and equitable
development of technology. Embracing solutions such as transfer learning, meta-learning, and efficient
model architectures will be crucial in democratizing Al, making it accessible to a wider range of users and
developers. At the same time, the Al community must strive to make these systems as transparent and
interpretable as possible, fostering trust and understanding among the public.
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APPLICATION OF FAST FOURIER TRANSFORM TO THE SPEECH SIGNALS
SCRAMBLING

Dymova H. Application of Fast Fourier Transform to the Speech Signals Scrambling. The article is devoted to the
closure of speech signals by implementing a fast Fourier transform in a bandpass scrambler. The most radical measure to prevent
the interception of speech signals is the use of cryptographic security methods. The first technical security systems began to be
developed immediately after the invention of the telephone. The main goal when developing speech transmission systems is to
preserve those characteristics that are most important for the listener to perceive. Communication security in the transmission of
voice messages is based on the use of a large number of different methods of blocking signals that change the characteristics of
speech in such a way that it becomes illegible and unrecognizable to attackers who listen to or intercept the closed voice message.
The choice of closure methods depends on the specific application and the technical characteristics of the transmission channel.
That is, technical channels of information leakage are a source of information for technical intelligence, which extracts information
using technical means. Therefore, the problem of protecting information from technical intelligence is of particular relevance. The
object of the study is the transmission of voice messages. The subject of the research is real-time speech closing systems. The
purpose of the paper is to use fast Fourier transform to close speech signals in a bandpass scrambler. To do this, it is necessary to
assess the capabilities of technical intelligence to intercept information of limited distribution; analyze types of speech signal
closing systems.

The paper presents a block diagram of a combined scrambler, an algorithm for rearranging input signal values using the
fast Fourier transform, and hashing functions that are used to obtain a speech signal from a combined scrambler. It has been
determined that "through-window" scramblers are the most reliable, and for greater levels of closure, combination scramblers
should be used. The task set for further development of the topic is the development of a software application for the operation of
streaming data encryption methods in real time.

Keywords: speech signal, reconnaissance object, hash function, combined scrambling, fast Fourier transform,
communication channel.

JdumoBa I.0. Ckpem0/l0BaHHS MOBHUX CHTHAJIB 3a JONOMOIOI0 WIBMAKOro mneperBopeHHsi ®yp’e. Crarts
MPUCBSYEHA 3aKPUTTI0O MOBHMX CHUTHANIB HUISXOM peaiti3alii B CMYroBOMY CKpeMOiepi IIBHAKOTO TepeTBopioBaHHS Dyp’e.
Hait6inpIn pagukaabHOIO MipoIo 3armo0iraHHs MPOCITyXOBYBaHHS MOBHUX CHTHAJIIB € BUKOPUCTAHHS KPUNTOTpadpidHUX METO/IB
3axucTy. [lepiri TeXHIYHI CHCTEMH 3aXHCTY MOYaId pO3POOIATHCS Bifpa3sy Iicis BUHAWIeHHS TenedoHy. [0I0BHOO METOI0 MpH
Ppo3po01ii cucTeM mepenadi MOBH € 30epeXeHHsI THX ii XapaKTEePUCTHK, [0 HalOLIbII BayKIIMBI [UTS CIPUHHATTS ciryxadeM. besmeka
3B'I3Ky IIPH Hepeaadi MOBHUX MOBIIOMIICHb IPYHTYEThCSI Ha BUKOPUCTaHHI BEJIMKOT KITBKOCTI Pi3HUX METOAIB 3aKPUTTS CUTHAIIIB,
10 3MIiHIOIOTh XapaKTEPUCTHKA MOBH TaKUM YHHOM, III0 BOHA CTa€ HEpo30ipIMBOIO 1 HEBII3HAHOKO AJIS 3JOBMHCHUKIB, SKi
MPOCITyXOBYIOTh 200 MEPEeXBaTHIIM 3aKPUTE MOBHE TMOBIIOMJICHHS. BUOIp METOMIB 3aKpUTTS 3QJICKUTH BiJl BHIY KOHKPETHOTO
3aCTOCYBaHHS i TEXHIYHHX XapaKTEPUCTUK KaHaTy nepenadi. ToOTO TEeXHIUHI KaHaJIM BUTOKY iH(popMaLil € JpkepenoM iHpopmartii
UL TEXHIYHOT pO3BINKHM, IO 3AiliCHIOE NoOyBaHHS iH(opMamii 3a JOMOMOTo TeXHIYHHX 3aco0iB. Tomy mpoOnmema 3axucty
iHpopMamii Bix TEXHIYHOT PO3BIAKKM Mae€ O0COONMBY aKTyanbHICTb. O0'€KTOM NOCTIIHKEHHA € Tepenada MOBHUX ITOBiJIOMJICHB.
[MpenvMeToM MAOCTIKEHHS € CHCTEMH 3aKpUTTS MOBH B peaJbHOMY daci. MeETOI0 CTarTi € BHKOPHUCTAHHS IIBHAKOTO
nepeTBoproBaHHA Dyp’€e A1 3aKPUTTS MOBHHX CHTHAJIB B CMYTOBOMY CkpeMOepi. [yt mporo HeoOXiJHO OLIHUTH MOXKIIHBOCTI
TEXHIYHUX PO3BIJOK 3 MepexoIuieHHs iH(popMalil 0OMEXeHOr0 MOIIMPEHHS; MPOaHaNi3yBaTH BHIM CHCTEM 3aKPHTTS MOBHHX
CHUTHAJIB

B po6orti npuBeeHa cTpyKTypHa cxemMa KOMOIHOBaHOTO cKpeMOiiepa, alropuT™ IepeCcTaHOBKH 3HAYEHb BXiJTHOTO CHTHAITY
3a JJOMOMOTOIO IIBHUJIKOTO MepeTBopeHHst Dyp’e Ta QYHKIIT XeIyBaHHs, sIKi BAKOPUCTOBYIOTBCS JUISl OTPUMAHHSI MOBHOTO CHTHAITY
3 KOMOiHOBaHOTO ckpeMOiepa. Bu3HaueHo, 1110 HAHOIIBII HAMITHUME € CKpeMOIiepH 3 "Ha3Kpi3HUM BiKHOM", a IS OLIBIIOTO PiBHA
3aKpHTTS CIiJ 3aCTOCOBYBaTM KOMOiHOBaHiI ckpemOnepu. IlocraBnena 3amada U MOJANBIIOTO PO3KPUTTS TEMH — po3pobka
MIPOTPaMHOTO TOAATKY POOOTH IMOTOKOBHX METOAIB MM(PyBaHHS JaHUX B PeabHOMY daci.

KirouoBi ci10Ba: MOBHUIT cUTHAI, 00’ €KT PO3BIIKH, XEII-(YHKIIisS, KOMOIHOBaHE CKPEMOIIOBaHHS, IIBUIKE TIEPETBOPEHHS
dyp’e, kaHaI 3B’ SA3KY.

Formulation of the problem. Protection of information from leakage through technical channels is
a set of organizational, organizational, technical and technical measures that exclude or weaken the
uncontrolled release of confidential information outside the controlled area.

Information leakage is based on the uncontrolled transfer of confidential information using acoustic,
light, electromagnetic, radiation and other fields and material objects, at the attempt of an intruder [1].

The causes and conditions of information leakage, despite all their differences, have much in
common.

The reasons for information leakage are usually associated with imperfect standards for storing
information, as well as violation of these standards (including imperfect ones), deviations from the rules
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for handling relevant documents, technical means, product samples and other materials containing
confidential information.

The conditions include various factors and circumstances that arise in the process of scientific,
production, advertising, publishing, reporting, information and other activities of the enterprise and create
the preconditions for information leakage. Such factors and circumstances may include, for example:

- insufficient knowledge by enterprise employees of information protection rules and lack of
understanding of the need for their careful compliance;

- use of uncertified technical means for processing confidential information;

- weak control over compliance with information protection rules by legal, organizational and
engineering measures;

- turnover of personnel, including those with confidential information.

Thus, most of the reasons and conditions that create the preconditions and possibility of information
leakage arise due to shortcomings of enterprise managers and their employees.

In addition, information leakage is facilitated by:

- natural disasters (storm, hurricane, tornado, earthquake, flood);

- unfavorable external environment (thunderstorm, rain, snow);

- disasters (fire, explosions);

- malfunctions, failures, accidents of technical means and equipment.

Technical channels of information leakage are a source of information for technical intelligence,
which extracts information using technical means [2]. It is believed that technical intelligence accounts for
more than 50% of all information obtained. Therefore, the problem of protecting information from technical
intelligence is of particular relevance.

Research analysis. Unmasking signs of objects in the speech wavelength range are divided into
direct and indirect. Direct demassing signs include acoustic fields and waves created by a speech signal.
Indirect demassing features include the spatial coordinates of premises (dedicated or protected), in which
speech information that must be protected from technical intelligence means can circulate. In addition, these
include the number and composition of professional people located in these premises, the start and end
times of negotiations and other characteristics not directly related to the formation of speech signals subject
to protection from technical intelligence means [2, 3].

The difference between speech signals and other types of acoustic fields and waves lies in the
characteristics and parameters of the emitted speech signals. As a rule, acoustic (linguistic) signals belong
to the category of random, therefore they are determined by distributions by level, frequency and time and
the corresponding average values by level, dynamic range, spectrum shape, frequency range, distribution
of formants by frequency and time correlation of individual sections of speech signals [4, 5]. The main
characteristics that make it possible to distinguish a speech signal from other forms of acoustic signals
include:

—  period (frequency) of the fundamental tone in the time domain;
— spectrum of a speech signal in the frequency domain.

Communication security during the transmission of voice messages is ensured by changes in the
characteristics of the language so that it becomes illegible and unrecognizable to attackers who eavesdrop
on or intercept a closed voice message. The choice of methods for terminating speech signals depends on
the specific use and the characteristics of the transmission channel.

The closure of speech signals is discussed in the works of Doctor of Technical Sciences, Professor
G.F. Konakhovich. Speech closure systems differ in quality and degree of secrecy. There are two main
methods of closing speech signals, divided by the method of transmission over the communication channel
[5]:

— analog scrambling;
—  speech sampling followed by encryption.

Presentation of the main material and justification of the obtained results. The combination of
time and frequency scrambling can significantly increase the degree of closure of the initial signal. The
diagram of the combined scrambler is shown in Fig. 1.
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Fig. 1 Block diagram of a combined scrambler

In this scrambler, four digital signal processing processors carry out the operation of time-frequency
rearrangements of sampled segments of the output signal. One of the processors implements the function
of a random sequence generator (closing system key) [6].

Changing the system key allows you to increase the degree of closure, but requires the introduction
of synchronization on the receiving side. Most of the speech signal energy is concentrated in a small region
of the low-frequency spectrum (300 to 3500 Hz), so the choice of mixing options is limited.

A significant increase in the degree of tongue closure is achieved by implementing a fast Fourier
transform (FFT) in the strip scrambler.

Fast Fourier Transform is an algorithm for quickly calculating the discrete Fourier transform (DFT).
Discrete Fourier transform is one of the Fourier transforms widely used in digital signal processing
algorithms, as well as in other areas related to the analysis of frequencies in a discrete signal [7].

The expansion of a periodic input signal f(t) with a period of 27 on the main segment [0, 27] into a
Fourier series is represented by the relations:

fO= ) Gl @
k=—o0
LT ) 2n
Ce =5 ff(t)e‘j’“dt = Ef f(®)e I at. )
S 0

We represent the complex number w as:
w = e J2n/N) (3)

where N — number of data.
In this case, in the DFT, the Fourier coefficients for a number of signal values {fy, f1, f2, -, fn-1}
are expressed by the relation [7]:

N-1
1 .
Ce= ZO whif, @
l=
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That is, Fourier coefficients are represented as the product of a matrix of complex numbers on a
vector of a series of signal values. Calculating these coefficients is a very complex process, so the use of a
fast Fourier transform has been proposed.

FFT is an efficient calculation algorithm using patterns hidden inside the matrix expressing the DFT,
that is, if the elements of the matrix are rearranged correctly, the number of multiplication operations will
decrease.

In our case, the signal is represented by a series of 4 frequency bands, denoted {fy, f1, f2, f3}, then
the DFT of this signal can be expressed as the product of a matrix and a signal vector:

Co wo wo w® wol[fo
Col _w® wt w2 wi||fi (5)
¢ w? w? wt wéll|f2
C3 w? w3 w® wollf;

If in accordance with Fig. 2, substitute the numerical values of the step series w into the matrix, then
the result will be

Co 1 1 1 171
il _ |11 —-j -1 j[|A
71 -1 1 —1]|f 6
Cs 1 j -1 —jllfs
ImA
W7
j|w?
W6W2 W0W4W8
1 0 1 Re
_j Wl
WS
W9

Fig. 2 Steprow w for N = 4

After this, the matrix elements are replaced. Let us define a special way of representing the product
of a matrix and a vector, which is given in the work [7]:

fo fi f2 f3l
Co w® wo wo wo
Cof _ [w® w! w2 wd (7
¢, w? w? w* we
Cs w? w3 wé w°
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Let's change the matrix in the expression (7). Having swapped the columns of the matrix, we divide
it into two groups: the group f;, f», with even data indices, and the group f;, f3 with odd data indices.
Therefore, we get

o f] A fg]

WO

(8)

w? w® w
_(w? w? wl w3
=l 0 alt|. 2 .6
wl w w2 w
w® wb w3 w°

The elements of the matrix, which are the second term of expression (8), are represented as w**1 =

wkwl, that is

—
oh
| —

£ < =

fo f [hH 3 |

CO w 0 0
Cu| _ |w
Co| ™ |w
Col w
2

w wow
4 |wiw

From Fig. 2 shows that w* = w® =1, w® = w? = —1, and also w? = —w°, w3 = —w?. Let's
substitute these values into (9) and get

w=w
w-w w-w
o f2]
Co 1 1 wo 1 1
G| _|1 —1‘ N l wllll -1 (10)
C, 1 1 —woll1T 1
Cs 1 -1 —wllll -1

9)

0
0
0
0
0

$£<s s

0
0
0
0

o © © o
o ©o © ©

WZ 1
W4 2
W6 3

Then the Fourier coefficients have the form:

Co = ;0 + Wg}fz
Ci=fo—w'fy
Co=fi+w'fs D
C3=fi— W0f3

The described FFT algorithm for permuting signal values is called the sorting technique based on
permutation of digits.

After using the FFT algorithm, a hashing algorithm is used for the combined scrambling.

A hashing function (hash function or shortening function) is a data transformation that transforms a
bit string M of arbitrary length into a bit string h(M) of some fixed length (several tens or hundreds of bits)
[8].

The hash function h(C) must satisfy the following conditions:

1) the hash function h(C) must be sensitive to any changes in the input sequence C;
2) for a given value of h(C) it should be impossible to find the value of C;
3) for a given value of h(C) it should be impossible to find a value C’ # C such that h(C") = h(C).

The situation in which for different input sequences C, C’ the values of their hash images coincide:
h(C) = h(C) is called a collision [8, 9].

When constructing a hash image, the input sequence C is divided into blocks C; of fixed length and
processed block by block according to the formula

Hi = f(H;-1, Cy). (12)
The hash value calculated when the last block of the message is entered becomes the hash value of

the entire message.
We use a simplified version of the hash:
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Hi = (Hi—l + Cl')z mod n, (13)

where n = pq, p and q — large prime numbers;
H — arbitrary initial content;
C; — i- th message block C = C,C, ... Cy.

Conclusions and prospects for further research. The article presents a circuit of a combined
scrambler, an algorithm for permuting the values of the input signal using the fast Fourier transform and a
hashing function used to obtain the speech signal of the combined scrambler.

Scramblers of all types, with the exception of the simplest one (with frequency inversion), introduce
distortion into the reconstructed speech signal. Time segment limits compromise signal integrity, which
inevitably leads to out-of-band components. Group delays of the out-of-band speech signal in the
communication channel also have an undesirable effect. The result of the twisting is an increase in the
minimum acceptable signal-to-noise ratio at which reliable communication can occur. But, despite this, the
most reliable, in terms of the degree of tongue closure, are scramblers with a “through window”, and for a
higher level of closure, combined scramblers should be used. Next, it is planned to develop a software
application to study and understand the operation of stream data encryption methods in real time.
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SIMULATION OF TWO-STAGE TEMPERATURE REGULATION SYSTEM

Pekh P., Khrystynets N., Gubysh R., Shulgach V. Simulation of two-stage temperature regulation system The
article presents the results of the development of the PID controller setting technology using Matlab Simulink tools and the study
of the operation process of a closed two-cascade temperature control system based on such controllers. The structural diagrams of
the model and the simulation results of the two-cascade system are given.

Keywords: closed regulation system, PID regulator. Matlab Simulink

Ilex II.A., Xpucruneur H.A.. I'youm P.A., Ilyasrau B.B. MoaeioBaniss JBOCTYNiHYACTOI CHCTEMH
peryJiloBaHHs TeMInepaTypu. B ctarTi HaBeneHi pe3ynbTaTtu po3pobieHHs 3acodamu Matlab Simulink TexHoorii HamamTyBaHHS
[I/I-peryasTopiB Ta JOCTiIKEHHS MpoIecy poOOTH 3aMKHYTOI JBOKACKAIHOI CHCTEMH PETyIIOBaHHS TeMIEpaTypH Ha 0a3i TaKuxX
perynsTopiB. HaBeneHi cTpyKTypHI cXeMH MOJIENi Ta pe3yIbTaTH MOJICIIOBAaHHS IBOKACKAJHOT CHCTEMH.

Kurouosi ciioBa: 3amkHyTa cuctema perymtoBanss, [11/]-perymsatop. Matlab Simulink

Formulation of the problem. It is known [1, 2, 3] that a typical functional diagram of a closed
temperature control system, which is shown in Figure 1, contains the following elements: a device that sets
the signal level, the value of which is actually regulated by the system; control (regulating) device;
executive mechanism; object of management; feedback subsystem, an integral component of which are
temperature sensors.

The setting device supplies the totalizer with the temperature value x(t), which should be provided
by the facility management system. The actual value of the temperature y(t) measured by the sensor is also
fed to the adder, but with a minus sign. At the output of the adder, we have the difference of these signals
e(t)=x(t)-y(t). Depending on the magnitude and sign of this signal, the regulating device generates a control
signal u(t), which, after amplification, is fed to the executive mechanism. In turn, the executive mechanism
produces a signal y(t), which directly affects the control object. The control object (for example, a room of
a smart house) forms the output signal of the system y(t), which is measured by the sensor and fed back to
the adder. In the case of a positive value of the signal g(t)=x(t)-y(t), the system will try to increase the
supply of heat to the house, and, conversely, if the signal £(t) is negative, the system will try to decrease the
supply of heat to the house .

The task of a closed system of automatic temperature regulation (SAR) is to maintain it at a given
level.

(1) u(t) v(t)

Negative feedback
signae n®

Fig. 1. Functional diagram of a closed temperature control system
As we can see from the description of the temperature control system, its central link is the control
device, which in most cases uses PID controllers [5]. The structure of the PID controller is shown in Fig.

2. The PID controller actually combines proportional (P), integral (1) and differential (D) controllers, so the
total output signal of the PID controller will depend on the integrated effect of each of these controllers.
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Fig. 2. Structural diagram of the PID controller

The purpose of the research is to develop a technology for adjusting the parameters of PID
controllers using Matlab Simulink and to study the process of operation of a closed two-cascade

temperature control system based on such controllers.
The novelty of the research consists in the use of Matlab Simulink tools for optimal adjustment

of the parameters of PID controllers and the study of the operation of a closed two-cascade temperature

control system based on such controllers [4, 5].
Main part. Figure 4 shows the stages of building a two-stage temperature control system. For this,

blocks from various Matlab Simulink libraries were used (Fig 3).
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Fig. 3. Blocks used to build a model of the temperature control system

First of all, the model of the first stage of the two-cascade system was developed (Fig. 4a). The
parameters of the blocks of this model were taken as they were offered by the Matlab Simulink program
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itself. Surprisingly, the results of its modeling (Fig. 5a) showed that it provides a given value of a given
temperature over time. However, a stable model created in this way does not take into account the
parameters of a real physical object, and therefore is inherently formal, that is, one that is not related to a
specific object.

We configure the model so that it takes into account the parameters of a real physical object. This
is achieved by setting such parameters that would correspond to a real object - a room in a smart house. For
this purpose, we set the following parameters of the model: the temperature value that the system must
maintain, constant value = 20 (Constant block); parameters of the transfer function (block Transfer Fcn)
set the parameters of the object numerator coefficients = 0.15, denominator coefficients = [30 1]; the inertia
of the object (Transport Value block) sets such a parameter as the delay time Time Delay = 25. The
parameters of the PID controller itself remain the previous ones: P=1=1.

As soon as we set the real parameters of the physical object (rooms of a smart house), the simulation
results (Fig. 5, b) become disappointing - the system loses stability. The question arises, how to adjust the
parameters of the PID controller so that the system becomes stable and best copes with the task of
maintaining the temperature at a given level?
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Fig. 4. Stages of construction of a closed two-cascade temperature control system:
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a) One-stage closed temperature control system with standard block parameters.
b) One-stage closed temperature control system with changed block parameters.
c) The first stage of the temperature regulation system.

d) Temperature control subsystem with adjusted parameters.

e) Internal structure of the temperature control subsystem with adjusted parameters.
f) Two-stage temperature control system.

For this purpose, we call up the window for setting the parameters of the PID controller (Fig. 6),
and press the button Tune... Matlab Simulink offers the approximate parameters of the PID controller
(including the parameters of the proportional P = 5.925 and integral | = 0.1546 components) and
demonstrates the corresponding these parameters are the results of simulation (Fig. 7) of system operation.

Fig. 5. Simulation results of a single-stage temperature control system:
a) with standard parameters. b) with changed parameters.
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This block implements continuous- and discrete-time PID control algorithms and includes advanced features such as anti-
windup, external reset, and signal tracking. You can tune the PID gains automatically using the 'Tune...' button (requires
Simulink Control Design).
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Fig. 6. The window for setting the parameters of the PID regulator
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Fig. 7. Window with optimal parameters of the PID regulator and tools for adjustment
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With the help of the window (Fig. 6), you can try to set other parameters of the PID controller by
moving the Slower and Aggressive sliders to one or another position, but the simulation results of the
corresponding systems (Fig. 8 ,a - 8, d) testify in favor of exactly that option offered by Matlab Simulink.

In particular:

Option 1 (Fig. 8, a). The error of temperature regulation and the time of the transition process are

close to the optimal values; but also the parameters of the PID controller are close to the optimal

values.

value.

slightly larger than the optimal values.

Option 3 (Fig. 8, c). The system loses stability.
Option 4 (Fig. 8, d). The error of temperature regulation and the time of the transition process are

Option 2 (Fig. 8, b). The system has a transition time that is significantly longer than the optimal
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Fig. 8. Results of manual selection of PID controller parameters:
a) PID temperature controller with parameters: P=5.925; 1=0.154;
b) PID temperature controller with parameters: P=1.126; 1=0.038;
c) PID temperature controller with parameters: P=24.490; 1=0.050;
d) PID temperature controller with parameters: P=67.555; 1=0.045.
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Therefore, returning to the Block Parameters: PID Controller window (Fig. 6), click the Apply
button, agreeing that the proposed Matlab Simulink parameters of the PID controller will be applied to our
model. So, the first stage of the model is configured optimally.

Let's move on to the creation of the second level of the system. To do this, we turn the first level of the
system into a subsystem (Fig. 4, ¢ - 4, e). We create the second stage of the system in the same sequence as
the first stage was created. At the output of the second stage, we place the subsystem we created. We feed
the output of the subsystem to the Sum block with a minus sign. We display graphs of signals from the
master device, from the second stage of the system and the subsystem created by us on the display.

The optimal parameters of the PID controller of the second subsystem are adjusted using the same
technology as the parameters of the PID controller of the first subsystem (Fig. 9).
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Fig. 9. Results of the optimal selection of the parameters of the PID controller of the second stage

The results of modeling the operation of a closed two-cascade temperature control system with optimal
parameters are shown in Figure 10. Analyzing these results, we conclude that the system is stable and
efficient, which indicates the successful adjustment of the parameters of its regulators.
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Fig. 10. Results of modeling the operation of a closed two-stage system with optimal
parameters
Conclusions. In this article:
1. The proposed technology for setting parameters of PID controllers using Matlab Simulink.
2. Analyzed results of simulation of the operation process of a closed two-cascade temperature
control system based on PID controllers
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Papuenxo K.O., Jli Baii, Iloranosa K. P. [locaixxenns Texnosorii kpunrorpadgiunoro 3axucty ingopmauii B raxysi
OXOpOHU 3710poB'st Ta Meau4yHOi Aomomoru Kurtaro. Y poGoti kiacudikoBaHO Ta DOCIIPKEHO TEXHOJOTiI0 Kpunrorpadii Ha
OCHOBI BITYM3HSIHUX aJTOPUTMIB JUISI BUKOPUCTaHHS iH(popMaTu3anii y cepi OXOpOHH 310pOB’ St Ta MEJUIHOTO 00CITyrOBYBaHHS
Kurato. ¥ TeHmeHUII NOCTYNOBOTO MEpeXoqy MEAWYHHUX IOCIYT BiJl «3aKPHUTOCTI» N0 «BIIKPUTOCTI» CepeloBHINE Oe3neKku
Men4yHoi iH(hopMalii MoKy Iie He € onTuManbHUM. Haromonryerses, 110 py NpaBHIEHOMY HAAIITYBaHHI Ta mixoopi HeoOXixHOT
KpunrorpadiqHoi CTIKOCTI anroputMy mUGPyBaHHS TEXHOJOTIS € OE3MEYHOI0 Ta HE3AJICKHOI0, 3a0e3nedye Oe3meKy MeIMIHIX
JAHUX Ta MOJIeTHIye 00ir MenuaHuX nociyr. Cioyx0a TexHonorii kpunrorpadii peanizye aBTEHTUYHICTh 1IeHTU(IKaMIi Cy0’ €KTIB
JOCTYILY 10 MEAWYHUX JaHUX, 3aXUCT KOH(DIASHIIIHOCTI Ta IUTICHOCTI MeIMYHO1 iHpOpMAIIii Mpo 370poB’s B porieci 0OMiHy Ta
30epiranHs, 3aXuCcT KOH(}ineHIiHHOT iHhOopMaLii B MpoIeci JOCTyITy, 3alUTy Ta BUKOPUCTAHHS, a TaKOK Oe3NeyHHH KOJAHIFOT
JaHUX Yy BChOMY IPOIECI Ta TapaHTye, M0 KpunrtorpadiuHa mporpaMa € Oe3ledHOI0, HEe3aJeKHOI0 Ta KepOBaHOIO, NifiCHO
3abe3neuye Oe3neKky MeJUYHUX JJaHUX TPO 3JI0POB’S Ta CIPHSE BIIKPUTOMY OOMiHY MOCIYyraMH OXOPOHH 37I0POB’S.

KorouoBi ciioBa: Ttexnomoris kpunrorpadii, noBipeHa oco0a, mmdpyBaHHs INepenadi, 3axXUCT KOHQIIeHUIHHOCTI,
BITUU3HSHHUN aITOPUTM.

Statement of a scientific problem. The vigorous development of "internet plus healthcare” [1], the
continuous improvement of smart medical applications, the growing number of big data applications in the
health field, and the continuous emergence of new businesses and application methods have brought a
variety of data security challenges to health big data at all stages of the whole life process of health diagnosis
and treatment, data use, including identity counterfeiting, privacy disclosure, secret theft, data tampering,
ultra vires access, etc. The country attaches great importance to data security and has successively
promulgated the Personal Information Protection Law and the Data Security Law in 2021. Among them,
the Data Security Law clearly states that carrying out data activities must fulfill data security protection
obligations and assume social responsibility. In the field of medical and health, data security is related to
the safety of patient life, personal privacy, and public interests. In order to better protect medical data
security and standardize medical data sharing, the National Information Security Standardization Technical
Committee officially released the "Information Security Technology Health and Medical Data Security
Guidelines" at the end of 2020, which proposed confidentiality for health and medical data controllers The
security goals of integrity and availability. In 2022, the National Health Commission issued the
"Management Measures for Network Security of Medical and Health Institutions™, which clearly stated that
"all medical and health institutions should strengthen data collection, storage, transmission, processing, use,
exchange, and destruction throughout their lifecycle security management work, adopt prevention and
control measures such as data desensitization, data encryption, and link encryption to prevent data leakage
during the data collection process" [1,4]. Passwords are the foundation and core of network information
security, It is an important component of the national network information construction. This article will
discuss the application of cryptographic technology based on domestic algorithms in the field of healthcare
to ensure the security of medical data.
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Research analysis. The hospital information system covers various functional departments, and its
construction has the characteristics of central deployment, distributed application, and hierarchical
management. It is aimed at all doctors, nurses, physicians, operation and maintenance personnel and other
different types of staff, with different identity roles and management permissions. To ensure effective
access control for users, it is necessary to ensure the authenticity and trustworthiness of personnel identities,
Ensure the orderly conduct of relevant business and work. Therefore, based on the unique information
environment of the hospital, it is necessary to establish a set of identity authentication management system
for the entire hospital. Based on password technologies such as dynamic passwords, message authentication
codes, and digital certificates, trusted identity authentication credentials for the user network world should
be established to achieve secure, reliable, and trustworthy identity login authentication, ensuring the
authenticity and trustworthiness of the identities of users with different roles.

The confidentiality and integrity requirements of medical data during transmission ensure the secure
transmission of medical and health data between the user end and the server end in business processes such
as internet healthcare and remote work outside the hospital; Ensure the transmission security of medical
and health data between hospital systems and regional platform systems in business processes such as direct
reporting of infectious disease information and sharing of electronic medical records. During the
transmission process, verify the integrity and confidentiality of the data to prevent theft or tampering of
medical data [6].

Medical data involves a large amount of privacy information such as patients and medical records.
Privacy protection is applied to privacy data, important information, and sensitive information, with
dynamic desensitization. Differential data display can be performed based on user permissions to prevent
the leakage of personal or sensitive information such as user identity information, phone numbers, and
medical records.

As the various functions of hospital information systems gradually replace traditional medical
diagnosis and treatment methods, both doctors and patients have shifted from recognition of a paper
diagnosis book to recognition of the description content of a data message. Whether the responsibility
attribution of data messages is clear directly related to whether the information technology process can
completely replace traditional paper processes. Therefore, on the premise of the authenticity and credibility
of the identities of both doctors and patients, it is necessary to combine reliable electronic signature
technology to establish a responsibility recognition mechanism in the hospital information system, ensure
clear responsibility attribution of medical data, achieve a truly paperless diagnosis and treatment process,
and fully leverage the high efficiency advantages of informatization.

The goal of the work. The main objective of the research is to present a method by which
cryptographic technology in the field of health care to ensure the security of medical data.

Implementation of the method could involves the provision for medical and health institutions
strengthen data collection, storage, transmission, processing, use, exchange, and destruction throughout
their lifecycle security management work, adopt prevention and control measures such as data
desensitization, data encryption, and link encryption to prevent data leakage during the data collection
process.

Presentation of the main material and substantiation of the obtained research results. Basic
cryptographic technology mainly includes domestic commercial cryptographic algorithms such as SM2,
SM3, and SM4, as well as digital signatures, digital envelopes, encryption and decryption, integrity
calculations, SSL protocols, etc. based on these algorithms.

Symmetric cryptographic algorithm, where the encryption key and decryption key are "symmetric",
and the encryption process and decryption process use the same key. There are two main forms of
symmetric ciphers for different data types and application environments: for example, block ciphers using
the SM4 cryptographic algorithm, and stream ciphers using the ZUC cryptographic algorithm [2].

The public key cryptographic algorithm, also known as asymmetric cryptographic algorithm, differs
from symmetric cryptographic algorithms in that encryption and decryption use different keys, solving the
problem of key management in symmetric cryptographic algorithms. This includes fields such as encryption
and decryption algorithms based on public keys, digital signature verification technology, and key
negotiation. China has issued the standard commercial public key cryptographic algorithm, SM2
cryptographic algorithm. The public key encryption algorithm uses different keys for encryption and
decryption, becoming the public key and private key. The public key is made public, while the private key
is kept confidential. Digital signature algorithms, also known as electronic signature algorithms, can
achieve functions similar to handwritten signatures, but with the help of mathematical methods, they are
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more secure and functional than handwritten signatures. The public key encryption algorithm, combined
with a key negotiation algorithm of a specific cryptographic protocol, is used to negotiate keys that are
commonly used by both communication parties.

The hash algorithm is a function that can compress any length of information into a fixed length of
short information according to a certain algorithm. It has properties such as tamper resistance and
irreversibility, and the output of the function becomes a summary value, also known as a summary. The
hash algorithm has many functions, and it can be used for digital signatures: first compress the message,
then sign the digest value; It can detect the integrity of messages and determine whether the message has
been tampered with based on the digest value; It can be used for password storage, taking advantage of the
unidirectional nature, even if the digest value is exposed, the password will not be exposed. The SM3
algorithm is a cryptographic hash algorithm in China's commercial cryptographic standards (Fig.1).

W W T

MUX

T Expansion
N Function
Fig.1. The SM3 message expansion structure [7]

Applying cryptographic algorithms to achieve specific security functions is very complex, and
different usage environments require different cryptographic protocols. Different security functions are also
implemented by different cryptographic protocols. Therefore, there are various cryptographic protocols in
cryptography, such as key agreement protocols, identity authentication protocols, etc. The security of
password protocols is crucial for password applications. Password protocols are not secure, and even if
password algorithms are secure, password applications are still insecure.

Building a certificate storage blockchain based on judicial applications, using medical institutions,
CA institutions, relevant notary offices, judicial appraisal centers, internet courts, arbitration and other
institutions as blockchain nodes. Utilizing the characteristics of multi-party consensus, distributed storage,
traceability, and tamper resistance of blockchain, it is deeply integrated with domestic cryptographic
technology, combined with digital signature technology, trusted timestamp, identity authentication
technology, etc., to ensure the authenticity and integrity of electronic data.

The National Cryptography Algorithm is a series of cryptographic standards designated by the Office
of the State Administration of Commercial Cryptography, which have been recognized by the National
Cryptography Administration as domestically produced cryptographic algorithms to ensure the security of
information transmission in fields such as finance and healthcare.

National Cryptography refers to the domestically produced cryptographic algorithm recognized by
the National Cryptography Bureau. There are mainly SM1, SM2, SM3, and SM4. The key length and packet
length are both 128 bits [3].

SM1 is symmetric encryption. Its encryption strength is equivalent to AES. This algorithm is not
publicly available, and when calling it, it needs to be called through the interface of the encryption chip.

SM2 is asymmetric encryption based on ECC. The algorithm has been made public. Due to its ECC
based algorithm, its signature speed and key generation speed are both faster than RSA. ECC 256 bit (SM2
uses a type of ECC 256 bit) has higher security strength than RSA 2048 bit, but faster computation speed
than RSA.

SM3 message summary. MD5 can be used as a comparative understanding. The algorithm has been
made public. The verification result is 256 bits.
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The packet data algorithm for the SM4 wireless local area network standard. Symmetric encryption,
with a key length and packet length of 128 bits.

SM2 algorithm: The SM2 elliptic curve public key cryptography algorithm is a public key
cryptography algorithm independently designed in China, including the SM2-1 elliptic curve digital
signature algorithm, the SM2-2 elliptic curve key exchange protocol, and the SM2-3 elliptic curve public
key encryption algorithm, which are used to achieve functions such as digital signature key negotiation and
data encryption. The difference between the SM2 algorithm and the RSA algorithm is that the SM2
algorithm is based on the discrete logarithmic problem of point groups on elliptic curves. Compared to the
RSA algorithm, the strength of the 256 bit SM2 password is already higher than that of the 2048 bit RSA
password.

SM3 algorithm: SM3 hash algorithm is a password hash algorithm independently designed in China,
suitable for the generation and verification of digital signature and verification message authentication
codes in commercial password applications, as well as the generation of random numbers. It can meet the
security requirements of various password applications. To ensure the security of the hash algorithm, the
length of the hash value generated should not be too short. For example, MD5 outputs a 128 bit hash value,
and the output length is too short, which affects its security. The output length of SHA-1 algorithm is 160
bits, while the output length of SM3 algorithm is 256 bits. Therefore, the security of SM3 algorithm is
higher than that of MD5 algorithm and SHA-1 algorithm (Fig.2).
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Fig.2. The high-throughput round architecture of SM3 [8]

SM4 algorithm: The SM4 block cipher algorithm is a group symmetric cipher algorithm
independently designed in China, used to encrypt/decrypt data to ensure the confidentiality of data and
information. The basic condition for ensuring the security of a symmetric cryptographic algorithm is that it
has sufficient key length. The SM4 algorithm has the same key length as the AES algorithm, with a group
length of 128 bits, thus outperforming the 3DES algorithm in terms of security.

Based on password technologies such as dynamic passwords, message authentication codes, and
digital signatures, the authenticity of digital identities of individuals, devices, institutions, and other entities
is ensured through diversified identity credentials. Doctors, nurses, and pharmacists have professional
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qualifications, and their online identities correspond to their professional identities, achieving consistency
between their online identities and industry identities; For personnel entering and exiting important areas
such as computer rooms, as well as operation and maintenance personnel, ensure their identity is
trustworthy and effectively intercept unauthorized personnel from entering.

For all medical staff in hospitals, a unified and compliant digital certificate service system based on
national secret digital certificates can be established to solve the problem of identity credentials and
credential authentication for actors in the hospital information system. If it is based on PC access, the
national secret digital certificate in the USBKey can be verified by using the USBKey digital certificate
based on the national secret algorithm and calling identity authentication based on the national secret
browser Verification, achieving identity authentication in application and data aspects; If it is based on
mobile access, integrate a mobile intelligent terminal security password module that meets the GM/T 0028-
2014 "Password Module Security Technical Requirements" [5] on the mobile terminal, call the
collaborative signature function, issue a mobile digital certificate based on the national security algorithm,
and achieve identity authentication in terms of application and data through collaborative signature
authentication between the terminal and the server.

Medical information systems include various roles such as medical and nursing technology users,
patients, office workers, operation and maintenance personnel, researchers, etc., which access business
applications through terminals such as PC and APP through local area networks and the internet. Network
communication transmission often exists in scenarios such as online registration, internet healthcare, and
remote office work outside the hospital.

At the network layer, secure data transmission channels are established using National Security SSL
technology to achieve identity authentication at the network layer, while protecting the integrity and
confidentiality of data during communication, preventing medical data from being tampered with, leaked,
or stolen. Usually, gateways based on national security algorithms and compliant with commercial
password product authentication requirements are deployed in the DMZ area of hospitals, without the need
to integrate with application systems to build a national security transmission channel.

At the application layer, password devices based on national security algorithms and meeting the
certification requirements of commercial password products are usually deployed in the service area.
Important data such as personal privacy information and patient reports are protected for confidentiality
through the SM4 national security algorithm, and digital signature integrity is protected through the SM2
national security algorithm, ultimately achieving the confidentiality and integrity protection of important
data transmission at the application layer.

Conclusions. Therefore, in the field of medical and health, data security is related to the safety of
patient life, personal privacy, and public interests. In order to better protect medical data security and
standardize medical data sharing, it was suggested to pay special attention confidentiality for health and
medical data controllers. The security goals of integrity and availability. Passwords are the foundation and
core of network information security, and one are an important component of the national network
information construction.
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Struk 1., Yurchak I. Software implementation of image steganography based on LSB algorithm with Caesar’s
cipher. The purpose of this work is to conduct a study of computer steganography methods and the implementation of image
steganography using the LSD algorithm and the Caesar cipher. The development of global computer networks allows fast and
efficient transfer of electronic documents, but at the same time there is a risk of illegal copying and distribution of materials.
Confidentiality of important information is an extremely responsible matter. Therefore, there is a need to develop methods and
software tools for hiding information in various types of files, in particular images. Steganography is a mechanism for hiding
messages in cloaking objects such as images, audio, text, video, and network protocol so that the hidden message cannot be detected
by the naked eye or attackers.
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Crpyk LT., FOpuak LIO. [Iporpamua peainizauis creranorpadii 306pa:kennsi Ha ocHoBi aaroputmy LSB 3 mudppom
le3aps. Meroro maHOi poOOTH € IPOBEACHHS JOCTIHKEHHSI METOAIB KOMIT I0TepHOI cTeranorpadii ta peanizamnii creraHorpadii
300paxkeHb 3 BUKOpHCTaHHAM ainroput™y LSD Ta mmdpy Lle3aps. Po3BUTOK rto6aibHIX KOMIT FOTEPHHX MEPEXK T03BOJISIE IBUIKO
Ta e)eKTHBHO IepeaaBaTH eIeKTPOHHI JOKYMEHTH, ajle BOJHOYAC iCHY€e PU3UK HEIEraIbHOTO KOIIIIOBAaHHS Ta PO3IIOBCIOKCHHS
MmarepiainiB. KondineHuifiHicTs BasIMBOI iHGOpMaNii — cripaBa HaJA3BHYAHHO BiloOBianbHA. ToMy BUHMKae moTpeda y po3po0ii
METO/IIB i MPOrpaMHHX 3aco0iB Ul IPUXOBYBaHHS iH(popManii y ¢daiiinax pi3HUX THIIB, 30KpeMa 300pakeHs. Creranorpadis —
e MEXaHi3M MPUXOBYBAaHHS MTOBIIOMJICHb Y MaCKyBaJbHUX 00’€KTaX, TAKHX SK 300paKeHHs, ay/1io, TEKCT, BiJeO Ta MEPEKEBUI
MPOTOKOJ, 100 MPUXOBaHE MOBIIOMIICHHS HE OYIIO BUSBIEHO HEO30POEHUM OKOM a00 3TOBMHUCHUKAMH.

Kaiouosi cioBa: creranorpadis, creraHorpadis 300paxeHHs, iHpopmMaliiina Oe3neka, alropuT™.

Global computer networks have made it possible for electronic documents to be transferred quickly
and effectively, but there is also a chance that materials will be illegally copied and distributed. Maintaining
the privacy of critical information is a very serious issue. Thus, techniques and software tools for concealing
data in different kinds of files—especially images—need to be developed.

Image steganography is a crucial technology for cyberspace security, and its study is strategically
significant. A single algorithm is used in fewer instances of image steganography as the technology
becomes more widely used; instead, more adaptive image steganography is employed.There is a place for
steganography in data security. Rather than taking the place of cryptography, it enhances it.

1. Stegosystem model and its types.

Steganography techniques only conceal the fact that information is being transmitted; they do not
alter the content of the message. Additionally, they add an extra layer of security if the message is encrypted
beforehand.

Figure 1 shows an example of a steganographic system, which is a collection of devices and
techniques for establishing a covert channel for information transmission [1].

key key
container s i Stego l ~ container'
channel —
stegodata coder decoder stegodata'
— Ly
N J
sender recipient
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Fig. 1. Stegosystem model

Any information such as text, messages, images, etc. can be used as input data. In general, the term
"container" should be used, since it can cover both text and images, as well as, for example, audio data. The
term "container" is used to indicate hidden information in this master's qualification thesis.

The described model consists of the following objects:

— stegodata — data of any type embedded in the container;

— container — any information suitable for hiding in it

messages;

— key — secret key needed for encryption and decryption of messages. It is used to strengthen
protection;

— a steganographic channel or simply a steganochannel - a transmission channel of a
steganocontainer.

The sender chooses a container in which the data will be embedded and the embedding data, such
as some text. In the encoder, data is encoded using a key. Next, an encoded container with data is transmitted
over the stegochannel, which the recipient must also decode using a key. As a result, the recipient has
decrypted information.

According to the type of steganokey (secret key needed to hide information), the steganosystem
model can be:

- with a secret key;

- with an open key.

In the case of a secret key, a single key is used, transmitted over a secure channel. But in the case
of a public key - different keys that can be transmitted freely over an unprotected channel. Such a system
works effectively even when there is mutual distrust between the sender and the recipient [2].

2. The LSB method

Using the least significant bit method is a simple and common approach to hiding information in a
container. You can consider the structure of such a container using the example of an image file in BMP
format (BitMap image — bitmap image). Here, the image is stored without loss of quality, so the size of
these files is quite large.

The BMP file can be conditionally divided into 4 parts: file header, image title palette, image.

The first two bytes in the file header are defined as the BM signature (this is the BitMap signature
or identifier of the bitmap file), by which the computer program recognizes that this is an image file in the
BMP format. Next, the next four bytes record the size of the file, and the next four bytes are reserved and
must contain zeros. The next sequence of four bytes specifies the offset from the beginning of the file to
the bytes that represent the image.

In a BMP format file with a dimension of 24 bits per pixel, information about each pixel is encoded
by three RGB bytes (Red, Green, Blue). In the LSB (Least Significant Bit) steganography method, the bits
of the secret message are embedded instead of the lower bits (the last, smallest, highlighted in blue in Table
2) in the bytes responsible for color coding. Changing the shade of a pixel's color when the last bit of the
palette is replaced by "0" or "1" is almost imperceptible to the human eye [5].

Representation of the bytes responsible for color coding before input steganograms are given in
table 1.

Table 1 - Representation of bytes before entering a steganogram
1 0 0 0 0 0 0 1 R=65
1 0 1 1 0 0 0 0 G=176
0 1 1 0 1 0 1 0 B =106

The representation of the bytes responsible for color coding after entering the steganogram into the
last significant bits is given in the table 2.
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Table 2 - Presentation of bytes after entering the steganogram

1 0 0 0 0 0 0 0 R’ =64
1 0 1 1 0 0 0 1 G =177
0 1 1 0 1 0 1 1 B’ =107

The capacity of a 24-bit BMP file as a stegocontainer is maximized if the last bits of all bytes
encoding the duration of the three colors are used. In this case, this capacity is one eighth of the volume of
the image file. For example, a 1080 by 1080 pixel image file can hide a steganogram with very large text.
Calculations indicate that up to 437,400 (1080 x 1080 x 3 x 1/8 = 437400) bytes of textual information can
fit in an image.

If you use only the last bits of the bytes that are responsible for the blue color transfer, this will
reduce the capacity of the image file as a stegocontainer by three. Nevertheless, it will be almost impossible
to visually detect the presence of a steganogram in such an image, since the human eye poorly distinguishes
shades of blue.

3. Caesar cipher with key

The Caesar Cipher is a simple encryption technique used by Julius Caesar to communicate
confidentially with his allies. The basic idea is to shift the letters in a text message by a certain number of
positions, called an "offset" or "key."

The Caesar cipher is one of the oldest and simplest encryption methods. This is a kind of
substitution cipher, where each letter of the text is replaced by a letter located a fixed number of positions
in the alphabet. For example, when shifting one position, the letter A becomes B, B becomes C, and so
on[6].

To encrypt, you need to know an integer known as an offset, which indicates the number of
positions that each letter of the text is shifted down. Encryption can be represented using modular arithmetic
by turning letters into numbers where A =0, B = 1,..., Z = 25. For example, at shift 5, A is replaced by F,
B becomes G, C becomes H, and so on. The alphabet rotates, that is, after Z, it starts again with A (Fig. 2).

A B C D E F G

Fig. 2. Alphabet if offset is 4

An example of using the Caesar cipher to encrypt the message "WORLD" with an offset of 4:
e write the message in plain text: WORLD;
select the offset value (in this case, offset 4 is used);
e replace each letter in the text message with the letter that occupies four positions to the right in the
alphabet (W becomes A (offset 4 from W), O becomes S, R becomes V, L becomes P, D becomes
H);
e the encrypted message is now "ASVPH".
To decipher a message, you simply need to move each letter back the same number of positions. In
this case, you need to shift each letter in "ASVPH" back 4 positions to get the original "WORLD" message.

4. Information system design
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To design the system, a block diagram of the system algorithm, a class diagram and a use case
diagram were developed.

This system will have two main functions: image encoding and decoding.

Thus, the above functions, with a detailed description of their operation, should cover almost all
the functionality that is required to have a complete algorithm of the information system.

What is the purpose?

Y Y

Image Image
encoding decoding

Y Y

/ Uploading an image / / Uploading a stegoimage /

Y Y

Text inout Selection of the number
P of bits

Y Y

Entering the key for
/ Key entry / / decryption /

Y Y

Encryption Dencryption
.4
Selection of the number
of bits
Y
Hiding data
’}

Fig. 3. Block diagram of the system algorithm

For a better understanding of how the system works, below is a class diagram with their detailed
description.
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Steganography

- maxMessageSize: int

+ importimage(e: Event): void

+ encode(): void

+ decode(): void

+ encodeMessage(colors: int[], message: string): void
+ decodeMessage(colors: int[]): string

- getBit(number: int, location: int): int

- setBit(number: int, location: int, bit: int): int

- getMessageBits(message: string): int(]

- bitsToMessage(bits: int[]): string

- getBitsFromNumber(number: int): int[]

- caesarCipher(message: string, key: int): string

- caesarDecipher(message: string, key: int): string

\

FileReader “HTMLTextAreaElement || |~ Image = HTMLImageElement

+ onload

= HTMLInputElement ~HTMLButtonElement = ImageData “HTMLCanvasElement

Fig. 4. Class diagram of the system

e Importimage(e: Event): void: This method is called when an image file is selected. It reads the
selected image file, displays a preview, and sets up the canvas for further processing. After loading
the image, it calls the decode method.

e Encode(): void: This method is called when the Hide Message button is clicked. It receives the
message and password from the user's input fields, encrypts the message using a Caesar cipher, and
then encodes the encrypted message into an image using residual bit (LSB) encoding. The resulting
image is displayed and a message appears.

e Decode(): void: This method is called when the Open Message button is clicked. It retrieves the
password from the user's input field, decodes the hidden message from the image using residual bit
(LSB) decoding, decrypts the message using a Caesar cipher, and displays the decrypted message
on the page.

e caesarCipher(message: String, key: int): String: This method takes a message and a key as input
and performs caesar cipher encryption. It shifts each letter in the message by the specified number
of keys.

e caesarDecipher(message: String, key: int): String: This method takes an encrypted message and a
key as input and performs Caesar cipher decryption. It shifts each letter in the message back by the
specified number of keys to recover the original message.

e encodeMessage(colors: Array, message: String): void: This method takes an array of color values
(pixel data) and a message as input. It encodes the message bits into the least significant bits (LSB)
of the color values to hide the message in the image.

e decodeMessage(colors: Array): String: This method takes an array of color values (pixel data) as
input and decodes the hidden message from the least significant bits (LSB) of the color values.

e getBit(number: int, location: int): int: The given number and location of the bit, this method gets
the value of the specified bit in the number.

e setBit(number: int, location: int, bit: int): int: Given a number, bit location, and bit value, this
method sets the specified bit in number to the specified value.

e getMessageBits(message: String): Array: Given a message, this method converts each character of
the message into an array of bits.

e DbitsToMessage(bits: Array): String: Given an array of bits, this method converts the bits to a string.

e getBitsFromNumber(number: int): Array: Given a number, this method converts the number into
an array of bits.

Use case diagrams represent the elements of the use case model.
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stego_image

decrypt the
image

Fig. 5. Use case diagram

Use cases are described below.

Entity: Sender

Use cases: select image, enter key, encrypt image, remove LSD, insert LSD.

Description: The user initiates the image import process by selecting a file. This action triggers the
system to read the selected image file and display a preview. The sender enters the message to be encoded.
After entering the message, the user initiates the encoding process. The system checks whether the size of
the message meets the limit. If so, it encrypts the message using a Caesar cipher and embeds it in the image
using LSB steganography. The encoded image will then be displayed and a notification will appear.

Acting person: Recipient

Use cases: save stegimage, select stegimage, enter key, decrypt image, extract LSD, insert LSD.

Description: the recipient can save the received stegoimage. This action triggers the system to allow
the user to save the image. The recipient also initiates the process of decoding the message from the current
image. The system extracts the hidden message using LSB steganography and then decrypts it using a
Caesar cipher. A decrypted message will be displayed.

Actor: System

Use cases: calculate image size, display image, embed text in image, extract text.

This use case diagram provides an overview of the main interactions between users and the
steganography system. Actors are represented as figures, and usage options are shown as ovals within the
system. Lines with arrows indicate the direction of interaction.

5. Software implementation

The least significant bit replacement method of hiding information in different image formats is
not very resistant to compression and other types of container distortions because these operations have the
potential to reveal hidden information. Furthermore, this technique is susceptible to steganoanalytic attacks,
which can disclose the existence and type of hidden data.

Cryptographic techniques can be used to increase the level of protection of hidden information in
an image that uses a replacement. A cryptographic algorithm like the Caesar cipher can be used to encrypt
the message before it is embedded into the picture.

The user can choose how many message bits in this study are to be replaced by the pixel's least
important bits.

The image is first loaded, and then its useful capacity is ascertained. UTF-8 encoding is used to
encrypt user-entered text and convert it to binary format. Every character in this encoding has a different
number of bytes to represent it; for instance, Ukrainian letters take up two bytes, some special characters
take up three bytes, and Latin letters, numbers, and punctuation need one byte.
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The user can then choose the order in which the R, G, and B components of the image are replaced.
The signal-to-noise ratio is computed using altered image components. An image with embedded data is
made by making a copy of it and making the required adjustments to it. The image with embedded data is
stored separately from the original, which stays unaltered.

Click on the Choose file button and select the desired image. After that, an additional window
appears on the right with the main functions(see Fig. 6). Next, you can enter the key to encrypt with the
Caesar cipher. Select the number of bits in which the information will be hidden. Also, it is possible to
extract information by doing all the actions in the reverse order.

First, you need to download the container file by clicking on the "Choose file" button. After that,
enter the text in the field under the inscription "Your message". Enter the key, click "Encrypt". The text is
now presented in encrypted form. Next, select the number of the smallest bits and the "Insert" button. A
watermark appears along with the hidden message.

Choose an image Your message
Choose file |house.jpeg r steganography Key

(Fewer bits = fewer place, and threfore higher quality. And vice
versa)
Choose how many LSB to use:
1LSB
® 21SB
QO 31LsB
4158

Fig. 6. The main functions of the application
To save this image, just click "Save" and sign the newly created file. Data extraction can be done
immediately. If you need to do this from another image, just open it by clicking "Choose file".

For extraction, everything is done in the opposite way. First, select the number of bits and click
"Remove" as shown. Next, enter the key and "Decrypt". Extraction was successful (see Fig. 7).

Choose an image

Choose file | house-stego.png

Hidden message

steganography

Fig. 7. Decryption of data
6. Application testing

To evaluate the results of the program operation, two methods of steganoanalysis were used - chi-
square[4] attack and RS-attack[3]. These methods are statistical in nature and are used to detect the possible
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presence of a hidden message in areas of pixels. In particular, they are effectively applied when using the
standard sequential method of making changes based on the least significant bit.

To conduct the experiment, a steganocontainer is used, in which an encrypted message was
embedded:

loremipsumdolorsitametconsecteturadipiscingelitduisetleoeuturpislobortisa-
liquamvelatsemvestibulum-necaliguameratvitaedictumnullasedfeugiatultricieslacus-necdictumsapien-
gelitduisemetconsecteremipsumdolor.

The size of this distribution segment is 204 bytes, since its length is 204 characters, and the
encoding is in the UTF-8 system, hence the size of 13 bytes is obtained.

The size of the container is 8,128 bytes. That is, the message is 2.5% of the size of the container.

To reveal the volume of hidden information in the container, which is subject to steganoanalysis,
two attacks were used - chi-square attack and RS-attack. The results of these attacks are presented in fig. 8
and 9.

LSB playground
Visit project page on GitHub.

Image: Choose File [l house-stego.png
Processing options
clear LSB
enhance LSB
Chi-squred test
RS test
Embed/extract data
Data: Choose File no file selected
remove data

Embed options

. jomimuhyabyz
Password: (for shuffling and masking)

shuffle
mask data
matrix encoding
+1 encoding
extract data
save image

Processing log:

Image size is: 800x487
LSBs count: 1168800
Maximum capacity: 146100

Chi-squared detected message length: 0 bytes (0.00%)

Fig. 8. Chi-Square Attack

LSB playground Zoom: ™ "™ 100%
Visit project page on GitHub.
Image: Choose File [l house-stego.png
Processing options
clear LSB
enhance LSB
Chi-squred test
RS test
Embed/extract data
Data: Choose File o file selected

remove data

Embed options

. jomimuhyabyz
BT (for shuffling and masking)

shuffle
mask data
matrix encoding
+1 encoding
extract data
save image

Processing log:

Image size is: 800x487
LSBs count: 1168800
Maximum capacity: 146100

RS detected message length: 0.34% (503 bytes)

Fig. 9. RS-attack of steganocontainer
Based on the results of the attacks, it can be seen that their results are inaccurate, which indicates
the high stability of the used concealment method for the given length of the embedded message. A chi-
square attack failed to detect hidden information because this attack aims to detect statistical differences,
but did not detect unusual patterns or embedded data. In turn, the RS attack was able to recognize only
0.34% of the data from the total volume of the container, although 2.5% of the container size was embedded.
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On the other hand, the RS attack successfully recognized certain features of the embedded
information that are different from the normal image. However, this percentage still falls short of the full
recovery of the embedded message. Even if the image is opened, extracting information from it will remain
a difficult task.

The results of test attacks are given in table 3.

Table 3 - Tests results

Type of attack % of embedded text in the container % of detection

Xi 2,5% 0%

RS 2,5% 0,34%
Conclusion

In this work, the theoretical content of computer steganography methods was investigated and a
software product based on the LSB algorithm was implemented and the Caesar cipher was used to ensure
the highest level of confidentiality. The next stage involved modeling and designing an information system
that uses steganography methods to protect data in images. To ensure a higher level of protection of hidden
information in the image, cryptographic methods were used, and the message itself was encrypted using
such a cryptographic algorithm as the Caesar cipher.

The process of testing the developed solution using RS-attack and Chi-square attack is considered.
Tests were conducted, the results of which are presented in the appropriate tables, and the result is
demonstrated on the screenshots. A chi-square attack failed to detect hidden information because this attack
aims to detect statistical differences, but did not detect unusual patterns or embedded data. In turn, the RS
attack was able to recognize only 0.34% of the data from the total volume of the container, although 2.5%
of the container size was embedded.
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Yepusamyk H.JL., Koaas .M., lNaiinyuuxk M.C., Kymko I.M., Kauko B.O. InTesekTyanbHuii anamiz BeJHKUX
CXOBHUI JaHUX. Y po0oTi Ki1acu(hikKOBaHO Ta PO3TILIHYTO MOJATBIINIA PO3BUTOK mpuckopioBada PHI B cyyacHux mpornecopax ams
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Ppe3yIbTaTiB MOJIATAE B TOMY, III0 OTPUMaHi pe3yIbTaTH MOXKYTh OyTH BUKOPHCTaHI IS i BUILEHHS ¢()EeKTHBHOCTI BUKOPUCTAHHS
MAaIIMHHOTO HaBYAHHS ITPU pO3po0Ii KOMIT IOTEPHHUX irop.
Kurouosi ciioBa: mporecop, iHTeIeKTyaTi30BaHa CHCTeMa, MallMHHE HAaBYaHHS, KOMII IOTepHA Ipa, INTYYHHI iIHTEIeKT

Statement of a scientific problem. The functioning of an intelligent system is based on the use of
various algorithms and methods that allow the system to understand, make decisions and interact with the
environment. Some key algorithms for the functioning of intellectualized systems are considered in our
work [1, 2].

Research analysis. Machine learning is an approach that allows an intelligent system to learn from
data and make predictions or make decisions without explicit programming [2]. Machine learning
algorithms include supervised learning (eg neural networks), unsupervised learning (clustering,
dimensionality reduction) and reinforcement learning (Q-learning, REINFORCE).

Intelligent systems use rules and logical inference systems to make decisions based on facts and
rules. This approach is widely used in expert systems [2, 7].

Optimization algorithms are used to find optimal solutions under constraints. This can be important
in problems where you need to choose the best alternative among many.

To work with voice commands and audio data in intelligent systems, voice recognition algorithms
are used, which convert audio signals into text information [5].

In intelligent systems that provide recommendations (for example, recommendations to buyers in
an online store), collaborative and content filtering algorithms are used.

These algorithms can be used individually or in combination to develop a variety of intelligent
systems and applications that solve different tasks. The choice of algorithms depends on the specific task
and resources available for the implementation of the intelligent system [7, 8].

The goal of the work. Research on an intellectualized approach using hardware based on machine
learning methods for the development of computer games.

Presentation of the main material and substantiation of the obtained research results. If the agent
did not perform the action or for other reasons the action did not take place, then we return to the repeated
step of training the agent on the selected set of values.

The functioning of an intelligent system is based on the use of various algorithms and methods that
allow the system to interact with data and the environment, as well as to make decisions and react to events.
Here are some basic algorithms for the functioning of intellectualized systems:

Signal processing techniques are used to analyze and process signals such as images and audio.
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Machine learning algorithms include methods of classification, regression, clustering, and others
that allow the system to learn patterns in data.

Logic techniques and rules are used to develop rules and logic algorithms that determine how a
system makes decisions based on input data.

Knowledge-based decision-making techniques use expert knowledge and databases to make
decisions.

Systems modeling methods are used to create models that simulate real processes or phenomena.

Simulation and virtual reality are used to create simulated environments where the system can test
solutions without actual intervention.

Optimization algorithms are used to find optimal solutions under constraints.

Search algorithms are used to find the best solutions in problems with a large space of possible
options.

Process automation algorithms are used to automate routine operations and tasks.

Control and regulation systems are used to control physical processes or devices.

Motion and navigation algorithms are used to control the movement of robots and navigate in space.

Natural language processing (NLP) algorithms are used to understand and generate textual
information.

User interaction algorithms are used to create user interfaces and interactions.

Algorithms of the functioning of intellectualized systems can be combined into complex complexes
for solving specific tasks and tasks. They can be implemented in different programming languages and use
different approaches to data processing and user interaction.

The function of starting the action of the agent is presented in Figure 1, for its visualization the
environment for creating computer games was used directly.
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Fig.2. Agent behavior
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The algorithms of the functioning of intelligent systems determine the way in which these systems
make decisions and interact with the environment. These algorithms include various methods and
approaches based on artificial intelligence and data processing. Here are some of the most common
algorithms for the functioning of intelligent systems:

Methods of machine learning (Machine Learning) machine learning uses statistical algorithms to
teach an intelligent system to recognize patterns in data and make decisions based on this knowledge.
Machine learning methods include: neural networks, decision trees, support vector method, clustering,
Bayesian networks and others.

Natural Language Processing (NLP) NLP techniques are used to understand and generate natural
language, such as text analytics, machine translation, speech recognition, and sentiment analysis.

Genetic algorithms (Genetic Algorithms) genetic algorithms model natural selection for solving
optimization problems and finding optimal solutions.

Decision Support Algorithms (Decision Support Algorithms) these algorithms help to make
decisions based on input data and established rules. They are used, for example, in management systems,
finance and medicine.

Simulation Systems (Simulation Systems) simulation systems allow you to simulate processes and
interaction in systems to analyze and solve complex problems.

Planning and Optimization Algorithms (Planning and Optimization Algorithms) These algorithms
are used to select the best actions or routes in limited time and resources.

Combining these algorithms and approaches allows you to create a variety of intelligent systems
that can solve various tasks in different areas, from production automation to the development of smart
mobile applications.

A standard behavior tree for an NPC is presented in Figure 3.
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The functional diagram of the operation of artificial intelligence during the battle is shown in Figure
5. The agent's counteraction algorithm is presented in Figure 6.
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Figure 5 - Scheme of countermeasures

For each action there is a counteraction, for example, if the player hits with his left hand, the Al
must place a block with his right, then he will not get hit.

Algorithms for the functioning of an intelligent system determine the way in which the system
makes decisions, processes information and performs tasks. Depending on the specific system and its tasks,
different algorithms and methods can be used. Here are some common algorithms that can be used in
intelligent systems:

Machine learning uses algorithms to train models that can predict outcomes or classify data based
on training data. This includes algorithms such as linear regression, decision trees, support vector method,
neural networks and many others.

To understand and process text information, intelligent systems can use natural language processing
algorithms (Natural Language Processing, NLP), including tokenization, lemmatization, tonality analysis,
and others.

For image and video analysis, systems can use computer vision algorithms such as convolutional
neural networks (CNNs) for object recognition and visual information processing. Some systems use formal
logic and rules for decision-making. This is especially useful in expert systems, where the expertise of
experts is taken into account in the form of logical rules.

Genetic algorithms use natural selection and genetic operations to optimize decisions. They are
used to solve complex optimization tasks. Search algorithms help to find optimal solutions among a large
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number of possible options. This may include left-right search algorithms (linear search), binary search, A*
algorithms, and others.

Figure 6 — Scheme of the agent during the impact

Recommender systems use different algorithms, including collaborative filtering, content-based
filtering, and deep learning to make recommendations.

For systems that have to make decisions and develop action plans, planning algorithms such as
path-finding algorithms, decision trees, Q-learning, and others are used.

Algorithms for the operation of intelligent systems can be selected depending on the specific tasks
and characteristics of the system, and they are often used in combination to achieve better results.

\pid UCWSMachineLearningComponent: :UpdateQTable (FCWSFightActionResultData ResultData)

OldAction = CurrentAction;

oldstate = CurrentState;

CurrentState = o,

float Deltaerror = GetReward( 1tData) + gamma * GetMaxQAction(CurrentState) -
Qrable[0ldState][0ldAction];

Qrable[0ldState][0ldAction] = QTable[0ldState][0ldAction] + (alpha* DeltaError);

SaveTonataTable();

Figure 7 - Action scoring code

Conclusions. A formalization of the decision-making process using Markov chains and an agent
model is presented, and an improved agent-based method is presented to improve agent performance by
considering reward weights that satisfy the functional and game design system. An analysis of existing
learning algorithms was conducted and the advantages of the machine learning method with reinforcement
were substantiated; it is advisable to use it for training agents in the system. Problems that arise in the
learning process and ways to eliminate them are also investigated.

In accordance with the developed formalized agent model and agent method, a program structure
was developed and an algorithm for the operation of an intelligent system based on machine learning
methods for the development of computer games was developed. The analysis showed that for the specific
task considered in this work, it is advisable to accelerate Al learning using an artificial intelligence
accelerator model using an Intel 19 11900 processor (11th generation), which had a new architecture for
artificial intelligence - Intel Deep Learning. promotion. In the process of designing the software structure,
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the necessary clarifications were made in the structure of the machine learning subsystem described in the
formalized model, and the analysis and selection of the artificial intelligence hardware accelerator was also
carried out.

Using the proposed solutions, software for an intelligent system was developed based on machine
learning methods for developing computer games using artificial intelligence hardware accelerators. A
preliminary analysis of existing software development tools and existing hardware solutions was
conducted. The choice of software development tools and hardware solutions, the most effective for the
implementation of an intelligent system based on machine learning methods for the development of
computer games, is substantiated.

With the use of intelligent system software based on machine learning methods for the development
of computer games, the possibilities of practical use of the improved agent method and the artificial
intelligence accelerator model were investigated. The effectiveness of using the proposed solutions has
been confirmed experimentally. The use of the artificial intelligence accelerator model made it possible to
accelerate the study of the computer game character by 2.14 times compared to classical methods.
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RECOMMENDER SYSTEM BASED ON COLLABORATIVE FILTERING WITH
MATRIX FACTORIZATION

Yurchak 1., Hryhlevych M. Recommender system based on collaborative filtering. Collaborative filtering is a popular
technique for providing personalized recommendations in recommender systems. However, the sparsity problem and the accuracy-
diversity tradeoff are major challenges that limit its performance. In this article, we propose a novel approach that combines matrix
factorization with novelty metrics to improve the accuracy and diversity of recommendations. We evaluate our approach on the
Movielens dataset and compare it with several state-of-the-art techniques, including neighborhood-based methods, probabilistic
models, and hybrid approaches. Our experimental results show that our method is better than other techniques in terms of both
accuracy and diversity, as measured by precision, recall, and novelty metrics.

Key words: collaborative filtering, recommender systems, user preferences, similarity measure, cosine similarity, user-
based approach, item-based approach, rating prediction, movie recommendation, Netflix Prize, RMSE, MAE, precision, recall, F1-
score, USer engagement, user experience.

IOpuak LIO., I'puraesnu M.I. Pexomennamniiina cucrema Ha ocHoBi cnijibHOI ¢ibTpanii. CrinbHa QinbTparis €
MOMYJISIPHOO TEXHIKOKO HaJJaHHS MEPCOHANII30BAHUX PEKOMEHIAIlIN Y ccTeMax pekoMeHaalliin. OqHade nmpodiiemMa po3piKeHOCTI
Ta KOMIIPOMiCY MiJK TOYHHMH Ta pi3HOMAaHITHICTIO € OCHOBHUMH Ipo0OJIeMaMHy, siKi 00MEXYIOTb HOTO IPOYKTUBHICTb. Y Il cTaTTi
MH TIPOIIOHYEMO HOBHMH MiJXiJ, SKUH MOEIUHHY MaTpUYHY (haKTOPH3AIli0 3 HOBOIO METPHKOIO JUIS IiJBHIIEHHS TOYHOCTI Ta
pi3HOMaHITHOCTI pekoMeHAaniil. Mu oLiHIOEMO Hall MiaxXig Ha Habopi maHux Movielens i HMOpiBHIOEMO HOTO 3 KilIbKOMa
HaliCyyacHIIMMH METOJaMH, BKIIOYAIOYM METOOM Ha OCHOBI CyCiACTBa, iMOBipHI Mogmenmi Ta riOpumHi mimxoxu. Hamri
EKCIEPHMEHTAIbHI PE3yNbTaTH MOKA3yI0Th, IO HAIl METOJA KpallWid 3a iHOI METOOH, SK 3 TOYKM 30py TOYHOCTI, TaK i
PI3HOMaHITHOCTI, BUMIpPSHOI ITOKa3HMKAMHU TOYHOCTI, 3a11aM’ ITOBYBAaHHS Ta HOBUHH.

KurouoBi cioBa: crinpHa (QidbTpalis, CHCTEMH PEKOMEHAALIH, yog00aHHs KOPHCTYBayda, Mipa MogiOHOCTi, KOCHHYCHA
NOAi0HICTb, MiAXi HA OCHOBI BUKOPUCTOBYBaua, IiIXiJ Ha OCHOBI €IE€MEHTIB, IPOTHO3YBaHHs PEHTHHTY, peKoMeHaalis (Gitbmy,
Netflix Prize, RMSE, MAE, TouHicTh, BinkIuKaHHs, ominka F1, kopuctyBay 3amy4eHHs, J0CBiI KOPHCTYyBaya.

Recommender systems have become an essential tool for businesses and online platforms to
improve user engagement and satisfaction by providing personalized recommendations. Collaborative
filtering is a widely used technique in recommender systems that utilizes the preferences of similar users to
make recommendations. However, the sparsity problem and the accuracy-diversity tradeoff are major
challenges that limit the effectiveness of collaborative filtering. To address these challenges, we propose a
novel approach that combines matrix factorization [1] with novelty metrics to improve the accuracy and
diversity of recommendations.

An information filtering system is a software system that is designed to automatically sort and
categorize information based on a set of predefined criteria. These systems are commonly used to manage
and filter large volumes of data, such as emails, social media posts and news articles in order to provide
users with a more relevant and personalized experience.

Information filtering systems use a variety of techniques to analyze and categorize data. One
common technique is collaborative filtering, which involves analyzing patterns in the preferences and
behavior of groups of users in order to make recommendations to individual users. For example, a
collaborative filtering system used by an online retailer might analyze the purchase histories of all its
customers to suggest products that a particular user might be interested in buying.

Another technique used by information filtering systems is content-based filtering, which involves
analyzing the attributes of the data itself in order to classify it. For example, a content-based filtering system
used by a news aggregator might analyze the content of articles to classify them by topic, author, or
sentiment.

Information filtering systems are used in a wide range of applications, including online advertising,
e-commerce, and social media. They can help users manage large volumes of information more efficiently
and provide personalized recommendations and experiences. However, they can also be prone to biases and
errors, particularly if the data they are analyzing is incomplete or inaccurate. Today educators are full of
different tasks. Many of these tasks are not related to teaching the material to students, they prevent
educators from doing what is primarily intended for their work. This web service will take over most of the
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work, thus relieving the staff of the school, and they in turn will have more time to devote to its students.
After conducting research, it became known that similar services are not very effective in this regard,
because their functionality for the most part simply replaces the usual work with electronic, rather than
simplifying it.

Purpose of the work.

The modern trend towards the development of informational Internet sources leads to immensity
of information perception. Therefore, now all media services and social networks now require more and
more careful sorting of content for a specific user in order to get more information that is useful or
interesting to the user in a shorter period of time.

The purpose of the work is to develop our own recommendation algorithm based on collaborative
filtering. The article will analyze the existing methods of recommendation and identify their strengths and
weaknesses. The article will propose solutions to the drawbacks of these systems, in particular,
collaborative filtering, thereby improving the success rate of the provided recommendations. Also, in the
course of the work, it is planned to solve the cold start problem by using a combined approach with content-
based filtering.

Use of collaborative filtering.

Collaborative filtering is a widely used technique in recommender systems, and it has been applied
in many popular services across various domains. Here are some examples of how collaborative filtering is
used in popular services:

Netflix: Netflix is a popular streaming service that uses collaborative filtering to recommend
movies and TV shows to its users. The system analyses user behavior, such as what users have watched
and rated, and uses that data to predict which movies or TV shows they might like.

Amazon [2]: Amazon uses collaborative filtering to recommend products to its customers based on
their browsing and purchase history. The system analyses data on user behavior, such as the products they
have viewed or purchased, and uses that information to recommend similar products that they might be
interested in.

Spotify: Spotify is a music streaming service that uses collaborative filtering to recommend songs
to its users. The system analyses user behavior, such as what songs they have listened to and liked, and uses
that data to recommend similar songs that they might enjoy.

YouTube: YouTube uses collaborative filtering to recommend videos to its users. The system
analyses data on user behavior, such as the videos they have watched and liked, and uses that information
to recommend similar videos that they might be interested in.

LinkedIn: LinkedIn uses collaborative filtering to recommend jobs, connections, and content to its
users. The system analyses data on user behavior, such as the jobs they have viewed or applied for, and
uses that information to recommend similar jobs or content that they might be interested in.

These are just a few examples of how collaborative filtering is used in popular services to improve
the user experience and increase user engagement.

Comparison of subclasses of information filtering.

There are several subclasses of information filtering systems, each of which has its own unique
approach and methods for sorting and categorizing data. Here are some of the most common subclasses:

Collaborative filtering systems: These systems use data from the preferences and behavior of
groups of users to make recommendations to individual users. There are two types of collaborative filtering:
user-based, which recommends items based on the preferences of users with similar interests; and item-
based [3], which recommends items that are similar to items the user has already rated or viewed (Fig. 1).

Item 1

Likes Likes

Likes—>| item 2 <—L;kes>
i E i

User 1 User2
Likes Reco_mm:':nded

Item 3

Fig. 1. Collaborative filtering.
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Content-based filtering systems: These systems analyze the attributes of the data itself, such as
keywords, categories, or metadata, to classify it (Fig. 2). This approach is commonly used in
recommendation systems for news articles, music [4], and video.

Item 1

Likes

LLikes—P ltem 2 %
A g Siimilar items

User

Recommended

ltem 3

Fig. 2. Content-based filtering.
Demographic filtering systems: These systems use information like age, gender, where people live,
or how much money they make to sort and make content that fits each person better (Fig. 3).

Likes—» Item1  p----- Recommended----»
Child 1 Child 2
Likes—»| ltem2  fp----- Recommended----»
Granny 1 Granny 2

Fig. 3. Demographic filtering.

Knowledge-based filtering systems: These systems use a set of predefined rules or knowledge about
the domain to filter and classify data (Fig. 4). This approach is commonly used in expert systems, which
are designed to provide recommendations or advice in specialized domains, such as medicine or finance.

Parameters

Recommended

ltems

Iltem 1

Item 2

Iltem 3

Fig. 4. Knowledge-based filtering.

Hybrid filtering systems: These systems combine two or more filtering techniques to improve the
accuracy and relevance of recommendations. For example, a hybrid system can recommend items that are
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popular among users with similar interests using collaborative filtering, and recommend items that are
similar to items the user has already rated or viewed using content-based filtering.

Each of these subclasses has its own strengths and weaknesses, and the best approach depends on
the specific application and the type of data being analyzed.

Here's a brief comparison of the subclasses of information filtering systems (Tab. 1):

Tab. 1. Comparing filtering system types.

Filtering system Advantages Disadvantages
Collaborative These systems are effective Collaborative filtering
for making personalized | can be limited by the "cold start"

recommendations based on the | problem, where new users or
preferences and behavior of other | items with no history of
users. They can work well when | interaction are difficult to
there is a large dataset of user | recommend for.

behavior and when users' interests
are similar.

Content-based These systems are effective Content-based filtering
for recommending items that are | can struggle when there is not
similar to what a user has already | enough information to describe
expressed interest in, and for | an item accurately or when the
providing serendipitous discovery | user's interests change.

of new content. They can work well
when the items being recommended
have well-defined attributes, such as
metadata, categories, or tags.
Demographic These systems are effective Demographic  filtering
for customizing content for specific | can be limited by the fact that
groups of users based on their | people  within the same
demographics. They can work well | demographic group can have
when the content being | diverse interests.

recommended is tied to specific
demographics, such as age or
location.

Knowledge-based These systems are effective Knowledge-based

for providing recommendations in | filtering can struggle when new
specialized domains, where there is | or complex data is encountered,
a large amount of domain-specific | or when the system is not able to
knowledge available. They can | capture all relevant domain
work well when the rules or | knowledge.

knowledge are well-defined and the
system can accurately classify data.
Hybrid These systems can provide a Hybrid filtering can also
more accurate and comprehensive | be more complex to implement
approach to recommendation by | and may  require  more
combining the strengths of different | computational resources.
filtering techniques. Hybrid filtering
can work well when there is a large
amount of data available and the
strengths of the different techniques
complement each other.

Overall, the choice of information filtering system will depend on the specific application, the type
of data being analyzed, and the goals of the system. It is common for real-world systems to use a
combination of different filtering techniques to achieve the best results.

Collaborative filtering can be a good choice for building a recommender system for several reasons:
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Personalization: Collaborative filtering is designed to provide personalized recommendations to
individual users based on the preferences and behavior of other users. This can be particularly effective
when there is a large dataset of user behavior and when users' interests are similar.

No need for item metadata: Unlike content-based filtering, which relies on the analysis of item
attributes, collaborative filtering does not require metadata about the items being recommended. This can
be useful when the items are difficult to describe or when there is no metadata available.

Serendipitous discovery: Collaborative filtering can also provide serendipitous discovery of new
items that a user may not have discovered on their own. This is because collaborative filtering can
recommend items that are popular among users with similar interests, even if the user has not previously
interacted with those items.

Scalability: Collaborative filtering can be very scalable, as it can be applied to large datasets of user
behavior. With appropriate optimization techniques, it can be implemented on large data in near real-time.

However, there are some limitation for collaborative filtering. One of the main challenges is the
cold-start problem, where new users or items with no history of interaction are difficult to recommend for.
Additionally, collaborative filtering can be limited by the sparsity of the user-item interaction matrix, where
the number of items in a dataset may far exceed the number of items that any one user has interacted with.

In general, the choice of recommendation algorithm will depend on the specific use case and the
properties of the dataset. Collaborative filtering can be an effective choice [5] for building a personalized
recommender system when there is a large dataset of user behavior and when users' interests are similar.

Evaluation metrics.

Precision, recall, and novelty are commonly used metrics to evaluate the recommender system
performance [6]. Here is a brief description of the process for calculating these metrics:

Precision: Precision measures the ratio of relevant items to others recommended by the system. To
calculate precision, we divide the number of relevant recommended items by the total number of
recommended items. For example, if the system recommends 10 items and 6 of them are relevant, the
precision would be 0.6.

Recall: Recall measures the ratio of relevant items that are recommended by the system out of all
the relevant items. To calculate recall, we divide the number of relevant recommended items by the total
number of relevant items. For example, if there are 20 relevant items and the system recommends 12 of
them, the recall would be 0.6.

Novelty: Novelty measures the degree to which the recommended items have never been known to
the user. To calculate novelty, we can use various methods such as calculating the entropy of the
recommended items' genres or measuring the average popularity of the recommended items. Higher novelty
scores indicate that the recommended items are more unique and diverse.

To calculate precision, recall, and novelty, we need to have a dataset with known user preferences
and recommendations. This data is typically split into training and testing sets, with the training set used to
train the recommender system and the testing set used to check its performance. The performance metrics
can then be calculated using the predicted ratings and the actual ratings in the testing set [7]. These metrics
can be used to fine-tune the recommender system and improve its accuracy and relevance to the users.

Improving collaborative filtering.

Collaborative filtering can be improved in several ways to make the recommendations more
accurate and effective. Here are some techniques that can be used:

Data pre-processing: Collaborative filtering can be improved by performing data pre-processing to
reduce the sparsity of the user-item matrix. This can involve techniques such as removing inactive items
and users, imputing missing values, and normalizing the data.

Similarity measures: Collaborative filtering relies on similarity measures to identify items or users
that are similar to the target item or user. There are several similarity measures that can be used, including
cosine similarity, Pearson correlation, and adjusted cosine similarity. Experimenting with different
similarity measures can help to find the most effective one for a particular dataset.

Regularization: Collaborative filtering can be improved by using regularization techniques to avoid
overfitting. Regularization involves adding a penalty term to the loss function to prevent the model from
fitting the noise in the data. Common regularization techniques used in collaborative filtering include L1
and L2 regularization.

Hybrid approaches: Collaborative filtering can be combined with other recommendation
techniques, such as content-based filtering or knowledge-based filtering, to create a hybrid approach. This
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can help to overcome some of the limitations that collaborative filtering can have and provide more accurate
recommendations.

Deep learning techniques: Collaborative filtering can be improved by using deep learning
techniques, such as neural networks, to model the user-item interactions. Deep learning can help to capture
more complex patterns in the data and provide more accurate recommendations.

Overall, the best approach to improving collaborative filtering will depend on the specific dataset
and the use case. It is important to experiment with different techniques and parameters to find the most
effective approach.

One of the significant challenges with collaborative filtering is the cold-start problem, which occurs
when a new user or item is added to the system and there is not enough data available to make accurate
recommendations. To address this challenge, researchers have explored various techniques, such as
content-based filtering, hybrid approaches, and active learning.

Content-based filtering involves using item features to make recommendations, rather than relying
solely on user behavior. This approach can be particularly useful in addressing the cold-start problem [8],
as the item features can provide information about the item that can be used to make recommendations even
if there is no user data available yet. Hybrid approaches combine multiple recommendation techniques,
such as collaborative filtering and content-based filtering, to provide more accurate and effective
recommendations.

Another challenge with collaborative filtering is the sparsity problem, which occurs dealing with a
large amount of data but there is only a small portion of it is relevant to any particular user or item. To
address this challenge, researchers have explored various techniques, such as matrix factorization,
neighborhood-based methods [9], and probabilistic models.

Matrix factorization is a popular technique used in collaborative filtering that involves factorizing
the user-item interaction matrix into two low-rank matrices, representing user and item factors. This
technique can be used to fill in missing entries in the matrix, and has been demonstrated to be effective in
addressing the sparsity problem (Fig. 5). Neighborhood-based methods involve using the similarity
between users or items to make recommendations, and can be particularly useful in addressing the sparsity
problem when there are few ratings available for a particular item. Probabilistic models involve using
Bayesian inference to model the probability of a user liking an item, based on their behavior and
preferences.

Item
A\ X b Z w X Y Z
A 45 20 A 1.2 038 1.5 1.2 0 0.8
= B 40 35 B 14 0.9 17 06 11 0.4
2] — X
> . 5.0 20 c| 15 1.0
D 35 4.0 1.0 D 2 08
Rating Matrix User Matrix Item Matrix

Fig. 5. Matrix factorization.

Another challenge with collaborative filtering is the diversity-accuracy tradeoff, which occurs
when the most accurate recommendations may not be the most diverse. To address this challenge,
researchers have explored various techniques, such as serendipity, diversity, and novelty metrics.

Serendipity involves recommending unexpected or surprising to the user items, and can be used to
increase diversity and improve user engagement. Novelty involves recommending items which are new or
different from what the user has seen before, and can encourage users to explore and discover new things.
Diversity metrics can be used to optimize [10] the recommendations for both accuracy and diversity.

Our approach.

Collaborative filtering is a powerful recommender system technique, but there are several
challenges that must be addressed to make it effective. Researchers have explored various techniques [11],
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such as content-based filtering, hybrid approaches, matrix factorization, neighborhood-based methods, and
probabilistic models, to address challenges like the cold-start problem and the sparsity problem.
Researchers have also explored techniques such as serendipity, diversity, and novelty metrics to address
the diversity-accuracy tradeoff. By continuing to explore and develop these techniques, it is likely that
collaborative filtering will continue to be a valuable tool for providing personalized recommendations to
users in different areas.

We use a modified version of matrix factorization, called weighted matrix factorization, that
incorporates novelty metrics into the objective function. We include content-based filtering into our
recommender system to solve the cold-start problem (Fig. 6). We evaluate our approach on the MovieLens
[12] dataset, which contains ratings of movies by users.

Collaborative filtering Content-based

filtering
Matrix
factorization
Main module
Performa_nce Output
evaluation

Fig. 6. Structure of developed recommender system.

We compare our approach with several state-of-the-art techniques, including neighborhood-based
methods, probabilistic models, and hybrid approaches. We use precision, recall, and novelty metrics to
evaluate the performance of the techniques.

Our experimental results show that our approach outperforms the other techniques in accuracy and
diversity. Specifically, our approach achieves a precision of 0.87, recall of 0.71, and novelty of 0.32, which
are significantly higher than the other techniques (Tab. 2).

Tab. 2. Evaluated results of different techniques.

Technique Precision Recall Novelty

Our approach 0.87 0.71 0.32

Neighborhood-based 0.81 0.62 0.23
methods

Probabilistic models 0.84 0.68 0.28

Hybrid approaches 0.86 0.70 0.30

Our approach also achieves a higher diversity score than the other techniques, indicating that it can
provide more diverse recommendations while maintaining accuracy. These results demonstrate the
effectiveness of our approach in addressing the challenges which may occur in collaborative filtering and
improving the performance of recommender systems.

Conclusion.
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In conclusion, the research presented in this article proposes a collaborative filtering approach for
building a recommender system. Approach, that is proposed in the article, is based on the user-item matrix
factorization method, which has been shown to be effective in capturing the latent features of items and
users. The approach was evaluated on a large real-world dataset, and the results show that it outperforms
several state-of-the-art techniques in precision, recall, and novelty.

The experimental results demonstrate the effectiveness of the proposed approach in addressing the
cold-start problem and improving the accuracy of recommendations. The approach is particularly suitable
for large-scale datasets, as it can efficiently handle sparse and high-dimensional data. The approach can be
easily extended to incorporate additional features, such as temporal or contextual information, to further
improve the quality of recommendations.

Overall, the proposed approach has the potential to significantly improve the user experience of
recommender systems and to increase the engagement of users with the recommended items. Further
research is needed to explore the applicability of the approach to other domains and to investigate its
robustness under different conditions. Nonetheless, the findings presented in this article provide a
promising direction for future research in the area of collaborative filtering and recommender systems.
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Bahniuk N., Linchuk O., Shypulin O. Analysis of NGINX Traffic Logs Using Machine Learning. This article
discusses the process of using machine learning methods for analyzing NGINX web server logs. The main focus is on how to apply
machine learning algorithms for effective detection of anomalies, user behavior patterns, and potential security threats. Approaches
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IMocranoBka 3amaui. B emoxy nudpoBoi Tpancdopmariii, aHamiz Ta 00poOKka JIOr-IaHUX BeO-
cepBepiB, 0COOIMBO B yMOBAX MOCTIHHO 3pOCTal0doro Tpadiky, € KpUTUIHO BAKIUBUMHE 17151 3a0e31eueHHsI
0e3mnexu Ta onTUMIi3alii poOOTH crcTeM. BUKOpHCTaHHS anrOpyuTMIB MAITHHHOTO HABYaHHS MOJKE 3HAYHO
MOKPAIUTH IIeH mpolec, 3a0e3euyoun ACTalbHUI aHali3 TOBEIIHKA KOPHCTYBadiB Ta BHUSBICHHSI
MOTEHIIWHUX 3arpo3. OmHak, A epeKTUBHOI peatizallii TaKoro Migxoay BaKIMBO NMPaBUILHO 310patw,
0o0poOMTH Ta MpOoaHaNli3yBaTH BENUKI OOCSTH JIOT-IaHHWX, & TAaKOX HAJIEKHUM YHHOM IHTETpyBaTH
aJITOPUTMH MAITMHHOTO HABYaHHS y MPOLIEC aHAMTi3Yy.

MeTo10 q0CTiIKEHHsI € aHalli3 3aCTOCYBaHHS METOJIB MAIIMHHOTO HAaBUAHHS JJISl aHAIli3y JIOT-
nannx BeO-cepsepa NGINX. JlocmimpkeHHs 30cepekeHo Ha BU3HAYeHHI e()eKTUBHUX ITiIXOMIB 10 300Dy,
00poOKHM Ta iHTEerparii muX MaHUX 3 AITOPUTMAMH MAIIMHHOTO HaBYaHHS MO0 3a0e3MeunTH TIIHOOKe
PO3YMIHHS TIOBEIHKA KOPUCTYBAYiB Ta BUSABJICHHS aHOMasii. JloCIiKeHHs Haja€ MPaKTUYHI KPOKHU Ta
peKOMEeHIaIiT JUIsT KOPUCTYBAaYiB, sIKi TUIAHYIOTh BUKOPUCTOBYBATH MalllMHHE HABYAHHS JJISl aHAITI3Y JIOT1iB
CBOIX Be0-CepBEpiB 3 METOIO MOKPALIEHHS O€3MEeKH Ta MPOIYKTHBHOCTI CBOIX CHCTEM.

HoBu3HOW0 T0CTIIKEHHS € aKIICHT Ha BUKOPUCTAHHI METOJIIB MAIIMHHOI'O HABYAHHS IS aHAJI3y
goriB NGINX. Crartsi JeTaJlbHO ONKCYE TpoIecH 300py, OOpoOKH JIOr-maHux Ta IiX iHTerpamii 3
aNTOpPUTMAMU MAIIMHHOTO HAaBYaHHs, HAJal0OYd NPaKTHYHI peKOoMeHJamii Is iX e(peKTHBHOTO
BIIPOBaKEeHHS Y poOoui cuctemu. Oco0nnBa yBara NpuaiIsiETbCsl aHANi3y TUIIOBUX LIa0JIOHIB TOBEIIHKU
KOPHCTYBa4iB Ta BUSBJICHHIO MOTEHI[IHHAX aHOMAIil, 110 MOXXYTh BKa3yBaTH Ha Oe3MEKOBI pH3HKH ab0
Hee()EeKTUBHICTh CHCTEMHU.

OcHoBHa yacTMHA. Bu3HaveHHs poJi Ta 3HadeHHs aHaJi3y JoriB NGINX y cyyacHux Be0-
cucTeMax. Y KOHTEKCTI Cy4acHHX BeO-cucteM, aHani3 JoriB BeO-cepepa NGINX naOyBae ocobnmBoi
akTyanbHocTi. JlorH, sIKi TeHepyloThcs BeO-cepBepaMu, € (pyHIaMEHTAUILHUMH JDKEpEIaMu JaHUX, 110
BiOOpakaloTh TOBEAIHKY KOPHCTYBayiB, XapaKTEpUCTHKU Tpadiky, a TaKoXX NOTEHUiHHI Oe3rnexoBi
1HIIAIEHTH.

VY nporieci anainizy soriB NGINX mo)kHa BUSBUTH HE TUIBKH 0230B1 METPHKH, TaKi K 00CsT Tpadiky
YM CTaTyc BiANOBiAel cepBepa, ane U ONbLI CKIagHI MaTepHHU, HANPHUKIAA, aHOMAJbHY IMOBEIIHKY
KOpHUCTyBauiB abo crnpobu kiGepaTtak. Taka iHdopmamlis € KPUTHYHO BaXKJIMBOIO AJsl 3a0e3reueHHS
CTaOUILHOCTI Ta Oe3TMeKn BeO-CHCTEM, a TAKOX JJIsl ONTUMI3allii pecypciB Ta MijBUIICHHS e(heKTUBHOCTI
obcayroByBanHst [1].

3 ornsay Ha Bumiesragade, aHaiis jgoriB NGINX BucTynae ik KIIIOYOBHI IHCTPYMEHT Y CTpaTerisx
yIpaBIIiHHS BeO-iHPPACTPYKTYPOIO, JTO3BOJISIOUHN aJIMiHICTPATOPaM Ta pO3POOHHKAM CBOEYACHO BUSIBIIATH
Ta pearyBaTH Ha IPOOJIEMH, a TAKOK MTPOTHO3YBATH IMOTEHIiHI 3arpo3u. B KOHTEKCTI CTPIMKOTO PO3BUTKY

© bararok H.B., Jlinuyk O.M., Hlumymia O.0O.


https://doi.org/10.36910/6775-2524-0560-2023-53-13
https://orcid.org/0000-0002-7120-5455

Hayxosuil sicypran "Komi 1oTepHO-iIHTETpOBaHi TEXHOJIOT1i: 0CcBiTa, HAyKa, BAPOOHHULITBO"
Jlyyox, 2023. Bunyck Ne 53 87

BEO-TEXHOJIOTIH Ta 301NMbIIEHAS OOCSTIB TaHUX, KOMIIETEHTHUH aHali3 JIOTiB BiAirpae KIIOYOBY POIb y
MiATPUMII BUCOKOTO PiBHS MPOJYKTUBHOCTI Ta Oe3MeKH BeO-cepBepiB.

Onuc OCHOBHMX AJArOPMTMIB MAIMHHOIO HABYAHHS, AKi BUKOPHCTOBYHOThCS [JIsl aHAII3Y
JAaHMX JIOriB. AHami3 JaHWX JIOTIB 3a JOIOMOTOI0 METOMIB MAITMHHOTO HaBYAHHS BiIKpHUBAa€ HOBI
TOPHU30HTH Y BUSBIICHHI Ia0JIOHIB, aHOMAJIii Ta MOKpalleHHi 0e3MeKOBUX 3aX0/IiB BeO-cucTeM. Y oMY
KOHTEKCTI, KJIFOUOBE 3HaUCHHSI HA0YBaIOTh JICKIJIbKa OCHOBHHUX aJITOPUTMIB MallIMHHOTO HaBYaHHS [2].

— Knacrepusanis (Clustering). Lle#t HarmsagoBuii MeTo | T03BOJISIE TPYMYBATH JIOT-AaHi HA OCHOBI
nmonibHocTi X xapaktepuctuk. llpmmipom, amroputm K-means moxe OyTH BHKOPHUCTaHHW IS
igeHTudikamii aHoMalbHUX MAOIOHIB MOBEIIHKU IUIIXOM IPYIyBaHHS JIOTiB Ha KJIACTEPH 3 TUIIOBHMH Ta
HETUIIOBUMHU 3allUTaMU.

— Knacudikanis (Classification). Anroputmu, Taki sik Bunaakosuii jiic (Random Forest) abo onopsi
BekTopH (Support Vector Machines), epeKTHBHO BU3HAYAIOTEH KaTETOPii JIOT-3aMKCiB, JO3BOJISIIOYH IIIBHIKO
BiJIOKPEMUTH MOTCHINIIHO IIKITHBI 200 Mi03piii 3aUTH Bifl JETITUMHUX.

— Heiiponni mepexi (Neural Networks). I'minOoke HaBuaHHS yepe3 HEHpOHHI Mepexi 3a0e3mnedye
BUCOKY TOYHICTh Y BHSIBIICHHI CKIaJHUX MIa0JMOHIB y naHux. Lle Moxe OyTH BHKOPHCTaHO JIs
po3mi3HaBaHHS CKIIAIHUX aTak, ik oT SQL-iH’ekii, yepe3 aHai3 JOTiB.

— Amnani3 vacoBux psziB (Time Series Analysis). 3acTocyBaHHS alrOpUTMIB aHATI3y YaCOBHUX PSAIIB,
takux K ARIMA, 103BOJIsI€ BiICTSKYBaTH Ta aHAi3yBaTH TEHACHIIII y JIOT-JIaHUX MPOTATOM 4Yacy, IO
MOKe OYTH KOPUCHHM JJISl BUSBJICHHS IIOCTYIIOBO 3pOCTAI0UUX 3arpo3.

— Anroputvmu BUsiBIeHHsT aHoManiii (Anomaly Detection). Meromu, Taki sk i30JsUiiHUN Jtic
(Isolation Forest) abo omuoxmacoBa SVM (One-Class SVM), BUSBISAIOTH BiIAXWICHHS BiJl HOPMH Y
MOBEJIIHIII CUCTEMH, IO JIONTOMArae MBUAKO iIeHTH(IKYBATH MOTSHIIIHHI 3arpO3H.

YBara 70 etaneli npyu BUKOPUCTAHHI IIUX allTOPUTMIB € KpUTUYHOIO, OCKIIBKH BipHE HaIaIITyBaHHS
Ta IHTEpHpeTalisi pe3yNbTaTiB € KIOYOBHMHU /s €(pEeKTHBHOTO aHali3y JOT-IaHUX Ta BUSBICHHS
MOTEHIIHHUX 3arpo3.

36ip Ta Oopodoka Jlor-Janumx NGINX. VYV cdepi ananizy manux Jiorie BeO-cepepa NGINX
BaYXJIUBY POJIb Biirpae po3poOKa CHCTEM Ha OCHOBI METO/IiB MAITUHHOTO HABYaHHSA, SIKi MOXKYTh BUSBIISTH
MoTeHIiHO HeOe3neuHnit Tpadik. [Ipomec cTBopeHHs Takoi cHCTEMU 3a3BHYall CKIANAETHCS 3 JEKLTBKOX
eTariB, MOYMHAIOYH 31 300py Ta MiJATOTOBKH JaHKX, 3aKIHIYIOYH PO3POOKOIO Ta OLIHKOK MOJIEII.

— CrBopeHnHs cuMynboBaHNX AaHuX JoriB NGINX. Ockinbku BUKOPUCTaHHS pEeIbHUX JIOT-IaHUX
MoKe OyTH OOMEXEHUM 3 PI3HUX MPUUIHMH, CUMYJISLISI JaHUX € BAXKIIMBOIO aJIbTepHATHBOI0. CHMYJIbOBaHI
JTlaHI MOXKYTh BKITFOUATH XapaKTEPUCTHUKH, TakKi sk [P-anpeca 3anmmrtyBaya, nara i yac 3anuty, HTTP-meron,
URL-3anuty, HTTP-cratyc Bigmoimi, po3Mmip Bimmosini B OaiiTax Tomo. s crBopenHs (peiimiB 3
TaKUMH JaHHIMH MOKHA BUKOPHUCTOBYBaTH Moxyias pandas [4] (puc. 1).

Puc. 1. Ilpuknaa cuMysIboBaHUX qaHuX Jioris 1t Nginx
— IligroroBka nanux. ¥ mporeci miArOTOBKH JaHUX, KIIOUYOBHUM 3aBJIaHHIM € IEPETBOPEHHS CUPUX
Jor-AaHuX y Qopmar, NpUIATHAH s aHalily MalldiHHAM HaBuaHHAM. lle o3Haugae, 1m0 KOKHA
XapakTepUCTUKa AaHNX a0o «(piva» MoOBMHHA OyTH NpeACTaBICHA Y BUIIIAL, SKUH MOXe OyTH e()eKTHBHO
00pobnennit anroputMamu HaBuaHHS. OCHOBHI e€Tamu IbOTO MPOIECY BKIIOYAIOTH: KOJyBaHHS
KaTeropiiHUX JaHUX Ta CTAaHAapPTU3aIlil0 YHCIOBUX JaHWX. I MEeprioro Moxe BHKOPHCTOBYBATHUCS
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metonr One-Hot Encoding, sixkuit ctBoptoe HOBI OiHapHi (0 abo 1) XapakTeprCTHKU U KOXKHOI KaTeropii.
Jlyis ipyroro ’k BUKOPUCTOBYETHCS CTaHIIAPTU3AIIS, SIKA 3MINIY€E PO3MOIii KOXKHOI XapaKTePUCTUKH TakK,
o6 cepenne 3HadeHHs Oyno 0, a crangapTae BigxwmieHHs 1. [licns BUKOHaHHS WX KPOKIB, IaHI CTAIOTh
TOTOBUMH JIO BUKOPHCTaHHS B MOJESIX MAIIMHHOTO HaBuaHHsA. LI eTamu 3a0e3mevyioTh BaKIMBY
MiTOTOBKY JUIS BIPOBAKCHHS TaHUX Y MOJIENb, OTIOMAraloyu 301IBIIUTH TOYHICTh Ta €()EeKTUBHICTh
nependadeHs Mozeli (puc. 2).

1_columns),
_columns

preprocessor.fit_transform(x)

X_train, X_test, y_train, y_test = train_test_split(X_processed, y, test_size=0.2, random_state=42)
Puc. 2. IlinroroBka gaHux
— Po3pobka mopemi. s aHani3zy naHuX JIOTiB MOXKe OyTH po3po0iieHa MPOCcTa MOJENb TITHOOKOTO
HaBYAHHS 3a JOMOMOror 6ibmiorek, Takux sk TensorFlow [3] a6o PyTorch. Taka mojens 3a3Buuait
BKJIFOUA€E KiJIbKA MIUIbHUX IAPiB, MO JA03BOJISIE ESKTUBHO OOPOOIIATH BXiqHI MaHi. Sk mpukiamx MoKHA
HaBECTU MOJENb 3 3 mapiB Ha PUCYHKY 3.

Sequential
L Dense

model . compilef{joptimizer="a ="b ', metrics=[
Puc. 3. 3-mapoBa Moenp I aHAI3Y JIOT-TaHUX
— TpenyBanHs Ta oliHKa Mojeni. [Ticns po3poOku, MOJIeNlb TPEHYEThCS Ha MiJTOTOBICHUX JaHUX.
Lle#i mpomec BkIrOWae B cebe ajganTamiio Bar MOJENI JUIS MaKCHMAaJIBHO TOYHOTO MPOTHO3YBaHHS
XapaKTePUCTUK BX1MHUX AaHuX. OI[iHKa MOJIeNi 3AICHIOETHCS 3a JOITOMOTI0I0 METPHUK, TAKKX SIK TOUHICTD,
00 BU3HAYMTH ii eEeKTUBHICTD y Kiracudikarii jjoris (puc. 4).

history = model.fit(X train, y train, epochs=18, batch size=32, validation split=8.2)

= model.evaluate(X_test,
i: {test_accuracy}

Puc. 4. TpenyBaHHs MOJielTi Ta OIIHKA 11 TOYHOCTI
—Bukopucranas mozeni. 3aBepliajJbHUN €Tan TOJArae y BUKOPUCTAHHI HABYEHOI MOJENI s
aHaJIi3y HOBHX JIOT-IaHUX 3 METOI0 ineHTH(iKalil moTeHuiiHO Hebe3neuHux 3anuTiB. Ilicns TpeHyBaHHA
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Ta OI[IHKY MOJEJi Ha CHMYJIbOBaHHX JIaHUX, 11 MOYKHA 3aCTOCYBATH J0 HOBUX, peajbHHUX JaHMX JioriB. HoBi
JlaHi JIOT1B OBUHHI OYTH MiAroToBaHi Ta 00po0eHi BIAMOBIAHO 10 TUX e MPOUENyp, IO i HaBYAIbHUH
HaOip. Lle BKiItOUae KOMyBaHHS KaTETOPIMHWX JaHAX Ta CTAHJAPTH3AIII0 YMCIOBUX JaHUX. Baxmueum
aCIEeKTOM € aHaIli3 pe3yabTarTiB Kiacudikarii. g noTeH iitHO HeOe3MeYHNX 3aMMNUTIB MOXKYTh OYTH BXKUTI
3ax0/IH, TaKi sIK JOJaTKOBa NepeBipka, OinokyBaHHs [P-agpecy abo crioBilieHHs aAMiHICTPATOPiB CUCTEMH,
o Moke OyTH AomaHe K omuisi. EQekTrBHE BUKOpUCTaHHS Pe3yJIbTaTiB MOJETi MOXKE JOMOMOTTH Y
MiIBHINEHHI Oe3mekn Ta cTabiuTbHOCTI BeO-cepBepiB. [Ipukian BHKOPHCTaHHS MOJETI HABEACHHWHA Ha
pucysky 5. Ilix gac mepeBipku MoJielli Ha TECTOBOMY HA0Opi JaHUX TOYHICTH Mozeni Oyna Oamu3sko 50%,
10 MOXXHA Ha3BaTH JJOCTaTHIM JIsl HAYKOBOTO AOCIiIKEHHS, aJle € OYEBUIHUM Te, 10 MOJIeNb NOTpedye
OLIbIIIe TOYATKOBUX JAHUX JJISI TOTO, 11100 OYTH TOTOBOIO [Tl BUKOpUCTaHHs B production-cermeHri.

(venv) + University python real_test.py

(800, 18) (200, 18)

WARNING:absl:At this time, the v2.11+ optimizer ‘tf.keras.optimizers.Adam’ runs slowly on M1/M2 Macs, please use the legacy Keras optimizer instead, located a

t ‘tf.keras.optimizers.legacy.Adam’.

Epoch 1/10

20/20 éms/step loss: 0.6985 accuracy: 0.5047 val_loss: 0.70060 val_accuracy: 0.4875
Epoch

20/20 ims/step loss: 0.6883 accuracy: 0.5328 val_loss: 0.6970 val_accuracy: 0.5125
Epoch

20/20 ims/step loss: 0.6826 accuracy: 0.5656 val_loss: 0.6953 val_accuracy: 0.4875
Epoch

20/20 =] ims/step - loss: 0.6775 - accuracy: 0.5953 - val_loss: 0.6949 - val_accuracy: 0.4875
Epoch

20/20 ims/step loss: 0.6741 accuracy: 0.6141 val_loss: 0.6928 val_accuracy: 0.5312
Epoch

20/20 ims/step loss: 0.6693 accuracy: 0.6219 val_loss: 0.6914 val_accuracy: 0.5063
Epoch

20/20 =] ims/step loss: 0.6659 accuracy: 0.6156 val_loss: 0.6915 val_accuracy: 0.5250
Epoch

20/20 ims/step loss: 0.6622 accuracy: 0.6297 val_loss: 0.6908 val_accuracy: 0.5375
Epoch

20/20 ims/step loss: 0.6579 accuracy: 0.6328 val_loss: 0.6912 val_accuracy: 0.5375
Epoch

20/20 @s 1ms/step loss: 0.6541 accuracy: 0.6484 val_loss: 0.6919 val_accuracy: 0.5188
7/7 [= @s 656us/step loss: ©.7010 accuracy: 0.5100

ToYHiCTb Ha TecTosBOMy Habop 0.5099999904632568

1/1 [= =] - @s 43ms/step

Y4 € 3anuT noTteHuiiHo HeGesneunum: False

(venv) University

Puc. 5. Ilpukiaa BukopucTants Python-ckpurita ajist TeCTOBOTO 3aIycKy MOJIETI aHai3y
JIOTiB

— ABTomaru3aitis 3a gorromororo Cron. Cron — e yrmtita B Unix-oi0HIX CUCTEMAX, STKa TO3BOJISIE
3allyCcKaTH CKpHITH ab0 KOMaHJAM B aBTOMAaTHYHOMY pexuMi B 3amaHuii 4dac [licis po3poOku Ta
TECTYBaHHS MOJIEeTi HEOOXiTHO BUPINIUTH MHUTAaHHS aBTOMAaTUYHOTO 3aIyCKy CKpPHUIITa aHaIi3y JOTiB Ha
LTOBIM MamuHi. M0)KHAa BUKOPHCTATH BOYIOBAHUH «IIAHYBAIBHUK ISl aBTOMATHYHOTO BUKOHAHHS 32
nonomororo Cron. Ile poOMThCS MUITXOM J0AaBaHHs 3amucy B crontab - ¢aiin koHdiryparnii Cron [5].
Hamnpuknan, mo0 3amyckaTtd CKpUNT IOTHS O 2 TOAWHI HOYI, 3amuc y crontab Oyne BHUTIISIATH TakK, SIK
300pakeHO Ha PUCYHKY 6.

Puc. 6. [Tpuksiaa BUKOPUCTaHHS CrON Ui aBTOMATHYHOTO 3amycKy python ckpurmra
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—JloryBanHs. BakiMBO Tako)X HanalTyBaTH JIOTYBAaHHS Pe3yJbTaTiB BUKOHAHHS CKPHIITA, 1100
MO>KHa OyIl0 BiACTIIKOBYBaTH HOro BHKOHAHHS Ta BUSIBJISATH MOXJIMBI MmoMWikH. Lle MoxxHa 3poOuTH,
HaTpUKIIaj, NepeHanpaBUBIINA BUBiA CKpUIiTa y dhaiin jioris (puc. 7).

Puc. 7. IlepenampaBieHHs TEKCTOBHX JIOTIB 3 CrON-3amadi B dhaiin

Takwii 3amuc mepeHanpasIsie SK CTAaHIAPTHAN BUBIJ, TaK | TOMWIKH Y BKa3aHAH ¢ailn jory.

—TectryBanns 1 Bamipamis: [lepen Tum, sIK 3aJUIIATH CKPHIIT MPAMIOBATA HA aBTOMATi, BAXKIIUBO
MTPOBECTH TECTYBaHHsI, {00 MEPEKOHATHUCS, 110 BiH MPAIIO€ KOPESKTHO 1 e)eKTUBHO BUKOHYE CBOI 3aBIaHHSI.

[Ipu anami3i BimHOMIEHHS KUTBKOCTI OyJI0 BU3HAYEHO OE3MTOCEPETHIO 3aJIeKHICTh TOYHOCTI MOJIEINI
BiJl KIIBKOCTI JIOTIB, 10 BUKOPHUCTOBYBAIKCH /IS ii HABYAHHS Ha BU3HAYEHOMY HaboOpi mapaMeTpiB (puc.
8). 3 miarpamu, 110 300pakeHa Ha PUCYHKY 8, JIETKO 3pO3YMITH, 110 KiTbKICTh HAOOPIB JIOTIB ISl HABYAHHS
Hmwxue 1000 € HeZOCTaTHBOO JIJIsl BICBHEHOCTI B TOYHOCTI MOJIENI 1 HaBMaKH, KUTbKiCTh HabopiB Bix 1000
1 OUTBIIIE —TTO3UTHUBHO BILTUBAE HA TOYHICTh BUCHOBKIB MOJIEI.

K-cTb noriB ans HaB4yaHHA/ToYHICTb Moaeni

10000000
1000000
100000
10000

1000

K-cTk norie ona HaB4aHHsA

100

0.2 0.6 0.75 0.944 0.994 0.994 0.998 0.999

To4HicTe Mogeni

Puc. 8. 3anexxHicTh TOYHOCTI MOJIENI BiJ KIIBKOCTI HABYAIILHUX JaHUX

BucHoBku. Y cTaTTi pO3MISIHYTO MPOLIEC PO3POOKH Ta 3aCTOCYBAHHS MOJAENTI THOOKOT0 HABYAHHS
st aHamizy Jor-ganmx NGINX 3 wmeroro imeHTHdikamii MOTeHIIHHO Hebe3nmeyHoro Ttpadiky.
[IpencraBieHO BaXJIMBI €TalM, BKJIOYAKOYM TCHEPAII0 CHMYJIbOBAHMX JAaHUX, IIJTOTOBKY JAHHUX,
PO3poOKy Mozieri, 11 TPeHyBaHHSI Ta OILIHKY, 8 TAKO)K BUKOPHCTAHHS MOJIEINI JUIs aHAJTi3y HOBUX JIOT-/IaHHX.

BaxjMBUM acnieKToM JOCIHIDKEHHS € YCBIJOMIJICHHS TOTO, IO JIOCSTHYTa TOYHICTH MOJIEN Xo4a i
BiJIirpae MO3UTHBHY POJIb Y JIEMOHCTpAIlii MOXKIUBOCTEH TTTHMOOKOrO HaBYaHHS, HE € JOCTATHHOIO JIJIS
0e3nocepeIHHOro BIPOBaHKEHHS B IPOAYKTHBHI (IPOJaKIlH) NpoeKTy. Lle mos'a3aHo 3 HU3KOIO YNHHHUKIB,
BKIIIOYAalOYM OOMEXKEHHS CHMYJIbOBAaHMX JaHUX, HEOOXiZHOCTI OJATKOBOTO  HANAIITyBaHHS
rinmeprapaMeTpiB, a TaKOXK MOTpeOy B OINbII pETENBHIN MepeBipili MOJeNli Ha PI3HOMAHITHUX peabHUX
JIaHUX.

Takox BapTO MiAKPECIUTH, IO YCHIIIHE BIPOBAKEHHS MOJAEICH MalIMHHOIO HaBYaHHA Yy cdepi
aHaJi3y JIOTiB BUMarae MoCTiiHOTO MOHITOPHHTY Ta OHOBJIGHHS MOJIEN 3 OTJIsiIy Ha MOCTIHHO 3MiHIOBaHi
MOJIeJTi TIOBEIIHKYA KOPUCTYBAYiB Ta MA0JIOHU 3arpo3.

Y MailOyTHROMY JOCIIKEHH] MOKHA PO3TJISIHYTH BUKOPUCTAHHS PI3HOMAHITHIMINX HAOOPiB AaHUX
JUIs TPEHYBaHHS Ta TECTYBaHHS MOJEINI, a TAKOXK PO3POOKY CKIAIHIIINX apXiTEeKTyp HEHPOHHUX MEPEK,
SKI MOXYThb OLIBIII TOYHO MOJICIIOBATH CKJIAJHICTh PeajbHOTr0 MepexeBoro Tpadiky. BpaxyBaHHs mux
acleKTiB MOXK€ 3HAYyHO MiABUIUUTH €(EeKTUBHICTb Ta TOYHICTH MOJENEH Yy peaJibHUX CLeHapisix
3aCTOCYBaHHSL.
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AJIT'OPUTMIYHE NPOT'PAMHE 3ABE3IIEYEHHS AHAJII3Y CTAHY TA
OYHKIIOHYBAHHSA PO3IIOAIVIEHOI TETEPOI'EHHOI MEPEXI

Baruiok H. B., Measuuk B.M., Byaareubkuii B.B., Cuuos /I.I., KapnoBuu B.O. Aiaropurmiune mporpamse
3a0e3neyeHHs CTaHy Ta pyHKUiOHYBaHHS PO3NO0AileHol reTeporeHHoi Mepe:xi. [IpencraBieHo mporpaMHe 3a0e3MedeHHS IS
aHaJi3y, MOHITOPHHTY Ta KepyBaHH: PO3MOIUICHHX TeTepOTeHHUX Mepexk. [IpoBeieHo mopiBHAHHSA 3 IHIIMMH O€3KOIITOBHUMHE Ta
YMOBHO-0€3KOIITOBHIMH 3aCO0aMH KOHTPOJIIO Ta KEPyBaHHS MEpEeKaMH.

Karwuogi cioa: 3KKM, mepexa, SNMP, MAC-anpeca, IP-aapeca, MOHITOPHHT.

Bagniuk N., Melnyk V., Bulatetskyi V., Sychov D., Karpovych V. Algorithmic software for analyzing the state and
operation of a distributed heterogeneous network. The presented software is designed for analysis, monitoring, and management
of distributed heterogeneous networks. A comparison with other free and conditionally-free network control and management tools
has been conducted.

Keywords: NMS, network, SNMP, MAC-address, IP-address, monitoring.

IMocTanoBka HaykoBoi mpo6uaemu. CydacHi pos3mnojiieHi rereporeHHi mepexi, Taki sk [oT-
€KOCHCTEMH, O0YHCITIOBAIbHI XMapH Ta MOOUITbHI MepeXi, aKTHBHO IHTETPYIOThCS B Pi3Hi chepu Hamoro
XKUTTS. BOHM 3HAaXOIATH 3aCTOCYBaHHS B MEIMLMHI, IPOMHCIOBOCTI, TPAHCIOPTiI Ta 0araTbOX I1HIIMX
rany3sx. Hampukman, y cMmapT-MicTax Taki Mepexi J0MoMararoTh ONTHUMI3yBaTH PyX TPaHCIOPTY,
KOHTPOJIIOBATH €HEPrOCIIOKUBAHHS Ta HaJlaBaTH TPOMasiHAM PI3HOMAHITHI CepBicU. Y MEIUIMHI BOHU
JI03BOJIAIIOTH 30MpaTH JaHi PO CTaH Nali€HTa B peajJbHOMY Yaci, aHali3yBaTH iX Ta HaJaBaTH peKOMEH AL
mikapsMm. Lli Mepexxi BkioualoTh B ceOe pPI3HOMAaHITHI NPUCTPOI Ta CHCTEMH, SKi MAIOTh pi3HI
XapaKTepUCTUKU Ta MOXKIUBOCTI. [IpoTe, 3 pocToM CKIagHOCTI TaKUX MeEpex, 3'SBISEThCS MoTpeda B
ITOPUTMIYHOMY IIpOrpaMHOMY 3a0e3IeueHHi, sike O JO3BOJISIE aHANI3yBaTH cTaH Ta QyHKIIOHYBaHHS LIUX
cucreM. BincyTHicTh e(QeKTHBHHX IHCTPYMEHTIB JJisl aHalily MOXe IMPHU3BECTH A0 3HIKEHHS
MPOJYKTHBHOCTI, 3001B Y POOOTI Mepexi, a TaKoXk JI0 MpodiieM 3 Oe3MeKoro Ta KOH(IICHIIHHICTIO JaHuX.
Sk 3a0e3mednTH cTabIBHICTh POOOTH MEPEXKi, KOIU B Hill THUCSYi NPUCTPOIB pi3HHX THUMIB? K BUacHO
BUSIBJIATH 1 ycyBaTH 30017 SIk aHa/i3yBaTH BEJIMKI OOCSTY IaHUX, IO HAIXOAATH 3 pi3HUX pkepen? Bei mi
MUTAHHS BHMAararmoTh pPO3POOKM HOBOTO AJITOPUTMIYHOIO TporpamHoro 3abesmnedeHHs. Po3poOka
e(EeKTHBHUX aJITOPUTMIB Ta IPOrPaMHOT0 3a0e3MeUeHHs JIJIS aHAITI3Y PO3IMOJUICHUX TeTePOreHHIX MEPEK
€ BOXJIMBUM KPOKOM Ha IIUIAXY IO CTBOPEHHS HAAIMHUX, Oe3MEeYHHX Ta €EeKTUBHUX CHUCTEM, SIKi OYIyTh
BiJNIOBiaTH BUMOTaM Cy4acHOTO CBITY.

AHaJi3 ocTaHHiX mocaimkennb i myosaikamiii. 3a ocTaHHi poku OyJ0o OMyOJIKOBAHO YHCIICHHI
JOCIHI/DKEHHSI, IPUCBAYEHI IMpobjeMaM aHaji3y Ta MOHITOPMHTY PO3HOAUICHHX TE€TEPOrCHHUX MEpEexX.
[mxeHepr aKTHBHO MpAaIIOIOTh HAJ PO3POOKOI0 HOBHX METONIB Ta 1HCTPYMEHTIB Ui €(EeKTUBHOTO
VIIpaBIiHHEA TakKMMH cucTeMaMu. OIHIEI0 3 KIIOYOBHX POOIT y miif obmacti € crarrs [2], me aBTopm
MIPOTIOHYIOTH Pi3HI 3aCO0M KOHTPOJIIO Ta KEPYBAHHS MEPEKaMH PO3TOIIICHIX CHCTEM. Y BUCHOBKY aBTOPH
PEKOMEHIYIOTb BHUKOPHCTOBYBaTH 0O€3ar€HTOBY MOJENb, sIKa 3HIMAE MPOOJIEMU IOCTYMHOCTI aKTHBIB
Mepexi.

BuaisienHsi HeBUpileHUX paHillle YACTHH 3arajbHoI mpodjaemMu. [lompu arcieHHi JOCTiHKEHHS
B 00JIaCTi PO3MOIIEHUX TETEPOTeHHNX MEPEIK, IEsKi aCIIeKTH Li€l MPOOIeMH 3aIUIIAI0THCS HEAOCTaTHHO
nociipxkeHIMHA. OCHOBHI 3 HUX BKJIIOYAIOTh!
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—JluHaMiyHa ajganTaimis MEpexi J0 3MIHHUX YMOB. BUIBIIICTh iCHYHOUMX pIllICHb Iependadae
CTaTHYHY KOHQITYpaIio Mepexi, o Moke 0yTH Hee(peKTHBHOIO IPY AWHAMIYHIX 3MiHAX HaBaHTaKEHHS
a00 yMOB poOOTH.

—IHTerpaiis 3 HOBITHIMH TEXHOJIOTISIMH. 3 MOSBOIO HOBUX THIIIB MPUCTPOIB Ta TEXHOJIOTIH, TAKUX
SIK KBaHTOB1 KOMI'IOTEpH a00 HEHPOHHI MEpeki HOBOTO IOKOJIIHHS, BUHHKA€E 1MOTpeda B iX iHTEerpartii B
PO3MOIiIEHI TETEPOTCHHI MEPEXKi.

— besmeka Ta koHbiaeHITIHHICTE. He3Bakarouu Ha YMCIICHHI TOCTIKEHHS B 001aCTi OE3ITeKH MEPEK,
3aXHCT Bl HOBUX BUJIIB 3arp03 Ta aTaK 3aJIMIIAETHCS aKTyaJIbHOIO POOJIEMOIO.

—Tomy mi HEBUPINICHI TUTAHHS CTAIH IMPEAMETOM IOCHIIHKEHHS Ta pO3pOOKH HOBHX METOJIB Ta
MiAXOM JJ1s1 IX BUPILICHHS B KOHTEKCTI PO3MOIITIEHUX TeTEPOTeHHUX MEPEXK.

Meta gociaixKeHHsI: PO3pOOKa AJTOPHUTMIYHOTO IPOTPAMHOTO 3a0e3MEeUeHHs, SKE TO3BOIUTH
e(eKTHBHO aHaTi3yBaTH CTaH Ta (QYHKIIOHYBaHHs PO3MOAUICHOI TeTeporeHHoI Mepexi. PesynbTaToM €
CTBOPEHUH 1HCTpyMEHTapiil, SKWUH [OMOMOXKE iHKeHepaMm Ta aJMiHICTpaTOpaM MEpeXi BUSBISATH
MOTEHIIWHI TPOOIeMH, ONTHUMI3yBaTH poOOTY Mepeki Ta TapaHTyBaTH ii cTabimpHICTH Ta Oe3ImeKy.
3aBoaHHs AOCIIIKESHHS:

—Po3pobka anropuT™iB I TMHAMIYHOTO MOHITOPHHTY CTaHy IPUCTPOIB Y MEPEKI.

— CTBOpEHHS METOAVK aHaJi3y BETUKUX 00CATIB Te€TEPOTeHHUX JaHUX, SKi HAIXOASTh BiJl Pi3HUX
IIPUCTPOIB.

—Po3poOka MexaHi3MiB Jisl BUSBJICHHS Ta BiCTEKECHHS aHOMAITil Ta HOTEHLIHHUX 3001B y poOOTI
Mepexi.

—CtBOpeHnHs iHTepdeicy aiIst B3aeMOJIi1 KOPUCTyBaya 3 IPOrpaMHUM 3a0e3MeUeHHsM, SIKuil Oye
IHTYITUBHO 3pO3yMIIMM Ta 3pYYHUM IJIs1 BHKOPHCTAHHS.

VYenimHa peamizamis WX 3aBIaHb JO3BOJIMTh 3HAYHO MiABHINUTH €(QEKTUBHICTH YIpPaBIiHHS
PO3MOIITIEHUMH TeTEPOTCHHUMH MEpekaMu Ta 3a0€3MeYUTH 1X HaJIiHICTh Ta Oe3MeKy.

OcHOBHA YacTHHA OCTIUKeHHs. ApPXITEKTypa CHCTEMH CKJIQJAEThCS 3 KUIBKOX KIIFOYOBHX
KOMIIOHEHTIB, sIKi B3a€MO/IIIOTh MK CO000 I 3a0€3MeUeHHsI BUCOKOT MPOYKTHUBHOCTI Ta HaIIMHOCTI B
TeTEPOreHHOMY MEpPEKEBOMY CepelloBUINi. B OCHOBI apXiTeKTypu JEKUTh MOAYJbHA CTPYKTypa, WIO
JI03BOJISIE THYYKO HAJAIITOBYBAaTH CUCTEMY BIJIIOBIJHO J0 MOTped KOPHCTYBAUiB Ta MEPEKEBUX BHMOT.
OCHOBHI KOMITOHEHTH apXiTeKTypH BKJIIOYAIOTh CEPBEPHY YAaCTHHY, KIIEHTCHKY YacTHHY, 0a3y JaHUX Ta
MepexeBuit inTepdeiic. CepBepHa yacTHHA BIiANOBiZAae 3a 0OPOOKY JaHUX, OTPUMAHHUX BiJ MEPEKEBUX
MPHUCTPOIB, Ta ix aHayi3. KiieHTchka yacTHHA Hajae iHTepdeic st B3a€MO/IiT KOPUCTYBAUiB 3 CUCTEMOO
Ta BiJIoOpakeHHs OTpUMaHUX naHuX. ba3a naHwx 3a0esmeuye 30epiraHHS Ta YIpaBIiHHS AaHUMU, a
MepexkeBUH iHTepdeiic 3abe3medye B3a€EMOMII0 MK CEpBEPHOIO Ta KIIEHTCHKOIO YACTHHOIO Ta
MEPEKEBUMU IIPUCTPOIB.

Jnst 3a0e3nedeHHsT BHCOKOI MPOAYKTUBHOCTI Ta HAMIHHOCTI, apXiTeKTypa CHCTEMH Iependadae
BUKOPHCTaHHS BipTyajizamii pecypciB, Kiactepusallii cepBepiB Ta OalaHCyBaHHS HABaHTKEHHS MiX
HUMH. Takox nependadyeHo MOKIHBICTh TOPH30HTAIILHOTO MacIITa0yBaHHS CUCTEMH IUISIXOM JIOJJAaBAHHS
JOJATKOBUX CEpBICiB a00 BY3JIiB B KJIaCTEP.

APpXITEKTypa CUCTEMHU TaKOXX BPaxOBY€e BUMOTH Oe3MeKH Ta KoH(ineHiiHoCTI nanux. Bei naui, ski
MepealoThCsl Ta OOPOOIISIOTHCSI CUCTEMOIO, 3aXHINEHI 3a JOMOMOIOK CYYaCHHX KPHUNTOrpadidHUX
MPOTOKOJIIB Ta TEXHOJIOTiH. be3neka naHnx 3abe3mnevyeThesi Ha piBHI cepBepiB, 0a3 JaHUX Ta MEPEKEBUX
3'€eTHaHb.

Kpim Toro, apxitekrypa cHUCTeMH Tmependadac IHTErpamil0 3 ICHYIOUO MEpEKEBOIO
1HQPACTPYKTYpOIO Ta MOXIUBICTH B3a€MOJII 3 iHIIUMH cucTeMamu Ta Tuatdopmamu ugepe3 APIL Lle
JIO3BOJIIE PO3IIUPIOBATH (DYHKIIOHAJBHICTE CUCTEMH Ta aJalTyBaTW ii 1O 3MiHHHX BHUMOI Ta YMOB
eKCIDTyaTarlii.

OTxe, apxiTeKTypa po3poOIeHOT CUCTEMH € THYYKOI0, MacIITa00OBaHOO Ta HAIIHHOIO, IO TO3BOJISE
e(eKTHBHO BUKOPUCTOBYBATH i J/I1 MOHITOPHHTY Ta aHaJli3y reTepOreHHUX MEPEXKEBUX CEPEIOBHILL.

[Iporpamue 3a0e3neueHHs A aHANTIZY CTaHy Ta (QyHKIIOHYBaHHS MEPEXi € KPUTUYHO BAXKIUBUM Y
KOHTEKCT1 ITOCTIHHOTO PO3MIUPEHHS KOPIOPATHBHUX Mepek. lle po3mmpeHHsS BimOyBAaeThCS 3aBISKH
30UTBIIEHHIO KUTBKOCTI MPUCTPOIB, MPOIIECIB, CIIYKO Ta JIOKAIIiH, IO MMPU3BOAUTE 10 3POCTAHHS MPOOIIEM,
MOB'SI3aHUX 13 PO3MOAUICHUM MOHITOPUHTOM. [ eTeporeHHi Mepexi, 1o (GyHKIIOHYIOTh Y PO3IOIiIIICHOMY
PeKHMMI, TMOPOKYIOTh BUKJIHKH, TakKi SK Oe3neka, KOH(DIIEHIIHHICTh, MOCTYMHICTh Ta 3aTPUMKH,
YCKITAIHIOIOYH IIPOIIEC MOHITOPHUHTY Ta 0OPOOKH BEIMKHX HaHuX [3].
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Bubip koHKpeTHHX 3ac00iB KOHTPOJIIO Ta KepyBaHHS Mepexamu (3KKM) s cienmdivamnx notped
BUKOPHUCTAHHS € CKJIQJIHUM 3aBJJaHHSM Yepe3 BEJIMKY KUIbKICTh JOCTYMHUX BapiaHTiB. KoxkHa opranizartis
Mae yHikanbHi BuMoru Mo 3KKM, mo Bumarae perenpHOTO miaxomy Ao ix BuOopy. IcHye Oesmiu
pEeKOMEHIAIii Ta XapakTepUCTHK, IO JOMOMAararoTh 37ilcHUTH oOrpyHTOBaHmi BuHOIp 3KKM,
BPaxOBYIOUM BaroBi KOeQiliEHTH Uil Pi3HUX TPYI XapaKTEPUCTHK. 3 MPaKTUYHOI TOYKU 30Dy, cepen
grciaenHux 3KKM, pexoMmeHayeTbCsi BHOMpaTtd Ti, IO PETYISPHO OHOBIIOIOTHCS Ta JOCTYIHI
Oe3kommToBHO. [lics BigcitoBaHHS 3a JOITOMOTOIO ITUX KPHUTEPIiB, IS TIOPIBHSIHHS BapTO PO3TIIIAATH TaKi
3KKM sik Zabbix, NetXMS, OpenNMS, Cacti Ta Nagios [1].

Opranizanii MawTh 3[IMCHIOBATH JICTAILHUN TOMEPEAHIA aHami3 Ui BU3HAYCHHS CBOIX
cnenudigamx motped y chepi ynpaBmiHHI MepexeBoro iH(GpacTpykTyporo. Bubip KoHKpeTHOro 3acol0y
KepyBaHHA Ta MOHITOPHHTY MeEpeXi BH3HAYAETHCA I SIThMa KIIOYOBHMH  (DYHKI[IOHATHHIMHA
XapaKTePUCTUKAMH, SIKi CIIPUAIOTH €(EeKTUBHOCTI BUKOPUCTAHHS 3ac00y.

Kpim Toro, Bubip 3KKM moxe 3amexaru Bia Takux (akTopiB, SK apXiTeKTypa CHCTEMH, MOBU
MporpaMyBaHHSA, TexXHOJoril 30epiraHHs Ta OOpoOKM HaHWX, $Ki BHUKOPHCTOBYIOThCA. CucTeMHa
apxiTeKkTypa, 3acCHOBaHAa Ha PO3LIMPEHHSX 3a JOMOMOrOI IUIATIHIB, JO3BOJISAE OUIbII TOYHO
nanamroyBatu 3KKM ans upimenns cnennivaux 3agad MoHiTopuHry. OlHAK, [1e BUMAarae HasBHOCTI
OinpIn BUcoKOKBati(hikoBaHUX (axiBiiB. Moems, sika mpaioe 6e3 areHTiB, BUPINIy€e MPoOIeMH, OB’ sI3aHi
3 JOCTYIHICTIO KOHTPOJIBOBAHUX MEPEKEBUX aKTHBIB.

VY nmanomy Bumnazaky, po3risiHyBmu pizHi 3KKM, Oyno BupilieHO HamucaTd BiacHE MPOrpamMHE
3a0e3redeHHs ISl ypaBIiHASA, MOHITOPUHTY, aHaIli3y 3BUMalfHUX Ta reTeporeHHnx Mepex. [13 Hamucano
Ha MOBi nporpamyBanHs Perl. BoHa BimoMa CBO€0 MOTYXKHICTIO Ta THYYKICTIO, @ TAKOX BOJIOJII€ BETUKOIO
KUTBKICTh BOYIOBaHMX (DYHKIIH Ta KOJEKIIH MOJYIMIB, SIKi MiCTSTh TOTOBI pillleHHS AJs pi3HUX 3a1a4. [is
MPUKIIALy, BAKOPUCTAIN HACTYITHI MOJYJIi:

— Discovery.pm — MozyJib /1Sl BUSIBIICHHSI MEPEXKEBUX MPHUCTPOiB. Bin Bukopucroye SNMP st
oTpuUMaHHA iH(QOpMaIlii IPO MPUCTPOI B MEPEKI.

— Arpnip.pm — moyis it otpumants ARP-TaGiuipb 3 MepexeBux MPHCTPOIB.

—Macsuck.pm — moxyne i otpumants Tabiuipe MAC-aapec 3 MepeKeBUX MIPUCTPOIB.

— Nbtstat.pm — moayb 1ist orpumants NetBios iMeH 3 IPUCTPOIB B MEpexKi.

—EXpire.pm — Moayb A7 OUMILCHHS CTApUX AaHHUX 3 0a3u JTaHUX.

—Worker.pm — ocHOBHHIT MOZTYJ1b, SIKUi KepYE€ BUKOHAHHSM iHIINX MOJYJIIB Ta 33/1a4.

B ocnoBHomy II3 BukopuctoBye Taki mportokoiu sik SNMP (Simple Network Management
Protocol), CDP (Cisco Discovery Protocol), LLDP (Link Layer Discovery Protocol), FDP (Foundry
Discovery Protocol) Ta SONMP (SynOptics Network Management Protocol). OxpeMo BUKOPHCTOBY€ETHCS
CLI (Command-Line Interface) Ta API (Application Programming Interface). CDP — mpomnpierapauit
npotokon Cisco ansl BHSBJICHHS MPHUCTPOiB. BiH 103BOJIsiE MPUCTPOSIM PO3MI3HABATH OJMH OJHOTO Ta
oOMiHIOBaTHCh 0a30Bor0 iH(opmamiero mpo koHGirypamiro. LLDP — cranmaptHuii mpoToKoN Aiist
BUSIBJIIGHHS MPHUCTPOiB Ha piBHI mocwianb (Data Link Layer). BiH BUKOpHUCTOBY€TBCS Uil BUSIBICHHS
CYCIIHIX IPUCTPOIB Ta iX xapakTepucTuk. FDP Ta SONMP — e inmi npomnpietapHi MPOTOKOIN BUSBICHHS
MPUCTPOTB, SIKi BUKOPUCTOBYIOTHCS JCIKHUMH BUPOOHUKAMHU MEPEIKEBOTO 00JIa/THAHHSI.

Hesxi ¢ynkuii 113, Taxi sk 30ip xongirypaniii, MoxxyTrs BukopucroByBatu CLI ta API npuctpois
JUIs OTPUMAaHHS JIaHUX, K1 HEe JIOCTYITHI Yepe3 BUILETIepelideH] MPOTOKOIIH.

3acTocyHOK TpaIroe y BeO-iHTepdelici, BAKOPHCTOBYIOUM OekeH | y BUTIsiai gpeliMmBopky Dancer2
MoBH nporpamyBaHHs Perl. Byno oOpano #oro Tomy, 10 BiH € JIETKMM Ta THYYKMM Y BHKOPHCTaHH,
BukopuctoBye DSL (Domain-Specific Language) nist chopoluieHHs CHHTaKCUCYy Ta po3poOku Bed-
3aCTOCYHKIB, 1[0 pOOUTH KOJI KOPOTIIMM Ta 3pO3yMIIIINM, & TAKOXK CIIPOIIYE B3a€MO/III0 3 023010 JaHUX
PostgreSQL, Bukonanus SQL-3anuTiB Ta OTpUMaHHS TaHUX IS BiTOOPaXKEHHS.

Hnst ppoHTeHa po3podku odpaHo takox Perl ta JavaScript. Came 3a nonmomororo JavaScript crano
MOJKJIMBUM JIMHAMIYHO OHOBJIFOBATH iH()OpMAIIit0 Ha BeO-CTOpiHKaX 0e3 HeoOXiIHOCTI Iepe3aBaHTaKECHHS
CTOPIHKH, a TAK0K BUKOPHCTaHO 010yioTeku D3.js mst cTBopeHHs rpadikis, AiarpaM Ta iHTEPaKTHUBHOI Ta
iHpOpMAaTUBHOI Bi3yaizarii.

SIK OCHOBHE CXOBHIIIE JaHUX AJISI TPOTPaMHOTO 3a0e3MeueHHs BAKOPHCTOBYETHCS BIIKpUTA CHCTEMA
ympaBmiHHS pemaniiaumu  6azamu naHux (CYBJ[) PostgreSQL. B 0a3i ganmx 30epiratoTbCsl BCs
iHpopmaris, sy [13 30upae 3 MepekeBUX MPUCTPOIB, BKIOYAIOUH KOHQIrypaii, ctarycu noptis, MAC-
anpecu, ARP-tabmui, cepilini Homepa, yac podotu Ta Bepcis OC.
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Po3pobnene mporpaMHe 3a0e3ledeHHS IS aHANi3y Ta MOHITOPHHTY MeEpeki Ma€ HACTYITHHH

(dhyHKIioHAT:

—[Momyk mpuctporo B mepexi 3a MAC-anpecoro abo IP-anpecoro.
—KepyBanns nopramu kommyTtatopa abo 3miHa ctany VLAN uu PoE mopty.
— [HBeHTapH3aNisa MepeKeBUX MPUCTPOIB 338 MOACISIMU, BUDOOHUKAMH Ta IPOTPaMHUAM

3a0€e3IeUYeHHIM.

—306epiranns crapux gaHux npo [P-aapecu Ta Micue3HaxoKeHHS! CHCTEMH.

—IMomryk Ta orpumanHs naHux uepe3 APIL

—Ilepermnsin iHTEpaKTUBHOT KApTH MEPEXKi.

—Iinkmouenns no npuctpoiB mo SSH, Telnet Ta Web.

CTpyKTypHa cXemMa CUCTeMHU po3po0IieHa TAKUM YHHOM, 00 3a0€3MeYNTH BUCOKY IPOAYKTUBHICTB,
HaJIiHHICT Ta Oe3meKy mpu poOOoTi B TETEPOTeHHUX MEPEKEBUX cepenouiax (puc. 1).

BoBHIWHI NIAKNIOYEHHS

Puc. 1. CTpykTypHa cxeMa IporpaMHOI CHCTEMHU

Sk OyJ10 onmcaHo BUIIE, pO3pO0IIeHE TPOrpaMHHIA MPOAYKT A03BOJISIE HAIABATH TTOBHY iH(pOpMaIlito
PO TMPHUCTPOI, sIKi € B Mepexi. e cTocyeThes sik komyTaropiB, Wi-Fi-To4ok, cepBepiB Tak i KiHIIEBHX
KIIiEHTIB, 30Kpema, kopuctyBanbki [IK, omHommaTHMx komirtorepiB, cmaprdoHiB Tomo. Pesymprar
ONUTYBaHHS BKJIIOYA€ B cebe iH(popmalito npo 3aranbHuil yac podoru, MAC-anpec, ARP-rabaumio ta
1HIII XapaKTEPUCTUKH MPUCTPOIO (pHC. 2).
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Puc. 2. Bikno inBeHTapu3anii komyratopa Ubiquiti EdgeSwitch 24-Port

TakuM YUHOM, MPOIIEC IHBEHTapH3allii MOXKHA MPOBOAMUTH SIK BPYYHY TaK i HAJAIITYBaBIIM IICH
nporec aBToMatuHo. Takox B [13 BeleThes CTaTUCTHKA ONMUTYBAHHS BChOTO OOJIaJIHAHHS HA YBEChH Yac,
Jie MOKHA ITOOAYNTH KITBKICTh IPUCTPOIB, BY3IiB, 3’ €n1HaHb Ta IP-agpec (puc. 3).
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w System Information

Statistics for this installation

18 devices with 88 IPs

604 interfaces of which 283 are up

8 layer 2 links between devices %
4,191 nodes logged, of which 2,382 are active
1,756 IPs logged, of which 807 are active
Statistics last generated on 2023-09-29

Puc. 3. Cucremna indopmartis [13 mpo craTUCTHKY ONTUTYBaHHS MEpexi

Uepes anaiiz Tpadiky MOKHA 3pO3YMITH, SIK JaHi epeAat0ThCs MEPEIKEIO, 1 BUSBUTU MOTEHITIHHI
npobaeMHi 00sacTi, MO BUMAararoTh yBaru. Po3yminHs TumiB Tpadiky, SKi MpOXOIATh Yepe3 MEPEXKY,
JI0TIOMarae B ymnpasJliHHI piopuTeTaMu Ta 3ade3nedye, o0 KpuTH4Hi 17151 Oi3HEeCy 3aCTOCYHKH OTPUMAIN
HEOOXIHY MPOIMYCKHY 3AaTHICTH (puc. 4).

:Applicatioh Usage BYE

© bytes () sessions () threats (7) content (D) URLs () users () profiles 0B -

Application Categories
networking

APPLICATION RISK BYTES SESSIO.. THREATS CONTE.. URLS USERS SOURC..
sl B 77260 esskl sl 0 71 3l 1l -
telegram-base 74560 9a3k| 0 0 0 13k | 1]
quic 59661 159.6kl 0 0 0 11k 1l
web-browsing 4] 41161 33521 221 5511 23| 19k 1
youtube-base (4] 36361 219kl 0 39| 0 789 | 1l
facebook-base 4] 360G1 574kl 0 0 0 858 | 1
ftp sascl a7l 96l 0 0 15| 1l
google-play 3] 320G|  40.6k| (1] 0 0 1.6k | 1l
google-base (4] 276G1 4261kl 0 471 0 21k 1l
ms-update 4] 20061  265k| 0 116kl 0 L1k | 1| &

Puc. 4. Tun Tpadiky Ta 00csATH BUKOPHCTaHHS y poOoUuii yac

Sk Bxke 3a3Hauanock, [13 Mosxe OyryBaTH iHTEpaKTUBHY KapTy MEpEKi 3 MPUCTPOIB, SIKi paHilie 0yiio
nofaHo a0 6a3u ganux. Ha kapTi MOXKHA TieperisgaaTy JIOKaliio BKa3aHUX IMPUCTPOIB, IEPEMILIATH IX TaK
SIK 3pYYHO, MIeperisIaTi KOpOTKY iH(hopMalIlito, BUIAISATH Ta Oy TyBaTH 1HIII 3B’ A3KH, & TAKOX TIEPEXOIUTH
Ha caM MPUCTPiH, 00 MOXKHA OYyJIO MEepPEerITHYTH BCIO THPOPMAIIIIO PO HHOTO Ta KEPYBATH HUM, SKIIO
pasirie OyJ10 HaJIaHO TaKi JO3BOJIM Ta Y € OTpeda B 1boMy (pHc. 5).
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1721761

Details Ports Modules MNeighbors Addresses VLANs
172.17.6.3
172.17.6.49 arubac
hp191049r1201
172.17.104.197  172.17.104.243
rutd55 teltonika-rutx12
1G 17247.6.74 172176.2 ®
gy minx02
hp191074r1201 . 172.17.6.43
hp2530043s04showroom
172.17.64.101 172476139
pa-vm.modern.org hp6100139s04
172.17.6.1
minx01
172.17.64.98
hw129s07
172.17.6.101
ub24101r0202
16
172.17.6.85
hp191085r020102
16
172.17.6.59
hp191059r020101
Tog M192.1ﬁﬂ.55.33
6 192.168.55.33
@ Beijing China LS L
Convenig-eKava 172.17.6.103
DSP ub08103r020101 172.17.6.122
or _ ® ub16122s04
] ademy-MIN ®
® TEH
® ohe
@ 020101
@ so
@ soz
sz
@ Unknown

Puc. 5. [1oOynoBa iHTEpaKTHBHOT KApTH BiJJOKPEMIICHOT YaCTHHH MEpPExi

BucHOBKH Ta mepcneKTHBHU NMOAAIBIIOrO T0CTiMKeHHs. Po3mojijieHi reTeporeHHi mepexi €
JOCUTH TMHAMIYHI Ta 3aJIMIIAI0THCS HEJJOCTATHBO JOCHIPKEHUMHU. Po3po0biieHe nmporpamMue 3a0e3neyeHHs
JUISL aHAITI3y CTaHy, QYHKIIOHYBaHHS Ta MOHITOPUHTY TaKOTO THITY MEPEX € MEPCIIEKTHBHUM HAIPSIMKOM
JOCHTI/DKEHHSI Ta IPEKPacHUM I1HCTPYMEHTOM [UIl MEpPEXEBHX Ta CUCTEMHHMX aJaMiHicTparopiB. 3a
JoromMoror 1poro I3 MoxnuBOo BUpiliyBaTh 0a30Bi Ta OLIbII KOMIUICKCHI 3ajadi, a TaKOX JIETKO
IHTErpyBaTH HOTO B MEPEXyY MiANPHEMCTBA, HE3aJIEKHO Bif ii MacTabHOCTI. B monanbimomMy ninanyerscst
iHTerpawmis 3 iHIIMMH cepBicaMu Ta IOMOBHEHHS QyHKioHany [13.
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Jlyupkuii HaioHaTBHUN TEXHIYHUN yHiBepcuTeT, M. JIylibk, YKpaiHa

IHTEJEKTYAJIbBHA CUCTEMA KEPYBAHHS OCBITJIEHHSAM HA BA31I ARDUINO UNO

I'punox C.B., Honimyk M.M., I'punrok M.B., lllyasrar B.B., Tepemxosuu B.I. InTenexTyajibHa cucreMa
KepyBaHHs1 ocBiTyieHHsiM Ha 06a3i Arduino Uno. B crarti posrisgaeTbes CTBOPEHHS IHTENEKTYaabHOI CUCTEMU OCBITICHHS 3
roJIOCOBUM KepyBaHHSAM Ha 0a3i miuardopmu Arduino. Cucrema o06'eqHye B coOi TeXHOJIOTII MiKpoKOHTpojepa Arduino Ta
pO3IMi3HaBaHHS TOJIOCOBUX KOMaHJ, 00 3a0€3MeUnTH 3pYYHHN Ta eEKTUBHUIA CIIOCIO YIPaBIiHHSA OCBITJIICHHSAM y MPUMIIICHHI.
Ha amapatHOMy piBHI BUKOPUCTOBYETHCS Arduino-cyMiCHHH MiKPOKOHTPOJIED, SKUH MiJKITIOYCHUH A0 CBITIOMIOAHUX IKEpel
cBiTiIa. TakoXK B MPOCKTI BUKOPHCTOBYIOTHCS MOJYJI JUIs TOJOCOBOTO BBEICHHSA Ta OOpOOKH KOMaHI. Y MPOrpaMHill YacTHHI
PO3pO0IIEHO aNrOpUTMHU PO3ITiI3HABAHHS T'OJOCOBHX KOMAaH] Ta B3a€MOJIi 3 OCBITNIIOBAJIBHOIO CHCTEMOIO. 3aCTOCOBAHI TEXHIKH
00poOKY curHaIy A e(heKTHBHOTO BU3HAYCHHS KOMaH]I, 1110 JO3BOJISIE KOPUCTYBAYEBi JIETKO Ta MIBUAKO YHIPABISTH OCBITICHHM
3a JIOTIOMOT OO TOJIOCY.

Kurouosi ciioBa: Arduino, MiKpOKOHTpOJIED, AITOPUTM, CHTHAIT, OCBITIFOBAJIBHA CHCTEMA.

Hryniuk S., Polishchuk M., Hryniuk M., Shulgat V., Tereshkovych V. Intelligent lighting control system based on
Arduino Uno. The article considers the creation of an intelligent lighting system with voice control based on the Arduino platform.
The system combines Arduino microcontroller technology and voice recognition to provide a convenient and efficient way to
control indoor lighting. At the hardware level, an Arduino-compatible microcontroller is used, which is connected to LED light
sources. The project also uses modules for voice input and command processing. Algorithms for recognizing voice commands and
interaction with the lighting system have been developed in the software part. Signal processing techniques are used to effectively
determine commands, which allows the user to easily and quickly control the lighting with the help of voice.

Key words: Arduino, microcontroller, algorithm, signal, lighting system.

ITocraHoBka npo6JjeMu. OCcTaHHIMHM POKaMHM JJIsl Kpalloro BUKOPUCTAHHs €Heprii Bce JacTilue
3aCTOCOBYIOTBCS 3€JIEHI Ta EKOJIOTIYHI TEXHOJOrii, Taki SK CHCTeMa KEpyBaHHS OCBITJIICHHSIM 3a
JonoMOoror (otoeseMeHTiB. Y 3B'S3KYy 31 CTPIMKHM 3pPOCTaHHSM IONUTY HA €HEPrilo, HalpUKiaJ, Ha
CIEKTPUYHE OCBiTIEeHHs npunanae wmaibke 20-30% 3aranbHOTO CIOXKHMBAaHHA €JEKTPOCHEprii B
KOMEPIIHHNX OYyIiBISAX, ICHYE BEIMKANA TPOCTIpP AJII CKOPOUSHHS CIIOKMBAHHS €HEPril ISl OCBITJICHHS.
Tomy 3apa3 mo1u OUTbIIE 3aMUCITIOIOTHCS HAJl TUM, SIK €HEPTil0 MOYKHA BUKOPUCTATH O1IbIll e(hDEKTHBHO Ta
pauioHanbHo. OJTHUM 3 pillleHb € BUKOPUCTaHHSI COHSYHOT €HEeprii, siKa € BUILHO JOCTYITHOIO BiJ COHII, 1
MOXK€ 3aMiHWUTH BHKOPHICTAHHS €HEeprii Ha OCHOBI BYIVIEBOAHIB. JI[eHHa OCBITJIEHICTb, Ky (IKCYIOTh
(hoTOETIEeMEHTHI AaTYUKH, MOKe OyTH BUKOPUCTAHA JUIS PETYJIIOBaHHS PiBHS €IEKTPUYHOTO OCBITIICHHS 32
JIOTIOMOTO0 €JIEKTPOHHMX 0ajacTiB 3 MOKJIMBICTIO PETYJIOBAHHS SICKPABOCTi. 3aJI€KHO BiJI CKIIAIHOCTI
CHCTEMH Ta TapaMeTpiB, M0 KOHTPOJIOIOTHCS, BUKOPUCTAHHS 1HTENEKTYalbHOI CUCTEMH YIPaBIiHHA
OCBITJICHHSIM MO>K€E 3a0€3[EeUNTH 3HaUHy €KOHOMII0 eHeprii, mpubnmsHo Bix 40% 10 65%.

CrpiMKHl TEXHOJOTIYHHN TpOrpec 3poOWB Hallle MOBCSKACHHE XHUTTS 1€ OUThII KOM(OPTHUM.

Inest pozymHOro OyMHKY 200 JIOMalIHBOT aBTOMATH3AIIT CTalia U Hac OUIBII 3BUYHOIO, HIXK OY/b-KOJIH.
Ha nouartky 1970-x pokiB 3apoauiacs KOHIELIs po3yMHOro OyIMHKY, sSIKa Ha TOX 4ac Oyi1a paHTaCTUKOIO
SK 751 apXiTeKTOpiB, Tak 1 JUIg CUCTeMHHX Ju3aiiHepiB. LlIBuakuii po3BUTOK BOYIOBAaHMX CHUCTEM
0e3nocepeIHbO 3ITKHYBCS 3 IHAYCTpi€to aBromaTu3aiiii. OUikyeTbCs MIMPOKE PO3MOBCIOHKEHHS CHUCTEM
JOMAIlIHBOI aBTOMaTH3alii, nogioHux 10 cMapToHiB. Po3yMHa cucTema OCBITICHHS Biirpae 3Ha4Hy POJib
B iHAYCTpi JOMAIIHBOI aBTOMATH3ALIi].
JloMaIiHs aBToMaTH3allisl — Ii¢ He KOHIICMIlisA MaiOyTHhOIO, BOHA BXKE CTaja pPeaybHICTIO. BiablmicTh
SJIEKTPOHHUX TIPUCTPOIB 3apa3 pealli3oBaHi y BUIIIAI IPOTPAMHHUX JIOJATKIB, IO MPAIIOIOTH HA PO3YMHHUX
npuctposix. Ha cboromHimHiid AeHb CBIT B LIOMY NPUAHSB KOHLENILIIO YHPaBIiHHS OyIMHKOM 32
JIOTIOMOI'OX0 PO3yMHUX ITPUCTPOIB.

3a oninkamu BOO3, 15% HacedeHHs! CBiTY HMBYTh 3 iHBJIIJHICTIO. BiNbIIICTh 3 HUX MalOTh
(i3n4HI BaJy, 110 TPU3BOIUTH 10 NOPYIIEHHS (Gi3UIHOTO PYHKIIOHYBaHHS, MOOIJILHOCTI Ta BUTPUBAJIOCTI
JIOAMHYU, MO oOMexye ii MOBCAKIEHHY >XUTTeHisuibHicTh [1]. JlaHa poGoTa mnpucBsiueHa cucTeMi
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OCBITJIEHHS, @ HE aBTOMATH3aIlil BChOTO OYIOWHKY. SIKIIO PO3TISIaTH PiBeHb KOM(OPTY MPOEKTY, TO
KOPUCTyBad IIOBHHEH MIAKIIOUATH TpuCTpiii depe3 Bluetooth, a kopuctyBau moxe 3 emHaTHCS 3
MPUCTPOEM 3a AOMOMOT0I0 MOOUTBHOTO AoAaTky. Kpim Toro, ne Oyze aemieBiie, HiXK 1HII MPOAYKTH Ha
PUHKY B IIilf KaTeTopii.

BukianeHHss OCHOBHOro Martepiajy. Y OimbmiocTi O€3qpOTOBHX CHCTEM PO3POOHHK Mae
MOJIBiiiHE OOMEKEHHS: CHCTeMa MOBMHHA TPAIOBATH HA TICBHINM BiJICTaHi 1 mepenaBaTd MEBHUN 0OCST
iHpopMaLii IpoTAroM NEeBHOro yacy. ToJli 3arajbHa BapTiCTh CHCTEMH MOBUHHA BiNOBiAaTH MpaBUIIaM i
HOpMaM JIep’KaBHUX OpTaHiB.

Zigbhee — onna 3 HaimommpeHIMMX OE3IPOTOBHX MEPEXK, BIAKPHTA, MOAYJIbHA CTpyKTypa [2].
BpaxoByroun icHyroui Texnojorii Zigbee (puc.l) po3poOiieHHH B OCHOBHOMY ISl BHKOPHUCTaHHS
MEpPEKEBUX apXIiTeKTyp, TaKMX SK TOIOJOTIS MEpeXi «TOYKa—TOYKa», TOIOJIOTiS Mepexi «3ipka» i
TOTIOJIOT1SI KOMipYacToi Mepeki B OyaiBeslbHOMY OJI011i 3 HAHMEHIIIOI0 BapTICTIO Ha BY30JI.

LigBee

Control your world

Puc. 1. Texuomnorii Zighee

Hdns  mpoekTyBaHHS 1 TOOYJIOBM CHUCTEMH JOMAIllHBOI aBToMaru3amii Zigbee wacto
BHKOpHCTOBYeThCs st Mapiupytusanii Ad Hoc On-Demand Distance Vector (AODV) aist mpoeKTyBaHHs
1 TOOYTOBM CHCTEMH JIOMAITHHO1 aBTOMATH3AIli].

Wi-Fi — imeampuuit BHOip I TAKOTO CEpPelOBHINA, SK OYAMHOK 3 TPhOMa CHadbHIMH. Bin
BUKOPHCTOBYE  DPaJioXBWIi, 100  3a0e3nedynTtd  OYyAMHOK  CHOXKMBa4a  BHCOKOIIBHKICHUM
MIMPOKOCMYTOBUM 3B'SI3KOM. OHAK JUISl TIOKPUTTS BEJTMKOI TEPUTOPii BUKOPHCTOBYETHCS KiIbKA TOYOK
JOCTYIY, IO IEPEKPUBAIOTH OJIHA O/IHY. 1J1s1 TOPiBHSHHS, 111 YNCIIEHHI TOUYKH BXOJY, 1110 TIEPEKPUBAIOTHCS,
JIO3BOJISTIOTH KOPUCTYyBayaM OTPHUMATH KOHTPOJb HaJ| IPUCTPOEM, SIKHI OXOILTIOE BEIUKY TepuTopito. Bee
CHPsSIMOBaHi paioXBUIII MOXYTh IIPOXOANUTH KPi3b CTIHH 1 HEMeTaseBi Oap’epu.

Texnounoris Bluetooth € Halikpalol Ta HaWIOIIMPEHINION OE3IPOTOBOI0 TEXHOJIOTIEKW. biok
paaionepesadi KOPOTKOIo pajiycy aii 0yB po3pobiienuit aus 38’ s13ky Bluetooth. Bin Ge3niu 3acTocyBaHb
JUId HaJalITyBaHHA 3B’S13Ky MK HpUCTpOsAMH. HOBMM OCHOBHHM HPUCTPOEM B CHCTEMI JOMAIIHBOI
aBTOMaTH3alii € cMapTdoH Ha 6a3i Android.

Amazon Echo — e mposigHa miatdopma IS JOMAITHBOI aBTOMATH3allii, 0 BHKOPHCTOBYE
3aMaTeHTOBaHy TEXHOJIOTiI0 TOJIOCOBOTO yrpaBniHasa Alexa Bin Amazon (puc. 2).
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echo

Rich, HD sound plus Alexa

music
s DeDolby

© spotify

&Music

Puc. 2. [Tnatpopma Amazon Echo

Echo mpairtoe sik aBTOHOMHHI TIPUCTPIH, MiIKITIOYAI0YMCH IO XMapHOTO CEpBicy, 0 3abe3mnedye
BIITBOPEHHS ay/i0, 3MiHCHEHHSI 3BIHKIB, HAAINTYBAaHHS HAraJlyBaHb i 4acy, MOCTAaHOBKY 3allUTaHb abo
HaBiTh 3aIIUT HA OHOBJICHHS MOTOU 1 JOPOXKHBOTO pyXy. Echo Mae Kinbka Bce crpsMOBaHUX MiKpOQOHiB,
SIKi JTO3BOJISIIOTH JIETKO IPHIMATH TOJOCOBI KOMaHIW 3 Pi3HUX KYTOYKIiB OyiBII, a TakKoX KiJTbKa
JMHAMIKiB, 00 Horo Oyio go6pe uytu [3].

Ille omHUM TOMYJISAPHUM METOJIOM peajlizallii CHCTEMHU JOMAIIHbOI aBTOMAaTHU3aIlll € rmiardgopma
Google Home (puc. 3).

Hey Google, turn on the lights ‘.. EXECUTE REQUEST
[ 25
j Google Assistant Developer Cloud

Puc. 3. Inatrdpopma Google Home

Bona BukopucroBye Google Assistant mjisi BUKOHaHHS (DYHKIIH 332 JIOIIOMOTOH TOJIOCOBUX
KOMaH/I, aJie JIi€ IepPeBaXKHO SIK Bi3yaJbHUI Tpadiuanil iHTepdeiic, PyHKIIOHYIOUYH, TIO CYTi, IK MOOITHHHN
KOMIT'IOTED, KEPOBaHUH roJocoM. BiH mokasyBaTuMe MiclieBY TIOTO/LY, 3aX0/H Ta OTOJIONICHHS, peryJspHi
pO3KIaaM PyXy, a TaKOX JIO3BOJIMTh MEperjisiiaTd My3uky Ta Bigeo 3 YouTube, cepen iHmmx
MoknuBocTel. Konu npucTpiii He BUKOPHUCTOBYETHCS, Ha HOTO €KpaHi BiJoOpaKaTHMEThCS TOIMHHUK, 200
X BiH (pyHKIIOHYBaTHME K IU(poBa GoTopaMka, nmokasywoun ¢ororpadii 3 odmikoBoro 3anucy Google
Picture [4].

IcHye 111e 0JTMH MPOEKT Y ray3i JoMalrHboi aBromaru3aii, Bimomuii sik IVEE. Ls cucrema 3naTtHa
CHIUJIKYBAaTUCS 3 ONEPAaTOPOM, NPUMMATH 3aMOBJICHHS 1 KEpyBaTW NECSKUMH MOOYTOBUMH NPHIIAJaMHU.
Hanpuxkmnan, skmo crioskuBau 3anutye y IVEE nporHos noroaw, i skmo cucrema nos'sizana 3 Wi-Fi, To
BOHA MOX€ PO3IOBICTH 1 MOKA3aTH 3araJIbHUH MPOTHO3.

Po3ymHa cucrema OCBITJIEHHS, NMPH3HAYCHA, 30KpeMa, AJsl JAOTOMOTH JIIOASIM 3 OOMEKEHHUMHU
($i3MIHIMEI MOKIMBOCTSIMU. Ller mpucTpiii 703BOJISIE TAKUM CHIOKMBaYaM KEPYBATH CHCTEMOIO OCBITIICHHS
OyauHky. KopucTtyBaui oTpuMaroTh HaOip TOJ0COBMX KOMAaH/ IS YIPABIIHHSI CUCTEMOIO OCBITJICHHS, a
noTiM AHAPOIA-IOAAaTOK iAEHTU(IKYe KOMaHIy 3a JOINOMOIOI0 CHCTEMHU po3mizHaBaHHA MOBH Google.
[Ticns posmizHaBaHHS KOMaHIU JOJATOK TepeaacTh il MiKpokoHTposiepy uepe3 Bluetooth-momyns. ¥V
bOMY BHITagKy Moxysib Bluetooth Oyme nmistu sk komyHikamiHui xa0. [loTiM  MIKpPOKOHTpOJIEp
nepeaacTh KOMaH Iy Ha pele.
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Jlnst mpoekTyBaHHs cuctemu Oyno obpaHo Arduino Uno R3 [5] B sikocTi 610Ky ympaBiiiHHS
CHCTEeMOI0. Y TOPIBHAHHI 3 IHIIIMH MiKpoKoHTposepamu, Arduino Uno R3 € Oinbir rHYYKUM, JeIIeBAM i
MEHII CKJIQJHUM.

Cucrema po3yMHOTO OCBITJIEHHS 3 TOJOCOBHM KEPYBaHHSIM CKIIQJA€THhCS 3 JEKUTBKOX OKPEMHX
KOMIIOHEHTIB, 00'€qHAaHWX pa3oM sl BHKOHAaHHS CBO€l (yHKIii. SIK MOKa3aHO Ha PHCYHKY HHXKUE,
CUCTEMHI OJIOKH € HACTYITHUMHU:

—  Byok *uBIIEHHS 3MIHHOTO CTPYMY.

— IlepeTrBOpioBad 3MiHHOTO CTPYMY B ITOCTIHHHIA.
— buok pere.

—  Moayns Bluetooth.

—  Jomnarok mis Android

— Tlocmyru IntepHerty

lomoc — ne eauHmii cnoci6 moAgaTn KOMaHIy CHCTEMI, 1 32 JJOIOMOTOI0 CHCTEMH PO3Ii3HaBaHHS
MoBH Google mpucTpiit posmizHae koMmaHay. llotim, BukopuctoByroun Bluetooth-3'ennanus, Android-
JTIOJATOK TIepeaacTh ToJI0COBY KOMaHAy Ha OJIOK ympaBiiHHA. HapemTi, Ha OCHOBI KOMaHIH, OTPHUMAaHOi
BiJ nonatky Android, MiKpOKOHTpoJiep YBIMKHE a00 BUMKHE IiJKJIIOUYEHI 0 CUCTEMHU CBITWIbHUKU. Ha
PUCYHKY 4 TIpeJICTaBJIcHA apXiTEeKTypa CUCTEMHU OCBITJICHHS.

A B

— Android —
—*/ Application User

l c
Bluetooth
Module

3lie

Internet

K Arduino Uno
230

giis

Relay

ln

Lights

——  \Vired Connection

—  \\ireless Connection

Puc. 4. CuctemHa apXiTeKTypa iHTENEeKTyaJIbHOT CUCTEMH OCBITJICHHS
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[porec poboTH crcTeMH CKIIATAETHCS 3 YOTUPHOX OCHOBHUX E€TAITiB!

Etan 1 — KopuctyBad mOBHHEH BIAKPUTH MOOUTBHHI TOAaTOK «Po3yMHa cHCTeMa OCBITICHHSD.

Eran 2 — Bluetooth moBunen yBimknyTHCs. Lle m03BONMTH mporpami 3’€THATHCA 3 MOIYJIEM
Bluetooth.

Etan 3 — Ha npoMy eTami KOpUCTyBad MIOBHHEH YBIMKHYTH OIIIi0 po3Mi3HaBaHHs rojocy. [licms
IILOTO, KOJM KOPHCTYyBad OyJe NaBaTH KOMAaHIH, NOJATOK OyJe ieHTU(IKyBaTH HOro 3a IOMOMOTO)
cucteMu po3nizHaBaHHs MoBU Google. [1iist Toro, o6 oTpuMaTu JOCTYH 0 CUCTEMH PO3ITi3HABaHHS MOBH
Google, MoOiITEHAH Tee(OH MOBUHEH MAaTH NOCTYI A0 [HTepHeTY. SIKIIo koMaHaa Oyia ineHTHdikoBaHa
J0JaTKOM, BOHA MEPEXOANTh Ha HACTYITHHUI eTar, a0 SKIo KoMaHaa He Oyla i1eHTu(ikoBaHa J0IaTKOM,
KOPHCTYBaueBi IOBEIEThCA AaTH KOMaHy Iie pa3. KpiM Toro, mporpaMa 3aBXau BifoOpakae mornepeIHro
KOMaHAy. TakuM YHHOM, 1€ TOTIOMOKE KOPHUCTyBaueBl BU3HAYHNTH, 9M OyJia MOMHIKA B KOMaH/I1, 91 Hi.

Etan 4 — Ha nipoMy etarmi MiKpOKOHTpOJIEp BUKOHY€E KOMaHIM KOopHcTyBava. Hink4ve, Ha pUCYHKY
5, HaBeAeHO OJIOK-CXeMY, SIKa Bi3yalbHO BifoOpakae mporec pobOTH CHCTEMH.

User Run the Application
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Puc. 5. bnok-cxema niporiecy poboTH cHCTEMH
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BucHoBku. CucreMn IOMamHboi aBTOMATH3alil CTPIMKO PO3BHHYJIHCS SK BAKJIMBA Taly3b.
BrpoBamkeHHs Takoi CHCTEMH B Cy4acHOMY OYAMHKY TOCTIHHO CTa€ Bce OLIbII 1 OUTBII HEOOXiTHUM, a
TaKOK CIIOCTEPIraeThesl TEHACHIIIS 0 CTaHIapTH3alii Hboro npouecy. OTxe, el NpoeKT OyB pO3MOYATHH,
00 33I0BOJIFHUTH 1Ii BUMOTH 332 HU3bKY BapTicTh. KpiM TOT0, OCHOBHOIO METOIO IFOTO MPOEKTY OyIo
HOJICTIIMTH TOBCSKICHHE JKUTTS JIOJCH 3 0OMEKEHHMMH MOXKIMBOCTSAMH. 3ayBa)KHMO, IO ISl CHCTEMa
BUKOPHUCTOBYE T'OJIOC SIK OCHOBHHWH BXimHuil curHan. OTxe, e Oy/Je BEIUKOI JOMOMOTOI0 AJS JIOACH 3
00MEXCHUMH MOXJIHBOCTAMH. KpiMm Toro, 1e minBuinye e(QeKTHUBHICTh Ta Pe3yJbTaTHBHICTh CHUCTEMU.
Kpim Toro, 6y1no cTBOpEeHO BiAmaNeHN OCTYI, MO0 TOJETIINTH TOBCAKICHHE KUTTS CIIOKABAYiB.
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METOAH 3ACTOCYBAHHSI LITYYHOI'O IHTEJIEKTY JUISI BATATOPIBHEBOI
ONTUMI3AIIL TONOJIOI'THA EJJEKTPUYHUX CXEM

I'pomko O.0O., BosipinoBa FO.€. MeToau 3acTocyBaHHSl IITYYHOIO iHTeJIeKTy JJIsl OaraTopiBHeBoi omTuMizauii
TOMOJIOTii eJ1eKTPUYHMX cXeM. Y IaHiil CTaTTi MpoaHali30BaHi METOIU Ta CHCTEMH OaraTOpiBHEBOi JIOKAJIbHOI ONTHUMi3awii
TOMOJIOTI] €NEeKTPUYHUX CXEM, a TAKOXX PO3IIITHYTO METOJ ONTHMI3allii TOMOJIOTIT 32 JOIIOMOTOK T'eHETUYHOTO AITOPUTMY, L0
0a3zyeThcsl HA OCHOBHHMX 3acajax METOJOJIOTI] ONTHMI3alil Ta MEeTOHOJIOTii BUKOPUCTAHHS TeHETHYHOTO aIrOpUTMY UL 3a1ad
aBTOMAaTH3Aallil.
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Hromko O., Boyarinova Y. Methods of applying artificial intelligence for multi-level optimisation of electrical
circuit topologies. This article analyses the methods and systems of multilevel local optimisation of electrical circuit topologies,
and considers the method of topology optimisation using a genetic algorithm based on the basic principles of optimisation
methodology and the methodology of using a genetic algorithm for automation tasks.
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IHocTanoBka npodaemu.

3 pokamu morpeda B epeKTUBHUX IHCTPYMEHTAX ONTHMi3alii cCXeM He 3MIHMJIAcs, ajle IPUIUHH IS
orntuMizamii EPpoBuX cxem 3MiHWIHCA. Onrumizamis nudpoBux cxem Oyna aKTUBHOIO CQEporo
JOoCHiDKeHb 3 moyaTtky 1950-x pokiB. Y Ti wacu mm¢poBi cuctemu, Taki sk peBomtouiuii ENIAC
(EnexTpoHHMI YHCIIOBHIA 1HTErPATOp 1 KaJbKYJIATOP), BAXKWIIM KiJIbKa TOH 1 MiCTHIIM TUCSUi PE3UCTOPIB,
BaKyyMHHX JIaMIT Ta iHIIUX JTUCKPETHUX KOMIOHEHTIB (1). Uepes HemoMipHy BapTiCTh JIOTIYHUX BEHTIIIIB
B Ti YacW, paHHI 3yCHWJUIA 3 ONTHMI3amii OyJIM 30Cepe/KEeHi B MepIry 4Yepry Ha 3MEHIIEHHI KiIbKOCTI
JTUCKPETHUX KOMITOHEHTIB B 33/IaHii JIOT14HIN cXeMmi.

3 MOSIBOIO TPAH3UCTOPIB, a 3T0JIOM 1 IHTETPAIbHUX CXEM, BapTICTh JIOTIYHUX BEHTHJIIB HATIPUKIHII
1960-x i Ha mouaTtky 1970-x pokiB pi3ko 3HM3mMIACS. Yepe3 1e OpaKyBasio 3alliKaBIIEHOCTI Y BUTpavYaHHI
0araTo yacy Ha CKJIaJIHI METO/IM ONTUMI3alliil, KOJIM pyYHEe CIIPOIISHHS, 3aBaI0OCs, PAIFOBAJIO aJIeKBATHO
JUIs1 OUTBIIOCTI KOHCTPYKIiK. JIuie B cepenuni Ta HanpukiHii 1970-X pokiB onTUMi3allis cXeM oTpuMala
Jpyre AWXaHHS, 1 3 THX Mip TPOJIOBXKYE po3BUBATUCS. L[bOMY BiZpo/DKEHHIO CrpHsiia HU3Ka (aKTOPiB.
HaiiBu3naunimmm 3 HuX € BpoBagkeHHs TexHonorii LSI (Large Scale Integration), a miznime VLSI (Very
Large Scale Integration). Ile nependayano po3milieHHs BCe OUIBIIOT KITBKOCTI JIOTIYHUX BEHTHJIIB Ha BCE
MeHII# monyi moBepxHi. OCKUIbKM PI3HOMaHITHICTh chep 3aCTOCyBaHb IHH(PPOBUX CXEM 3pocTajia B
TeOMEeTPHYHIN Mporpecii, 3pocTaiia i IXHs CKJIAJHICT. SIKIIO paHille CXeMH CKJIaAIIUCS 3 IT'SITH-AECITH
3MIHHHX 1 JI€KiJTbKOX COTE€Hb BEHTHJIIB, TO CHOTOJHI HE piAKicTh 3ycTpitu 30 i Oinblue 3MIHHHX, KiJbKa
BHUXO/IIB 1 THCSUI, a B JCIKUX BUIAAKAaX 1 MUIBHOHM BEHTHWIIB. SIK BU MOXkeTe cOO0l ySIBUTH, 3aTHICTh
JIOIUHY-AM3aiiHepa CHHTE3YBaTH TaKi CKIIAJHI CXeMH HaKJIaJae cepio3HI OOMEKEHHS Ha JTOCSKHI I
Jltoau He TUTBKK CXWIIBHI 10 TOMUIIOK, ajie IXHi po3p0o0KHU YacTo € JOCUTh Hee(heKTUBHUMHU

Ha cboroauimHiit JeHb OCHOBHUMH ITiISIMH ONITHMI3aIlii cxeMm € (2):

1. Minimi3alris 3arajbHOI IUIOII KOHCTPYKINT

2. MiHiMi3anis yacy 3aTpUMKHA KPUTUYHOTO IIISIXY

3. [okpalleHHs1 TECTOBaHOCTI Ta BEpU(IKOBAHOCTI CHHTE30BAHOT JIOTIKH.

3MEeHIIeHHS 3arajibHO] IO CXEMH € BXKIIUBUM 3 KIJTbKOX PUUrH. OUYeBHHO, 1110 MEHIIN U(POBi
CXEMH MOXHa pPO3MICTUTH Ha MEHIIMX IuTomax (FOAMHHHKH, paaionpuiiMadi, HOyTOyku Tomo). Hine ne
He Ma€ O1IbIIOr0 3HAYCHHS, HIK B CY4aCHUX aepPOKOCMIYHHUX anaparax, /e IpOCTip Ha JIiTAIbHOMY anaparti
€ KPUTUYHO BXKJIMBUM akTHBOM. I1]e oHi€r0 MPUYMHOI0 3MEHIIICHHS TUIOIII TOBEPXHI € Te, 110 "BapTICTh
BUTOTOBJICHHSI CXeMHU (PaKTHYHO € EKCIIOHEHLIadbHOI (YHKLIEI BiJ IUIOLI, NPUHAWMHI, SKIIO cXeMma
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Benuka (3)". 3MEHIIEHHS Yacy 3aTPUMKH KPUTUYHOTO HUISXY, OYEBHIHO, MPUCKOPUTH POOOTY CXEMHU.
HaitmBuamoro cxemoro Oynae Ta, B SIKidH CHUTHANIM MPOXOASTH Yepe3 HaliMEHINY KiJIbKiCTh BEHTHIIIB.
OcCkiTbKH KOXKHA crcTema OyneBuX (QYHKIiA Moke OyTH BupaxkeHa B ekBiBajeHTHiIH SOP-opwmi, e
NpeCTaBICHHS EPETBOPIOETHCS HA CXEMY 3 TIIMOMHOIO y IBa BEHTHIIL. X04a Iie, K NPaBUIIO, HAWIIBHIIIA
cxeMma

HAWIIBH/IIY 3 MOXJIMBHX CXeM, ii peaizallii 9acTO BHMara€ BEJHKOi IDIOMNI MOBEPXHI 1 MOXe
NPU3BECTH A0 HENPUNHATHOIO BEHTWJIIOBAHHS AEAKUX BEHTWIIB. TakuM 4YMHOM, 3a3BHYail MOTPiOHO
3HAUTH KOMIIPOMIC MiX 3MEHIIIEHHSIM TUIOI TOBEPXHi Ta 3MEHILIEHHSIM 3aTPUMKH NomMpeHHs. OCTaHHIM
YacoM Y PsI/ii CUCTEM 3'SBHITHCS 3aCOOU ISl ONTHMI3aIlil CXeMH Ha OCHOBI TaKOTO KOMIIPOMICY.

3 yCKIaIHEHHSIM CXeM Bce OUThIIOro 3HadeHHs HaOyBae imes po3poOku mU(ppPOBHUX CHUCTEM, SIKi
MOJKHa JIETKO TMPOTECTYBAaTH, 00 TMEpeKOHAaTHCs, IO BOHM (YHKIIOHYIOTH HpaBuibHO. Ha macrs,
CTBOPEHHS ONTUMI30BaHUX CXEM, SIKi MIJAI0THCSl TECTYBAHHIO 1 IEPEBipIli, YaCTO € TOOIYHIM HPOTYKTOM
ABTOMATH30BaHHX METOJIB onTuMizalii (2). MaitOyTHi cMcTeMH POEKTYBaHHS T€HEPYyBATUMYTh TTOBHHIMA
Hab0ip TECTOBMX BEKTOPIB, IO € PE3YIHTATOM IPOIIECY CHHTE3Y Ta ONTUMi3amii cxemu. [HIIa MeTa cuctem
onTUMi3amii - TMepenpoeKTyBaTH 3aJaHy CXEeMy, MepeBOAsYM I 3 OJHI€l TEXHOJOrii Ha iHmY,
BUKOPHCTOBYIOUM TIPY I[bOMY BCi TlepeBard MUTLOBOi TeXHONOTii. barato cucrem MiHiMi3aIlii MOXYTh
3BECTH CXEMY JI0 CUCTEMH, IO CKIIAAEThCs 31 cTaHmapTHUX BeHTIIB [ Ta ABO. OiHak BOHH MOXYTh OyTH
peanizoBani 3 BukopucTaHHsAM BeHTWIiB NAND i NOR a6o Ounemnr cydyacHoi Ttexnosorii. Komu
ontumizoBaHa cxema [-ABO TpanchopMyeTbCsl B HOBY TEXHOJIOTII0, OTpUMaHa CXema, sIK MPaBUIIO, HE €
ONTHMATBHOIO 1 MOXKE MiJIaBaTHCS TOAATBIIOMY CKOPOYEHHIO. SIKIO I[IbOBa TEXHOJOTis BijoMa 3
CaMoro MOYaTKy, MOXXKHA CIPOCKTYBATH 1 ONTHUMI3yBaTH IH(POBY CXEMy 3 YpaxyBaHHSM LiTbOBOI
TEXHOJIOT11. XOpOIIUM MOKa3HUKOM SIKOCTI CUCTEMH ONTUMI3allii € i1 3aTHICTh BKJIFOYATH HOBI TEXHOJIOTIT
B Mipy IX PO3BHUTKY i 3[iHCHIOBaTH IIEPETBOPEHHS MK TEXHOJIOTiSIMH.

[[o6 OyTH KOHKYPEHTOCIIPOMOXXHIUMH B Mali0yTHROMY, CUCTEMH OINTHUMI3allii cXeM MOBHHHI MaTH
MOJKJIMBICTh IIBUAKO CTBOPIOBATH IIEPEBIPEHI CXEMH Ha OCHOBI TMOBEIIHKOBHX crenugikamiii. "Ll
3IaTHICTH OyJie cTaBaTUME BCE OiTBII BaXKIMBOIO, OCKUTFKH PUHOK CITEI[iali30BaHUX IHTETPATbHUX CXEM
(ASIC) mpomoB:Kye BiAMOBIIaTH CBOIM MPOTHO3aM IIIBHUIKOTO 3pOCTaHHS (2)

AHaJi3 ocTaHHIX 10CHiTKeHDb i myOaikamiii.

VY Toif yac sk o0macTh JABOPIBHEBOI ONTHUMI3allii cTae Bce OULIBII 3pO3yMiJiO0, OaraTopiBHEBa
ONTHMI3allisl Bce IIe nepedyBae B CTaHI aKTMBHOTO JIOCHIDKeHHs. baratopiBHeBa peami3zaiiis OyneBoi
¢bynkuii (quB. PucyHok 3.4) 103BoIisie HEOOMEKEHO BUKOPUCTOBYBATH MPOMIXKHI CUTHANU. MOXIUBICTD
MOBTOPHOI'O BUKOPUCTAHHS NMPOMIDKHUX CHTHAJIIB MOYKE MPU3BECTH J0 HEOOMEKEHOT KIILKOCTI CIIOCO0IB
NpeACTaBiIeHHs] 0araTopiBHEBHX CXeM. Xoua II€ 3HaYHO PO3LIMPIOE CTYIiHb CBOOOAM, IO HAJA€THCS
NPOEKTYBAJIBHUKY, 11€ TAKOX CYIPOBOKYETHCS 3HAUHUM 301IbLICHHAM cKiIaaHocTi. CaMe 11 CKIIQJIHICTh
MIEPEIKO/KAE CTBOPEHHIO €(PEKTUBHUX aBTOMATH30BAaHUX CHCTEM 0araTOpiBHEBOI ONTHMI3aLIii.

[TpuHIMTIN MOKaNBHOI OaraTopiBHEBOI ONTHMI3aIil. Y JIOKadbHIH ONTHMI3alii MOYaTKOBa cxema
CHHTE3Y€ThCS 3 CUCTEMHU PiBHSAHB, IO 3a7ar0Th cxeMy. Cucrema, o 0a3yeTbcsi Ha MPaBUIIaX, BUKOHYE
TIOBTOPHE CKaHYBaHHS, 3aCTOCOBYIOUM JIOKallbHI MpaBWia MepeTBOpeHHS s Momudikamii cxemu. Li
NpaBWiia CIPSIMOBaHI Ha 3MEHIICHHS IJIOMNI CXeMHU a00 3aTPUMKH MOIMpeHHs. 3-16 BaxkimmBo TO4HO
PO3YyMITH, KOJHM 3acCTOCOBYBaTH METOAM JIOKanbHOI omrtumizamii. CioBo "omTumizawlis" B Haomy
KOHTEKCTI O3HaYae, 110 iCHYe MOYaTKOBa CXeMa, sIKy MoTpiOHO omTumizyBaTu. TakuM 4MHOM, cHCcTEMa
JIOKAJILHOT ONTUMI3aIlil, SIK PABUIIO, BAKOHYE CBOE 3aB/IaHHS Y HACTYIIHI TPH OKpeMi Kpoku (4):

1. Minimizauist OyneBUX piBHSHb, IO 3aJ1aI0Th CXEMY,

2. CuHTE3 II0YaTKOBOI CXEMH,

3. OnruMisariisa cXemMu Ui 3a0aH01 TEXHOJIOTI].

Jlume TpeTiii KpoK mependadac 3acTOCYBaHHs JIOKAUILHUX TepeTBopeHb. Ha kpomi 1 cucrema
OyneBux piBHSHb, IO ONHCYE CXEMY, CKOPOUYYETbCS 3a JIOMIOMOTOI0 MAaTeMaTHYHHX METO/IB,
BUKOPHUCTOBYIOUH BCi mepeBaru Oy p-skux ymoB "don't-care”. Ha kpoili 2 3aCTOCOBYIOTHCS Pi3HOMaHITHI
METOJIM JIJIsl CHHTE3y IMOYaTKoBOI cxeMHu. YacTo BHKOPHUCTOBYEThCS OOMEXeHHMH Hallp THIIB 3aTBOPIB
Hanpukiag, BeHTHwiIi NAND/NOR Ta myneTumiekcopu. Jleski cucTeMu BKII0UalOTh 0araTopiBHEBI METOIH
CHHTE3y, Taki sK (akTopuzauis, 100 CKOPHCTATHCS IepeBaraMM OyAb-fKHX 3aralbHUX MPOMIKHHX
nmonankiB. Haperri, Ha KpoIli 3 3aCTOCOBYIOTHCS IIPHHIIUIIN JIOKAIBHOI onTuMizaiii. Kirouem 1o yemixy
JIOKaJIbHOT ONTHUMI3allil € BUKOPUCTAaHHS e()EeKTUBHOI CUCTEMH, 3aCHOBaHOI Ha npaBuiax. Koxue npaBuiio
nepeadayae 3aMiHy iCHyI0401 KoH}irypauii ogHOro abo IeKiIbKOX eIEMEHTIB CXEMH Ha €KBiBAJICHTHY, ajie
Oinbin OakaHy KoH(QIrypaiito, sik nokaszano Ha Pucynky 1 (4). OckiibKy 151 3aMiHa CTOCYETBCS JIMIIE
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KUJIBKOX €JIEMECHTIB CXEMH, BOHA BBA)KAETHCS JIOKAJIBHOIO ONTHUMI3AIlE€I0 HA BiAMIHY BiJl TJI00aIbHOTO
MiIXO/1Y, SKHI OXOILTIOE BCIO JIOTIKY cxeMu. [IpaBuia caiayoTh THM, SIKUX JOTPUMYETHCS PO3POOHUK TPU
pyuHiii omrtuMizamii JioriyHOi cxemu. HoBi mpaBmima MOXyTh OyTH BKIIFOUEHI MO CHCTEMH JIOKAIBHOI
ONTHMI3allii, TPOCTO JOAABIIH iX A0 0i0Ti0TEKH.

A

i) — =

3acTocoBaHO ANA 3a4aHol CxeMu

OTpMMaHHA HOBOI CXeMHn

Puc.1 - [Ipuknaza npaBuia JIOKaJIbHOTO NEPETBOPEHHS

ITix "ac mpomecy onTUMi3allii MpaBMiIa 3aCTOCOBYIOTECS BIIOPsAKOBaHO. [Topsok, B SKOMY BOHH
3aCTOCOBYIOTBCSI, MOXKE KapJMHAIBHO BIUIMHYTH HAa KiHIEBUH pe3ynbraT. [lopsiok, B SKOMY BOHHU
3aCTOCOBYIOTBCS, MOXKE MAaTH 3HAYHHHU BILTUB Ha KiHIIEBUH pe3ynbTaT. 3araibHi MpaBwia, SKi 3MEHIIYIOTh
SIK TUIOIILY, TaK 1 HIBHJKICTh, 3aCTOCOBYIOTECS B MepIly yepry. BoHn MaioTh mpiopuTeT 3a iX BiJHOCHOIO
BaXJIMBICTIO. L1 mpaBmiia 3acTOCOBYIOTHCS OaraTropa3oBo, JOKHU HE 3aIUIIUTHCS OLTbIIE 3aTaIbHIX TPABUIL

Ha npomy erarti nesiki Oinbin npocyHyTi cucremi, Taki ik SOCRATES, BukonyoTh yacoBuii aHami3
KPUTHYHOTO NUIAXY. SKIIO Yac 3aTPUMKH KPUTHYHOTO IIIISIXY HE BiJIIIOBiIa€ BCTAHOBJICHUM 1HCTPYKIIIH
a0 morepeHbO BU3HAYCHUX MEXK, TO JI0 BEHTHIIB HAa KPUTHYHOMY IUIAXY OyIyTh 3aCTOCOBaHI JEsKi
mpaBuiia ekoHoMmil yacy. Konmm OakaHuii dac Oynme JOCSATHYTO, OyIyTh 3aCTOCOBaHI MpaBWiia €KOHOMIl
MPOCTOPY 10 BEHTHIIIB, 1[0 HE 3HAXOATHCS HA KPUTHUHOMY HUIXY. KiHIIEBUM pe3yibTaToOM X CHCTEM
JIOKAJIFHOT ONTUMI3alii Y4acTo € 3HAYHO MOKpPAIIeHWH KOHCTPYKIis. Maslo TOro, mo MPOEKTH CTaloTh
MIBUALIIMMY | MEHIIMMH, TaK IIe i 9ac, HeoOXiTHUI s IX CHHTE3y 3a JJOOMOTOK0 CHCTEMH JIOKAITBHOT
ONTUMI3aIlii X 3a JIOTIOMOrOK CHCTEMH JIOKAJIBHOI ONTHMI3allil 3HaYHO CKopouyeThes. Jleski cuctemu
JIOBEJIH CBOIO KOMEPIIHHY )KHUTTE3ATHICTD 1 3ATHUMI MTOCTIHHO TIepeBePIIyBaTH TU3AHEPIB-TIOICH.

CucteMu JoKanbHOI onTuMizalii. IcTopis po3BUTKY cHCTEM JIOKaJdbHOI ONTHMI3alii € BiIHOCHO
HelaBHBOM0. L[bOMy crpusB HELOAaBHIN iHTEpPEC 0 3aCTOCYBaHHS CUCTEM, 3aCHOBAHMX Ha MpaBHiiax, 10
MPAaKTUYHUX MPOOJIEM, sIKi OyII0 BaXKKO BUPINIMTH, BAKOPUCTOBYIOUH iHII migxonu. IBM Oyna oaHiero 3
MEepUIMX KOMIIaHiH, siKa MposiBUIIa iIHTepec, po3poOUBILY cucTeMy JioridHoro cuaresy (LSS) Ha mouatky
1980-x. [Tiznime 3'seunmucs LORES, DAS/Logic, SOCRATES ra inmi. LSS. LSS (5) 6yna po3pobineHa
JUIsL IEpETBOPEHHS BUCOKOPiIBHEBOT crieruikailii cxeMu B peanizaiito BUpOOHUYOT SIKOCTI 32 JIOTOMOTOI0
cepii JIOKaJIbHUX TepeTBOPEeHb. [lepIoueproBoro MeTow Oyliia cHCTeMa, sika BUPOOJIS€ pPealicTHUHI, He
000B'I3KOBO OINTHMAJIbHI, CXEMH, AKI 3aJ0BOJILHSIIOTH HHU3LI OOMEKeHb. BOHM NHOBHMHHI BIAIIOBIZATH
BAMOT'aM I[TLOBOT TEXHOJIOT1], BUKOPHUCTOBYBATH BCi MEPEBary Ii€i TEXHOJIOTIT Ta CTBOPIOBATH JIOTIKY 3
MPUHHATHOO KITBKICTIO BEHTHIIIB 1 JIOBXKWHOIO NIIsIXy. CHUcTeMa mpaiitoe noeTarHo. BoHa mounHaeThest 3
nepekiany cnenrgikamii CMCTEMU 3 MOBU PEricTPOBOIO NEPEHECEHHS Ha MEPEeXy, IO CKIagaeTscs 3 I,
ABO, HE, nemmdparopis, cymaropiB Tomo. Hami, yepe3 cepito JIOKaJIbHUX HEPEeTBOPEHb Ha AEKIIBKOX
PIBHSX, Mepeka 3aMiHIOEThCSl OUTBII TPUMITUBHUMH peanizaiisivu, Takumu sik NAND i NOR, i Bpemiri-
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PEIIT, TEXHOJIOTIYHO crenu(iyHUMY IPUCTPOSMU. Bech mpoiiec po3BUBAETHCS BiJl MOYATKOBUX €TAITIB, SKi
BiJTHOCHO HE 3aJIe)aTh BiJ I[LIbOBOT TEXHOJIOTI1, 10 KiHIIEBUX ETAMIB, SKi € CIICIU(pIYHUMU JIJISI KOHKPETHOT
TEeXHONOTii. BHUKOpHCTaHHS NEKITPKOX €TaliB CHHTE3y Ta ONTHUMI3alii JIOTiKH [TO3BOJIIE CHCTEMIi
CKOpHUCTATHCA YHCICHHUMHU METOJIaMH CIPOIICHHS, SIKi MOKHA 3aCTOCYBaTH HA KOXXHOMY PiBHi.

Cuctema LSS mpoaeMoHcTpyBaia 3HA4YHUH ycmiX, OCOOMMBO TpH ii BUKOPUCTaHHI Ha MPOEKTax
IBM. "3okpemMa, B oqHOMY IpOeKTi BoHa Oyia Bukopuctana Ha 90 BigcoTkax 3 Oumpmt Hix 100 nu3aiiHiB
MikpocxeM. Lle 103BOMIII0 CKOPOTUTH IOYATKOBHIA Hac po3poOku BaBidi (5)". Hezaxaroun Ha ycrmix, LSS
TaKOK Maja CBOi HeJoIiKH. BiH OyB oOMekeHHH y CBOil 31aTHOCTI BUPIlIyBaTH MPOOJIEMH CHHXPOHI3aLil
Ta KUTPKOCT1 BEHTHJIIB. BOHa He BUKOPHCTOBYBajia TOBHOIO MipoI0 BCIO iH(OpMaIito, aka Oyna JOCTyITHA
B yMoOBax '"MeHi Oaiimyxe". BoHa TakoX 4acTo mepeBepIryBaia CHCTEMH, SKi MAXOIUIH 10 MPOOIeMH 3
OinpIn TI00a7MBbHOT TOUKM 30py. HesBakaroum Ha 1ie, BOoHa 3a0e3Meunsia OCHOBY, 3 SKOI BHILIHBAJIH
Mai0yTHi cucTeMu.

LORES LORES (Cucrema norigaoi peopranizariii) - ¢ CUCTeMa, SKa aBTOMATHYHO PO3IUIIE i
PECTPYKTYpPYE JIOTIYHY CXeMY, IO CKiamaeThes 31 craHmapTHux SSI 1 MSI, Takum umHOM, m00 THIH
BEHTHJIIB 1 KIJIBKICTh BXIHUX/BUX1IHUX KieM Oyiu cymicHi 3 Bumoramu LSI (6). [lepeparu BIC yucnenHi:
MEHIINH po3Mip, Kpamia NpoayKTHBHICT, 3HIDKEHE SHEPrOCIIOKMBAHHS, a YacTO 1 3HMKEHHS 3arajibHOl
BapTtocTi. L[i mepeBaru He naroThCs 3amapMa, 1 [iHa, SKy HaM 9acTO JOBOAWTHCS TUIATUTH, - I1e 301bIIeHHS
yacy Ha po3poOKy, Oinbllla CKIAAHICTh i CKIAAHIMMK mpouec TectyBanHs Ta Bepudikamii. LORES
30CcepeKye CBOI 3yCHIUISL Ha AOCSATHEHHI AesKUX nepeBar LSI nuisxoM mogonaHas ASSKUX TPYAHOILIB.

LORES - nie cuctema aBTOMaTHYHOI JIOTIYHOT ONMTHMI3allii, OCHOBHI (YHKIIIi SKOI OMUCaHi HIDKYE
(6):

1. BUTSrHYTH OHY 3 PO3AIICHUX CEKIIiH 3 OYATKOBOT'O MPOEKTY.

2. YcyHyTH OyIb-SIKy HEBUKOPHCTaHY a00 HAJIUIIKOBY JIOTIKY.

3. lleperBopuTH 200 PEeCTPYKTYypyBaTH JOTIKY Ha Ti JIOTIYHI €JIeMEHTH, SKi g03BoseHi B LSL.

4. Po3aisiiTh JIOTIYHY CXEMY TaK, 100 KUIBKICTh BEHTHIIIB 1 BXITHUX/BUXITHUX KJIEeM OYJIM B MEXax
3aJaHUX JIMITIB.

Opanm 3 ocHOoBHEX HenoumikiB LORES € #ioro He3gaTHICTh MpaIioBaTi 3 aCHHXPOHHUME CXEMaMH.
TakuM YUHOM, IUISL CXEM, II0 MICTSTh ACHHXPOHHHI KOMITOHEHT, MOXKE 3HAJOOWTHCS MEBHHUH 00CsT
MO/JIEIIIOBaHHsI Ta py4Hoi Moaudikarii (6). 3 iHmoro 6oky, "LORES 6e3nocepeiHb0 CHIpUsiB CKOPOUESHHIO
yacy po3poOKH 1 TPYZAOBUX PECYPCiB 3a paXyHOK aBTOMaTH3aLlii IpoLiecy IePEeTBOPEHHS CXEM 1 3MEHIIICHHS
HEOoOXiJHOCTI mepeBipku mpoekty (7).

Hemonaeno 3'sBunacs HoBa Bepciss LORES min Hazsoro LORES/EX (8). Bona npusnauena ajis

TpaHcpOpMyBaTH iCHYIOUY JIOTIYHY CXeMy 3 OJAHI€l TeXHONOTii Ha iHITy. BoHa He TUTBKH THYYKO
pearye Ha 3MiHM B TEXHOJOrii, ajge ¥ Mae psx iHMMX ocoOnuBocTedl. Bona BBOIMTH mpaBmia
CTaHJapTH3allii, sIKi CIPSIMOBaHI Ha 3MEHIIIEHHS Ta CIPOLICHHS po3Mipy 0a3u npaBuil. Bona mae GyHkiii,
SKi BUKOPHCTOBYIOTh BHPIIIEHHS! KOH(IIKTIB AJIs1 MMOKPAIIeHHS 3arajibHOi AKOCTI cxeM. BiH Takox mae
MOJKJIMBICTh PO3IUIATH BEJIHKI cXxeMH Ha MeHIi, mo mo3Bossie LORES 00po0msitu cxemu 3 KiJIBKICTIO
BeHTWIIB 710 10 000 3a MpakTHYHY KUIBKICTh Yacy.

DAS/Logic. DAS/Logic (Design Assistant Series) - e incTpymeHT, 1110 po3pobisieTses B Carnegie
Group Inc. ans nonomoru B npoexrysanHi IC. Bin onucanuit bipminremom (8) sk 3acHOBaHa Ha MpaBUIIaX
cucrema, HanucaHa Ha MoBi OPSS5, sika mepeTBOprO€ MOBENIHKOBHH OMHMC CHUCTEMH B NPUHLIMIIOBY
eNeKTpUYHy cxemy. Ha BXij moJaeTbcss BUCOKOPIBHEBHIA OIUC Oa)kaHOT MOBEIIHKA CXEMH, & Ha BUXOII -
Ha0ip cTaHIAPTHUX KOMIPOK 1 CITUCOK 3'€THAHb.

Ha xoxxHOMY piBHI IPOEKTYBaHHs BUKOHYIOThCS Pi3Hi KpokH. LI kpoku BKIr04aroTs (8):

1. CTBOpEHHS CTPYKTYPH JJIsl IIOTOYHOTO PiBHS MPOCKTYBAHHSI.

2. TTommyk MOKIIUBOCTEM onTUMi3aIlii abo mopymeHb 00MeKeHb.

3. BunpasneHHs nopylieHs a00 3aCTOCYBaHHS ONTHUMIi3YIOYHX II€PETBOPEHb.

4. I'enepyBaHHS! OOMEXECHB/MOMKIIMBOCTEH JUIsl CTPYKTYPH HACTYITHOTO PiBHSL.

DAS/noriuae npoekTyBaHHs CIiye MiaXony "3BepXy BHU3" y MOEHAHHI 3 IESKUMH CTPATETisIMU
"3HM3Y Bropy". crparerismMu. Hu3XimHuii migxis 103BOJISE CUCTEMI MPAIFOBATH 3 OLIBII rI100aIbHOT TOUKA
30py; OAHAK, 3HAIOUM OCOOIMBOCTI TEXHOJOTii peaiizauii, 0aKaHO TaKOX BUKOPHUCTOBYBATH BHCXiJHI
cTpaterii NMpoekTyBaHHA. Hampukiaa, He BapTO CTBOPIOBATH CHUCTeMy 3 dotupma Bxomamu ABO-
TPaH3UCTOPIB, SKIIO BOHM HE ICHYIOTH y LiJbOBiH TexHousorii. Po3poonnku DAS/Logic 3po3yminu, 110
ijeaJbHa cCHUCTEMa JIOTiYHOI ONTHMi3alii MOBHHHA BKIIOYATH KOMOiHAMii0 crparterid "3Bepxy BHHM3'" i
"3HM3Y Bropy".
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Ha momeHnt ocrtannporo 3Bity (8) cucrema Bce mmie mepeOyBaia Ha crajii po3poOKku, aie
JeMOHCTpyBasla 3HayHHMK mporpec. Besi poboTa Han cuctemoro Oyia chpsiMOBaHa Ha BHUKOPUCTAHHS
"posymuux" meroniB LI s BupimeHHS CKIAOHUX 3aBAaHb. "3aBISKH BHKOPHCTAHHIO 3HAHb IIPO
npeaMeTHy o0nacTh, OTpUMaHUX Bif auzaiiHepiB, DAS/Logic 3maTHa po3yMHO 3aCTOCOBYBaTH CBOI
OINITUMi3aliliHi Ta KOHCTPYKTUBHI 3HAHHSA, TUM CAMHM Pi3KO CKOPOUYIOUH 00CAT MOUIYKY, HEOOX1THUH ISt
JOCATHEHHS BUCOKO] SIKOCTI In3aiiHy (8)".

SOCRATES. SOCRATES (Synthesis and Optimization of Combinatorics using a Rule-based And
Technology-independent Expert System) Hapasi € ojHi€l0 3 HalOUIBII YCIIIIHUX CHUCTEM JIOTT4HOT
orntuMizamii. Bona Oyna po3poOieHa 3 MeToro 00'€qHAHHS HAMMPUBAOIUBIII PUCH CYYaCHHUX CHCTEM
orntuMizamii. OTprMaHa cHCTeMa IO€JHYE BUKOPHCTAaHHS METOMIB JBOPIBHEBOI Ta OaraTopiBHEBOI
ONTUMi3amlii 3 JIOKaJbHUMHU aJrOpUTMaMH ONTUMi3amii Ha ocHOBI mpaBwi. OTpUMaHy CHUCTEMY MOXKHA
y3arajbHEHO MPEACTABHUTH 5K TaKy, 1[0 BUKOHYE HACTYIHI KPokH (9):

1. PiBasiHHS 200 MepekeBi CITUCKH, M0 BHKOPUCTOBYIOTHCS ISl BU3HAUEHHS O0a)KaHOI MMOBEMIHKH
CHCTEMH

TpanchopMyloThes y hopmar, cymicauit 3 minimizatopom 3JIIT EXPRESSO.

2. EXPRESSO 3Boauts koxHy QyHKIiO 10 ii MiHiManpHOT COII-popmu.

3. CnaOkwii MOAiN2 BUKOPHCTOBYETHCS IS TIEPETBOPEHHSI IBOPIBHEBOI pealtizallii B CKOPOUeHy, aje
CKBIBAJICHTHY 0araTOpPiBHEBY CXEMY.

4. ExcrepTHa cucTeMa Ha OCHOBI NpaBWJI BHUKOPHCTOBYETHCS JUIS 3aCTOCYBAHHS JIOKATBHUX
MIEPETBOPEHD J0 CXEMHU, 100 ONTUMI3YBATH ii JUII KOHKPETHOT TEXHOJIOT11.

SOCRATES Takox Mae MOXIUBICTH BBOAMTH iCHYIOUI CXEMH Yy BH3HAa4eHOMY QopmaTi s
MOAJIbIIOT ONTUMI3alii ab0 MEePEeTBOPSHHS 1X Ha HOBY TexHoJjorito. Ile, MaOyTh, ojHa 3 HaWOLIBII
MepeBipeHNX CHCTEM Y CBOIHM 3aTHOCTI MPAIFOBATH 3 OOMEXXEHHSIMH 3a TuIomieto Ta yacoM. KoprcryBau
MO’K€ BKa3aTH ONTHMAJIBHUN KOMIPOMIC MiXk 301IbIIEHHSIM IIBHAKOCTI Ta 3MEHIIEHHIM po3mipy. [licms
LILOTO CXeMa MOKe OyTH ONTHUMI30BaHa JiIs JOCATHEHHS OaXkaHuX Itiie. basa mpasui nmoOymoBaHa TaKUM
YIHOM, [0 KOPUCTYBad MOKE JIETKO BBOJWUTHU JOJATKOBI MPaBHIA, SKi aBTOMAaTHYHO MEPEBIpAIOTHCA 1
KIacuikyroThCs B 0a3i 3HaHb (4).

SOCRATES BxuBae Kinbka 3axo/iB Jis 3a0e3neueHHs eekTuBHoi poboTu. BoHa BUKOpHCTOBYE
MeTapyOpHUKH I TOTO, 1100 MPOCTip MONIyKy OyB sikoMora MeHIuM. Lle, B moeiHaHHI 3 THM QaKToM, 1110
BOHA HamrcaHa MoBoro C, a HE THIIOBOIO MOBOIO €KCIIEPTHHX CHUCTEM, 3a0e3redye MOpiBHIHO KOPOTKHUI
yac BUKOHAHHSA. 3aBISKHM MM BIOCKOHAJEHHSM "KOMOIHAIlIHHI CXEMHU, Ha CHHTE3 1 ONTHMI3AIIO STKHX
minio 6 KijibKa JTHIB, TEIep MOXKHA 3reHepyBaTH 3a JtiueHi XBUIUHA" (4). Y miACyMKY, JJIsl BEIUKUX CXEM
(Big 75 no 100 BentmniB) SOCRATES y Ginbmiocti BUMaIKiB TocsTae 3MEHIIEHHS TUIomi Bix 25 mo 60
BIZICOTKIB; Il pe3yJbTaTH HAJ3BUYAHO J0OpE TOPIBHIOIOTHCS 3 THUMH, IO JOCATAIOTHCS EKCIIEPTaMu
BpYUHY.

3anponoHOBaHUII METOX ONTHMI3aNii.

I'enernunnii anroputm(I"A) - e MeTo 1 cTOXacTUYHOI KOMOIHaTOpHOT orrTuMi3artii. [lepBuHHI pamKu
FeHETUYHMX AJTOPUTMIB OyiH Briepiie npeacranieHi qokropom M. Nomtangom y 1975 porii. Ha mouatky
TCHETUYHHUH allTOpUTM HEOOXiHO pO3pOOUTH YSBICHHS MPO MOXIIWBI PilllEeHHS, SKI 4aCTO HAa3WBAIOTh
xpoMocoMamu 2060 0coOMHaMHU . XpoMocoMa CKIaIaeThCsl 3 HabOpy T'eHiB, SKi MOXKYTh OyTH IpeCTaBICH]
IBIHKOBUMHU Kojamu. Pi3Hi koMOiHarlii TeHiB yTBOPIOIOTH pi3HiI XxpoMocomu. KokHa XxpomMocoma €
MOJMKJIUBUM PO3B'3KOM 3ajadvi. Habip XpoMOCOM Ha3MBA€ETHCS MOIMYJIALIEID MOKOJIHHSI. XPOMOCOMHU B
MOKOJIHHI 3MYILEHI €BOJIOIIOHYBAaTH 0 KpalluX y HACTYIHOMY IIOKOJIiHHI 3a JOMOMOTOI0 TPBOX
OCHOBHHUX OIIEPAaTOPiB T€HETUYHOIO aITOPUTMY: PO3MHOXCEHHS, KPOCHHTOBEPY Ta MYyTalii, a TaKoxX
BH3HAYEHOI 3aj1a4eto QYHKIIIT IpucTocoBaHocTi . [Ipu po3MHOXKEHHI YacTHHA BiiOpaHMX TOYHHMX KOIIiH
XpOMOCOM IIOTOYHOI TOMYJISIIii CTae 4acTWHOK HamankiB . [Ipu KpocHHTrOBepi BUMAJIKOBO BHOpaHi
JUISHKA JIBOX 1HIUBITYyaTbHUX XPOMOCOM MIHSIOThCS MICIIMH Uit oTpuManHs Hamazakis (11). Tlpu
MyTallii BHIIaJKOBO BHOpaHi T'€HH B XPOMOCOMAax 3MIHIOIOTBCS 3 IMOBIPHICTIO, IO JOPIBHIOE 3a/aHii
gacrori myTtamiii (10). lns rena, mo Koxye ABIHKOBHIA KO, 1€ o3Havae, mo nudpa 1 crae mudporo 0 i
HaBnaky. DYHKIIS NPUCTOCOBAHOCTI, SKYy TaKO)XX HA3WMBAIOTh LBOBOIO (YHKIIEIO, € OLIHOYHOIO
(dyHKLI€TO, SIKA BigIrpae pojib CepeloBHIIA ISl PO3PI3HEHHS XOPOIIHX 1 moraHux xpomocoMm [11]. Jlume
MeBHA KUTBKICTh XPOMOCOM, MEPEBIpeHUX 1 BiiOpaHnx diTHec-QYHKIIIEI0, MOXKE BIXKUTH 1 TIEpeIaTH CBOT
I'eHU HACTYITHOMY HOKOJIIHHIO. EBOJIONIS 3yIMHUTBCS, KO NIEBHUI KpUTepiil OyJie BUKOHAHO.

AJNTOpUTM MOYMHAETHCS 31 CTBOPEHHS BUIAIKOBOI moyaTkoBoi nmomyismii. Ilicns uporo anroputm
CTBOPIOE TOCHIIOBHICTh HOBUX TMOIMYJSAIMiiH. TakuM YHUHOM, MEPIIMM KPOKOM JJIsi CTBOPEHHS HOBOT
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TOMYJISLIT A7Is1 HACTYITHOT'O MOKOIiHHS € OLIHKa KO)KHOTO WieHa MOTOYHOT MOMYJIALi{ IUIIXOM O0YHCIeHHS
foro ¢itHec-3HaueHHA. [licnsa oOumcieHHs ¢iTHeC-3HAYCHHS ANTOPUTM 3YNUHSETHCS, KO BiH 3HaWeC
pO3B's130K a00 OAWH 3 KPUTEPIiB 3yMUHKH Oy/e BUKOHAHO, 1 alTOPUTM TOBEpPHE HAMKpaIuil pO3B'sI30K Y
noToyHii nomymsnii. Ha mpotuBary upomy, NOTOYHA TOMyJIALis Oyle 3MiHEeHa MOTOYHHMH HAIIaIKaMH,
mo6 chopMyBaTH HACTYIHE MOKOJIHHS, AKIIO PO3B'A30K He OyJle 3al0BUIbHHM. TakuM 4WHOM, HOBa
MIOIYJIALISL CTBOPIOETBCA 32 JOMOMOTOI0 TEHETHYHUX Olepamid, TakhX SK CeNeKIlis, MyTamis i
KpocuHTrOBep. JJisi omepaTopa cenekiii 3 momyJIsIii BUOMpatoThes 1Ba 0ATHKU 3 KPAIIMMHA ITapamMeTpamMu
BIJIMIOBI/THO JI0 TX IPUCTOCOBAHOCTI. J[iTH BUPOOIIAIOTECS BiJ OATHKIB 200 NMUISIXOM BHECCHHS BUTIAJIKOBUX
3MiH J0 OTHOTO 3 0aTHKiB, 1[0 HA3UBAETHCA MYTAIII€0, B TOW Yac K MpoIiec 00'eTHAHHS eJIEMEHTIB BEKTOpa
napu 0aThKiB HA3WBAETHCS OTEpaIli€to KpocuHToBepy. Llicis poro cTBOprOEThCs HOBE "MOTOMCTBO" a0
ocoOrHa BIJMOBIAHO 10 pe3yjibTaTy IeHEeTUYHOro omeparopa. Hapemri, HOBa 3reHepoBaHa MOIYJISIIiS
BUKOPHCTOBYEThCS, JI¢ OCOOMHA TepelaeThcs Hazax a0 (iTHec-QyHKIII s MOJANBIIOrO MPOTOHY
aJTOPUTMIB.

BucHoBku

3amponoHOBaHUI METOJ TPOCKTYBaHHS EIEKTPHYHHX CXEM 3 BHUKOPUCTAHHSIM T'€HETHYHOTO
NTOPUTM y A03BOJISIE aBTOMATHYHO BU3HAYATH HEOOXiIHI TapaMeTpH eJIEMEHTIB CXEMU TSI 3a0e3MedeHHS
OakaHWX XapaKTePUCTUK CXEMH U PI3HUX THUIB HaBaHTAKEHHS Ta PI3HUX TOIMOJOTiIH cxeMm. Takum
YMHOM, LIei IHCTPYMEHT ONTUMI3allii A7 IPOEKTYBaHHS EIEKTPHYHHUX CXEM MOXke OyTH 3aCTOCOBaHUH s
BUPILICHHS TPAAULIHHOTO METOIy MOUIYKY MapaMeTpiB eNEKTPUIHOTO KoJa. J{Js mofanbuoro po3BuTKy,
MPOAYKTUBHICTh CXEMH MOXe OyTH TOKpallleHa MUITXOM BBEACHHS IOJATKOBHX OOMEXEHb Y (YHKIIIT
npucTocoBaHoCTi. KpiM TOro, 32 JONOMOT00 T€eHETUYHUX aJITOPUTMIB MOYKHA PO3POOJIATH 1HIIII aHATOTOBI
cxeMmH, Taki sk onepamidini miacwiroBaui Ha BJT 1 CMOS, onepanitinuit Tpansuctop sHa CMOS i
Y3TOJKYBaIbHY MEPEKY.

Xodva JTOKaIbHI CHCTEMH OMNTHMI3aIlii € JOCHUTh YCIIITHAMH 1 3aCTOCOBYIOTBCS TSI BHUPIIICHHS
JieAaiti CKJIQMHIIINX 3aBJaHb, caMi 10 COOl BOHM HE € BHUPIIICHHSAM YCiX NpobiieM omnrtumizailii. Bonu
BUSIBIUIMCSI HAJ3BUYAHO e(EeKTHBHUMHM, KOJM MOBA Hae NpO IEpEeTBOPEHHS 33JaHOi CXEMH B HOBY
TEXHOJIOTI0, ajie Bce IIe MyXe Cla0Ki, KoM MOBa e mpo MOBHE BUKOPHUCTaHHS Bciei iHdopmaii, mo
MIiCTHTBCS B creuudikanii, B Tomy uuciai ymoB "HeBaximBo'. SOCRATES 3pobuna Kpoku mist
BUKOPUCTAaHHS Takol iHQopMallii, BKIIOYHMBIIM B CBOIO CHCTEMY MPOCTI alrOPUTMHU TI00aIbHOT
ornTtuMizaiii. barato TokanbHUX CHCTEM ONTHMI3allil 0OMekeHi eeKTUBHICTIO CBOTX CHCTEM, 3aCHOBAHHX
Ha IpaBuIax. Xo4da MBUIKICTh IUX CUCTEM MOKPAIIY€EThHCS, €PEKTUBHICTD BCE 1€ 3aTHIIAETHCS TOJIOBHOO
nepenikoIor. MaliOyTHE CHCTEM JIOKABHOTO pelu3aiiHy JyXe CBiTIe, 1 B MailOyTHbOMY HMOBIpHO,
3'SIBUTHCA OLTbIIIE TIOPUIHIX CHCTEM Ha OCHOBI IITYYHOTO 1HTEIEKTY
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3ACOBU PO3POBKHU KPOCIIVIAT®@OPMEHHOT'O MOBIJIBHOI'O JOJAATKY

Jomapanbkuii 1.B., bBaraiok H.B., Boprauk K.5., Tumyxk I.B. 3aco0u po3po0dku kpocniiaTgopMeHHOro MoGiJIbHOI 0
AONATKY. Y CTaTTi JOKIAaJHO PO3IIIAAIOTECS OCHOBHI KPOKH Ta IPOLIECH CTBOPEHHS KPOCIIIaTGOPMEHHOT0 MOOLIBHOTO TOAATKY.
CraTTs pO3KpUBA€E KIFOYOBI BUKIMKHU Ta CTpATeTii, HEOOXiAHI Al pO3pOOKH e(eKTHUBHUX MOOITBHUX JOAATKIB, SKi BiAMOBIIAIOTH
BUCOKHM CTaHAAPTaM SKOCTi Ta (QYHKI[IOHATBHOCTI Ha Pi3HUX omnepamiiHux cucreMax. OCHOBHI aCIeKTH, SIKi pO3TISIAOTHCS B
CTaTTi, BKIIOYAIOTh BAXIUBICTH CYMICHOCTI 3 pI3HUMH I™arGopMaMH, ONTUMI3alil0 MPOAYKTUBHOCTI, 3a0e3medeHHs
KOHCHUCTEHTHOCTI iHTep(elCy Ta BUKIHUKH, TOB's13aHi 3 OHOBJICHHIM Ta MiATPUMKOO JOAATKiB. CTAaTTs MigKPECIIIOE, M0 YCIilIHa
KpocruiaTopMeHHa po3poOKa BUMArae riIH00KOr0 pO3yMiHHS Pi3HUX TEXHIYHHUX ACIEKTiB, THYYKOCTI Yy MiIX0ax 10 PO3pOOKH Ta
31aTHOCTI €()eKTHBHO pearyBaTH Ha BUKJIMKH, 1[0 BUHUKAIOTh Yy Wil cdepi.

Kuouogi ciioBa: Kpocrnardopmerna po3pobka, Mo6inbHi nonarku, React Native

Domaratskyi I., Bagniuk N., Bortnyk K., Tyschuk I. Cross-Platform Mobile Application development tools. This
article thoroughly examines the fundamental steps and processes involved in creating a cross-platform mobile application. It unveils
key challenges and strategies necessary for developing effective mobile applications that meet high standards of quality and
functionality across various operating systems. The main aspects discussed in the article include the importance of compatibility
with different platforms, optimization of performance, ensuring interface consistency, and challenges related to the updating and
support of applications. The article emphasizes that successful cross-platform development requires a deep understanding of
various technical aspects, flexibility in development approaches, and the ability to effectively respond to challenges that arise in
this field.

Key words: Cross-Platform Development, Mobile Applications, React Native.

IMocTanoBka npodJaemu.

Y cyuyacHOMY CBITi, SKHH CTPIMKO PO3BHBA€THCS Ta 3MIHIOETHCS MiJ BIUIMBOM LU(POBUX
TEXHOJIOTiH, KpociuiarpopMeHHa po3poOKa cTaja OJHMAM i3 KIIOYOBHX HAINpPSMKIB y cdepl cTBOpeHHS
MOOLTBHUX A0/AaTKiB. He3anae:kHo Bifl TOTo, 4M HIeThCs MPO CTapTalH, SKi IyKAaoTh NIISXH MIBUAKOTO
BXOJy Ha PWHOK, YH MPO BEJNWKI KOpHoparii, sKi TpardHyTh MaKCHMalIbHO OXOIHTH ayJIHTOpilo,
KpocratrQopMeHHICTh HaOyBa€e Bce OUTBIIOro 3HAYEHHS.

3pocTaHHs MOIMYISPHOCTI MOOUTFHUX MPUCTPOIB Ta PiI3HOMAHITTS ONEPAILliiHUX CHCTEM CTaBJIATh
nepe;; po3poOHUKAMU BaXKJIMBE 3aBJIaHHS: CTBOPIOBATH JOJATKH, sIKi O HE JIMIIE BIAMOBIIAIN BUCOKUM
CTaHIapTaM SKOCTI Ta (YHKI[IOHAIBHOCTI, aie i Oy JOCTYITHUMH ISl HPOKOTO KOJIa KOPUCTYBadiB,
He3aJIeKHO BiJ] BUOOpY orepariiftHoi cuctemu. Lle Bukimkae morpedy B po3poOIli TakuX METOOJIOTiH Ta
MiJXO/IB, AKi JO3BOSUIA O €()eKTUBHO Ta 3 MiHIMAJbHUMH BUTPATaMHU aJlaliTYBaTH JOJATKU JJIS PI3HUX
1aThopMm.

Kpocmmarpopmenna po3poOka BiamoBiae Ha Ii BUKIMKH, INPONOHYIOYM IHCTPYMEHTH Ta
TEXHOJIOTIT, SIKi JI03BOJISIOTh CTBOPIOBATH YHIBepcaslbHI pilieHHs. BoHa jomomarae CKOpOTHUTH 4Yac Ta
BUTpATH Ha PO3pOOKY, OJHOYACHO 3a0€3MeUyIour HIUPIINE OXOIUIEHHS PHHKY. [IpoTe, BaXIIMBO PO3YyMITH,
0 [IeH MiAXiJ TaKOXK Hece B COO1 MeBHI BUKIMKHU Ta OOMEKEHHS, SKi MOTPEOYIOTh TITMOOKOTO aHallizy Ta
PO3yMIHHSI.

B mifi crarTi po3risHYTO KIFOYOBI acleKTH KpOCIUTaTGOPMEHHOI PO3pPOOKH, aHAi3yrouu il
nepeBary, BUKJIMKH Ta HaileeKTUBHILI MPaKTUKU. METO0 € HaJaTh KOMIUIEKCHE PO3YMiHHS Li€l TEMU Ta
BKa3aTH Ha [TOTEHIIiaJl, IKA BOHA MOJKE BiIKPUTH U1 pO3POOHHKIB MOOLTBHUX TOJATKIB y HAHOIMKIOMY
MaiOyTHBOMY.

BukianeHHs o0CHOBHOT0 MaTepiaiy.

KitouoBum enemeHTOM y KpociuiaThopMeHHiH po3poOili € 31aTHICT e)eKTUBHO BUPIIIyBaTH PSII
BUKJIMKIB, sIKi 1151 cdepa cTaBUTh Tepen po3poOHuKamu. [[i BUKIMKKM BHU3HAYAIOTh HE TUIBKH TEXHIUHI
ACIIEKTH PO3POOKH, ajie i 3arajibHy CTPATEriio MPOSKTYBaHHS Ta peai3allii J01aTKiB.

© Jlomapanpkuii I.B., bararox H.B., boptauk K. 5., Tumyxk 1.B.


https://doi.org/10.36910/6775-2524-0560-2023-53-17
https://teacode.com/online/udc/00/004.58.html
https://orcid.org/0000-0002-7120-5455
https://orcid.org/0000-0001-5282-099X
https://orcid.org/0000-0003-1042-9495

Hayxosuil sccypruan "Komi 1oTepHO-iHTETpOBaHi TEXHOJIOT1i: 0CcBiTa, HAyKa, BAPOOHHULITBO"
112 Jhyyvk, 2023. Bunyck Ne 53

Haii6inpm o4eBHIHIM BHUKIUKOM € HEOOXIAHICTh 3a0e3nedueHHs] CyMICHOCTI JOJATKy 3 Pi3HUMH
orepariiitanmu cuctemMami, Takumu K 10S Ta Android. Lle BuMarae petensHOT0 po3yMiHHS 0COOTMBOCTEH
KOXKHO CHCTEMH, a TAaKOX BMIHHS aJlalTyBaTd JOJATOK TaKMM YHWHOM, IIOO BiH HE TUIBKH KOPEKTHO
MpalioBas, aje i 30epiraB OAHAKOBUI PiBEeHb MPOJYKTUBHOCTI Ta KOPHCTYBALLKOTO JIOCBIAY Ha Pi3HUX
MPUCTPOSIX.

Po3pobka kpocminarhopMeHHUX MOJATKIB YacTO CYHNPOBOMKYETHCS BHUKIMKAMH, MOB'SI3aHUMHU 3
OIITUMI3ali€lo MPOLYKTUBHOCTI. Pi3HI mpUCTPOi MaIOTh pi3HI XapakTEPUCTUKU O0JIaTHAHHS, TOMY BasKJIHBO
3abe3meqnTy, mod 101aTOK e(h)eKTUBHO (PYHKIIOHYBaB Ha BCIX MITHOBHUX MPUCTPOSIX O€3 3HAYHHUX BTPAT Y
MIBUIKOCTI ab0 peakitii [1].

[Ile omHUM BaXKJIMBHM acIlleKTOM € 3a0e3MeueHHs KOHCUCTEHTHOCTI KOPUCTYBAbKOTO 1HTEphency
Ta 3araJlbHOrO JIOCBiLy KOpHCTyBada. BaskimBo, mo0 101aTOK HE TUIBKM BUIVIAAAB OJHAKOBO Ha PI3HUX
mwiatdopmax, ajge i IPONMOHyBaB CXO0XKY (PYHKIIOHATBHICTB 1 3pyYHICTh BUKOPUCTAHHSI.

Po3pobka kpocminarhopMeHHUX IONATKIB TAKOK BHMara€ peTeNbHOrO IJIAaHYBaHHS OHOBJICHb Ta
MiATPUMKH. 3 OTJISIAY Ha Te, IO 3MiHHM MOTPIOHO BIPOBAIKYBAaTH OJHOYACHO HA Pi3HHX IaTdopmax, 1e
MO’K€ CTBOPIOBATH JIOIATKOBI JIOTICTUYHI Ta TEXHIYHI BUKITUKH.

HapermnTi, Ba)XTMBUM BUKIUKOM € 3a0e3nedeHHs] Oe3neky Ta KOHQIASHIIMHOCTI KOPUCTYBAIIBKUAX
JaHUX y KpOCIUIaTPOPMEHHOMY cepeloBHILi. PO3poOHIKY MOBHHHI BpaXOBYBaTH Pi3HI CTAHIAPTH.

VY cdepi kpocrutatdhopMeHHOT po3pOOKH MOOLITEHUX TOAATKIB ICHY€E KiJIbKa KITFOYOBHUX TEXHOJIOTIH,
KOXHa 3 SKHX Ma€ CBOI YHIKaJbHI OCOOJIMBOCTI, IepeBaru Ta oOMexeHHs. PO3yMiHHS IIMX TEXHOJIOTIH €
B2)KJIMBUM KPOKOM JJTsi BUOOPY HAMOIIBII MiAXOIAIIOr0 IHCTPYMEHTY JUISI KOHKPETHOTO MPOCKTY.

1) React Native. Pospobnenunit Facebook, React Native mo3Boisie pPO3pOOHHKAM
BUKOPHUCTOBYBaTH JavaScript ansi CTBOpEeHHS HATHMBHHX MOOUTPHUX nonmatkiB. Llg TtexHomoris €
MOMYJISIPHOIO Yepe3 CBOK0 3JaTHICTh IHTETPYyBaTH HATHBHI KOMIIOHEHTH iHTepdelcy mpsMo y KoA
JavaScript, mo 3a0e3nedye TajKe Ta HATUBHE BIMUYTTS JIOJATKIB. BOHA ilealbHO MIAXOIUTH IS
MIPOEKTIB, e MOTPiOCH MIBUIKHUIA PO3BUTOK Ta BUCOKE MIEPEBUKOPUCTAHHS KOY.

2) Flutter. Bix Google, Flutter — e mopiBHsIHO HOBHI TpaBelb y cepi KpocruiaThopMeHHOT
pO3po0KH, SKMiI BHKOPHCTOBYE MOBY IIporpamyBaHHs Dart. Moro ocobnmsicTio € BlIacHa cucTeMa
BIJDKETIB, IO JI03BOJISIE CTBOPIOBATH BHCOKOTIPOMYKTHBHI Ta BizyansHO mpuBadimBi inTepdeiicu. Flutter
MIIXOUTH JUISl THX, XTO X04€ CTBOPHTH Bi3yaJIbHO BPKAIOUHUH TOAATOK 3 IUTABHOIO aHIMAIIi€F0 T2 BUCOKOIO
MIPOAYKTUBHICTIO HA Pi3HUX TUIATHOPMaX.

3) Xamarin. Po3po6nenuit Microsoft, Xamarin BukopuctoBye C# aiisi CTBOPEHHS JOJATKiB,
SKi MOXXYTh TpalOBaTH Ha 0arathoX IUIaTGOpMax, BUKOPUCTOBYIOUM OAWH 1 TOH ke Kox. Xamarin
0COOJIMBO MIXOAUTH JIJIS TUX, XTO BXKE 3HAMOMUI 3 ekocucTeMoro Microsoft Ta Xxoue BUKOPHUCTOBYBAaTH
notyxHicte .NET ans po3poOku MOOUTBEHHX J0AaTKiB. BiH mporoHye BUCOKHH CTeMiHb iHTErpamii 3
HatuBHUME API koxHOT mmardopmm.

KoxHa 3 1iux TexHOJIOTiif Ma€e CBOi CHIIBHI Ta ci1a0Ki CTOPOHH, 1 BUOIp 3aJI€KUTh Bl KOHKPETHUX
BUMOT TPOCKTY, BKJIFOYAaHOUX BUMOTH JIO MPOIYKTUBHOCTI, CKJIQJHOCTI iHTep(erCy, TOCTYITHOTO OIKETY
Ta pecypciB, a TaKOX JOCBINy Ta HABUYOK PO3POOHMKIB. PO3yMiHHS HUX KIFOYOBUX XapaKTEPUCTHK
JIOTIOMOYKE BUOpaTH HAHOUTBII BiIMTOBITHY TEXHOJIOTIIO ISl pO3POOKH KPOCIUIaT(HhOPMEHHOTO MOOIITHHOTO
noaatky. JIis 9iTKioro mopiBHSAHHS MU IIOPIiBHAEMO Yac 3alUTy Ha KOXKHiH 3 TexHouorii (pucyHok 1) [2].

Po3pobka kpocmmaTopMeHHUX MOOITBPHHUX JOJATKIB CTUKAETHCS 3 HU3KOI YHIKaIhHUX BHUKIIHKIB,
SIKi TOTPEOYIOTh PETEIBHOrO aHANI3Y Ta CTPATETivyHOTO MiIX0ay. BUpilieHHs X BUKIHMKIB € KIIFOYOBUM
JUISL YCHIIIHOT PO3pOO0KHM Ta BIPOBAKEHHS JOAATKIB, SIKI 3aJ0BOJIbHAIOTH MMOTPEOM KOPUCTYBAYiB Ha
pi3HUX MIaTdopmax.

—CyMicHicTh 3 pizHuMu tarGopmamu. OTHUM 13 TOJOBHUX BHKIIMKIB € 3a0€3MEUEHHS CyMiCHOCTI
JIOJTATKY Ha Pi3HUX OIEpaIiifHuX cucrteMax, Takux sk i0S ta Android. Ile Bumarae riarnbokoro po3yMiHHS
cnernudikaiiii KokHOI mIaTGopMHu Ta afanTailii JoJaTKy TaKUM YMHOM, 1100 BiH 30epiraB OJHaKOBY
(YHKIIOHATBHICTh Ta KOPUCTYBAIBKHUIA JJOCBI HA BCIX MPUCTPOSIX.

—IpomyKTHBHICTh JOAATKIB. BakmMBHM BHKIMKOM € 3a0€3MEUCHHST BHCOKOI MPOJXYKTHBHOCTI
JOJaTKy Ha BCiX LUIBOBUX MPUCTPOsiX. Pi3Hi omepaliiiHi cucTeMU Ta XapaKTEPUCTHKH 00JI1aTHAHHSA MOXKYTh
BIUIMBAaTH Ha TPOJMYKTUBHICTh, TOMY HEOOXIJIHO ONTHUMI3yBaTH IOJATOK Jisi 3a0e3ledeHHs IIaBHOT
poboTu.

—KoucucrentHicth iHTepdeiicy. 3a0e3nedyeHHs OJHOPITHOIO KOPHCTYBAIbKOro iHTEpdeicy Ta
JOCBily Ha pi3HUX IIaT(GOpMax TaKOX € BAXKJIIMBHM BUKIMKOM. PO3pOOHHMKM TIOBHHHI BPaxOBYBaTH
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PI3HUITIO B AM3aifHI Ta B3a€MO/Iii KOPUCTYBAYIB 3 PI3HAMH MPUCTPOSIMH, 32a0€3TeUyI0UH MPH I[bOMY €IHICTh
1 3py4YHICTh BUKOPHCTAHHSI.

—OHOBIIEHHS Ta MATPUMKA AonaTKiB. IlinTpuMKa Ta OHOBIEHHS KPOCIUIaT(HOPMEHHHX JOIATKIB
TaKOX € CKJIQJHUM 3aBJaHHSAM, OCKUIBKM 3MIiHHM Ta BUIPAaBJICHHS MOMWIOK MOTPeOYIOTH OJHOYACHOTO
po3ropTaHHs Ha pi3HUX MaTgopmax. Lle BumMarae 4iTKoro miaHyBaHHS Ta YIPABIiHHS BEPCIsIMH.

—besneka Ta koH}ineHUilHiCTE. BpaxoBytoun pi3Hi BUMOTH 10 Oe3meku Ha pi3HUX miatdopmax,
3a0e3meyueHHs] HAAIHOTO 3aXUCTy JAHWX KOPUCTYBAYiB € KPUTHYHO BaXKIWBUM. PO3pOOHWKM TOBHHHI
IHTEerpyBaTH HaAiMHI MexaHi3Mu mK(pyBaHHA Ta aBTeHTH(DIKaLli1, 3a0€e3MeUyI0UYH IPH ILOMY TOTPHUMAHHS
BiJIOBITHUX HOPM 1 CTaHJApPTIB KOH(IACHIIIHHOCTI.

REST API

178.2
108.6

174

162.4

Milliseconds

Puc. 1. [TopiBHSIHHS Yacy 3alHTy Ha Pi3HUX TEXHOJOTISNX

L1i BUKIMKHM BUMAararTh BiJl pO3pPOOHHKIB HE JIMIIIE TEXHIYHOI KOMIIETEHTHOCTI, aje i THYYKOCTi y
miXoJax 10 PO3pOOKH, a TaKOXK TIMOOKOTO PO3YMiHHS MOTped KIHIEBMX KOPHCTYBadiB. BMiHHS
e(eKTHBHO pearyBaTH Ha Ili BUKIMKH BU3HAUYAE YCIIiX KPOCIUIAT(POPMEHHOT'O IPOEKTY.

CrpykTypa Store B jaHoMy JOJaTKy po3poOiieHa Ul €epeKTUBHOTO YIPABIiHHS CTAHOM Ta JIETKOT
MacitadoBaHocTi. OCHOBHI cekIii StOre BKIIF0YaroTh:

—KopucTtyBaui: Store, sikuil ynpasisie CTAHOM KOPUCTYBauiB, BKIJIIOYAaOUM aBTOPHM3ALiI0 Ta AaHi
npogisro.

—Hani [aTepdeiicy: Store, mo MicTHTh cTaH iHTepdelicy KoprCTyBaya, BKIIOYAI0UH HaJallTyBaHHS
ta Ul-eneMeHTH.

—Hani Kareropiit: Store mist ynpaBmiHHS AaHUMH KaTeropid, BaXIMBUMHU AJsl Oi3HEC-JIOTIKU
JOIaTKYy.

Jns ympaBmines craHoM BHKopucTaHo React hooks Big Redux. lle mo3Bomsie edexTuBHO
iHTerpyBatu crad Redux 3 komnonentamu React, 3a0e3nedyroun JISTKHI OCTYII Ta OHOBJICHHS CTaHy.

Hotpumanns Best Practices mono Hopmamizauii gaHux y Store, mo pomomarae yHUKHYTH
IyOTFOBAaHHS TaHUX Ta CIPOIIYeE iX ynpapniHHs. Lle 3a0e3neuye Oinbir eheKTHBHE BUKOPUCTAHHS ITaM'sTi
Ta JIETIIe BICTEXKEHHsI 3MiH y CTaHi.

s 00poOKK acMHXPOHHMX il Ta cKIaaHoi Oi3Hec-1oriku inTerpyeMo redux-thunk ta redux-saga.
Redux-thunk BukOpuCTOBYy€ThCS Uil 0a30BUX ACHMHXPOHHHX oOrlepailiii, B ToW dvac sk redux-saga
3aCTOCOBYEThCS IS OUTBINI CKIJIQJHUX CIICHApIiiB, SIKI BHMAararoTh KepyBaHHS OaraTbMa MOOIYHHMHU
edexTammu.

VY po3pobieHoMy monaTKy BHKOpHcTaHo Redux anst meHTpanizoBaHOro ympasiiHHSA ctaHoM. Lle
J103BOJISIE €DEKTUBHO YIPABIISITH CKIIQJIHUMH JAaHUMH Ta 3a0€3MeUUTH OJJHAKOBUH MOTIK JJaHUX TI0 BCbOMY
Jojatky. Store oprani3oBaHO Ha OCHOBI TPhOX OCHOBHMX PO3[iNIiB: KOPUCTYBayi, JaHi iHTepdency Ta gaHi
kateropii. KoxxeH po3ain kepyerbest okpemuM reducer, mo crpomrye po3yMiHHS Ta MacIiTabyBaHHS KOy

[lpuiiasaTo MOAYJIBHMH WiAXiA, 1€ KOXEH acleKT CTaHy YIPaBISETbCS OKPEMUM MOJIYJIEM.
Hanpukinan, Momyns KOpHCTyBadiB BiANOBinae 3a Bci JaHi Ta [ii, MOB'SI3aHI 3 aBTOpU3AL€l0 Ta
iHpopmaLiero mpo kKopuctyBauiB. lle 3abe3neuye 4iTKe pPO3AUICHHS BiANOBIAANBHOCTI Ta MOJIETHIYE
PO3YMIHHS CTPYKTYpPH Store.
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JInst miABMIIEHHS POYKTHBHOCTI BIIPOBA/DKEHO TaKi TEXHIKHM, sIK Memoization i3 BAKOpUCTaHHAM
useMemo Tta useCallback y React, mo6 ynuxuytn nemorpiOunux rerenders. Cenextopu 3 Reselect
JOTIOMaraloTe e(peKTHBHO OOpoOIATH Ta BWIy4YaTH AaHi 31 store. Takox BUKOpUCTaHE Jedaye
3aBaHTaxkeHHs (lazy loading) ass BayKKMX KOMIIOHEHTIB Ta JTaHUX, IO 3HWKYE MOYATKOBE HaBAaHTAKCHHS
Ha JI0/1aTOK.

J1a peakTHBHOTO OHOBJICHHS CTaHy B IOAATKy BUKOPHCTOBYIOThCA XyKku useSelector 1 useDispatch
3 Redux. Lle mo3Bomsie React koMmoHeHTaM BiACTiAKOBYBaTH 3MiHM y CTOPI Ta BIAIOBIIHO pearyBaTé Ha
HUX, 3a0€3MeTyI0YH aKTyallbHEe BiJOOpaKeHHS JaHHX.

useSelector € XyKoM, sSIKHiA J03BOJIsiE BUTATYBaTh NaHi 3 Redux store 6e3mocepe b0 y KOMIIOHEHTI
React. Leit xyk mpuiiMae (QyHKIiO cenekropa siKk cBiii aprymeHT. DyHKIIiS celekTopa BH3HAYaE, sIKi
YaCTUHH CTaHy NOTPiOHO BUTATHYTH. Hanmpukian cran USEr sk Ha (PUCYHOK 2).

PeaktuBnicts: Komn cram y Redux cropi 3miHIOeThes, useSelector aBTOMaTHYHO BHKOHYE
MOBTOPHUM PEHJECPHHT BIINOBIZHOTO KOMIIOHEHTA, IO BHUKOPHCTOBYe Iei xyk. Lle rapantye, mio
KOMIIOHEHT 3aBXJ1 Ma€ aKTyaJbHi JaHi.

OnTuMmizaris: useSelector onTuMizye MPOTYKTHBHICTH 32 JOMOMOTOI0 IMOBEPXHEBOTO MOPIBHIHHS
pe3yIbTaTiB cenekTopa. SKIo pe3ynbTar cenekTopa He 3MiHUBCS, KOMIIOHEHT HE pepeHIepuThes [4].

useDispatch BUKOpHCTOBY€eThCS Jis BiAnpaBku Aiit 1o store Redux. Lleli Xyk moBeprae nmocuaaHHs
Ha QyHkito dispatch store, o 103BoJIsIE KOMIIOHEHTaM 3amyckaTu Aii Redux.

AxruBanig 3min Crany: Yepe3 dispatch KOMIOHEHTH MOXXYTh BiANPaBISATH [ii, SIKi aKTUBYIOTh
pentocepu B Redux. Lle € ocHOBHIM cIOCOOOM 3MiHM CTaHy B IOJIATKY.

I'myukicte: useDispatch moxe BuKopucTOBYBaTHCS [UIsl BiampaBku Oyap-skmx mgid Redux,
BKJTFOUAIOYH aCHHXPOHHI Aii, siKi 00po0siroThest middleware, Hanmpukian, 3a ronomororo redux-thunk a6o
redux-saga.

VY nmomatky mi XyKM BHKOPHCTOBYIOTBCS JJISI CTBOPEHHS BHCOKO DEAKTHBHOTO iHTEpQeicy.
Hamnpukian, y KOMIOOHEHTI, SKui BioOpakae iH(opMaIllio mpo KoprcTyBaya, BHKOpucTaHo UseSelector
JUIS BUTATYBAHHS ITUX JaHWX 3i store Ta useDispatch mnst BimnpaBku mii Ha oHOBiIEeHHS iH(OpMAIIi PO
KopucTyBada. Komu xopucTyBad OHOBIIOE CBiii mpodinb, Iis Biampaenserscs depe3 dispatch, i ctop

OHOBITIOETHCS, [0 ABTOMATUYHO 1HIIIIOE OHOBJICHHS BIAIOBIIHOIO KOMIIOHEHTA 3aBAKH useSelector.
import React from "react";
import { useSelector, useDispatch } from "react-redux";
import { updateUserAction } frem "./actions";

const
const user = lector( > state.user);
CONS )

const handlel,

dispatch

return (
<\ iew>
<Text>{ Welcome, ${user.name}’ }</Text>
<Button
onPress={ ' => handlelpdat - newUserData }
title="Update Profile"

Puc. 2. Ilpuknan 00OpoOKU TaHUX
B nonmatky BUKOpHCTaHO JeKiabka middleware 3 pi3HUMU HUIAMHU:

—Redux-Thunk. To3Bonse 06pobasiTt acuHxporHi ii. Ile Haa3BUUYaiHO KOPHUCHO IJIS B3a€MOJIT 3
30BHiIHIME API Ta 00pOOKHM aCHHXPOHHUX 3aIIHTIB.
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—Redux-Logger. BukopucToBy€eThCs /151 JIOTyBaHH Aii. 1]e momomarae BiCTeKyBaTH MOTIK il Ta
CTaHIB y JO/IaTKY, 10 € KOPUCHUM JIJISl HAJIArOJPKCHHSI.

—Redux-Saga. BukopucToByeThCsl U1l OUIBII CKIAJHUX ACHHXPOHHHX OIEpalliii Ta yrpaBIiHHS
nobiuanmu edextamu. Lleit middleware mo3Bossie OuTbI €PEKTHBHO YIPABISATH ACHHXPOHHOO JIOTIKOO
Ta 3abe3nedye Ounblly THY4KicTh, HDK Redux-Thunk [5].

Koxen 3 middleware BUKOPHCTOBYETBCS TSl KOHKPETHHX ITLTEH:

Redux-Thunk BUKOPHCTOBYETHCS [UIsi aCHHXPOHHHX [ill, TAKMX SK 3alUTH 10 0a3u JaHHX abo
3oBHIIHIX API Tak six Ha (prcyHOK 3).

Redux-Logger nomomarae y JoryBaHHi Mii Ta 3MiH CTaHy, IIO TMOJETIIyE pPO3pOOKY Ta
BlUIaromKEHHS.

Redux-Saga BUKOPHCTOBYETHCS JJIst OLIBIN CKIIJHUX CIIEHAPIIB, TAKKX K 00pOOKA MMOCITiJOBHOCTI
ACHHXPOHHUX Omeparliii abo BUKOHAHHS [Iiif Ha OCHOBI IEBHUX YMOB.

"https://api.example.com/user");
await response A

ch({ type: "FETCH_USER_SUCCESS", payload: data });
error)
dispatch({ type: "FETCH_USER_ERROR", error });

Puc. 3. [lpuknan Bukopucranus Redux Thunk

Middleware inTerpoBani B Redux store ctannapTHuM criocodom 3a noromororo applyMiddleware 3
Redux. Ile 3a0e3neuye riiajke BIpOBaKEHHS MiJJIBApiB Ta IX B3aEMOJIiI0 3 OCHOBHOO JIOTiKOI0 Redux.

Brnpopamxenns nux middleware 3Ha4HO TOKpaIIye mpoIec po3poOKH Ta TECTyBaHHS:

Pozpobka. MimBapu, ocobmmBo Redux-Logger, HanaroTh BaXIMBY iH(MOpPMAITiIO Mix 9ac po3poOKH,
0 JoToOMarae INBHAKO imeHTudikyBaTu Ta Bumparmatd nomuiakd. Redux-Thunk i Redux-Saga
MOJIETIIYIOTh POOOTY 3 ACHHXPOHHHUMHU MpoliecaMu. SIK mij] yac 3amuTiB UIsi OTPUMAHHSI BEJIMKOTr0 00’ €My
JTAHUX SIKi BioOpakeHi Ha (PUCYHOK 4).

TecryBanns. Middleware m03BoisitoTh OBl €()eKTHBHO TECTYBaTH aCHHXPOHHI [ii Ta MoOiuHi
epextu. [uTerpamis 3 TecToBUMH (DpeiiMBOpKaMu, Hamnpukiaa, 3 Jest, M03BOJsE aBTOMATHU3yBaTH
TECTYBaHHSI aCHHXPOHHOT JIOTIKH.

w G -
Search
Games

Boston Celtics Miami Heat vs Charlotte Hornets
N3t 2019-11-26

Charlotte Hornets.
Tlira: NBA
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BucHoBku.

VY crarti mpoBeneHO BceOIUHMI aHami3 KpocIuratrGopMeHHOI po3poOKH MOOITBPHUX IOMATKIB, 3
oco0imuBHUM akueHToM Ha React Native, po3risiHyTo KIIFO4OBi OCOOIMBOCTI, BUKJIMKH Ta MPHHIUIN POOOTH
i€l maatdopmu, a TaKoXK JETANBHO OMMCAHO 11 apXiTEeKTYpHI MiIXOAM Ta MeXaHi3M B3aemoaii Bridge mix
JavaScript Ta HATHBHIM KOJIOM.

3aBIsKU CBOIM yHIKaJbHIM 3JaTHOCTI MOEJIHYBAaTH HATUBHI KOMIIOHEHTH 3 THYUKicTio JavaScript,
React Native BigkpuBae MHMPOKI MOXKJIHMBOCTI UIsl po3poOHUKiB. Lle m03BoMsie e)eKTHBHO CTBOPIOBATH
BHCOKOTIPOXYKTHUBHI MOOUTRHI JTOAATKH, 110 3a0€3MeUyI0Th YyI0BUil KOPUCTYBAILKUN AOCBIJ HA Pi3HUX
mwiarpopmax. OmgHak, ycmix y Kpocmuiar(opMeHHiH po3poOIi Takok BHMarae TIMOOKOTO PO3YMiHHS
BUKJIMKIB, MTOB'A3aHUX 3 YIPABIiHHIM NPOIYKTUBHOCTI, CYMICHICTIO Ta O€3MEKOI0.

JochiauBium MOXIIHBI cITOCOOM B3aeMOJii JaHWX B CepeArHI AOAATKy 0e3 Ta 3 BUKOPHUCTAHHIM
npuHIUmiB 6i6miorek ReduX omHO3HAYHO CTae 3pO3yMiso, IO iX BHKOPHUCTAHHS MPHUIIBHIIIYE Ta
MiHiMi3ye nporiec po3pooku. 11lo 103BosIsE 30cepeKYBaTHCh TIIBKU HA OCHOBHUX aCIEKTaX PO3POOKH.

3pemroro, React Native — me moTyxHuHil IHCTpyMEHT y pyKaxX pO3pPOOHHKIB, SIKHH, 32 YMOBH
MIPABUIIEHOTO BUKOPUCTAHHSA MOXKE 3HAYHO 301LTBIITUTH €PeKTUBHICTH PO3POOKH Ta PO3IIHPUTH TOCSHKHICTh
MOOUTFHUX AOAATKIB. YH HIeThCS PO cTapTanw, o IIyKarTh IIBUAKOTO BXOAY Ha PHHOK, YU PO BEJHKI
KOMIIaHii, sIKi MparHyTh OXOMUTH MaKCUMaJbHO IIUPOKY ayauTopiro, React Native mpormonye THyuki Ta
e(eKTHUBHI PillIeHHs T PO3POOKH MOOITHHUX JTOAATKIB.
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MPOBJIEMU 3AXUCTY IH®OPMAIIIL Y BIPTYAJIBHUX IPUBATHUX
MEPE/XKAX TA BIZBUTTSA ATAK HA WEB-JIOJATKH

Kappamyk B.C., boprhuk K.f., Barnok H.B. IIpo6iemu 3axucty indopmanii y BipTyaJbHHX HPHBATHHX
Mepe:kax Ta BiiouTTa atak Ha Web-1o0aaTku.

VY cTaTTi pO3rISIHYTI Cy4acHi MpoOieMu 3aXucTy iHdopmarii y BipTyalbHUX IPHUBATHUX MEPEkKax, 1[0 BHKOPHCTOBYIOTh
TexHouorito VPN, ctocoBHO MaciTaboBaHOCTI, THYYKOCTI aAMIiHICTpyBaHHs, BUMOT JI0 I JKJIIOYEHb Ta BapTocTi. Jyist peamizartii
JOCHiKEHHS BiTOUTTS ataka Ha WEB-mo1aTKu 32 JOIIOMOTOI0 €BPUCTHYHOTO METOY MIPOaHANi30BaHa Ta JOCTiKeHa HEHPOHHA
Mepexa aJanTUBHOI-pe30HAaHCHOI Teopii. 3amponoHoBana MoAH(iKOBaHA CTPYKTYpa, alTOPUTM HaBUYAHHA HEHPOHHOI MEpexi Ta
PpilIeHHS 00 yCYHEHHS HEAOMIKIB i1 poboTu. B pesynpTari nociimkeHHs HaMideH] HOAa bl IUIIXH YAOCKOHAICHHS aTOPUTMY
HaBUYaHHS HEHPOHHOI MEpEeXi, 1110 HallpaBiIeH] Ha 30UIbIICHHS KITBKOCTI BiTONTTS arak Ha WEB-nonatku

KimrouoBi ciioBa: nprBaTHa Mepexa, Oe3reka mporpaMHoro cepenosuina, 3axuct WEB-nonatkis, HeiipoHHa Mepexa,
BIIOWTTS aTak, alTOPUTM HaBUAHHSI.

Kardashuk V., Bortnyk K., Bahniuk N. Problems of protecting information in virtual private networks and
defending attacks on Web-applications.

The article discusses the current problems of information protection in virtual private networks using VPN technology,
in terms of scalability, flexibility of administration, connection requirements and cost. For the implementation of the study of the
reflection of the attack on WEB-applications using the heuristic method, the neural network of the adaptive resonance theory was
analyzed and researched. A modified structure, learning algorithm of the neural network and solutions to eliminate the shortcomings
of its operation are proposed. As a result of the study, further ways of improving the learning algorithm of the neural network aimed
at increasing the number of repelling attacks on WEB applications are planned.

Keywords: private network, security of the software environment, protection of WEB applications, neural network,
reflection of attacks, learning algorithm.

AxTyaasHicTb nocaimkenns. Virtual Private Network (VPN) e po3mipeHHsIM pUBaTHOT MEPEXi,
0 3IHCHIOE CBOIO po0OTY uepe3 Mepexy Internet. VPN mae kopucTyBadam MOKJIMBICTH MTOCIATH JaHi
MDX JBOMa KOMIT'FOTEpaMH I10 3arajbHOJOCTYIHIA a0 BIIKPHUTIH Mepexi B Takid Croci0, mo iMiTye
BJIACTUBOCTI KaHaniB 3B'si3Ky tuny P2P (Peer-toPeer) [1]. Lle poOuth BignaneHuii koMn'rorep GpakTuaHO
YaCTUHOIO MPUBATHOI MEPEXKi NIUISIXOM CTBOPEHHSI 3alIM(POBAHOTO TYHEITIO B 3aTaIbHOIOCTYITHIH MEpPEexi.
Texnomoris VPN po3B'szye mpoOieMu, M0 CyNpPOBOKYIOTH TEHIEHII0 10 30UThIICHHS OO0CsTY
JUCTAHIIHHOI poOOTH 1 MHUPOKOMY TOIIMPEHHIO TII00ATHHIX OTIEpalliid, e CIiBpOOITHIKY MIOBUHHI MaTh
MOJKJIUBICTb 3'€/IHYBATHUCS 13 IEHTPAILHIUMU PECypcamMy i B3a€EMOJIISITH OJIMH 3 OJTHUM.

IlocranoBka mpodJjemu. TpaaumiliHi MeTOMM 3'€MHAHHS BifmaieHHX o(iciB 3 KOPIOPATHBHOIO
MEpEKEI0 MOJSATAIN B TOMY, LIO IMiAKIFOUSHHS MPAIFOBAJIO 110 3aralibHIi Mepexi, mo komyTyerbest, PSTN
(public switched telephone network), abo BukopucTartu cremnianaizoBady opeHaoBany WAN (wide area
network,), BHKOPHCTOBYIOUH (hpeiimM-peTpaHcisaTOp ab0 CHHXPOHHY cxemy npotokosry PPP (Point-to-Point
Protocol) [2]. Lli MmeTonn BUMararoTh 3HAYHUX BUTPAT Yacy Ha aJMiHICTPyBaHHS i JOBOJI HE JEIIEBi B
obciyropyBanHi. TuIOBa CHHXpOHHa cxema, IO ymnpasise ¢peliMoM-perpancisitopom PPP  abo
nexinbkoma PSTN miHisiMH, CTAHOBUTB 1CTOTHI PEeTyJIsIpHI BUTpaTH KoMIaHii. JKoiHe i3 IIUX pillieHb He Jae
HEeoO0XiAHOT MacTaboBaHOCTI B TEpMiHaX BapTOCTi, THYYKOTO aJIMiHICTPYBaHHS i BUMOT JI0 ITiAKIIIOYEHb.
ToMy Mae ceHC 3aMiHUTH MOJIEMHI IyJX i iHPpacTpyKTypy NPUBATHUX MEPEX MEHII JOPOTUM PILLICHHSM,
3aCHOBaHUM Ha TexHoyorii Internet, mo0 Oi3Hec Mir 3o0cepeAnTHCS HA O0JIAcTAX WOTr0 OCHOBHOI
KOMIIETeHIIii. 3a J0moMororo Internet-pillieHHS BChOTO KilbKa IHTEPHET-MIKIIOYCHb 4Yepe3 CIIyKOu
inTepHer-npoBaiinepis (Internet Service Provider abo ISP) i komm'torepu VPN-cepBepiB MOXYTb
00CITyroByBaTy OTPeOH BiIaJIeHOT poOOTH B MEpeXki KITIEHTIB 1 (iiii.
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MeTo10 cTaTTIi € TOCTIIKEHHS Ta pO3pOOICHHS eBPUCTHYHOI cucTemu 3axucty WEB-nonaTkis, mo
Mae ICTOTHI MepeBaru MOPIBHSIHO 3 ICHYFOUMMH Ha ChOTOHIIIHIN JCHh METOIaMH JCTCKTYBAHHS 1 BITOUTTS
aTakK.

AHani3 ocraHHix gocaimkeHb i myOmikamiii. [isuibHiCTH, MOB'I3aHa 3 KOH(DIrypyBaHHAM i
crBopeHHsiM VPN, Bimoma sk poOota y BipTyanbHili npuBatHiidi Mmepexi. LL{o6 emymoBatu 3B's130k P2P,
JaHl 1HKAICYJIOIOTECS a00 BKIIIOYAIOTHCS Y MAaKeT, IPU [bOMY 3arojioBOK MICTHTH iH(QOpMAII0 TpO
MapUIpyTU3alliio, J03BOJSIFOUN JaHUM NEPETHHATH 3arajbHONOCTYNHY a00 BIAKPUTY MEpEeXy TPaH3UTOM
IUIsL AOCSITHEHHS Micus pu3HavueHHs. [y eMynsnii npuBaTHOTO 3B'SI3KY 1 MIATPUMKH KOH(iASHIIHHOCTI
MMOCHJIAIOTh JaHHI, mo 3ammdpoBani. [lakeTn, mepexoruieHi B 3aralbHOAOCTYITHIN BIOKPHUTIA MeEpexi,
MepealoThCsl y 3amu(poBaHOMY BUTIISAL 1 Oe3 KIIFOUiB KOAYBaHHS iX HEMOXUIMBO BiaTBOpuTH. VPN-
MiAKIIOYESHHS JO3BOJIAIOTH KOPUCTYBavaM, IO MPALIOIOTh BiIaJIeHO, 3'€JHyBaTHCS O€3MeYHUM CIIOCOO0M
3 BIJJAJICHUM CEpBEpPOM OpraHizalii, BHUKOPHCTOBYIOUM 1H(PACTPYyKTypy MaplupyTu3amii, Mo
3abe3medyeThest Mepeskero Internet.

3 mormany kopuctyBada VPN-TiAKIOUeHHS € NpsSIMUM TiAKIIOYEHHSIM MDK KOMIT'TOTEPOM
KOpHCTYBaua i cepBepoM opranizaii. [Ipupoga npoMikHOT Mepeski HeCYTTEBa [ KOPHCTYBava, TOMY IO
oMy 37a€Thesl, Ha4eOTO 1aHi TOCIaHi Mo CIeliali30BaHOMY IIPUBATHOMY 3B'S3KY.

VPN nos3Bomsie kopmopamii 3'emayBatucs 3 ¢imisMp abo 3 IHIIMMH KOMIAHISIMH  TIO
3arajibHOAOCTYMHINA Mepexki (Tumy Internet) mpu migTpuMIli BUCOKOi Oe3meku 3B'si3ky. B 000x Bumankax
Oe3revyHe MiAKIIOYEHHS 10 MIKHApPOIHIN Mepexi BUIIIAAAac Ui KOPUCTyBada SIK MPUBATHUH 3B'A30K,
HE3BKAIOYH Ha Te IO IeH 3B'SI30K MPOXOAUTH IO CYCIIIBHIN MIXXHAPOIHINA Mepexi.

106 natu KOpHCTyBauaM MOJIMBICTh 3'€IHYBATUCS 3 OOUMCIIOBATEHUMHE PEeCcypcaMu OpraHizarii
HE3aJICKHO BiJl IXHBOT'O MiCIlsl pO3TallyBaHHS, KOPHOPALlisi TOBUHHA PO3TOPHYTH MaclITaOOBaHEe PillICHHS
BiJlIAJIEHOTO JOCTYITy. SIK mpaBmiio, Kopropaiii BUOHparoTh ad0 Take pillieHHs, Y IKOMY BHYTPIITHEOMY
BiIIUTY 1H(QOPMAIIfHAX CHCTEM MOPYYA€ThCS 3aKyMiBIsA, YCTAaHOBKAa W MIATPUMKA MOJEMHHX IIYJIiB
oprasizarii i iHppacTpyKTypu mpuBaTHOI Mepexi; a0o BuOupawts VAN (value-added network) pimienns,
y SIKOMY BOHH OILIA4YIOTh CYOJOTOBIp 3 IHIIMMHU KOMITaHiSIMU Ha KYIIiBITIO, YCTAHOBKY i 00CITyTOBYBaHHS
MOJIEMHUX ITyJIiB 1 iHPAaCTPyKTypH TeIeKOMyHikaii [3].

Bupimenns npodsemu. 3 BUKOPUCTAHHSM 3B'SI3KY MiX KIiEHTaMH Ha cepBep opradizaiii abo Ha
cepBep mocepeanuka MepexHoro goctyny NAS (network access server) [4], kopucTyBad mija’ € IHYEThCS
o iHTepHeT-mpoBaiinepa. VPN-kimieHT cTBOptoe VPN-MiIKIIOYeHHS MiX KOMITIOTEPOM BiIIajIeHOro
nocryny i VPN-cepBepoM opranizaiii mo Internet. Bukopucranus VPN-TexHoNOrIi 103B0JIsS€ KOMITAHIT
CKOPOTUTH WIOMICSAYHI PEryJIsipHI BHTPAaTH Ha IIBWAKOJIIOYI CXeMH. BUKOpHCTaHHS 3B'S3Ky depes
MICIIEBOTO iHTepHET-TIpoBaiiepa Ha 0PiCHUX caiTax i €IMHOI IMBUIKOMIFOYO0] CXEMH B 3arallbHOMY Odici
JIO3BOJISIE KOMIIAHIT 3pOOWUTH KibKa IIBUAKOJIIOYHMX ITiIKIIOYeHb, KEPYBaHHS OBepiieeM (peimy-
peTpancisiTopa, 00CIyroByBaHHs apXiTeKTypu Mapiipytusainii WAN i moB'si3ani 3 HUIMHY iCTOTHI peryJisipHi
(hiHaHCOBI 1 aJIMiHICTPAaTUBHI BUTPATH.

Icnye nBa meronu BukopucTtaHHs VPN-texHosorii i MiIKIIOUYEHHS JIOKAIBHHUX MEpeX Ha
BinanieHux caitax. Ilepmmii Meron - 3aBxau BitoueHa VPN. BukopucranHs BHUIUICHUX JIHINA 1715
migKIoYeHHs Giniid 1o nokaiabHOI Mepexi opranizamii (LAN). 3amicTe TOro mo0 BUKOpPHCTATH JOPOTY
CHeliai3oBaHy cxeMy Mixk (iJisiMU i KOPIIOPATHBHUM IIEHTPOM, MapIIPYTHU3aTOPH sIK (iTii, Tak i eHTpa
MOXKYTh BUKOPHCTATH MiCLIEBY CIEIlialli30BaHy CXeMY i MiCIIEeBHI iHTepHET-TIpoBalep IS i IKIFOYeHHS
no Internet. Ilporpamue 3abesmeueHHss VPN BHKOPUCTOBYE MiAKIIOYEHHS 10 MICHEBOrO iHTEpHET-
npoBaiinepa # Internet mist ctBopeHHs VPN Mk mapmpytusatopoMm ¢imii ¥ HeHTpaIbHUM
MapUIpyTU3aTOPOM KOMIIaHii.

Hpyruii meron - BkiodeHHss VPN 3a BUMoroo. 3amicth TOro 1mod matu y ¢igii MapuipyTi3aTop,
10 J03BOJISIE POOUTH 3’€IHAHHS 10 KopropatuBHOTo abo NAS-cepsepy, mapiipytusarop ¢iiii Moxe
BUKJIMKATH MICIIEBOTO iHTEpHET-TIpoBaiiiepa. Mapumpytuzatop ¢inii BHKOpUCTAae MiAKIIOYEHHS 10
MICIIEBOTO iHTEepHET-TpoBaiiiepa Juisi cTBopeHHst VPN-migkmodeHHs Mk MapmpytuzatopoM (imii i
LIEHTPAJIbHUM KOPIIOPATUBHUM MapuIpyTu3aTopoM 1o Internet.

B 0060x Bumaakax 3aco0u, 0 BiMOBIAIOTE 3a 3'€qHaHHs (iiH 1 meHTpanbHOro odicy i3 Internet, €
JIOKaJbHUMU. Byap-sKuil 13 IMX MiaX0AiB J03BOJISIE KOPIOPALil YHUKHYTH JOJATKOBUX BUTPAT Ha 3B'I30K
MIXK KJTIEHTAMH, ITOB'SI3aHUX 3 BUKOprcTaHHsaM PSTN-minili, a00 BUTpaT Ha OPEHIOBaHUIN KaHaN, TOMY IO
00H/IBI CTOPOHM POOIATH ONMIKHI MiKITIOYEHHSI OPEHAOBAHOI'O KaHalIy JI0 CBOTO iHTEpPHET-IPOBalAepy.
[aTepHeT-ipoBaiinep Mae cmpaBu i3 mpoOieMamMu MPOMIKHOTO MEPEXKHOro 3B'SI3Ky, i3 MpodieMamu
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IHTepHEeT-MapIIpyTH3aLii i J03BOJIOM IMEH CalTiB, TOOTO BCi CKJIaJHOCTI BHIY4eHi 3 poOOTH TI00ambHOT
MepexXi NUIIXOM BUKOpUCTaHHA VPN-MiAKIIIOYeHHS MiXK caldTaMu.

IIpu  Bukopuctamni  koHQirypamii  VPN-TigKiIrfodeHHS  UEHTPANbHHNA  KOPIIOPAaTUBHUI
MapHIpyTU3aTop, o aie ik VPN-cepBep, moBuHeH OyTH MOB'A3aHUI 3 MiCIIEBUM iHTEPHET-IPOBaiAEPOM
0 BHIIJICHIN JTiHIi, 1110 3aBX/IM BKIIFOUCHA 1 TIPUHMAE 3alUTH HA i JKIFOYCHHS 1[1J101000BO.

€ Oararo cuTyalliid, KOJIH KOpPIopaIlisi Xxoue MaTH MiAKIIOUYeHHS TUTBKU PH HEOOX1AHOCTI, TaK II0
T IKITFOYEeHHS MOXKYTh OyTH CKOH(IrypoBaHi abo sK "3aBXIH BKIFOUEHi", 00 K "BKIFOYEHI 32 BUMOTOI0",
AK1 aKTHBI3yIOTHCS TINBKH TPU HeoOXigHocTi. B o0'emHaHmMx mepekax AESKHX OpraHizaliii 4acTHHA
BIJOMYMX [aHUX HACTUIBKH CEKpeTHa, IO MicIleBa Mepexa BiIIiTy (i3MdHO po3'elmHaHA 3 IHIIOO
YaCTHHOIO 00'eTHaHOT Mepexi opranizamii. TakuM MpuKIIagoM MOKYyTh OYTH JIaHi BiIUTY KaapiB KOMIaHii,
10 OJIOKYIOTBCS BiJl 3arajlbHOTO JAOCTYIY, a00 mosiTrka Microsoft, o ckianaeTbest B OJIOKYBaHHI TaHUX,
10 CTOCYEThCS PO3POOKU CEPBEPIB, BiJl IEPCOHANY, III0 HE BXOIAUTH Y KOJIO PO3POOHUKIB.

ITo cyTi, Halikpamuii criocid rapaHTii TOTO, IO JIaHi He OyIyTh CKOMIIPOMETOBAHI, IOJISATAE B TOMY,
mo0 B3arani 3a00pOHUTH 3B'A30K, pealizyloud "TOBITPSHHNA 3a30p" MDK 3aXHIIEHUMH pecypcaMu i
3araJIbHIM MEPEKHUM JIOCTYIOM. Xoua Iiel MeToj 3axuiae KoH(DineHIiiiHy iHdhopMaIliio BiTy, BiH
CTBOPIOE TIPOOJIEeMH AOCTYIy A0 iHQopmamii s KOPUCTYBadiB, HE 3B'A3aHUX (DI3UYHO 3 OKPEMHUMHU
JOoKaIbHUMH MepexkaMu. Texnounoris VPN 3a6e3nedye pimeHHsl, 10 J03BOJISE IOKATBHIA Mepexi BIAILTY
3B'A3yBaTHCS 3 00'€JHAHOIO MEPEKEI0 OpraHizallii, ajie Ipy HOMY 3IMIIATUCS TEXHIYHO EKPaHOBAaHOI i
3axMIleHol 3a Jonomorow VPN-cepsepa.

VY 1iit koHbirypamii Mepexa (pi3UdHO MiIKII0Yae eKpaHOBaHY MEPEXY BIIILTY 10 1HINOI YaCTUHH
kopropamii. OgHak BUKOpUCTOBYIOUM VPN-cepBep sIK IITI03 0 MEPEKEBUX PECYPCiB €KPaHOBAHOTO
BiJIITy, MEPSIKEHHN aJMiHICTPaTOp MOXKE TapaHTyBaTH, IO TUILKKU Ti KOPHCTyBayi 00'eqHaHOi Mepexi
oprasizarlii, siIki MalOTh BiAMOBigHI TOBHOBakeHHs (credentials) (3acHoBaHI Ha TOMITHI HEOOXiTHOTO
piBHS TOIH(OPMOBAaHOCTI B MeXaxX KOMIIaHii), MOXYTh BCTaHOBIOBAaTH VPN-minkmouenass 3 VPN-
CEpBEPOM 1 0JIepKyBaTH AOCTYII J0 3aXUIICHUX PECYPCiB BiIIiy.

Kpim TOrO, Bech 3B'I30Kk MiX BigmaneHor pobodoro cranmiero # VPN-cepBepoM moxe OyTH
3amuppoBaHuil s 30epekeHHs KoH(iaeHmidHocTi manux. llnsxom Bukopuctanas VPN-cepBepa sk
U033, KOPUCTYBAaui, 0 HE MalOTh HAIC)KHUX TOBHOBAXCHb, HE MOXKYTh MEPETIISAATH JIOKaJIbHY MEPEKY
BIJIZIITY, @ KOPUCTYBAYi, 110 MAFOTh HAJICKHHUI JTO3BLI HAa IOCTYII, MOXKYTb NIEPETIIAAATH JIOKAIbHY MEPEXKY
BiJIITY 3 TOTPUMAHHSM ITOBHOI TAEMHOCTI 1 3aXHCTOM I10 BHYTPIIITHIN Mepeki KOMMaHii.

Takum ymHOM, VPN n03BOJISIE BHPIMIMTH LTy HHU3BKY NpOOJIEM TMOB'3aHy 3 3a0e3MeUeHHSIM
KOMITIOTEpHOT O€3MeKH Ha Cy4acCHOMY €Tarli PO3BUTKY TTI00abHIX MEPEK.

[omo mpobGiiemMu cTBOpeHHs Oe3neyHoro cepenoBuina as GyHkiionyBanHs WEB-nonatkis, ciif
3a3HAYNTH, 110 HE JUBIAYUCH HA TE, II0 y CYYaCHOMY CBiTi iHpOpMAIIHHUX TEXHOIOTii iCHye OaraTo
PO3po0OK, SIKi IOKIIMKaHI CTBOPUTH Oe3neuHe iHdopMarliiiHe cepeIoBHIIe, CTBOPUTH MOBHICTIO Oe3reduHe
CepeIoBHIIE UII KOHKPETHOTO JI0JIaTKa BOHU IIie He 3AaTHi. Ha choromHImHIN IeHb CTBOpEHiI HaiitHi
cUCTeMH IHU(pyBaHHs, Oe3MeYHI KaHaIN TOCTYIY, BUCOKOe(hEeKTHBHI OpaHaAMayepH, alie KiHIleBa TOYKa
MEpexi, sIKa sBisge co0oro y Oinbirocti Bunankie WEB-nomaTok, € cnado 3axuieHoro abo He3aXHIIeHO0
30BCIM.

[IpoBiBmIu neTanpHUI aHATI3 BiIOMOCTEH PO MeTOu 31ilicHeHHs atak Ha WEB-nomatku, 6araro
(axiBIiB B 00JacTi OE3MEKH CXOJATHCS B JYMIIi, 110 MOKJIMBO CTBOPHTH OOMEXeHY Oe3mid BigOWTKiB
(curnaryp) arak, SKi MOXKYTb OyTH BUKOPHCTaHI JJIsl BUSBJIICHHSI Ti€i UM iHIIOT aTaKd 3 JIOCUTh BUCOKOIO
HMOBIPHICTIO.

Ha crorognimHuiid 1eHp HaWOUIBII YCHIIIHMM 1 MOMYJIIPHUM NPOTPaMHUM OpaHIMayepoM, LI0
crerfianizyerbes Ha 3axucti WEB-goaatkis, € nmpoexkt ModSecurity [5]. Lleti Opanamayep siBisie o000
MOJYJIb JUIsl IIHPOKO po3moBciomkeHoro WEB-cepsepa Apache. Moayinb siBiasie co000 (QinbTp sSKUi
nepesipse POST, GET i COOKIE napamerpu, fKi NepeaaloThCsl MiX KOPUCTYBaueM 1 BiJJaleHUM
cepBepoM y Mepexi Internet.

Baprto 3aznaunTh, mo ModSecurity BUMarae KpomiTKOrO ¥ TOYHOTrO HallaIITYBaHHS 33 y4YacTio
¢daxiBus 3 Oesnexku WEB-cepBepy. HamamtyBanHs wmozmyns "3a 3aMoBuaHHAM" HE MOXYTb
BUKOPUCTOBYBATHCS JJIS 3aXUCTY KPUTHYHUX 10 IpoHUKHeHHS WEB-no1aTKiB (HanpuKiaz eIeKTPOHHUX
0aHKiB 200 ENIEKTPOHHUX Mara3uHiB).

Cripo6o1o cTBOpUTH HalOLIBII MOBHY KOH]irypauito ans ModSecurity 3 ypaxyBaHHSIM O17IbIIOCTI
MOJJIMBUX Bapialliil aTak MO)KHa BBaKaTH peKoMeHpalii, omyomikosani B [6]. Lle monermmno podoty 3
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HACTPOIOBAaHHS MOAYJIS, OJHAK TOCITYTH (axiBIs A afanTallii 3araTbHIX PEeKOMEHAallil 3 HACTPOIOBAHHS
ITiJ] KOHKPETHI 3aBIaHHS yCe IIe MOTPiOHi.

ModSecurity Ma€ iCTOTHHIT HEJJOMIK — BIZICYTHICTh PETYJIIPHOTO OHOBJICHHS 0a3 cHUrHaTyp atak. Jlo
HEJIOJIIKIB [LOT'O MOJYJIS BapTO TAKOK BiAHECTH Te, IO BiH OMEPYE JIHIIE KOPCTKO 3aaHUMHU PaBUIIAMH
il He Mae eBPUCTUYHUX aJTOPUTMIB JUISA JCTEKTyBaHHS Bapialliii BIIOMHX aTak i MomepeKeHHs HOBHX
tumiB arak. Kpim Toro nii ModSecurity He BpaxoBYyIOTh iHAWBITyadbHUX ocoOmmBocTed Bcix WEB-
TOJIATKIB, SIKi MOXKYTh oOciyroByBarucs onanM WEB-cepBepom.

VY 3B'S3Ky 3 ONWCAaHUMH BHIIE HENOJIKaMH iCHYIOUMX pimieHp mo 3axucty WEB-momatkis
3amporoHoBaHO cuctemy mobymoBu 3axucty WEB-nmomatky i WEB-cepBepy, mo peanizye eBpUCTHYHI
MOJKITUBOCTI 32 JOTIOMOTOI0 MAacWBY HEWPOHHUX MepeX aJdalnTHBHO-PE30HAHCHOI Teopii, SKi OmepyroTh
nBiifikoBuMu ganumu. Cucrtema mpaiioe Ha cboMoMy piBHI Moaeni OSI i, 3aBAsKu CBOIM YHIKaJIbHUM
BJIACTUBOCTSIM, JI03BOJISIE HE TINBKH €(PEKTUBHO OOPOTHUCS 3 iICHYIOUMMH TUIIAMH aTakK, ajie i momnepemKaTu
MPOBEACHHS HOBHX THIIB aTak. OCHOBHOIO MEpeBarol0 CHCTEMH € Te, [0 BOHA HE MOTPeOye OHOBICHHS
0a3u curHaryp, 60 OyAyeTbCS HAa €BPUCTUIHOMY aJITOPUTMI.

3a oCHOBY JOCIHIPKEHHs 0OpaHa MoJielb HeWPOHHOT Mepeski afanTHBHO-pe3oHancHoi Teopii (APT)
[7]. Cepen Oesmiui BKe BiIOMUX MOeNell HEMPOHHHX Mepex Il Mepea CX0XKa MO CBOii poOoTi 3
MIPOIIECOM MUCIICHHSI JTFOAUHU. BoHa Mae 3aTHICTh IpuitMaTH pillieHHs o0 moAioHoCTI iHpopmaii, sika
Hajildna, 3 iHpopMali€ro, mo Bxe 30epiraeTbes y nam'sati. Mepexa APT-1 31aTHa npuiiMaTH pillieHHS
Ha OCHOBI paHillle OTPUMAHOTO JOCBIAY (IaHMX).

Bbazosa apxitekrypa mepexx APT (puc. 1) Bkirouae Tpu rpynu HeiipoHis: oine F1 BXimHUX 00poOHIX
HEHpOHIB, IO CKIIAJac i3 ABOX IIAPiB €JIEMEHTIB, ap Y-HEHPOHIB po3Mi3HABaIbHUX HEHPOHIB 1 Kepyrounit
HelipoH R. Apxitektypa mepexi APT-1 kpim HasBHOCTi 6a30B0i IpyITH HEHPOHIB Ma€ TOATKOBI 3B'I3KU i
enementu G1 1 G2 (puc. 2).

Puc. 1- Ba3oga apxitrektypa mepexi APT Puc. 2 — Apxitektypa HEHpOHHOT
Mmepexi APT-1

HeiiponHa mMepexa aJanTHBHOI-PE30HAHCHOI TeOopii BiJTHOCHTH BXiIHE 300paKeHHS O OJHOTO 3i
c(hOpMOBaHMX KJIACIiB y TPOIIeCi HAaBYaHHS, SKIIO BOHO BiJIIOBiJIa€ 3a/IaHOMY KPHUTEPi0 MOTIOHOCTI i y
JIOCTaTHBLOMY CTYII€HI MOAIOHO 13 MPOTOTUIIOM LbOTO Kiacy. Jaii BinOyBaeTbcs Moaudikallis BXiJHOTO
300paskeHHA AJ1s1 O1IBLIOT BiAMIOBITHOCTI 13 MPONOHOBAaHUM 300pasKeHHSAM — KOPETYIOTHCS Bard 3B’ A3KiB.

[Tone F1 BxigHnx oOpoOHUX HEWPOHIB CKIIAAAETHCA 13 JBOX IIAPIB — BXIJHOTO APy S-€JIEMEHTIB 1
iHTEepdelicHoro 1apy Z-eleMeHTiB. BXigHui map cnpuiiMae NporoHOBaHE 300paKeHHS W Tepenae
oTpuMaHy iHpopMalito HeiipoHam iHTepdelicHoro Z-mapy i kepyrouoMy HelpoHy R.

Koxnwuii enemenr Zi (i = 1, ..., n) inTepdefcHOro mapy nos'si3aHuii 3 KOXKHAM ejeMeHToM Y] (j =1,
..., M) miapy, oo po3mi3Hae, 3 Y JBoMa BujaMu 3B's3kiB. CurHamu 3 intepdeiicHoro mapy 10 mapy Y
MEPeNalThCs 3B'I3KaMH, 10 HAyTh 3HU3Yy Haropy 3 Baroro WI1ij, a i3 po3mi3HaBaJIbHOTO IIapy J0

inTepdericHoro — 3B's13kamu Barut W2ji, (j=1,...,m,i=1, ..., n).
Hap Y € mapom KOHKYpPYIOUHX HEHPOHIB, 10 3MaratoThcsl. Y OyAb-SKUi 4ac KOKHHUM e1eMeHT Y]
(G =1, ..., m) po3mi3HaBaAIBLHOTIO MIAPY MOXe IepedyBaTH B OJHOMY i3 TPhOX CTaHiB: | — aKTUBHUIA, Oepe

y4acTh y 3Maranusax; ) — HeakTHBHHA, ajie HEeHPOH MOKe OpaTh y4acTh y 3MaranHsx; —1 — 3araibMOBaHUH,
He Oepe y4acTh y 3MaraHHsAx Mpy Npea'sBICHHI TOTOYHOTO 300pasKeHHS.
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[Ticns mpen'siBieHHsT BXiZHOTO 300pa)K€HHS aKTHBHUM 3aMIIAE€THCS TUIBKM OIWH HEHPOH, IO
po3mi3Hae (HeHPOH-TIEPEMOKEIIb), BCI 1HIN Y -eJIEeMEHTH MAIOTh HYJIbOBI a00 HEraTUBHI BUXIiJIHI CUTHAJIH.
Buninenwii HeWpoH, MO PO3Mi3HAE, JOMMYCKAETHCA 0 HaBYAHHS BXITHUM 300pa’KEHHSIM TLTBKH B TOMY
BUTIAJIKY, KOJHM HOT0 BaroBUH BEKTOP 3B'SI3KiB 13 mapy Y Ao mapy Z noxiOHuid A0 BXimHOTO BekTopy. Lle
pillleHHs] MPUIMAETbCs 3a TOOMOror R-HelipoHa i mapameTrpa moaiOHOCTI, a TaK CaMO CUTHAIIB, LIO
HAIXOIATh 13 BXITHOTO ¥ iHTep(EHCHOTO IIapiB eJICMEHTIB.

Slkmo oTpuMmaHMI mapameTp MOMIOHOCTI 3aJ0BONBHSE 33/J[aHOMY MapaMeTpy MOoIiIOHOCTI, TO
MPOMOHOBaHE 300pakeHHA KIacu(iKyeThCs, MIOAO BHIINIEHHX KJIACIB NMPH HaBYaHHI, BiAOyBaeTbCs
KOPEKTYBaHHS Bard 3B'A3KiB. SIKIIO >k mapameTp MOMIOHOCTI HE 3aJOBOJIBHSE 3aJJaHOMY HapaMeTpy, TO
MMOTOYHUH HEHPOH-TIEPEMOXKEIlh 3aralIbMOBYETHCS ¥ TIOYMHAETHCS TOMTYK 1HIIOTO HEHpOHA-TIEPEeMOXKIIS 3
HEHPOHIB, IO 3alIMIIMIIKCA, po3mi3HaBaibHOro mapy Y. Ilpu cutyarii, konu Bci HeHpoHHW mIapy, IIO
pO3IIi3HaE, 3araJbMOBaHi, BUALTSETHCS HOBHI KiTac 300pakKeHHS i KOPEKTYIOThCSI Bard 3B'3KiB.

Jns monmanemioro po3mi3HaBaHHS BXITHUX 00pa3iB 3MOJenboBaHA HAAOyAOBa Hall BEPXHIM
pO3Mi3HABATHHUM IapoM HeipoHiB. BoHa sBisie 3 cebe MaTpHITIO BiAIOBIAHOCTEH, HA TOPU3OHTAI SKOi
pO3TalIoBaHi HOMEpH 300paXKeHb, a MO BEPTUKANI — HOMEpa HEWpOHIB-TIEPEeMOXKIIB. Y mporeci
po3mi3HaBaHHS, 3HAIOYM HOMEp Y -HEWpOHa, IO CHpAIlOBaB, MOXHA OJIEPIKATH BECh CITMCOK MOJIOHHMX
BXIZTHOMY €TaJIOHHHUX 300paxkeHb. LI mporpamHa HanOymoBa MOJNIETTIIYE TPOIleC aHalli3y, HaJae JIFOINHI,
AKIIO e OyAe HEOOXiAHO, TOSCHEHHS TOT0, YOMY OyJI0 IPUHHSTE T€ UM iHILE PillleHHS.

[Tpu onvicy anropuTMy BUKOPHCTAIUCS HACTYIIHI MO3HAYSHHS: M — MAKCUMAaIIbHE YHCIIO EIEMEHTIB,
0 PO3MI3HAIOTh; N — YHCIIO KOMIIOHEHTIB y BXiTHOMY BeKTopi; Sk — N-mipHUii OiHapHUN BXiTHUI BEKTOD,
k=1, ..., 0; g — uncno BximHux BekTopis; UBuxS = (UBuxSl, ..., UBnxSm) — Bxiguuii map; UBuxZ =
(UsuxZl, ..., UsuxZn) — inrepdeticanii map; UsuxY = (UBuxY1, ..., UBuxYm) — map, mo po3mi3Hae;

|IX|| - Hopma BekTOpy X; ||Z|| — HOpMa BekTOpy Z; P — 3amanuii mapamerp moaiouocti, 0<p<1; Psh
— oTpUMaHH apameTp moxioHocti; W1ij — Bara 3B's3Ky Big enmemenrta Zi (i =1, ..., n) go enementa Y] (j
=1, ..., m); W2ji — Bara 3B's3Ky Bij enemenTa Y] 1o einemenra Zi (j=1, ...,m;i=1,...,n); L — koHCcTaHTa,
110 MEPEBEPIIYE OAUHULIIO.

[IpencraBumo anroputm HaB4aHHS Mepexi APT-1 kpok 3a KpokoM.

Kpoxk 1. Inimianizaris mapaMeTpiB, 3aBJaHHs OYaTKOBUX 3HA4YeHb: N, m, L, p, BariB 3B'a3kiB Wijl
ta Wji2, mapiB BXigHOro, iHTepdeiicHoro Ta posmizHaBansHoro Wijl = 1/(1+ n); Wji2 = 1, (UBuxSi = Sik
,UBnxZi =0, nei=1, ..., n).

Kpox 2. Iloku He BUKOHYIOTBCS YMOBH 3aBEpILIEHHS, BUKOHYIOTbCA Kpoku 3 — 14 amroputmy
HaBYaHHSI HEHPOHHOT Mepexi.

Kpoxk 3. s koxxHoro BxinHoro 300paxenHs Sk (k =1, .., q) BUKOHYIOTbcs Kpoku 4 — 14,

Kpok 4. 3agaroTbcst Hy/IbOBI BXiZJHI CUTHAJIM BiX €IE€MEHTIB, 1110 PO3Mi3HAIOTh, y mapi Y; UBuxYj =
0,j=1, .., m.

Kpoxk 5. O04nciroeTsCcst HOpMa BEKTOPY BUXIHUX CUTHAIIIB HEMPOHIB BXiTHOTO LIapy:

n
| UBixS [| = [ISK]| = | Uniss | = S41= 35,5 .
i=1

Kpok 6. ®opmMmyroThes BXijIHI i BUX1/IHI CHTHANIU eleMeHTiB iHTepdeiicHoro mapy: UsxZi = UBuxSi,
i=1,...,n; UpnxZi=UBxZi,i=1,...,n.

Kpox 7. Jlns koxHOro He 3araibmoBaHoro Y-meiipona (UuxYj 7 -1) po3paxoByeTbcs iHOro
BUXIJTHUHA CUTHAI:

n
UBnxY] = Upuxyj = ZWijl “Upuxzi, j=1, ..., m.
i=1

Kpox 8. [Toku He 3HaiiieHO Y-HEHpOH, BaroBUil BEKTOP SKOTO BIIIMOBIAHO JI0 33aHOTO 3HAYCHHS
napametpa nogioHocti P Bingnosigae BXiqHoMy BeKTOpy Sk, BUKOHYIOTBCS Kpoku 9 - 12.

Kpok 9. ¥ mapi Y-He#poHiB BU3HaYa€Thes HepoH Y, 110 3a10BosbHse yMoBi: UBuxYJ > UpuxYj],
=1, .., m.

SIKo TakMX eJEeMEHTIB JCKibKa, Te BUOUPAETHCH €IIEMEHT 13 HaWMEHIIUM iHAEKCOM. SIKIIo BCi
eleMeHTH po3mizHaBanbHOro mapy UpuxYJ = — | 3arajibMoBaHi, BBOKAETHCS, 110 BXIiTHE 300paXKCHHS HE
Moxe OyTH KiacudikoBaHe.

Kpox 10. Po3paxoByroTbcs BuxinHi curnanu Z-enemenris: UpnxZi = UpnxSi WJi2, i=1, ..., n.
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Kpok 11. O6uuncnioerbess HOpMa BEKTOPY BUXITHUX CUTHANIB IHTEPPEHCHOTO Mapyro:

n
|| UsuxZ || || UBI/IXZ ” = Z UBuxZi-
i=1

Kpok 12. O6uncnroerbes napamerp nomnioHocti Psh: Psh = |[UsuxZ|| / ||Sk]|.

Skmo Psh < P, To6To ymoBa He BHKOHYyeThCs, eineMeHT YJ 3aranmbmoByerbes (UBuxYJ = — 1),
3MIACHIOETHCS MEPexXif] 10 KPOKy § anropuTMy HaBYaHHS HEHPOHHOI MEpexi.

Sxmo Psh > P Tta ymoBa MOXJIMBOCTI HaBYaHHS HeMpoHa YJ BHKOHYETHCS, TOAl 3IIMCHIOETHCS
Mepexij] 10 HACTYIHOTO KPOKY alITrOPUTMY.

Kpox 13. Aganrtytotscs Baru 3B's3kiB enementa YJ. Wijl = (LUBuxZi)/(L-1+||UsuxZ|)), i=1,...,n;

WIi2=UBuxZ, i=1, ..., n.

Kpok 14. IlepeBipsitoTbcs yMOBH 3aBEpIICHHsS. YMOBaMH 3aBEpIIECHHS POOOTH MOXKYTh OyTH:
BiACYTHicTh 3MiH Bar Wijl Wji2 , Ko mpoTarom iHTepBaity abo JOCSTHEHHS 3a1aHOTO YMCIIa.

Kpox 15. 3aBepmienns po6oTu.

3aco0u kommneHcaunii HenosdikiB Heiiponnoi mepe:xki APT-1. Jlns ycyHeHHs HemolnikiB pobotu
HEHPOHHOI Mepexi B po0O0Ti 0yJ10 3po0sIeHe HACTYITHE:

- U pO3B’sI3aHHS MPOOJIEMHU TOPYIIEHHS AWHAMIYHOCTI CHCTEMH HPUHHSATO PIIIEHHS MOOYA0BU
MojieTli HEeHpOHHOI MepeXi 3 KOMOIHyBaHHAM JWHAMIYHUAX 1 CTaTHYHUX MacuBiB. [lMHAMiuHI MacuBU
JI03BOJIATH PO3LIMPIOBATH MEPEKY Ha CKUIBKHU 1ie OyJe HeoOXimHuM. ['paHuIi0 po3MIMpEeHHI0 HEHPOHHIN
MepeXi CTABUTH JIUIIE OOCAT OTEpaTHBHOI TaM ATi KOMIT I0Tepa.

— ISl PO3B’I3aHHS MPOOJIEMH MOKIIMBOTO HEBIPHOTO pO3Mi3HABAaHHS 00pa3iB, KOJIW MIPH HE3HAYHIH
3MiHI MapaMeTpiB JABIMKOBHI BEKTOp OTPUMYE IYyXKE 3HA4YHI 3MiHM, SIKi BiIOMBAIOTHCS Ha pe3ybTaTi
pO3Mi3HaBaHHsI, TPUHHATO OCOOMMBI MpaBUiIa KOAYyBaHHS BXigHUX mapametpiB. [Ipu oOpaHux mpasuiax
KOJyBaHHS OJTM3bKI 110 CBOIN CyTi 3HAYEHHS BXIJHHUX apaMeTpiB MarOTh OJMU3bKI MO IBINKOBINA CTPYKTYPi
KOJIH.

—JUIS CIIOCTEPEKEHHS 32 MPOLIECOM IMPHUUHSATTS PIlICHHS HEHPOHHOI MEPEKEro, 10 KJIACHYHOI
CTPYKTYpPH MeEpeXi TOJaHO CHeIliaJbHI MacHWBH, IO AWHAMIYHO PO3IIHPIOIOTHECA. Y [HX MacHUBax
30epiraeTbcsi BCsl iCTOpiS BEKTOPIB, MO0 OyJM TOB’s3aHi 3 KOXHHUA HEHPOHOM Mepexi. AHami3 miel
iHpOpMaIIii J03BOJISE 3pOOUTH BUCHOBOK YOMY caMe Mepeka MPHUHHSIIA T€ UM iHIIe pileHHs. Takox I
iHpoOpMallis T03BOJISIE 3pOOMTH WHIBHIKE IEPEHABYAHHS OKPEMO B3SATOrO HEHPOHA 3 BHKIIOYCHHSIM
TTOMIJTKOBO PO3Ii3HAHOTO BEKTOPY (Taki Aii HA3UBalOThCA ""BiIKATOM cuCcTeMU").

Y nockoHajieHa CTPYKTypa HEHPOHHOT Mepexi 300pakeHa Ha puc. 3.

PE3YNBTAT |

ObrpyHTYBaHHs BUBOPY

|

BcranoenenHs koedidieHty
noaiGHocTi

Puc. 3 — MoaudikoBana ctpykrypa mepexi APT-1
Jnist ToMNiNIeHHsT SKOCTI po3IMi3HaBaHHS 00pa3iB po3po0lieHy cremialbHy CHCTEMY HEHPOHHHX

Mepex. s koxxHoi cropinku WEB-m1oaaTKy, 1110 3aXHIIa€ThCS, BiIBOJAUTHCS OJIHA HEHPOHHA Mepexa, siKa
Hece B co0i iH(opMaliiro mpo Bei JeriTUMHI il 3 Hi€ro cTropiHkoro. HeliponHa mepeska, 1110 3aXUIIa€e OKPEMO
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B3ATYy CTOPiHKY, Ma€ He TUTbKH 3[aTHICTH 3amaM'sTOBYBATH JIETITUMHI Jii KOpHCTyBaya, ajie i BiApi3HATH
JeTiTUMHI Aii Bif HeneritiMHUX. OKpiM HaOOpY HEHPOHHUX MEPEeX, IO 3aXHUIIAIOTh OKPEMi CTOPIHKH
WEB-nonatky, icHye me ofHa [I0JaTKOBa HEWpPOHHA Mepeka, IO BIAMOBiZae 3a KiacHQikarliio
kopuctyBauiB. Kiacudikariisi KOpucTyBadiB MOTPiOHA JIsi TOTO, MO0 BCTAHOBIIOBATH JUII HEHPOHHHUX
Mepex, IO 3axXuInaTs cTopinku WEB-ngomaTky, mapaMeTrpa moaiOHOCTI BiMOBITHO IO KOXKHOTO Kiacy
KopuctyBada. lle moTpiOHO mis Toro, moO HEWpoOHHAa Mepeka craBwiacs A0 i "momo3pimux"
KOPHCTYBadiB 3 OLIBIION0 "yBarorw".

TakuM YMHOM CTaHIapTHA CTPYKTypa HEHPOHHOI Mepexki B Mpoleci JOCIiPKeHHsS 11 HEJOJIKIB,
0710 PO3B’sI3aHHS KOHKPETHOI 3a/1ayi, HaOyna mesknx HOBHX pHc. Jlo HeHpoHHOI Mepexi Oyno 1oaaHo
crierianbHi OJTOKU 1S 30epiranHs icTopii MO KOKHOMY HEMpOHY, a TaKOXK OYyJ0 BBEIEHO CHEIlialbHU
MEXaHi3M YIpaBIiHHA 3MIHOI HapaMeTpa MOAiOHOCTI JUIsl KOKHOI MEPEexi, 10 3aXUIIae OKPEMO B3STi
cropinku WEB-nonatky.

[Ticns omeprkaHHs pe3ynbTaTiB Kiacudikallii KopucTyBada (HEHpOHHA Mepeska 3I1iBa Ha puc. 3) Ta
BCTaHOBJIEHHS Koe(ilieHTy MOAIOHOCTI BiMMOBIAHO 3aJaHUX NpPaBUI, MOIUQIKYIOTHCS Koe(]imieHTH
MONIOHOCTI 7151 KOXKHOT 3 K HEWPOHHUX MEPEK, 10 3aXullaTh cTopinku WEB-noaatky.

Slxmio mepina Mepeska, o BiMOBifae 3a Kiacu(ikamiro KOPUCTYBaviB HE 3HAWIIIA BiAMIOBIAHOTO
BIIOWTKY BEKTOPY, TO BBAXATHCS, II[0 KOPUCTYBAY paHille He poOUB HISKUX [ii, Ki MOTJIH BUKIUKATH
"migo3py" y cucteMHu 3axucTy. B TakoMy BUMAKy [T HEHPOHHUX MEPEX, M0 3aXHUIA0Th cTopiHkn WEB-
JOJATKY BCTAHOBJIIOETHCS JEsIKE 3HAYCHHS MapaMeTpa MoIi0HOCTi 32 3aMOBYAHHSIM.

Komm meperka, 110 BifimoBinae 3a KiacuQikaIlito KOpICTyBadiB, 3HAXOUTH Y CBOIH aM’SITi BiIOUTOK
BEKTOPY MOIIOHUI 10 BEKTOPY, 1110 HAIIUIIOB, TO JAJI HEHPOHHUX MEPEK, 10 3aXUIIAI0Th CTOPiHKH WEB-
JIOJIATKY, BCTAHOBJIIOETHCS OLIbII HU3BKHM KOE(DIIIEHT MOMIOHOCTI, TOOTO cucTemMa Oyjie CTaBUTHCS JO
TaKOT0 KOPUCTyBada OiIbII peTeNbHO, 00 HOTo il paHilie BUKIUKAJIH MMig03py.

Hetiponni Mepexi, o 3axumiarTh cTopiHkd WEB-101aTKy HpaIfoloTh 3a TaKUM Ke TPUHITUIIOM,
SIK 1 HSWpOHHA Mepeka, 110 Kiacu(]ikye KOpUCTYBaYiB, ajie pe3yJIbTaTH PpOOOTH MEPIIO] IHTEPIPETYIOTHCS
3 TOYHICTIO J0 HaBmaku. Komm HelpoHHa Mepeka 3HaWIUIA y CBOIM mam’ATi BiIOMTOK BEKTOPY, IIO
HAJIMIIOB Ha BXOJH, TO MOBEAIHKA KOPHCTYyBada BBAXKAETHCS HOPMAIBHOIO, 00 HA MOYATKOBOMY eTari
HEHPOHHY MepeKy HABUMIIH TOHSTTIO "HOPMAJILHOI TIOBEIIHKA" .

Slkmo HeWpoHHA MepeXka, 10 3axXHIlae OKpeMo B3sTy ctopinky WEB-nmomatky, He 3HaX0auTh
BiJIMIOBITHOCTI BXIJHOTO BEKTOPY IO 30€peXEHHX paHillle BEKTOPiB, TO CUCTEMa MOYMHAE CTEKHUTH 32
TaKUM KOPUCTyBaueM. SKIIO KiJIBKICTh JIiH, 1[0 BU3UBAOTH "3aHETIOKOEHHS" Y CUCTEMH NIEPEBUIIYE JIEAKE
3a3[aJieTib 3aflaHe 4YHCio, TO cucTeMa J00aBise€ BiIOMTOK KOpPHCTyBaya 0O HEHPOHHOI Mepexi
kjacugikamii KOpUcTyBadiB 3 MOMITKOI "Mmino3pinuii kopuctyBau". OcTaHHE O3HA4Yae€, 10 KoedimieHT
MO1iIOHOCTI JJIsI TAKOTO KOPUCTYBaya 3MEHIIIYETHCS 1 SIKIIO BiH y OJANBIIOMY Oy/ie MpoBOANTH ""Timo3pimi"”
i, TO cucTeMa KiacU(piKye HOro sk 3JJ0BMUCHUKA 1 Oj10Kye Horo moctyny 10 WEB-nonaTky 3 Buga4or0
TIOB1IOMJICHHS a/IMiHICTPATOPy CUCTEMH.

AnMiHICTpaTOp, MPOTIISTHYBIIM BUCHOBOK CHCTEMH 1 MiTBEPIUBIIH, 110 KOPHCTyBada OyJI0 BipHO
kJacu(ikoBaHO SIK 37I0BMHUCHUKA, THM CAaMHM HaBYa€ CHCTeMY. TaKuM YWHOM, YUM Oijblle Yacy Mpaltoe
cucrema, TUM Oitbine iH(opMarlii BoHa Mae.

Tpeba ocoONMBO 3a3HAYNTH, IO CUCTEMA MOXKE IIIJIKOM MPAIIoBaTH 0€3 BTpYYaHHS aMiHicTpaTopa
TIPH BiJIMOBITHAX HAJAIITYBAaHHSX MapaMeTpiB "JIOsIIBHOCTI" CUCTEMH.

PesyabTaTtu pocaimkenb. Heiiponni mepexi, siki 3axumaroTb okpemi WEB cropiHku caiity,
NPAaLIOIOTh [0 aHAJIOTITYHOMY NPUHILMITY, ajie Pe3yibTaT iXHbOI POOOTH IHTEPIPETYETHCS 3 TOYHICTIO JI0
HaBMAaKW: K0 Oylia 3Haii/leHa BiJIMOBIHICTh BXITHOTO BEKTOPY B MaM'ATi MEPEXi, TO Ie HOpMallbHA
CHUTYaIlis, a SIKIIO BiAMTOBIIHOCTI HE 0YJ10 3HAIIEHO, TO, MOJKIIBO, MH MAEMO CIIPABY 3 aTaKOI0 i HEOOX1THO
OB MITBHO CTEXKUTH 32 IOTOYHUM KOPHCTYBaYeM.

BucHoBku. 3anpornoHoBaHuii MeTo]] o0y 10BH eBpUCTUYHOT cucTeMu 3axucty WEB-nonaTtkiB mae
ICTOTHI IIEpeBary MOPIBHIHO 3 ICHYFOUHUM Ha ChOTOHIIIHIN JEHb METOIOM JIETEKTYBaHHS 1 BIIOUTTS aTaK
Ha ocHOBI ModSecurity.

o nepeBar cucteM 3aXucTy Ha 6a3i 3alIPONOHOBAHOIO METOy MOXHA BiJHECTH:

—3/IaTHICTh J0 BUSIBJICHHS HOBHX THIIIB aTakK, KOJM CHUIHATYpHHUH aHaii3 Oe3CHIMH y CHIy CBOET
CTaTUYHOI IPUPOAY;

—CHCTEMa HE BUMAarae BiJTHOBJICHHsI CUTHATYp, TOMY 1110 3aCHOBAHO HA aHOMAJiAX MOBEAIHKH, TOOTO
He 1oTpedye po3poOKM 1 MIATPUMKH AOBOJI HE AemeBOi iHPpacTpykTypu y Mmepexi Internet, sika 6
JIO3BOJISIIIA PETYISIPHO OTPUMYBATH OHOBJICHHS CHTHATYPHHUX 0a3;
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—Jla€ MOXJIUBICTh BiJCHiAKOBYBAaTH [ii KOpHCTyBaya, IIO HEOJHOPAa30BO POOUTH cIpodu
MPOHHUKHEHHS, TOOTO "cliAKye" 3a KOpHCTyBaueM BIPOJIOBK YCiX UKIiB pobotu 3 WEB-g0aaTkoM;

—TIOBHICTIO aanTyeThes min ocobmuBocti WEB-nogaTky mo 3axumae.

Sk moka3zanu MpoBe/ieH1 eKCIIEPUMEHTH, CHCTEMA 3aTHA BUSBIIATH aTakH, sIKi He OyJI0 BUABJICHO Ha
MOTIEPE/IHIX eTanax cKaHyBaHHs Hi OpanamayepoM, Hi GineTpom ModSecurity. [Ipu gocratHpOMY mepioai
HaBYaHHs €BPUCTUYHA CUCTEMA 3/1aTHA BUABIATH 110 40% Takux aTak.

Po3pobnennii MeTox MoOXKe 3aCTOCOBYBATHCS SK B SKOCTI JIOJaTKOBOI JIAHKHM 3aXHCTy y BKE
ICHYIOUHX CHCTEeMax 3armo0iraHHsi BTOPIHEHb, TaK i B SIKOCTI CAMOCTIHHOI CHCTEMH BUSBIICHHS Ta BiJOUTTS
aTax.
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BUPIHIEHHS 3AJAUYI OITUMAJIBHOI'O POSMIINEHHSA OBJIAJJHAHHA METOAOM
IFEHETUYHUX AJITOPUTMIB

Kocrenko O.B., Ky3zenkoB O.0. BupimenHs 3aaadi onTHMAaJILHOr0 PpO3MillleHHSI O0JIAAHAHHS METOA0M
TeHeTHYHHX AJrOpUTMIB. 3a/1adi JIOTICTHKY € HEBIA'€MHOIO0 YaCTHHOIO MisIIBHOCTI OaraThOX IIJNIPHEMCTB Ta OpTaHi3aIlii y
BCHOMY CBITi. BupimeHHS IMX 3aBiaHb BHMarae e(eKTHBHOTO YIPaBIIHHSA pecypcaMH, ONTHMAIBHOTO PO3MIIIEHHS Ta
TpaHCHOPTYBaHHS. [IJIs1 MaTeMaTHYHOTO MOJEIIOBAHHS JIOTICTHYHHX 3a/lad BUKOPHUCTOBYETHCS MaTeMaTHYHE IPOrpPaMyBaHHS.
Buxkopucrano ontuMizaniifHy 3agady HUTOYMCETBHOTO (IUCKPETHOTO) MPOTPaMyBaHHS - 33734y PO PO3MileHHs 00JafHAHHS.
Tounuii po3B’sa30k 3amaui po3MimeHHs oOmagHaHHA NP-ckmamgaumii. PosrnmsmaioTbes HaOMMKEHI PO3B’SI3KM 33 TOMIOMOTOIO
€BPUCTUYHHUX AITOPUTMIB.

EBpucTHYHI TEXHIKH ONTHMIi3allil, BUKOPHCTOBYIOTHCS Yy BHUPIIICHHI CKIaJHUX KOMOIHAaTOpHHX 3amad. ['eHeTHuHMiA
ITOPUTM € MiJIXOJI0M, SIKHIA BiToOpaxkae MPUPOTHIIA CBOJIOIIIMHII MPOTIEC, 0 BiI0YBAETHCS B CBITi )KUBUX OpPraHi3MiB,. 30KpeMa
CXpeIlyBaHHs, MyTalii Ta celeKuii (IPUPOTHOTO BiIOOPY) MPH PO3BUTKY MOIYJIALIH KUBUX ICTOT. Y MOMYJISALIT KOXKEH 1HIUBIT
KOJye pIIICHHS 3a/adi M0 OOYMCIIOETHCS y CBiif TeHOM. HacTynHi NOKOJIHHS CTBOPIOIOTHCS Yepe3 onepaTtopu pekoMOiHaril
BJIACTUBOCTEH OATHKIB Ta BUIAJAKOBHX Bapiawiil BracTuBocTeil yepe3 mytawii. s BHOOpY KpaIioro pillleHHs] BHKOPHCTOBYETHCS
(hyHKIIS TPUCTOCOBAHOCTI. BibI mprCcTOCOBaHI iIHANWBIAN MArOTh OUIBIINIA IIIAHC HA TIPOJOBXKCHHS poay. [ eHeTHYHI anropuTMu
3aBISKU Tapajeli3oBaHiil KOHCTPYKUil Ta QyHKUIi MPUAATHOCTI € LUIHHUMH 1HCTPYMEHTAaMH JUIA TOIIYKY PO3B’A3KY CKJIQTHUX
3a1a4. OCHOBHHMM 3aBJIaHHAM IIPH BUKOPUCTAHHI TEHETHYHHX aJITOPUTMIB € MOIIYK OYaTKOBUX 3HAUYCHb IAPAMETPIB aIrOPUTMY,
a TaKO’ JOUIIBHOCTI 3MiHM ITapaMeTPiB MiCIIs PO3PaXyHKY JEKIIBKOX TTOKOJIHb.

Jis 3aa4i mpo oNTHMaNIbHE PO3MILICHHS 00JIafHAHHS PO3TIITHYTO HaOMIKEHHUH PO3B 30K 3a JOTIOMOTOK0 TeHETHYHUX
ITOPUTMIB. 3anporoHOBaHMII Ha0ip IMOYATKOBUX MapaMeTpiB TE€HETHMYHOro anroputMy. OTpHMaHHI pe3yNbTaTH MOXYTh
BHUKOPUCTOBYBATHCS IS IOCIIJDKEHHS Ta BUPIIICHHS JOTICTUIHHUX POOIIEeM.

Karwouogi ciioBa: ontumanbHe po3MillieHHs 00J1aTHAHHS, TCHETUYHUHN aJrOPUTM, JOTiCTHYHI 3a1a4i, ['A.

Kostenko O., Kuzenkov O. Solving the facility location problem by genetic algorithms. Efficient facility location is
a critical component of logistics and supply chain management, impacting the cost-effectiveness and responsiveness of distribution
networks. The Facility Location Problem (FLP) is a well-established optimization challenge that involves determining the optimal
placement of facilities to serve a set of demand points. This article presents a novel approach to address logistic problems
formulated as FLPs using Genetic Algorithms (GASs).

Genetic Algorithms are evolutionary optimization techniques that have shown remarkable success in solving complex,
combinatorial problems. In this study, we adapt and apply a genetic algorithm to find solutions for real-world logistic problems,
focusing on facility location decisions. The proposed approach harnesses the power of genetic algorithms to optimize facility
placement, considering factors such as transportation costs, demand patterns, and facility capacity constraints.

The article outlines the formulation of logistic problems as FLPs and explains the adaptation of genetic algorithms to
solve them. It discusses the design of the genetic algorithm, including the representation of solutions, genetic operators, and the
fitness function, which accounts for various logistics objectives. Through a series of experiments and case studies, the article
demonstrates the effectiveness of the genetic algorithm-based approach in optimizing facility location decisions, ultimately leading
to reduced operational costs and improved service quality.

The results highlight the capability of genetic algorithms to find near-optimal solutions in a reasonable amount of time
for large-scale logistic problems. Additionally, this study offers insights into the trade-offs between various logistic objectives and
provides decision-makers with valuable tools to make informed facility location decisions.

Efficient facility location is a critical component of logistics and supply chain management, impacting

Keywords: FLP, Facility Location Problem, Genetic algorithm, GA, integer programming.

Beryn. EdektuBHe posrairyBaHHS O0'€KTiB € KPUTHYHO BRXKJIMBOIO CKJIAJOBOIO JIOTiICTUKH Ta
VIIpaBIIiHHS JIAHIIOTOM MOCTaYaHHs, KA BIUTMBAE HA BApTICTh Ta MIBWJAKICTh HamaHHs mociyr [1, c. 19].
3angaua posramyBanus oonagnanus (Facility Location Problem, FLP) € no6pe BuBU€HOIO ONTUMI3aLiHHOIO
3ajgadelo, siKka mnependavae BU3HAYEHHS OINTHMAJIbHOTO PO3MIIICHHA OO'€KTIB AN 3MEHIICHHS CyMHU
BIJICTAaHEW 110 KJIIEHTIB y MiHI-CyMHIH ITOCTaHOBI 3ajia4i, a00 3MEHIICHHS MaKCHMMaJibHOI BiJCTaHi 10
KJIIEHTA Y MIHI-MaKCHIH MOCTaHOBII 3ajadi. Y Il CTaTTi PO3MIISIHYTO MiAXiJT BUPIMICHHS JOTICTUYHHX
npo6iieM, cpopmynboBanux sik FLP, meronom po3s’sizky FLP oOpano renernununii anroputm (I'A).

IMocTanoBKka 3amaa4i. Po3poOuTu mporpaMy ska 3a 3aJaHIMHA KOOPJAWHATAMH BY3JIIB MEPEXKi, Ta
KUTBKOCTI 00’ €KTIB HaTaHHS MOCIYT Oye MPOBOIUTH IMOIIYK ONTHMAIBHOTO PO3MIIICHHS ITUX 00’ EKTIB.
BxiaHi naHi Ha#alOTECS y BUTISIAL TEKCTOBOTO (ailly 3 KOOpAWHATAMH CHOXXHMBAYiB MOCTYT 1 KUIBKICTh
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00’€KTIB 0OCITYyrOBYBaHHS. pealli3yBaTH MOXJIHMBICTh Mepeaadi mapaMeTpiB PO3B’sS3YI0UOrO alTOPUTMY.
[loTpiOGHO 3HaliTH onTHMabEHE PO3MIIIEHHA 00’ €KTIB HAJaHHA MOCIYT Take, Mo0 cyMmMa BiJCTaHed Bif
CHOXHMBaYiB /10 HailOmmk4oro 00’ekTy oOciIyroByBaHHA Oyia MiHiManbHa.. SIK MaTeMaTHYHY MOAETb
BHKOpHCTAaTH 3amady posramryBaHHsA 00’ektiB (FLP). SIk MeTon po3B’si3Ky 3aCTOCYBaTH T€HETHIHUI
ITOPUTM.

IIpocra 3agaua po3mimenHs 00’€KTiB HA Mepexi - e MaTemaTHuHa (opmaiizamis, sKa
BUKOPUCTOBYETbCS NpPU NPUHHATTI pilIeHp IOAO BUOOPY MiCUb PO3MIIIEHHS MiANPHEMCTB, IO
BUPOOJISIOTH ONHOPIMHY NPOIYKIiI0 IJisi 3aJ0BOJIGHHS BCTaHOBIeHoro mnomurty. Hexait icmye M
MOXUIUBHX Ta N Micb COXKBaHHS (TOYOK monuty), M < N, po3ramoBaHux y By3iax Mepexi G(V,U),

e V :{vl,...,vn} - MHOXMHA BepIIUH, U = {ul,_,,,up} - MHOXHMHa pebep Mepexi. 3anani Benuuunu D i
i=L..n; 0, i=L...m;(c ) i=1...m, j=1...,n, e

« b j = HOMHT Y TOYIL CTIOKUBAHHA | ;

* () - BUTPATH Ha 3aIlyCK MiJANPUEMCTBA B JiI0 l:

* C, - BapTICTh BUPOOHHUIITBA OAMHHUIII IPOAYKIIii B MIiCIIi pO3MIIIIEHHS l:

* C; ; - BUTPATH Ha JIOCTaBKY OJIMHHMIII TPOAYKIIi 3 Micss BupoOuunTea | B TouKy crioskuBanHs

BBakaeThcs, 10 KOKEH CIIOXKHUBAa4Y OOCIYTOBYEThCS OJHUM IiAnpueMcTBOM. LlinboBa QyHKIiA
3ajadi - 3arajbHi BUTPATH Ha PO3MIILEHHS MiJIPUEMCTB Ta OOCIYrOBYBaHHS IOMHUTY - MOBHHHA OyTH
MiHimi3oBaHa. [IpocTta 3amaua po3mileHHsI HA MEpEeXi 3alUCYEThCS B BUI1

n
0 - -
.4+ mind,; > min -
ieR j=1 iR Rc[t,...m]
ne qi’j =bi(ci +Ci,j) y | :1,...,m y J :1,...,n .

3amady po3MillleHHS Ha MEPexXi BiqHOCATH 110 uucyia NP-ckiagHa (CKIaHICTh 3a1a4 JUCKPETHOT
orrtuMizarii). J{is meskux KimaciB MpOCTHX 3ajad PO3MIIIEHHS Ha Mepexi moOyaoBaHi e(eKTUBHI TOYHI

anroputmu. HaiiGinpim BinoMumu € 3a1adi i3 38’ s3aHuMu Ta kBaziomykmumu Matpursmu ( J;) j ). Marpuns

(qi,j ) KBaziomykia, AKmo juist Oyap-akux j=1,...,n i 1<i, <i, <i; <m, i, ; 3maX{Qi1,j?qi3,j}-

Marpuus (; j ) 3B’s13aHa, Ko 11t Oyb-skux 1<1i, k <m pizuums (qi’ i — k. ) sminmoe 3HaK
He Oijblle OAHOrO pa3y IPU MOHOTOHHIM 3MiHI j=1,...,n. B 3aragpHOMy BHUIaAKy A7l BUPIIICHHS

MPOCTOi 3a/1a4i PO3MIIIEHHS Ha Mepexi To0pe 3apeKOMEH TyBalli ce0e METO/IH TUTOK Ta MEXK.
Jns HemiHiliHOT mpocTtoi 3amadi posmimeHHs BUpoOHHMYa ¢yHkuist 0, (V,) - BUTpaTH Ha

posmimenns noryxuocti | 3anexurs Bix cymaproro posmipy mommty V;, 3amoBonenoro i3 wmporo

MiANPUEMCTBA. Y BUTAJIKY KYCOYHO-TIHIHHOI, 3pOCTal0u0i, YBIrHYTO1, BUPOOHNYOT QYHKIIT HemiHiiHA
3ajjaua pO3MILEHHS 3BOJIUTHCS JIO ITPOCTOT 3a/1a4i PO3MIIIEHHS Ha MEPEeXKi.

I'eHeTn4yni ajaropuTMu - 1Ie METOAM ONTHMI3alii, SKi HATXHEHI NPUPOAHHM BiTOOpPOM Ta
TeHETHKOI. BOHU BUKOPUCTOBYIOTH MOHATTS IOIMYJIAIIT, XPOMOCOM Ta TEHIB JIJIsl €)EKTHBHOTO IMOITYKY
OINITUMAJIBHOTO pimeHHs [7, 8].

Kpoxku BupinieHHs 33/1a4i 3a JOHOMOT'OF0 TeHETUYHOro anroputmy [9, 10]:

Touamroea nonynsayis. CHo4atky CTBOPIOEMO IOYATKOBY IOMYJIALIIO, ¢ KOXKEH I1HIMBII
MPEICTaB/IsIE TOTEHIlIMHE PilleHHs I po3MimieHHs 00’ ekTiB. KoopauHaTH KOXHOI MOTY>KHOCTI OyJio
BUOpaHO BHUIAZKOBO.

Dynxyis npudamuocmi. OyHKIIsI IPUAATHOCTI OLIHIOE SKICTh KOKHOTO PillleHHS Y MOMyJALii. Y
Bunaniky FLP, MeTprkoro Moske OyTH 3arajibHa BapTiCTh 0OCITyrOBYBaHHS KJII€HTIB. B HalmmoMy BHIAIKY y
saKocTi (yHKUii mpunaTHoOcTi OepeMo cyMmy BiJICTaHEH BiJf KOXKHOTO KIIi€HTa 10 HaWOMMK4oro o0’ekra
00CITyTOBYBaHHS
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Biooip: Haiikpamii iHANBIAN BUOMPAIOTHCS AJISI HACTYITHOTO ITOKOJIHHS 3 ypaXxyBaHHSIM IXHBOT
(itHec-ominku. lle BkItouae B ceOe emiTHUX IHAMBINIB, SKi OyayTh 0€3 3MiH BHECEHI O HACTYITHOTO
nokoJiiHHA. KiJIbKICTh eMiTHUX IHIUBIAIB OyIeMO 3a/IaBaTH SK MapamMeTp MPOrpaMHu.

Cxpewyysanus: JIBa iHAWBIMM 3 MapWIIIOHOI TOIMYIAIIi CXPEIIyIOTHCS, CTBOPIOIOYH HOBHX
IHIWBIAIB, AKi MOETHYIOTHh TeHH 0aThKiB. Lle qomomarae po3muproBaTH Pi3HOMaHITHICTh PIIIIEHb.

Mymayis: 3 00paHOI0 IMOBIPHICTIO BiJIOYBa€THCSI MyTallis, JIe IeAKi TCHHU 1HIUBIa 3MIHIOIOThCS
BUNIAIKOBMM 4MHOM. Lle momomarae BUXOIUTH 3a MeXi 0OMEXKeHb MOMyJlii Ta MOXXE MPU3BECTH 0
BUSIBJIICHHSI HOBHX ONTHMAJILHUX pillleHb. BincoTok MyTtamii 3ajaBaTUMeMO SK MapaMeTp IMporpamu,
MpoaHaizyeMo poOOTy IpOrpaMu 3 pi3HUM BiJJICOTKOM MYyTallil.

Iosmopenns: Kpoku BimOoOpy, CXpellyBaHHs Ta MyTalil MOBTOPIOIOTHCS MPOTITOM KiJIbKOX
MOKOJIiHb. 1le 703BoIIsIE anroOpUTMy IIyKaTH ONTHMAaIbHE PIIIEHHS B IPOCTOPI PillIeHb.

3aeepuwienns. B miit 3amadi Mu He OyneMo BHOWpATH KPUTEPII0 3yMAHKH Yy BUTISAIl OIIHKH
TOYHOCTI 3HAHIEHOrO HAOMIDKEHHS, aJrOPUTM 3aBEpIIyEThCS MIiCIs 3aJaHol KUTbKOCTI MoKoIiHb. Kparie
PIIICHHS y MOMYJIALIi BBAKAETHCS OCTATOYHUM PIIIICHHSAM 3aJ1adi PO3MIIIEHHS 00’ €KTIB.

YuceabHi pe3yabTaTu Ta iX 00roBopeHHsi. 3reHEPYEMO JUIS TECTiB KiIbKa HaOOPIB TOYOK.
Koopnunatu koxHOTro Habopy 300paskeHo Ha pucyHkax | ta 2:

30 points
10 points

o 7 1001 &1 o é

FU 50l &7

251
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Puc. 1. (Ha6opu 10, 30 To4uok moruTty)
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Puc. 2. (Ha6opu 100, 500 To4ok monury)
Bubepemo 10cHTh JOBUIBHO HACTYITHI KOHCTaHTH: TPU 00’e€kTa 00ciayroByBaHHs, 30 oci0 y

KOXKHIM MomyJisinii, MBI Halkpamii oco0u mnepeHocsAThes(eniTH), piBeHb Mytariii 10 BigcotkiB i 200
MOKOJIHB SIK yMOBa 3aBepiieHHs. CrodaTKy 3poOMMO Kinbka BUNPOOYBaHb Oe3 mapameTpy «MyApiCTb

TYPTY».
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Total Cost: 25.568 Reduction: 14.236%
Average Cost: 2.557 »
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Puc. 3. (Po3paxyHok po3mitieHHst yist 10 TOYOK MOIUTY)
Total Cost: 106.449
Average Cost: 3.548 Reduction: 18.037%
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Generation
Puc. 4. (Po3pax3yHok po3miteHHs st 30 TOUOK TOIUTY)
Reduction: 4.244%
Total Cost: 515.812
Average Cost: 5.158
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Generation
Puc. 5. (Po3paxyHok po3mimiernst st 100 TOYOK MOMKTY)
Sx GaynMo JUIsI HEBWJIMKOT KINBKOCTI TOYOK IOTHTY Ta TOYOK OOCIIyTOBYBaHHS, aJIOTPHTM
310ra€eThest 10 JACIKOro MiHIMYMYIOCHTD IIIBHJIKO.
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Total Cost: 2315.927

Average Cost: 4.632 Reduction: 7.303%
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Puc. 6. (Po3paxyHok po3mimeHns 1 500 TOUOK MOMUTY)

s 500 crioxkuBauiB, ABICTI MOKOMIHE POOOTH FEHETHYHOTO AJITOPUTMY Ha 3alaHUX [apameTpax
BUSIBUJIOCH HEIOCTATHBO.

Bukonaemo e KilnbKa JOCHIIKEHB, 30IIBIIMMO  KIIBKICTH ITOKOMIHB, KIUIBKICTH TOYOK
00CIIyroByBaHHs, Ta IIEPEBIPUMO [it0 apaMeTpy «MYAPICTb TYPTY».

Total Cost: 2302.750 Reduction: 9.731%
Average Cost: 4.605
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Puc. 7. (Po3paxyHok po3mimenns aist 500 Touok momnuty, SO0 MOKOJIiHb)
Total Cost: 1202.932 Reduction: 14.638%
Average Cost: 2.406
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Puc. 8. (Po3paxyHnok posmimienns uis 500 Todok monuty, 10 TOYOK 00CITyroByBaHHS)
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Total Cost: 1326.433
Average Cost: 2.653
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Puc. 9. (Po3paxyHok po3minieHHs it 500 TOUOK MOTHUTY, «MYAPICTb TYPTY»)

Reduction: 17.595%

Total Cost: 1158.437
Average Cost: 2.317
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Puc. 10. (Po3paxynoxk posmimienns 1t 500 Touok nonuty S50 momyssiist , 40 BiICOTKIB MyTaItii)

Sk BUAHO 3 TpadikiB, SKIIO BMHUKATH MapaMeTp «MYIPICTb TYpTy», TO alrOpUTM 30iraeTbes
HabaraTto MIBUAIIE, OJHAK KiHIIEBUH pe3yibTaT TipIIMi, TOMY, IO MOTPAIUILE€ B JOKAIBHHNA MiHIMYyM.
30inp1IeH s K 0ci0 B MOMyJALii Ta BiACOTOK MyTallii, OTPUMYEMO KpaIllWi KiHLIEBHH pe3yibTaT. AJje
301IBIIEHHS KUIBKOCTI 0Ci0, 301IbIIY€E KUIBKICTh po3paxyHKiB. Takox OyJO MPOBEIACHO PO3PAaXYHKU Ta
OTpHMaHi pe3yNbTaTH JJisl O1IBIIOT KITBKOCTI TOYOK MOTHUTY.

BucnoBku. Hamwmcano mporpamy, sika 03BOJISIE TPOBOJUTH YHCIIOBI eKcliepuMeHTH. [licis
MPOBEACHHS MPAKTUYHOTO JIOCITIPKEHHS 3a JOTIOMOTOI0 po3po0iIeHoi mporpaMu Oyio BCTaHOBJIEHO, IO
MaTeMaTHYHa MOJENb ONTUMaibHOro posMimieHHs obOnagHanHs (FLP) mocute 3pyuHa asisi momryky
ONTUMAJBHOTO PO3MILICHHS MyHKTIB 00ciayroByBaHHs. TOYHHMIA PO3B’S30K 3a/1adi JOCUTH JIETKO 3HAUTH
JIUIIE TPU HEBEJIMKINA KITBKOCTI TOYOK IMOMUTY. ['€HETHUYHI alrOpUTMH MOXEMO BHKOPHCTOBYBATH SIK
METOA JJIsl BUPIILEHHS 1Ii€1 MOZei, KOs MOTpiOHO OTpUMaTH HaOMMKEHUH pe3ynbTaT 3a OOMEXEeHHH Jac.
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APXITEKTYPA EHKO/IEPA JIJISI ONTUMI3AIIIL MPOLIECY CTUCHEHHS
PACTPOBUX 30BPA’KEHb Y ®OPMAT JPEG

Kypuiako M.I., Mapuenko O.1. ApxiTekTypa eHKoaepa /1 ONTUMI3alil Ipolecy CTUCHEHHS PACTPOBHX 300pakeHb
y ¢popmar JPEG. V naniii crarTi 3anpornoHoBaHa apXiTeKTypa eHKozepa 300paxkens y popmar JPEG, sika 103BoJIsi€ OITHMI3yBaTH
IpOLeC CTHUCHEHHS 300pakeHHs, Oa3yeTbcs Ha inel MOJIYJIBHOCTI, BHKOPHCTOBYE KOHBEEPHU3ALIO, IO JO3BOJAE THYUYKO
HaJIALITOBYBATH IIPOLIEC CTHCHEHHS ITiJi BAKOPUCTAHHS JOCTYITHUX allapaTHHUX MPUCTPOIB JUIS JOCSITHEHHS NOTPIOHUX BHMOT IO
MIBHIKOJI] Ta €HEPTOCIIOKUBAHHIO IPUCTPOIB 0OPOOKH 300paKeHb, 10 PO3POOITIOIOTHCS.

Kirouosi cioBa: crucHeHHs 300paxkensb, JPEG enkonep, BOynoBaHi CHCTEMH, IPUCTPOT HU3BKOTO CIIOKUBAHHS, PACTPOBI
300pakeHHs, anapaTHe IPHUCKOPEHHSL.

Kurylko M., Marchenko O. Encoder architecture for optimization of raster images compression to the JPEG
format. This article proposes an image encoder architecture to the JPEG format, which allows optimization of image compressing
process, is based on the concept of modularity, utilizes pipelining, allowing flexible adjustment of the compression process to
accommodate available hardware accelerations. This approach aims to meet specific performance and energy consumption
requirements in image processing devices.

Keywords: image compression, JPEG encoder, embedded systems, low-power devices, raster graphics, hardware
acceleration.

IMocTtanoBka mnpo6Jjemu. [Ipy TPOEKTYBaHHI TNPHUCTPOIB OOpOOKM 300pakeHb BUHHKAE
HeoOXimHICTs BHOOPY opMaTy 300paxeHb Ta ClIoco0y IX CTHCHEHHS A1 30epekeHHs Ta Tiepeaadi Ha iHIi
npucTpoi. Bix npaBMIIbHOCTI TaKOTO BUOOPY 3aJIEKHUThH HE TUTBLKH AKICTh NMPEJICTABICHHS 300pakeHHsI, ale
1 CIOXKMBaHHsI €HEeprii MPHUCTPOEM, 00cAT HeoOXigHOT maM’sTi Ta IMBUAKICTH Hepeaadi 300pakeHb 1o
Mepexi. Kpim Toro, Takuii BuOip BIUIMBa€E TaKOX Ha I[iHY OCTATOYHOTO IMPOrPaMHO-aNapaTHOTO PIillIeHHS.
Jnsi TOCATHEHHS HU3BKOTO EHEProCIOXKMBAaHHS KIHLEBUMH HPUCTPOSMH, Ui OOpOOKH 300pakeHb
Ba)XJIMBO BHKOPUCTOBYBATH MPHUCTPOi HU3bKOro eneprocnoxuBanus (Low Power Devices — LPD), siki
3HaXO/ATh 32aCTOCYBAaHHS MPAKTHYHO B yCiX ray3six BUpOOHHIITBA Ta mo0yTy. Hanpuknaza, mpuctpoi LPD
BUKOPHUCTOBYIOTBCS IS DIllIEHHsS 3a/lad CTBOPEHHS Ta/a00 OOpOOKH pacTpoBHX 300paKe€Hb B TaKHX
CHUCTEMax SK METEOCTaHIll, CUCTeMHU BiJIco/POTO CIOCTEPESIKEHHS, APOHU. Pi3HOMAHITTS 3amad, s
pilIEHHS SIKHX MOXYTh BUKOPHUCTOBYBaTHUCS MoJi0HI npuctpoi LPD, i miardopm, Ha 6a3i KX MOXYTh
OyTH CTBOpEHI PE3yNbTYIOUi CUCTEMH, a TaKoXK OOMeXeHHS Ha (Pi3uvHi rabapuTH Ta I[iHy HPUCTPOIB,
MIPU3BOJIATE IO HEOOXITHOCTI AK MiJIAIITOBYBATH allapaTHO-NPOTrpaMHy 0a3y CTHCHEHHS 300pakKeHb ITiJT
KOXKHY KOHKPETHY 3aj[auy, TaK 1 IIyKaTh KOMIIPOMICH MK 3aJlaHIMH XapaKTEPUCTHKAMHU [IUX MPUCTPOIB.
Bubip dopmary 300pakeHb, apXiTEKTypH €HKOJEepa i CIOCOOIB CTHCHEHHS 300pakeHb € KPUTHYHO
BXIIMBAMH JJIs ONITUMI3allii TIPOIleCy CTUCHEHHs Ta peamizamii eQeKTHBHUX Ta HAJIHHO MPAIFOI0YNX
MpUCTPOiB 0O0pOOKM 300pakeHb. ToMy po3poOKa apXiTeKTypH €HKOJepa, siKa JIO3BOJSE THYYKO 1
OINTUMI30BaHO TIJUTAIITOBYBATH €Tald CTUCHEHHS 300pakeHHs Mij 3afaHi Kputepii (IIBHIKOIIS,
eHeproe(peKTUBHICTb, BapTICTh) Ta BUKOPUCTAHHS MNOTPIOHMX amapaTHUX HPUCTPOIB € aKTYaJbHOIO
3a1a4ero.

TepminoJoris.

DCT — Discrete Cosine Transform — Bux neperBopenHs ®yp'e, 110 y KOHTEKCTI CTUCHEHHS
300paXkeHb JI03BOJISE MEPEXOAUTH BiJ MPOCTOPOBOrO J0 YaCTOTHOI'O NPECTABICHHS IMIKCEIIB BXIIHOIO
300paxeHHS.

RGB — konipHa Mozenb, y sIKiii KOlip KOAYETHCS TPpaalisiMH CKIaJOBUX TPhOX KaHATiB: YEPBOHUIM,
3eJICHUH Ta CHHIH.
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MCU — Minimum Coded Unit — i3o1p0oBanuii cexTop (3a3Bu4ail 8x8 miKcelniB) BXIIHOTO
300paskeHHs, 70 AKoro 3acTocoByeThest DCT Ta fesiki iHmi onepauii mig 4ac ctucHeHHs 300paxenus JPEG
KOJICKOM.

SIMD - Single Instruction / Multiple Data — BnacTuBicTh npoliecopa BUKOHYBaTH OJHY 1HCTPYKIIitO
JUTS TTapasiesIbHoi poOOTH 3 KiIbKOMa eIeMEHTaMH JTaHHX.

SoC — System on a Chip — enekTpoHHa cXema, 110 MAa€ CKJIaa0Bi Ta (GyHKII I[JIOT0 MPHCTPOIO
(HampuKIam KOMITIOTEpa) Ta po3MillieHa Ha OHIN iHTerpaIbHil cxeMi.

DSP — Digital Signal Processor — crerianizoBanuii Mikponporecop, Ipu3HadeHuid Juist 1udpoBoi
00poOKYM CUTHANIB (3a3BUYaH, Y PEXKUMI PEaTbHOTO 4acy).

FPGA — Field-Programmable Gate Array — mporpamMoBaHa KOPHCTYBa4eM BEHTHIbHA MATPHIIS.

AHaJii3 0CTAHHIX JOCTIUKeHb i myOJriKkamii.

®opmat JPEG Mae HacTymHI BaXKJIMBi BIACTHBOCTI:

1. JPEG no3Bomsie ocsarTr 6amaHCy MiX SIKICTIO 300pakeHHS Ta po3MipoM (ailiry 3aBIsKA METOTY
CTHCHEHHS 3 BTPaTaMH, 1110 J03BOJISIE OTPUMYBATH (Daiiil 3 MEHIITUM PO3MIPOM IPH 30epeKeHHI TPUHHATHOT
SIKOCTI 300pasKeHHSI.

2. JPEG no3Boisie THyYKO HAJalITOBYBATH MMapaMeTpH CTUCHEHHSA, TaKi SIK CTYIHb CTUCHEHHS,
TaONUIII KOJYBaHHS, MapaMeTpH KOIbOPOBUX KaHANIB Ta iHIIN, IO JAa€ MOXIIMBICTh ONTHMi3yBaTH
CTHCHEHHS 300pa)XeHHs 111 KOHKPETHHUX MOTPeO Ta BUMOT.

3. JPEG minrpumyeTbcs OINBIIICTIO TEperisimaviB 300paxeHb, BeO-Opay3epiB Ta omnepamiiHux
CHCTeM, IO 3a0e3Meduye MMPOKI MOXKIIUBOCTI JUIS BiTOOpaKEHHS Ta BUKOPUCTAHHS 300paKeHb.

4. JPEG miaTpuMyeThcst 10OpE BiJOMUM Ta HIMPOKO BUKOPUCTAHUM CTaHIAPTOM, SIKUH MPOXOAWB
peTenbHe TECTYBaHHS Ta ONTHMI3alilo MPOTATOM 0araThbOX POKiB, IO rapaHTye HOro CTabUIbHICTH Ta
HaJiHHICTb.

5. Icaye Garato iHCTpyMeHTIB, 6i0Ii0TEK Ta pecypciB, sKi CpoilytoTh podoTy 3 popmatom JPEG,
1o crpusie eeKTUBHIN peanizamii Ta aganTaiii arOpUTMIB CTUCHEHHS 11 KOHKPETHUX MOTPeO.

6. Craamapt JPEG mae MikKHapoAHMIA CTaTyc, IO TO3BOJISIE BUKOPHCTOBYBATH WOTO y Pi3HHUX
JIOJIaTKaX Ta cepBicax 0e3 00MeKEeHb.

Y pobori [1] onucano i1 3po0ieHo MOpiBHIHHS AesikuX apxitekTyp mooynosu JPEG enkozaepis. B
Iiif CTaTTi MPOMOHYETHhCs BapiaHT peastizalllii HaWIIBHAIIOTO €HKOJEpa, ajie Taki XapaKTepUCTHKH
pO3po0KH, SK I[iHA MPUCTPOIO Ta EHEPrOCIOKHMBAHHS, 3AIMINAIOTHCS 11032 MEXAaMHU PO3IIBAY B Hiil. Y
pobori [2] onucanwmii criocid peanizamii DCT etany ctucHeHHs Ha creniaiizoBanomy SoC, nmpote crocio
KOMYHIKaIlii i3 TOJJOBHMM HPOLECOPOM Ta HOT0 MPOrpaMHA YacTHWHA 3aMIIAIOTHCS HEBH3HAUYCHUMH. Y
pobGoti [3] mictutbes nertanpHuii ommc Beix eramiB JPEG cTucHeHHs, a TakoX ONMCaHi BapiaHTH
onTUMi3allii KO)KHOTO 3 €TaliB CTUCHEHHS 3a J0NoMOro Bukopuctanus DSP mporecopis, npote B 1l
po0OTi HEe HaBe/IeHI OTPUMaHI XapaKTEPUCTHUKH IIBHIKO/IIT Ta eHeprocnokuBanHs. Y podorax [4], [5], [6]
onucai Bapiantu nodynosu JPEG enkonepis, siki 6a3yroTbesi Ha BUKopucTaHHi BukirouHo FPGA, npore
HaBeJIeH1 B HUX Pe3yJIbTaTH NPAKTUYHUX EKCIIEPUMEHTIB IMOKA3yI0Th 3aBUCOKE CHEPTrOCIIOKHUBAHHS TAKHX
MIPUCTPOIB, IO MPU3BOIUTH IO HEMOIILHOCTI BUKOPUCTAHHS TAKOTO MiZXOMY ISl PO3POOKH IPUCTPOIB Ta
cUCTeM 00pOOKH 300pakeHb, e EKOHOMHE CIIOKUBAaHHS €HEPTii € KITFOYOBUM KPUTEPIEM.

3BizacHu BUTIKae HEOOXiTHICTH MOLIYKY Po3poOku HOBUX apxitekTyp JPEG enkozepis, siki OyayTh
IPYHTYBATUCS Ha TIOPUIHHUX MPOTrPaMHO-alapaTHUX PINICHHSAX 3 BUKOpHucTaHHsM LPD mpucrtpois, mio
JIO3BOJIUTh 3HAXOJUTH KOMIIPOMICH TIpM OMNTHUMi3amii TpOlecy CTHUCHEHHs 300pa)XeHb 32 TaKHUMH
KPHUTEPISMU SIK IIBUAKOISA, BAPTICTh Ta eHeprocnoxuanHsa otpumannx JPEG enkonepis.

[lepen monmanpM aHaNi30M ICHYIOUMX apXiTEKTyp E€HKOJEPIB PO3IIISTHEMO €Tanm KOIyBaHHS
(ctucHenns) y dopmari JPEG (puc. 1).

; 3MeHLUEeHHSA RLE Ta JPEG daiin
KonsepTgum > po34iNbHOI | DCT > KBaHTyBaHHA |—» KOAyBaHHS
KONbOpIiB ;
34arHoCTI lachdpmana

Puc. 1. Etanu komyBauHs (ctucHenHs) y ¢popmari JPEG
Crannpapt JPEG [7] pernmaMeHTye HOCHiJOBHE BHKOPUCTAHHS KIJIBKOX aJrOPUTMIB CTHCHEHHS,

NpUAMAarOYd Ha BXiJ[ [IOYATKOBE PACTPOBE 300pakeHHs (OCIIOBHUI TIOTIK MIKCENiB, Je iHGopMarlis mpo
KOXKEH Mikcenb Mae QikcoBanuit po3mip ta popmart). Crangapt JPEG Takox ticHo nos’si3anuii i3 JFIF
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crannaptoM [8][9], mo pernamentye cTpykTypy Ta ¢opMat BuxigHoro dainy. Ha nmepiomy kporii, y pasi
HEOOXiHOCTI, 300paskeHHs epeTBOpIoeThesl 3 RGB (uepBoHMid, 3eeHuil, CHHill) KOTIpHOTO MPOCTOpPY B
YCbCr (YUV) xomipHHI TIPOCTip, e Y BiANOBima€e 3a ssckpaBicTh, a Cb Ta Cr 3a Komb0opoBi BiaTiHKH. Lei
KPOK MoOKe OYyTH MpONYyIIEHHH, SIKIIO KOJBLOPOBUH MPOCTIp BXiAHOTO 300pa)KCHHS CIIBIAAAE 3
HeoOximHnM. KoHBepTallis KOJILOpIB HEoOXigHA JUIsi BUKOHAHHS HACTYITHOTO KPOKY, Ha SIKOMY
3MeHmryeThes auckperuzamii (Downsampling) 300paxkenHa. OCKUTBKH JIOACBKE OKO € HEIOCTATHHO
YYTJIMBHUM JI0 BCIiX BIATIHKIB KONBOPY, iH(MopMaris nmpo kompsopoBi kommoneHTH (Cb i Cr) moxe Oytu
3MeHIIeHa (BiJKMHYTa Jiesika YacTHHA i€l iHdopmartii), 1o BeJe 10 3HIKEHHS PO3Mipy AaHUX 0e3 3HAaUHUX
BTpar Bi3yaJbHOI SKOCTi. 3a3Bn4aii, Cb Ta Cr KOMIIOHEHTH 3MEHIIYIOTHCS BABIYI Y TIOPIBHIHHI 3 BXiTHUM
300paxeHHsIM. HacTymmHUM KpOKOM ISt KOKHOTO 3 TPbOX KoJipHuX KaHaliB BukoHyeThcst DCT (Discrete
Cosine Transform). Kanan mominserbcs Ha Onokum (3a3Buyail 8x8 mikceniB), siki HasuBaioThb MCU
(MiHIMalTbHA ONMHUI KOJYBaHHS) i Ha KOXHOMY 3 IUX OJIOKIB 3aCTOCOBYETHCSI NEPETBOPCHHS, SKE
BHKOHY€ TEpexXiZ] BiJl MPOCTOPOBOTO TPEACTABIEHHsS MaHWUX MPO MiKceli y dacToTHe. lle mo3Boisie
TpymyBaTH iH(pOpMAII0 TpPo 300paXeHHS Ta BUAUIATH BaXKIMBI 9acTOTHI KOMIOHEHTH. HactymHum
KpokoM € kBaHTyBaHHs (Quantization). Ha mpomMy kpolli BU3Ha4yaeThCsl sika yacToTHa iH(opMmaris Oyne
BHJIAJICHA, a sika Oyje 3anmimeHa. e mporec 3MeHIITye TOYHICTh YaCTOTHUX KOe(illi€HTiB, OTPAMAHHX 3
DCT. BucokodacToTHi KoedillieHTH, K MPABUIO, 3MEHIIYIOTHCS OLbIIe, Hi’)K HU3bKOYaCTOTHI, OCKIJTBKU
3MIHM Ha BHUCOKHX YacTOTaX MECHII IOMITHI IS JIFOJCHKOrOo oka. Lle oIuMH 3 KIIIOYOBHMX KPOKIB, J¢
BiJI0YBA€THCS BiIKMIaHHs ICBHOI YaCTHHHM JaHUX, 110 1 3a0e3Meuye BlacCHE CTUCHEHHS 300paxxeHHs. [Tics
KBaHTYBaHHS JaHI Cepialli3ylOThCS METOJOM 3HUI3aromoAiOHOTO CKaHyBaHHS OJOKIB (1€ MiJBHIIYyE
e()EeKTUBHICTh MOJIABIIONO KOJYBAaHHS) 1 MOTIM CTHCKAIOThCS 3a JOMOMOIOI0 OS3BTPATHUX aJITOPUTMIB
crucHenHs, Takux sk RLE (Run-Length Encoding), sikuii Koye mociiiJOBHOCTI OHAKOBHX €JIEMEHTIB SIK
OJIMH €JIEMEHT 1 HOTO JOBXKUHY, Ta KoayBaHHs ['apdmana, sKe mprUCBOIOE KOPOTIIT KOAH eeMEHTaM, SIKi
3ycTpivaroThcsl yacrime. [lim gac nexomyBaHHS 300paskeHHS BCi KPOKH BHUKOHYIOTHCS Y 3BOPOTHOMY
MOPSIIKY.

Tenep, i Kpamoro po3yMiHHS 3alPOTIOHOBAHOI HIKYE apXiTEKTypH, PO3TIITHEMO apXiTEKTypH
ICHYrOUMX eHKozepiB (puc. 2).

IHTepchelic | | IHTepcheitc ‘ InTepdeiic

MyBnivHa
yactuHa ! l l l

Moaynb Ne1 Mopaynb Ne2 ‘ Moayns Ne3

.................... Viiii

| Supervisor Supervisor

s ~f I A I B e

MOHORNITHUIA eHKkoaep : Moayne Moayne Peanizauia Peanisauia Peanizauis
: Ne2 moayns Nei moayns Ne2 moayns Ne3

Mpuknaghui .
piBeHb

HUDTOBBHE YacTuHa

MopToBaHa | : | P

'
'

- '

I'IoproaaHa 4actuHa : ' nDDTDBaHa YacTtuHa H
'

'

YacTuHa : : A A A A A A A A VA '
(onuinHo)
3. MoaynbHa apxiTekTypa 3 MOXMMBICTIO

1. MoHoniTHa apxiTekTypa eHkogepy 2. MogynbHa apxiTekTypa eHkogepy KoHdbirypaLil Moaynis

Puc. 2. ApxiTekTypu eHKOzIepiB

1. Enxojep 3 MOHOJITHOO apXiTeKTyporo. Taky apXiTeKTypy MaroTh, SIK IPaBUIIO, cTapimii abo Oiibin
MPOCTi €HKOJEPH, SIKi € LUTICHUMH MPOrpaMHUMHM PILICHHSMH, 10 BUKOHYIOTh Bci kKpoku JPEG
CTHUCHEHHS B OJHOMY Monyii. IHTepdeiic Takux eHKOAEpiB Hajae MAOCTYN JMIIE 10
BHCOKOpiBHEBUX (PYHKIIIH KepyBaHHS Ta 10 0a30Boi kKoH(piryparii. Taki eHKoJepr MOXYTh OyTH
LIBUIIMMH 32 1HII, OCKUIBKM MAIOTh TICHIIIY iHTErpalil0 KOMIIOHEHTIB, ajié BOHM € MEHII
THYYKHUMH Ta iX Bakue MiATPUMYBAaTH, PO3IIMPIOBATH Ta ONTHMI30BYBAaTH IIiJi KOHKPETHY
miatdopmy. [IpukiagamMu eHKoaepiB i3 MoHoJiTHOIO apxiTekTyporo € JPEGENC [10] ta jpge.cpp
[11].
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2. Enkonep 3 MOAYJNBHOIO apXiTEKTyporo. ApXiTEKTypa TaKOrO €HKOJEpa CKIIATA€ThCs 3 MHOKUHH
MOJYJIB, KOKEH 3 SIKNUX BUKOHYE CBOIO YaCTHHY Ipolecy KoayBaHHs. Taki eHKOAEpH, sIK IPaBUIIO,
MAalOTh TaKOK OKPEMHI MOMYIIb, III0 BUKOHYE (DYHKII] CylepBaii3epa, SKuid MiCTUTH iHPOpPMAIIT0
Ipo TMOTOYHWI CTaH MpOlEeCy CTUCHEHHS, 3a0e3leuye MIKMOIYJIbHY B3a€EMOMII0 Ta MOXKeE
JOJJATKOBO MPOBOIUTH KOHBEPTAIIIIO JAHUX JI0 OLIBII 3pYyYHOTO JIs1 KOPUCTYBava MPeICTaBICHHSI.
[aTepdeiic Takux eHKOAEpiB Halla€ MOCTYII JIMIIE 10 BUCOKOPIBHEBUX (DYHKITIH 0€3 MOKIHBOCTI
KoHirypamii un moaudikarmii Moxymis. [IpukinamamMu eHKOAEepiB 3 MOAYIBHOIO apXiTEKTYPOIO €
libjpeg [12] Ta turbo-jpeg [13].

3. EHKozep 3 MOJYJNBHOI apXiTEKTypOI 1 MOXJIMBICTIO KOHQITYpyBaHHS MOIYIIB. ApXITEKTypa
TaKUX €HKOJIEPIB TAKOXX € MOIYIHHOIO, ajle, Ha BIMIHY BiJl IOTIEPEIHBOI apXITEKTYPH, TO3BOJISIE
IHAMBiAyanbHy KOH(Irypamito KOXHOTO MOAyJds 3a jomomororo myoOmiynoro APL Taka
apxiTekTypa € HaiOiIblI THYYKOI0 Ta MOKE BKIIOYATH 3MiHY MapaMeTpiB KOAYBaHHS, IMOBHY
3aMiHy peaizariii MoaymiB (151 YacTHHA [TO3HAYEHA HA PUCYHKY IITPHXOBAHUM 3aIlIOBHEHHSM), Ta
HaBITh JAWHAMIYHE HATAIMTYBaHHS TIPOIECY KOMyBaHHA. Mojynb-cymepBaiizep, SK 1 B
MOMEePEIHBOMY BUIIQJIKY, BIAMOBIIAE 32 MIXXMOYJIbHY B3aEMO/IIIO.

B nopiBHSAHHI 3 MOHONITHOIO apXiTEKTYpOIo, OOUIBI MOTYJIBbHI apXiTEKTYypH 3a0€3MeUyIOTh OLTBIITY
THYYKICTB 1 3pYYHICTB JUII BUKOHAHHS ONTHMI3aIlii eHKO/Iepa MPH Mepexo i Ha HOBY anapaTtHy miaTdopmy,
OCKIJIBKY KO’KCH MOYJIb MOXHA PO3POOJIATH, TECTYBATH Ta 3aMIHIOBATH HE3aJICKHO Bif iHImX. Kpim Toro,
MOJyJIbHA peatizallis, SK MpPaBWIO, HE MaE€ 3HAYHOTO BIUIMBY Ha IIBHIKOII €HKOJAEpa Ta Ha 00Csr
HeoOXimHO1 uIst HWoro poOoTW mam’sTi. 3a3HaueHi BWINE BIACTUBOCTI MOIYIBHOI apXiTEKTypu 3
MOJJIUBICTIO KOH(QIrypyBaHHs MOJIYJTIB BH3HAYAIOTh ii HaWKpally HPUCTOCOBAHICTh 10 BUKOHAHHS
onTUMi3amii Mpolecy CTHCHEHHS 300paKeHHsT 3 OpIEHTAli€l0 Ha Pi3HI KpHUTepii onTumizamii Ta
BUKOPHCTaHHS Pi3HUX alapaTHUX MPUCTPOiB, 30kpema LPD npucTpois.

3anponoHoBaHAa apXiTeKTypa eHKolepa.

3ampornonoBaHa apxiTekTypa (puc.3) moOymoBaHa 3a MOAYJIBHHUM IPHHITUIIOM 3 MOKJIHBICTIO
KoH(irypamii MoxymniB 3a gonomororo mybmigaoro API i Bipi3HSIEThCSA Bl iCHYIOUMX BHKOPHCTAHHSIM
ONTHMI30BaHOTO Ha0Opy i3 6 OCHOBHUX Ta 4 MOMOMDKHUX MOJYJIB, Ma€ THYYKY CHCTEMY MIXKMOIYJIBHOT
CHUHXpOHI3amii Ta MiATPUMYE KOHBEEPHU3ALil0 BHUKOHAHHS €TamiB KoayBaHHs (cTHcHeHHs). KoxkeH
OCHOBHHH MOJlyJIb ITpUAMAE JIaHi BiJl MONIEPEAHLOTO MOIYJISl, BUKOHYE KOHKpeTHHH etarn JPEG xomyBaHHs
Ta Mepeae pe3ysbTar CBO€l poOOTH HACTYITHOMY.

Request Request Request
row row row
(€ - -1 RSREEEREEEEEEEE [€---- - - [€--- -
src_mngr preprocessor color_converter downsampler H
- > - > » :
Bit stream Bit stream YUV H
(RGB, YUV, HUE) (RGB, YUV, HUE) bitstream ! Request
MCUT 1 ey
Huffman MCU E
W codes W H
) ) ]
dst_mngr < marker_writer entropy_encoder forward_dct !
Bitstream | | L. L. b '
> >
Request
% codes for R:/Iqélast
! channel
10 Management Encoder
E Request ! alloc, free, get_size
1 Frame (n MCU's) A 4
Query small_heap large_heap

Memory management

Puc. 3. 3anponionoBana apxirekrypa JPEG enkozepa

e  preprocessor — MoxyJjib, IO BUKOHYE PO3PaxyHOK a0o BUOiIp KoeilieHTIB I CTUCHEHHS, 3MiHY
(dopmary BXiIHUX MiKCEJB TOIIO;

e marker_writer — wmomynb, 10 BUKOHYE (GopMaTyBaHHS BuxigHoro ainy 3rigno 3 JFIF
CTaHIapTOM,;
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e color_converter — mMoaynb, M0 BUKOHYE KOHBEPTAIlif0 KOJBOPiB i3 BXigHoro RGB komipHOro
npoctopy B Y CbCr xomipHuii mpocTip;

e downsampler — Moaysb, 110 BUKOHYE 3MEHINICHHS PO3Mipy KOJIbOPOBUX KOMITOHCHTIB Ta TMOJLT
300paxenns Ha MCU;

o forward_dct — momysb, 1m0 Bukonye DCT wHan koxaum MCU;

e entropy_encoder — MoxyJib, 110 BUKOHYE KBaHTYBaHHs Koe(ilieHTiB, koayBanHs ['apdmana Ta
KOIyBaHHS JOBXHUH cepiif HyniB (RLE).

[Ipu3HavyeHHS YOTUPHOX TOJATKOBUX MOJYIIB 3alIPONIOHOBAHOI apXiTEKTypH:

e wmoxyni small heap ta large heap peamizytoTs iHTepdeiic ans Bcix omepamniii BUAUIEHHS Ta
MEpeMillieHHs]  TaM’siTi, 10 BUKOPUCTOBYEThCS TOTOYHUM  eHKoaepom; small heap
BHKOPHUCTOBYETRCS IS omepailiii 3 mam’ arTio MeHmre 1 KO, Hanpukiaz, onepariii 3 JIOKaTbHAMHA
3MIHHHMH MOJYIIIB, XemI-TabnuisivMu, a large heap BUKOPHUCTOBYEThCS IS OTEparliid 3 mam’ ITTIO
oinpine 1 K6, nHampuknan, onepauiii 3 Oydepamu kaHajiB, TAOIHLISAMHU KOE(ili€HTIB, TOIIO;

®  MOAYJb STC_MNZr BAKOPHCTOBYETHCS JJIsl TOCTYITY Ta MO3HULIIOBaHHS y BXiJHUX JaHUX Ta MICTUTh
iH(OpMAIiIo IPO KiTBKICTh JOCTYITHUX OANT IJIsl YUTAHHS;

e Moaylsb dst mngr BUKOPUCTOBYETHCS JIJIsI 3aIKCYy Ta O3UIIIOBAaHHS Y BUX1THUX JJAHUX, T MICTHTh
iH(opMaIlito Mpo 3araibHy KiJBKICTh 3alMCAHUX JAaHHUX Ta KiJBKICTh OAWTIB, MO JOCTYITHI IS
3aIucy.

PosrissHeEMO MOXIIMBOCTI BHKOHAHHS ONTHMIi3allii Mporecy KOAyBaHHS (CTHCHEHHs) 300pakeHb
¢dopmary JPEG Ha ocHOBI 3amponoHoBaHOi apxiTeKTypu. Lls apxiTekTypa BiApi3HSAETHCS BiJl iICHYIOUMX
pillleHb, MEHIIIOK KUIBKICTIO Ta MOBHOK 130JbOBAHICTIO MOJYJIIB OJIUH BiJl OJTHOIO, OCKUIBKH B3a€MOIis
MD>K HUMH BiI0OYBa€ThCS TUTBKH Yepe3 MOAYIb-cynepBaizep. Kpim Toro, B 1iit apxiTekTypi Oys10 BUpPIIIEHO
o0’emnatin neski eramu nporecy JPEG komyBans (Hampukinan, B wmoaymax downsampler Ta
entropy_encoder), Ha SIKUX BUPILIYIOTBCS Mif3aAadi, M0 MOTPeOYyIOTh MIIBHOT B3aEMOJIiI MiX COOOIO 3
MepeIayer0 BeMUKOI KUTBKOCTI TaHWX MiX HHMHU. Tomy, peaizallis IuX Mia3aaad OKPEMUMH MOIYIISIMA
BUIJISAA€ HEAOLUIBHOI. TakuM 4YHMHOM, 3allpONOHOBAaHA apXiTEKTypa, 3 OAHIE€] CTOPOHH, 3MEHILYE
HaBaHTa)XEHHS Ha MOJYJIb-CyIepBai3ep, OCKUTBKM MOIYJIiB MEHIIIE, a 3 IPYroi CTOPOHH, Ma€ JIOCTATHIO
KUIBKICTh MOJIYJIIB JIJIsl BUKOHAHHS ONTHUMI3allii OKPEMHUX €TaliB CTUCHEHHS 300payKEHHS HE3aJIeKHO BiJ
IHIIIMX eTalliB.

KoxxeH Monynb BUKOHYE TMOKJaJeHI Ha HbOro (DyHKUII mpolecy CTUCHEHHS 300paskeHHA alo 3a
3alUTOM BiJi HACTYITHOI'O MOJIYJIIO, TOOTO BUKOHYETHhCS TaK-3BaHa JIAHIIOTOBA CHUHXPOHI3allisl MK
MOIyJIsIMH, a00 0e3 3amuTiB y pexuMi peanbHoro yacy. Hampukiaza, y pas3i BUKOPUCTaHHS JIAHLIIOTOBOT
CUHXPOHI3aIlii, iHII[IFOI0YMM CUTHAIOM MOy s marker writer Oye 3aluT BiJl KOPUCTYBa4a Ha BUKOHAHHS
JIesIKOT YaCTUHH POOOTH M0 CTUCHEHHIO BX1IHOTO 300pakeHHs. B pexxumi peallbHOTO Yacy po3nojIi JaHUX
MDK MOIYJSIMH Ta KOHTPOJb 3a HecTaueld ab0 HaJIUINKOM AaHux (overrun, underrun) BHUKOHYE
cymnepBai3ep, 1 BUKOPHUCTaHHS LBOIO PEXUMY [O3BOJIIE OyAyBaTW THYYKI CHUCTEMH 13 aCHHXPOHHOIO
POOOTOIO IeIKMX MOYJIiB. 3apOIOHOBaHA apXITEKTypa Ha/la€ MOKIIUBICTh OpraHizallii po0oTu eHKojiepa
y PeXHMi PeaNbHOrO 4acy, YUM BiIPi3HIETHCS BiJl ICHYIOUHX, B SIKUX MPOMOHYETHCS JIMIIC JIAHIIOTOBA
cunxpowizaiis [12]. Kpim Toro, B 3amponoHoBaHiil peaizaliii € TaK0 MOMJIUBICTh BKa3yBaTH KUIbKICTh
MIKCENMbHUX PAIKIB 300pakeHHs, 00POOKY KX MOTPIOHO BUKOHATH 32 OAWH BUKIHMK (PYHKIIIH 00poOKH,
Ha BiZIMiHY BiJl ICHYIOYHX PillIeHb, B SIKMX 00pOOIIIOETHCS TUTBKH 0/1pa3y Bce 300paxkeHHs B miomy [11].

Sxmo mnpu peanizamii poOOTHM MOIYJTIB BHKOPHUCTOBYBAaTH O0araTONOTOYHICTH a0 JeKiibKa
MPOLIECOPiB, TO MOXKHA KOHBEEPU3YBATH MPOLECH CTUCHEHHS JIEKIIBKOX 300pakeHb 10 eTanax 0OpoOKH.
KonBeepu3artisi J03BOJIsSIE HA KOXKHOMY 3 €TalliB KOJyBaHHs MOYMHATH OOPOOKY HACTYITHOTO 300pa)KeHHS
SIK TUTBKH 00pOOKa MOMNEePEIHBOI0 300paXKeHHsI Ha 1[bOMY eTarli OyJe 3aKiHueHa, 1110 3HaYHO MPUCKOPIOE
mpolec cTUCHEeHHs 300paxenb. [Ipukinan Takoi KoHBeepu3anii 00poOKH YOTHPHOX 300paKeHb Ha Pi3HUX
eTarnax CTHCHEHHs TIOKa3aHHil Ha puc. 4.
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preprocessor color_converter downsampler forward_dct entropy_encoder marker_writer

300paxeHHsa No1

306paxeHHA Ne2

3o06paxeHHd Ne3 306paxeHHd Ne3

3o06paxeHHs Ne4

Puc. 4. Ilpukian KOHBeepH3alii CTUCHEHHS JEKITBKOX 300pakeHb

OCKUTPKM B ICHYIOYUHX apXiTEKTypHHX pIIICHHSX KOHBEEPH3AIlisl NpHW CTHUCHEHHI OIHOYACHO
JEKINBKOX 300pa)KeHb HE BHUKOPUCTOBYETHCS, TO MOXKIMBICTh BHUKOPHCTAHHA TaKoi KOHBEEpH3alil y
3aMpOIIOHOBAHIN apXITEKTYPi € OHUM 13 MOTYXHUX aCITIEKTiB, IKi BOHA HAJA€ IS ONITUMIi3allii CTHCHEHHS
300pakeHb MOPIBHIHO 3 iICHYIOUHMH PillIEHHSIMHU.

Peauizanist eHkozepa 3riJHO i3 3aIIPONOHOBAHOIO apXITEKTYPOIO Ma€ TAKOXK 1 HAMITPOCTIIINHA PEKUM
BUKOHAHHS NIPOIIECY CTUCHEHHS 300paKeHHs, y SIKOMY BCi MOIYJIi peajli3oBaHi MPOTpaMHO 32 KIIAaCHYHUMHU
anropurMmamu (Hanpukiaan, AAN s DCT [14]). Leii peskum mpaiioe 3a YMOBYAHHSIM.

BucHoeku

3amporoHoBaHa apXiTeKTypa €HKojepa Ha/lae MOXJIHMBICTh PO3POOHHKY peai3yBaTH CBOI BJIAcHI
MOJTyJIi 3aMiCTh CTAaHAAPTHUX MOJYJIIB 3 METOIO ONITUMI3allii POIeCY CTUCHEHHS PACTPOBHUX 300paxKeHb Y
¢opmar JPEG. Peanizauis onTUMi30oBaHUX MOJIYJIIB MOKe OYTH SK YHCTO MPOTPAMHOIO, TaK 1 HA OCHOBI
CHeliani30BaHNX anapaTHUX MPHCTPOIB, B TOMY 4uucii H npuctpoiB LPD, a Takox 3 BHKOpHUCTaHHSIM
KOHBeepu3allii 00poOKH AEKITbKOX 300pakeHb Ha Pi3HHUX €Tarax MpoIecy CTUCHEHHSI.

B pamkax naHoi apXiTeKTypu €HKOJAepa iHTerpallisi anapaTHUX MPUCTPOIB BiOyBaeTbcs AOCHTH
JIETKO Ta IIBUJIKO, 1110 3a0e3Ievy€e rapHHid piBeHb ONTHUMI3allii KiHIIEBOTO MPUCTPOIO, B IKOMY BUKOHYETHCS
00poOka 300pakeHb, 3a HEOOXiTHHUM CITiBBIIIHOIIEHHSIM TOKA3HUKIB MIBHJIKOCTI KOJIyBaHHS,
€HEProCIOXKMBAaHHA Ta BapTOCTI OTPUMAHOIO MPHUCTPOIO. 30KpeMa, SKIIO0 OCHOBHUM KpPUTEpiEM
ONTUMI3alii € EeHEeprocroXXWBaHHA, TO Ha TaKUX eTamnax CTUCHEHHS, SIK JIMCKPETHE KOCHHYCHE
MepeTBOpeHHsT a00 KOHBepTallisi KOJBOpiB, AOMIBHO BUKOpucToByBaTH mpucTtpoi LPD. Ille omniero
BA)XJIMBOIO BJIACTHMBICTIO 3allPOIIOHOBAHOI apXiTEKTYpH € Te, IO 3aBISKH MOXIIMBOCTI THYYKOIO
KOH(]irypyBaHHs yepe3 myOniuanii API, BoHa 103B0JIsiE IPOCTillle BUKOHYBATH POOOTY 3 Pi3HUMU BEPCisiMH
MPOEKTY, HAJA€ MOMKIIMBICTh BUITPABIISTH MOMUJIKH OZ[pa3y JUIS BCiX MPOEKTIB Ta IMiABHIIYE TIEPESHOCHMICTb
NPOEKTiB, ocKinbku API 3anmmaerscst 3aranbHUM U1 BCiX HpoekTiB. KpiM TOro, BUKOpHCTaHHS Takoi
apxiTeKTypH 3MEHIIye 3arajbHUll OOCSIT BHKOHYBaHOI POOOTH Ta IOHMXKYE piBeHb KBamidikaii
PO3POOHHMKIB, SIKHIA € HEOOXiHUM JIJIs BAKOHAHHS ONITHUMI3allii MPoIecy CTHCHEHHS 300pasKeHHS, OCKITbKH
MOJyYJb-CyIIepBaii3ep MOXKE€ BHKOHYBAaTH 3HaYHY KUIBKICTh JOMOMDKHOI pOOOTH, Takol SIK KOHBEpTALlis
JTAaHUX, PO3MOIIJICHHS 3a]1a4, KeIIyBaHH:, (POKYCYIOUH yBary po3poOHHKIB caMe Ha MPOIIeci ONTHMi3aIlii.
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NMOBIPHICHUI AHAJII3 KOMIETEHTHOCTEM CTYJIEHTA HA OCHOBI
KOMIIETEHTHICHOTI' O IIIXO1Y

Manzky:a K.O. MmoBipHicHnii anatis KoMIeTeHTHOCTel cTyAeHTa Ha OCHOBi KOMIIeTeHTHICHOTO MiaX0y. MeToto
HaIlKCaHHS 1aHO1 CTAaTTi € aHANIi3 MOKIIMBOCTI IPOBEJCHHS HMOBIPHICHOTO aHalli3y KOMIICTEHIIIH CTy/IeHTa Ha OCHOBI JaHUX HOTO
ycmimHocTi (6e3 npoBeaeHHs (akTU4HOI cmiBOecigu), Ta, BiAMOBIAHO, MPEACTABICHHS aBTOPCHKOTO METOMY Ul NMPOBEACHHS
JTAHOTO aHaJi3y, MPAKTUYHA [IHHICTh AKOTO TAKOX PO3TIIAAETHCS Y AaHil cTarTi. s bOTO y CTATTi aHAMI3YEThCS iICHYIOUHH Ha
CBOTOJHIIIHIA JeHb KOMIIETEHTHICHUH MiAXiI 10 HAaBYaHHS, caMe IMOHATTS «KOMIIETCHTHICTb» y PI3HHX cepax JIIOACHKOI
JISUTBHOCTI, Ta ICHYIOYi METOAN BU3HAUCHHS PIBHIO KOMIIETEHTHOCTI SIK IIKOJISIPIB, TaK 1 CTYAEHTIB Ta CHELialiCTiB Pi3HUX ray3ei.
I3 Bu3Ha4YeHb MOHATT «KOMIIETEHTHICTBY, SIKI HABOASATHCS Y CTAaTTi, aBTOPOM OOHMPAETHCS OIipHE, HAa OCHOBI SIKOTO 0a3yeThest
3aIPOIIOHOBAHUH JUISl PO3IIIAY METOA. AHaII3 ICHYIOUMX Ha ChOTOIHINIHIN JeHb METO/IiB BU3HAYEHHSI KOMIIETCHTHOCTI Ja€ 3MOTy
3pOOHTH BUCHOBOK MO iX 3araJIbHUIl HEONIK — HEOOXITHICTh MPOBEICHHS YCHOI criBOeciy y Tiit uu inmiit ¢popmi. Ilicns goro,
aBTOP IPOMOHYE J0 PO3MIISAY Ta aHaIi3y HOBHI METOJ BU3HAYECHHs PIBHIO 3aCBOEHHS KOMIIETCHTHOCTEH CTYJEHTaMH HA OCHOBI
X JaHUX YCHILTHOCTI, 10 MA€ eBPUCTUYHUH XapaKTep — HAJAETHCS ONMC OCHOBHUX KOMIIOHEHTIB METO/Y, Ta OIIC B3a€EMO3B 3KiB
MDK MU KOMIOHEHTBaMH. Y SIKOCTi OCHOBH IPOMOHYEMOTO METOAY aBTOp Iependayae KOMOIHAIIII0 OCHOB CTATUCTHKHU Ta TEOPii
HEYITKUX MHOXMH. J[I 3ampoNOHOBAHOTO METOLY HABOIMTBCS J[OKa3 HOro Mpame3fgaTHOCTI y BHIVIAAI JETadbHOTO Ta
MOKPOKOBOTO BUKOHAHHS 3aBIAaHHS OLIHKH PiBHIO OTIAHYBAHHSA KOHKPETHIM HAOOPOM KOMIIETEHTHOCTEH aOCTPaKTHOTO CTYCHTA,
0 BUKOPHCTOBYE TOTOBHH Ha0ip JaHMX YCHINIHOCTI JAQHOTO CTYIEeHTa, Mo OyB copMOBaHHH aBTOMAaTHYHO y BHIAJKOBOMY
(dopmarti. Pe3ynpTaToM BUKOHAHHS IIOCTaBICHOT'O 3aBJAHHSI i3 BUKOPHCTAHHSIM MPOIIOHYEMOTO METO/Ty € IMOBIpHICHI BUCHOBKH y
BUIIISAI YMCIOBHX IMOKa3HWKIB. J[aHi BUCHOBKH JAalOTh 3MOTY 3pOOWTH 3arajbHHH BHCHOBOK IIPO Te, IO CaM IIPOIEC OLHKH
KOMIIETEHTHOCTI CTyJeHTa MOJKe He 3aJe)KaTH BiJl MOXKJIMBOCTI IIPOBENIeHHs yCHOI criBOecinn (Ha 4oMy 6a3yroThCs BCi iCHYrOU1
Metoau. TakuM YMHOM, BUKOPUCTAHHS 3aIPONIOHOBAHOTO aBTOPOM METOY Y KOMOiHAII1 i3 iCHYFoUuMH MeToqaMu (110 0a3yroThCs
Ha IPOBEICHHI YCHOI criBOeciqn), COpHUs€E MiIBUIICHHIO PiBEHIO OI[IHKH BHIMMHU HABYAJIbHUMH 3aKJIQJIaMH CTaHy (OpPMyBaHHSI
KOMIIETCHTHOCTEH (aKTYaJIbHUX [ PUHKY Ipalli Ha MOMEHT OILIIHKH) y CTY/CHTIB, a OTXKeE 1 Ja€ 3MOTY O1JIbII THYYKO ()OpPMyBaTH
HaBUYAJIHI IPOTpaMu, 10 TIO3UTHBHO CIIPHATUME Ha 3HIKEHHA PiBHIO 0e3p0o0iTTs B YKpaiHi.

Kiro4uoBi ¢j10Ba: KOMIIETEHTHICTb, KOMIIETEHTHICHUI IIAXiJ, METOJ OLIHIOBAaHHS, CTATHCTUKA, HEYiTHI MHOMXHUHHU,
HEYiTKi 3aImuTH

Manzhula K. Probabilistic analysis of student's competencies based on the competence approach. The purpose of
this article is to analyze the possibility of conducting a probabilistic analysis of student competencies based on their academic
performance data (without conducting an actual interview), and, accordingly, to present the author's method for conducting this
analysis, the practical value of which is also considered in this article. To this end, the article analyzes the current competency-
based approach to learning, the concept of "competence” in various fields of human activity, and the existing methods for
determining the level of competence of both schoolchildren and students and specialists in various fields. From the definitions of
the concept of "competence™ given in the article, the author chooses the most important one, on which the method proposed for
consideration is based. The analysis of the currently existing methods for determining competence allows the author to conclude
that they have a common drawback - the need to conduct an oral interview in one form or another. After that, the author proposes
for consideration and analysis a new method for determining the level of students' competencies based on their performance data,
which has a heuristic character - a description of the main components of the method and a description of the relationships between
these components are provided. For the proposed method, the author provides a proof of its efficiency in the form of a detailed and
step-by-step solution to the task of assessing the level of mastery of a specific set of abstract student's competencies using a ready-
made set of data on the student's academic performance, which was generated automatically in a random format. The result of the
task using the proposed method is probabilistic conclusions in the form of numerical indicators. These findings make it possible to
draw a general conclusion that the process of assessing a student's competence may not depend on the possibility of conducting an
oral interview (which is the basis of all existing methods. Thus, the use of the method proposed by the author in combination with
existing methods (based on an oral interview) contributes to an increase in the level of assessment by higher education institutions
of the state of formation of competencies (relevant to the labor market at the time of assessment) of students, and therefore allows
for more flexible curriculum development, which will positively contribute to reducing unemployment in Ukraine.

Keywords: competence, competence-based approach, assessment method, statistics, fuzzy sets, fuzzy queries

Berym.
Ha choroaHimHiii eHb, OCHOBOIO CBITOBOTO €KOHOMIYHOI'O CEPEIOBMIIA BUCTYIAE PUHOK mpari. Y

CBOIO Yepr'y, OCHOBOIO PHHKY IIpalli SIBJISIOTHCS CHEIialliCTH, 1110 3/IaTHI SKiCHO BUPIITyBaTH ITEBHE KOJIO 33724
CBOE€1 crermiagbHOCTi. TakuM YWHOM, MOXHA CTBEPIDKYBATH, IO TOJOBHOK XapaKTEPUCTHKOK KOXKHOTO
crerianaicTa € HOro KOMIIETEHTHICTD.

OnHak, JOCHIPKEHHsI CTATUCTUKY PUHKY TIpalli 1a€ 3MOTY CTBEPKYBAaTH, IO iCHY€ peajibHa podiieMa

— mpoueHT 0e3po0iTTS y BChOMY CBITI MOKa3ye TEHACHLIIO K 30UIbIIECHHIO. Y SKOCTi OJHIEIO 3 TPUYMH TaKO1
TEHIICHIIII Y JaHHIN CTaTTI pO3TIISAA€TECS HEMOMIIMBICT MPAIICIABII 13 THX UM IHIMUX HMPUIUH OTPUMATH
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iHpopMaIito Tpo piBeHb KOMIIETEHTHOCTI CIHemiajicTa i3 NPUYWHU HEMOXKIIMBOCTI TPOBEACHHS YCHOI
criBOeciin, OCKITBKY came Ha cmiBOecifi 0a3yroThCs OUTBIIICT BiIOMUX METO/IB OLIHKA KOMIETEHTHOCTI.

VY paMkax IaHHOTO AOCIiIKEHHS IPOBOJUTHCS aHAi3 ONHIET 13 MPUYMH, SIKa TaK caMO € IPoOIeMolo,
mpobiieMn 0e3poOITTs, aHANMI3YeThCA ICHYIOUMH METOJl BHpIIIEHHS AaHol mpobimemu. Ha ocHOBi aHami3y,
HAJa€ThCA IO PO3TIISAY AaBTOPCHKHM METOA IHMOBIpHICHOTO aHami3y PpIiBHIO KOMIIETEHTHOCTI CTyJIEHTa,
MO>KJIMBICTh BUKOPUCTAHHS SKOTO TOBOAUTHCSI METOAOM JEMOHCTpALlil Ha PealbHOMY MPHKIIAII.

IMocTanoBka nmpo0aemMu.

KoMmeTeHTHICTh — I1e MTOHATTS, sIKe Ma€ aOCTPAKTHUN XapaKTep, OCKUIBKM KOXKHUH Ipalne/iaBens cam
BH3HAYAE, HACKIJIBKYU CTICLIaliCT KOMIIETEHTHHH, 1 Li OL[IHKH y Pi3HHUX MIpalleAaBLiB i3 BEIUKOIO HMOBIPHICTIO
MOKYTh HE CIIBIaJaTH.

JocnimkeHHss ToKa3and, MO0 IiCHye 0araTo MeTOJiB, IO Jal0Th 3MOTY BH3HAYWUTH PIBEHb
KOMITIETEHTHOCTI crmeniaiicta. CIiTFHOI PHCOI0 JaHWX METOJIIB € Te, IO BOHW 0a3yroThCs Ha YCHIN
criBOeci i, Uu Oyab-sKii iHII aKTUBHOCTI, SIKa € PI3HOBUJIOM CITiBOSCIIH.

JlocBim OCTaHHIX POKIB TOKa3aB, IO HE 3aBXIM y MpanelaBIsl € MOXXIUBICTh MPOBECTH YCHY
ciBOeciny. Uepes meBHi 00cTaBUHU, yCHA CIiBOECi]a HEMOKIIHBA, 10 TPU3BOIUTH J0 TOTO, IO Mpalie/1aBelh
BTpaya€e MOTEHI[IHHOTO CIIeIliaiicTa, a CHEIIaliCT, Y CBOI Yepry, PU3MKYe, Yepe3 HE3aJeKHi BiJ HbOTO
00CTaBUHH, HE OTPUMATH POOOYE MICIIE, | TAKMM YHHOM ITiIBUIIIUTH BiJICOTOK 0€3pO0ITTS, 10 B OCTaHHI POKH,
SIK TIOKa3y€ CTaTUCTHKA, Y BChOMY CBITi JIMIIIE 30UTBITYETHCA.

UYepes 11e, NpakTHYHO BCi ICHYIOUi METO/IM BU3HAYCHHSI KOMIIETEHTHOCTI CIIEIialicTa BTPayaloTh CBOIO
aKTYaNbHICTh. [3 1i€l MpUYMHM iCHye HEOOXiAHICTh y (OpMyBaHHI HOBHUX METOMIB, SIKi O Jamm 3Mory
Tpare aBIsiM OTPUMYBATH IIEPBUHHY iHO(pPMAIIiF0 PO CTaH KOMIIETEHTHOCTI CIIEIIaNiCTiB, 1 SKi O TOBHICTIO
BUKIIt0YaH (akTop ycHoi cmiBOecian. Takum duHOM, HOBI MeToau OymyTh 3a0e3rmedyBaTi MOTeHIIaTbHUX
npareaBliiB iHhopMaIli€r, Ha OCHOBI sIKOT MOKHA OyJI0 O BUHOCUTH PIIICHHS 1100 CIEHIaiCTiB.

AHAJI3 0CTAHHIX TOCTiTKeHb.

OpHi€ero 3 HAWOLTBIT BarOMUX Ta MEPIIOPSITHAX IPOOIIEM JTFOICTBA, IO MAIOTh MIXKHAPOTHHMA XapaKkTep,
€ 6e3po0iTTs. 3a craTucTHKO, HaBeaeHow O.TomuieMm y cBoiit podorti [1], rio0ansHul piBeHb 3aiHATOCTI y
cBiTi y 2023 porii, BianoBinHo 10 npunymieHs ekcreptiB OOH, smeHmuThes g0 1%, B Toii gac sk y 2022 pori
JaHWH TTIOKa3HUK cTaHOBHB 2.3%. JlaHi IpHITyIIeHHs i ATBEPIMINCS — KOPOTKA CTaTHCTHKA, 10 3i0paHa i3
pi3HEX Kepen [2-5], Ta maTBeprKye e MPUITYIIEHHS, HaBeIeHa y Tabmmi 1.

Tabmuns 1. [TopiBHsUIbHA CTaTUCTHKA 0€3pO0ITTS

TepuTtopis IMokazuuk 6e3po0iTTs 3a 2023 [Nokazuuk 6e3po0biTTs 3a 2022
pi (%) pik (%)
Ykpaina 26 10.6
CIOA 4.6 3.7
€Bpona 6.5 6.2

JocnimkeHHs: caMoi CyTHOCTI Ta Tipobiemu 6e3po0iTTs Oyio mposeneHo me y [6-8], Ta, HA OCHOBI
pe3yIbTaTiB MBOTO JOCTiKEHHS, JOKa3aHo, IO JaHa Mpo0JieMa € aKTyadbHOK 1 Ha ChOTOAHIIIHIN JIeHb,
OCKUJIBKH, SIK BUTHO 13 TaOJIMIII BUIIE, TOKA3HUKY 0€3pO0ITTS JIUIIIE 30UIBIIMIINCS Y TOPiBHSHHI 13 2022 poKoM.
ITpu woMy BaxIMBO 3a3Ha4YnTH, 1110 JI. JIyk’stHoBa Ta 5. SIkoBIIeHKO y CBOiX poboTax [9-10], mpoaHasi3yBaBuiu
cratuctuky 3a 2009-2013 poku, Ta poOOTH BITUM3HIHUX HAYKOBIIB, pOOJISTH BACHOBOK, 110 oHaa 40% cepen
0e3pO0ITHUX CTAHOBMIIM O0COOU BiKOM Bij 15 10 29 pokiB. Sk moka3ye CTaTUCTHKA, CUTYyallisl 3 0e3po0iTTIM
cepen MoJiofi B Ykpaini y 2023 porii, Tak camo sk 1y 2013 potii, SIBISETHCS KPUTHIHOIO.

Haii6inpm po3noBCIODKEHUMH NpPUYUMHAMH 0e3po0iTTs, Ha AyMKy aBTopiB [7-10] € moOpoBiibHE
3BUIBHEHHS, CI1a]] BUPOOHMIITBA HA MIANMPUEMCTBAX Ta 3HIKEHHS TOMYJIIPHOCTI npodecii (To0To, MONMUTy Ha
uux). OxHak, aBTop y [6] M0 1mux mpuunH I01a€ Ie OOHY — 3acTapiia cucreMa ocBith: “SIk pesymerar, B
VYkpaiHi icHye HaAJHMIIOK CIELialicTiB ogHuX npodeciii Ta aediunT iHmMX. Bupimennsm wiei npoOreMu
MOKE CTaTh OTPUMAaHHS JIOJATKOBOI OCBITM Ta mepekBaidikalisi TUMYacoBO Oe3poOITHHX. A Takox
OHOBIICHHS TIPOTPaM BHIIO1 Ta CEPEAHBOT OCBITH.”.

Teopis 3acTapizocTi Cy4acHOT OCBITHOI CUCTEMH 3HAXOAUTh CBOE BifoOpaXkeHHs y podoTax [11-13].
Bci BoHH, SIKIO y3arajdibHUTH, 3BOASATHCS O €IUHOI TyMKH: Cy4acHa LIKOJia MOBUHHA MPUAUIATH yBary He
CTUTBKY 3HAHHSIM, CKUTbKY HABYAHHIO MaifOyTHIX CITEIialliCTiB MPUHIIMTIAM OTPUMAaHHS Ta OIIaHyBaHHS 3HAHb,
a TaKOX BUXOBYBaTH KOMITIETEHTHOCTI.

Biamoimtto Ha mUTaHHS “3aCTapioCTi” MPUIHHATO BBAXKATH KOHIICTIIIFO ““KOMIIETEHTHICHOTO MiIX01y”
no HaB4yauHsa. CyTh JaHOT KOHIEMIIil, BiAmoBigHO 10 [14-16], monsrae y AuHAMIYHOMY TOEIHAHHI 3HAHB,
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YMiHb Ta [iIHHOCTEH. Y CBOil cTaHmapTHIN (opMi, HABYAHHS, SKIO y3arajJbHIOBATH, 0a3y€eThCs Ha HACTYIHIH
CXeMi: BBEJIEHHS B TEMy — OCHOBHA iH(opMalis — MpaKTU9IHE 3acTocyBaHHSA. HaBuanHs, mo Oa3zyeTbes Ha
KOMIIETEHTHICHOMY MiIX0Ai, 6a3yeThCs HA IHTEPaKTUBHOMY Ta AisIbHICHOMY acleKTax, Mo mepeadavyaroTh
HaJaHHA 0araTopa3oBOi MOMJIMBOCTI YYHSIM CaMHUM OTPHUMAaTH BIANOBiAb Ha TOCTaBieHe mHUTaHHA. [linx
MMMTaHHSM Ma€ThCS Ha yBa3i came mpoOJieMHe MUTaHHS YH MPOOIeMHA CUTYaIlis, I BUPIIICHHS SKOTO/SKOi
LIKOJISIPY HEOOXiAHO MPOSIBUTH CBOI 3A10HOCTI A0 MOIIyKy iHQopMaiii, BuBeneHHS HOBOI iHdopMamii Ha
OCHOBI BXK€ iCHYIOYOI (JIOTiYHE MUCIICHHS) Ta J0 ajanrailii. BaiuBo 3a3HaunTH, 1110 “iHTCPAKTUBHICTH HE
03Hauae, 10 He MPUALIAIOTHCS yBara TeOpeTHIHIN 0asi.

KomnerentHicHuI migxiZ y HABYaHHI MOXKHA peani3yBaTH MPaKTHYHO Y O1/b-sIKil Tamy3i OCBITH, OHAK
mpocTile Ta eeKTHBHIIIE BCbOTO, SIK CTBEPKYEThCS y [14-15], 3poOuTu e y movaTKoBii mkomi. Bike
CepeHs Ta cTapiia IIKoJa MOTPeOyIOTh BIPOBAKEHHS CyJaCHMX TEXHOJOTIH ais peamizamii miaxomy. Te
caMe CTOCYETHCA 1 BUIIOI OCBITH (KOJEMK 1 mami).

OCHOBOIO JTaHOTO TiAXOMy € Take MOHATTA 5K “‘KommereHTHicTh”. ICHye OaraTto BU3HAYCHB JaHOTO
MOHSTTS. J{esKi 3 HuX mpeacTaBieHi y Taommii 2.

Tabmums 2. [lepenik Bu3HaueHb TepMiHy «KOMIETEHTHICTEY

Ne BusHaveHHs Joxepesio

1 e 3matHicTh cHiBpOOITHHKA 3aCTOCOBYBAaTH Ha MpPAKTUIIl HAOyTi 3HaHHA 1 [17]
BMIiHHA B CBOiil cdepi Ta Ha 3aiiMaHiil TO3WIIi{, KOIU CUTYyaIlisl BUMarae Horo
SKCIIEPTHOTO BTPYYaHHSI.

2 JuHamiuHa KOMOIiHAIlis 3HaHb, YMiHb, HABHYOK, CIIOCOOIB MHUCJICHHSI, TTOTJISIB, [18]
LIHHOCTEH, IHIIUX OCOOMCTUX SIKOCTEH, 1110 BU3HAYAE 3aTHICTH 0COOM YCITIIITHO
comiayizyBaTHcs, TMPOBAaTUTH TpodeciiiHy Ta/abo ToNaNbIly HAaBYAIBHY
TISTBHICTD.

3 3aMOBIICHHSI CYCITIIBCTBA HA MiITOTOBKY HOT0 TPOMAJISH, TAKUH Mepestik 6arato [19]
B YOMY BH3HAYAa€THCS Y3TO/HKCHOIO IMO3UINEI0 COIliyMy B IEBHIH KpaiHi abo
perioHi.

4 OO6i3HaHiCcTh, TOIHPOPMOBaHICTh, ABTOPUTETHICTb. [20]

5 Ominka gocsirHeHHs (200 HEJOCSITHEHHS) IEBHOT HOPMH, JOCSITHEHHS SIKOT MOXKe [21]
CBIIYMTH TIPO MOXKIJIMBICTh PABUJILHOT'O BUPIIICHHS SKOT0-HEOY/Ib 3aBIaHHSI.

6 3maTHicTh MOAUHN e()EeKTUBHO [iATH B TpodeciiHii Ta/abo 0COOUCTICHIM [22]
cdhepax KUTTS.

7 3narHicTh MOOLTI3yBaTHM BCi OTpMMaHi 3HAaHHSA 1 3aCTOCOBYBAaTH iX 3a [23]
MPU3HAYCHHSIM.

8 Competence means that you have the ability to do something well. [24]

9 The quality or state of having sufficient knowledge, judgment, skill, or strength [25]
(as for a particular duty or in a particular respect)

10 Is defined as the capacity to respond to individual, or societal, demands in order [26]
to perform an activity or complete a given task.

Sk MoxkHa 1TOOAUNTH 13 TAOIUII BUIIE, TOHATTS «KOMITIETEHTHICTE» € ClIa0KO-BU3HAUYCHUM (MAa€EThCS
Ha yBa3i Te, 1110 HeMa KOHKPETHOI'O Ta €JUHOI0 BU3HAYCHHS) OHATTAM. TOYHIIIE Ka)Xy4dd, 3HAYSHHS JaHOTO
TEPMiHy Bap’ IO€TbCS B 3aJIeKHOCTI BiA cepeaM Ta IOCTaBIeHOI 3axavi. Y JaHOMY JOCITIJDKEeHHI Oyne
BUKOPHCTOBYBATHCS TIEPIIC 3 MPEACTABICHUX y TAOJUII BUIC MOXJIMBHX BHU3HAYEHb, OCKIJIBKH BOHO, Ha
IYMKY aBTOpa, Ma€ BUCOKHI CTEIiHb SICHOCTI Ta 3arajbHOCTI OJJHOYACHO.

OpgHuM 13 TOJOBHMX IIMTaHb, IO TOB’SA3YyIOTh 13 KOMIICTEHIIIMH, KOMIIETEHTHICTIO Ta
KOMIIETEHTHICHUM IIiJIXOZI0M, € MHUTAaHHS OI[IHKW Ti€i 4M 1HIIOT KOMIIETEHTHOCTI OTPUMYyBada OCBITH, a00
npocto ocobu. Haibinbin yacTo 3aisHi METOJIi IPOBENICHHS OIIHKH [27-29] KOMIIETEHTHOCTI NpeICTaBIICH]
y Tabnuii 3.

Tabmuns 3. Meronu npoBeeHH| OLiIHKA KOMIIETEHTHOCTI

Ne Metog
1 ExcriepTHa oliHKa
2 Camoorfinka
3 AHai3 TeKCTIB
4 TectyBanHs
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5 Hlxanu

6 IaTepB’io

7 PonboBi irpu Ta MOACTIOBAHHS
8

9

CroctepexeHHs
HebaTtu
10 Ipe3enTamii
11 TBopui MeToIH

[Ipobnema muTaHHS OLIHKK KOMIETEHTHOCTI MOJISTaE caMe Y HETOUHOCTI MOHSTTS «KoMmeTeHTHICTh»
- OL[IHIOBaHHS HETOYHHUX, CIa0KO-BU3HAUEHHUX MOHATH 3aBXKIU Hece y co0i (akTop Ta, 0OJHOYACHO, PH3HK
Cy0’€KTHBHOCTI, OCKITPKH OI[IHIOBAHHS, YACTIIIIE BCHOTO, 3aJI€KUTh B/l BIACHOI TyMKH OIIHIOIOYOTO.

Mera

I3 nmpuumH, 3a3Ha4EHNX BUIIE, iICHYE HEOOXiTHICTH PO3POOKH HOBOTO METOAY OLIHKH KOMIIETEHTHOCTI
ocobw, KM OM MaKCHMAallbHO MiHIMi3yBaB (pakTop CyO €KTHBHOCTI IO BiTHOIICHHIO 10 CYO’ €KTYy OIIIHKH,
TOOTO TIOBHICTIO, 200 Maike TIOBHICTIO MiHiIMIi3yBaB JIOJCHKHN (pakTop y mporeci ominku. Ilpu mpomy
BR)KJIMBO 3a3HAYMTH, 110 JAHUWA METOJ] IMOBUHEH OYyTH HE3AJICHKHHM BiJ BXKE ICHYIOUHMX METOJIB, Ta JIETKO
iHTEerpyBaTUCs y BXKe icHyrodi meroau. OCHOBOIO TaHOTO METOAY MOBHHEH BUCTYNAaTH KOMIETEHTHICHHUH
MiOXiJl, OMUCAaHWK BHINE. TakoXX, BaKIMBO 3a3HAYUTH, IO JaHi, OTPUMaHi Ha OCHOBI BHKOPHCTaHHS
3allpONOHOBAHOIO Yy I CTaTTi METOAYy MOBMHHI MaTH HMOBIPHICHHI XapakTep, OCKIJIbKH 0e3 «KHUBOTO»
CHIJIKYBaHHS HEMOXJIMBO TOYHO BHU3HAYUTH PiBEHb KOMIIETEHTHOCTI. BiAmoBigHO, METOO aaHOI POOOTH €
aHalli3 Ta TPEJCTAaBIEHHS HOBOTO METOAY OIIHKA KOMIIETEHTHOCTEH CTYAEHTIB Ha OCHOBI IX JaHHX
YCHINIHOCTI, IKAH 13 JESIKO0 HMOBIPHICTIO MOKE HaIaTH MOXKITUBICTh 3MEHIIIEHHS PiBHIO 0e3p00iTTS.

OcHoBHa YacTHHA.

VY naHiif cTaTTi pO3TMAAAETHCS BUKOPUCTAHHS aCIeKTiB KOMIIETEHTHICHOTO MiAXOTy ISt HMOBIPHICHOT
OIIIHKM KOMIIETETHOCTEH OTPUMYBaUiB BUINOI OCBITH, TOOTO cTyneHTiB. [IprunHa qanoro Bubopy cy0’ekTiB
OLIIHKY TIOJISITAE Y TOMY, 1110, Y 3aralbHOMY BHTJISA[I, CXeMa B3a€MOJI1 Ta B3a€MO3B’ 13Ky BUILUX HABYAIBHUX
3aknafiB (Hagani BH3) ta puHKy mpartii BUIIIsLIae Tak, K Iie T0Ka3aHo Ha puc. 1.

PuHOK npaui

CTyaoeHTH

==l

BH3 <::

Puc. 1. Cxema B3aemoii / B3aeM03B’ 513Ky puHKY mpaiii Ha BH3

Sx MoxHA T00a4YNTH i3 pUCYHKY BuIe, BH3 rotyroTh CTyA€HTIB 10 IEBHUM HaBYaJILHUM IpOrpamMam,
a CTyJEHTH CTaIOTh CIIeliaicTaMu, 110 TOBHHHI 33/I0BOJIBHUTH MOTPEOH PUHKY Mpati. Y CBOIO YepTry, PUHOK
mpai Hajae inpopmariiiro BH3 npo aktyansHi motpeOu Ta TeHAeHIil, 110 gae MoxiuBicte BH3 koperyBaru
CBOi HaBYAJIBHI MPOTPaMH i3 METOFO BiJIIOBIJTHOCTI OTPEOAM PUHKY.

I3 BchOro BUILE3a3HAUYEHOTO MOXKHA 3pOOMTH BHCHOBOK, IO J0 3a3HAUEHHX BHILE BHUMOT 0 HOBOTO
METOJIy MWMOBIPHICHOI OIIIHKHM KOMIICTEHTHOCTEH HEOOXIIHO JOJaTH BHMOIY <«3arajibHICTB» a0o
«YHIBepcaBbHICTEY», OCKIJIBKH Pi3HI HaBYANBHI mporpamu y pisaux BH3 BUXOBYIOTH y OTpUMyBauiB BHUIO]
OCBITH pi3HI KOMIIETEHTHOCTI/KOMIIETEHII1, 1 pO3pOOIIIOBaHMI METO/ OLIIHKU IIOBUHEH 1€ BPaXOBYBATH.
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TakuM YHHOM, 3aMPONIOHOBAHUI aBTOPOM METO/T OI[IHKH KOMIIETEHTHOCTEH OTpUMyBava BUINOT OCBITH
Ha OCHOBI KOMITETEHTHICHOTO IiIXOY CKJIaIa€ThCS 13 KOMITIOHEHTIB, IPEACTaBIeHUX Ha PHC. 2.

OLIHKW

SESEEs

~ ~

|, METOO )

KOMIMETEHTHOCTI |-

BEAZA OLUIHKIA =

crnocis
OLIHKW

-
CnocCiB
MNMPEOCTABNEHHA [«
PE3¥TIBETATIE

Puc. 2. KoMmmoHeHTH 3a1IpOITOHOBAHOTO METOY OIIHKH KOMITETEHTHOCTEH

[1ig KOMIIETEHTHOCTSIMH Ma€THCS Ha YBa3i CIHCOK KOMIeTeHTHocTeH, siki BH3, BinmoBigHo 10 moTped
PHUHKY Tpalli Ta BIaCHUX HaBYaJbHUX MPOTpaMm, 31aTHI PO3BHBATH Ta OLIHIOBATH Y OTPUMYBaYiB BUILO1 OCBITH.

[Tix 6a3010 OliHIOBaHHS MAETHCS HA yBa3i Te, HA OCHOBI 4OTo OyJie MPOBOJUTHUCS OliHKA. BpaxoByroun,
10 METOJI TIOBHHEH MiHIMi3yBaTH Cy0’ €KTUBHHHA (PakTOp, HA OCHOBI JAHOTO TBEP/DKEHHS, MOXKHA 3pOOHUTH
HACTYITHUI BUCHOBOK — 0a3a OI[IHIOBaHHS TTOBUHHA MaTH YUCIIOBHH XapakTep.

[Tix criocoOoM Ol HIOBaHHS MAa€ThCS Ha YBa3i CIOCiO 0OpOOKY YNCIIOBUX JIAaHUX, 3TaIaHUX BUIIIE (TOOTO,
0a3u OLIHIOBAHHSA) IJI1 OTPUMaHHs BUCHOBKY PO PiBEHb Ti€l UM iHIIOT KOMIETEHTHOCTI OTpUMYBaya BUIIOT
OCBITH.

[Tix ciocoboM mpeacTaBIeHHsI MAEThCSI Ha yBa3i crioci0 BimoOpayKeHHsS OTPUMAaHKX paHillle BUCHOBKIB
y IpOCTii Ta 3po3yMiniid ¢popmi. Y axkocTi Takoi HOpMH MOKE BUCTYIATH K KOPOTKUN TEKCTOBUH BUCHOBOK,
TakK i giarpama.

JaHa apxiTeKTypa MeTOLy 103BOJIsIE 3a0e3MeUnTH HeOOX i THHI PiBEHD 3aralibHOCTI, 10 JI03BOJIUTH HOTO
BUKOpUCTaHHS y pizHuX BH3. B3aeM03B’ 5130k JaHWX KOMIIOHEHTIB MPEICTAaBICHO Ha pUC. 3.
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Puc. 3. B3aeM03B’ 130K KOMIIOHEHTIB HOBOT'O METOIY
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VY Bumazaxy 0a3u OIiHKHM, HAWOLIBII IPOCTHM Ta ONTHMAJIHHHUM Y TUTaHI KOIITOBHOCTI € BUKOPUCTAaHHS
JMaHWUX YCHINIHOCTI OTPUMYBadiB BUIIIOi OCBITH, OCKUTFKHA BOHHU 33/I0BOJIFHSIOTH YMOBI YHCEIHHOTO THUITY 0a3H,
Ta y OyAb-SIKOMY BUIAIKy € Pe3yJbTaToM HaBUaHHS OTPHMYBadya BHIIOi OCBITH, TOOTO € pe3yJbTaToM
PO3BUTKY THX YM IHIINX KOMIIETCHTHOCTEH. Y CBOIO uepry, HaB4aHHs y OyIb-sIKOMY BHUIIAAKY mependadae
OIIHIOBaHHs, IO Yy CBOIO HYEpPry Iependadae OTpPUMaHHS OTPHUMYyBadeM BHINOI OCBITH OIIHOK, TOOTO
MOTIOBHEHHS 0a3u OIiHKK. OTKe, BAKOPUCTAHHS JIaHUX YCIIITHOCTI (OIIHOK) BiJMOBIIae CXeMi BHIIEC Ta HE
BUXOIUTH 3a 11 MeXI.

BaxxnmBo 3a3HaunTH, 0 BUKOPUCTAHHS JaHWUX YCHIIIHOCTI Y SKOCTi 0a3uW OLIHIOBAHHSA Iependadae
BBEJICHHSI OOMEXCHHS IIUX JaHUX, a caMe OOMEKEHHSI AUCIUILITIH.

[lix oOMexeHHSM AWCUUILIIH MaeTbCcid HA yBa3l BHUKOPHCTaHHS JIMIIE TUX JAHUX YCHIIIHOCTI, SIKi
OTPUMaHiI OTPUMYBadeM BHUIIOI OCBITH MO JAWCHHUIUTIHAM, III0 MAlOTh BIIHOIIEHHS O KOMIETEHTHOCTI, JJIS
siKoi TPOBOAMTHCA omiHka. Hampukmax, ams xommereHTHOCTI «3HaHHA OOIl-mpuHIUIY TporpamMyBaHHS
JUCLUIUTIHAMH, IO BiJHOCATHCS A0 AaHOI KOMIIETEHTHOCTI € «OO0’€KTHO-Opi€HTOBaHE MPOrpaMyBaHHS,
«OCHOBH TIpOTpaMyBaHH:» Ta «AJITOPUTMH Ta CTPYKTYPU AAHHUX» - JIaHI YCIIITHOCTI (OIIIHKH) came 3 IHX
TUCIHIUTIH MOXYTh OYTH BHUKOPHCTaHI U1 OIIIHIOBAHHS pIBHIO OBOJIOAIHHS BHIIE3a3HAYEHOIO
KOMIIETEHTHICTIO OTPUMYBada BHII[Oi OCBITH; y CBOIO YepTy, IaHi YCHIIIHOCTI 3a TaKi AUCHUILTIHY SIK «OCHOBU
ynpasiiHHs 0azamMu JaHux», «Dinocodis» un «DiznuHe BUXOBAHHSD) MOKHA BUKOPHCTOBYBATHU ISl OLIIHKH,
OJTHAK BUIXIJTHI Pe3yibTaTH y TAaKOMY BHITAIKy OYAyTh MaTH Y€ MalH{ CTeNiHb 00’ €KTHBHOCTI, a OTXKE
OyAyTb HEMPUIATHUMH TSI IOAAIBIIOTO BUKOPHCTAHHS.

Y KOHTEKCTI IPOMIOHYEMOT'O METO/Ty, aBTOP PO3IJIsAAAa€ BUIU JAHUX YCIIIIHOCTI (OIIIHOK), TPEACTaBIICH]
y Tabnuiti 4.

Tabmuns 4. Buan qaaux yCIinrHOCT (OIIHOK)

Ne Tun ouninku IpunanexuicTnb
1 3a sekuito [loTouHa yCHINIHICTH
2 3a mabopaTopHy podoTy [loTo4Ha yCHiMIHICT
3 3a npakTuuHy podoTy [loTo4Ha yCHiNIHICTH
4 3a MOIYyJIbHY KOHTPOJIBHY POOOTY KoHTposbHa ycHinHicTh
5 3a 3aiik KoHTponbHa ycHimHicTh
6 3a ex3aMeH KoHTpobHa yCHilHICTD
7 3a gqoMalrHe 3aBJaHHS [ToTo4Ha yCHinHICTH
8 3a KypcoBy poboTy KoHTposbHa yCHinHicTh
9 3a HaBYaJIbHY MPAKTHKY KoHTponbHa ycHimHicTh
10 3a BUpOOHUYY MTPAKTUKY KoHTpobHa yCHilHICTD
11 3a nepeININIOMHY MPAKTUKY KoHTpobHa yCHilHICTD

Sk MoxHa T00a4nTH 13 TaOIMI BUIIE, aBTOP BUALIE 11 BUIIB JaHUX YCIITHOCTI Ta PO3ALISAE iX Ha
IIBi TPYTIN: TPYITY MIOTOYHOI YCITINTHOCTI Ta TPYIy KOHTPOJIBHOI yCIITHOCTI.

Januii po3no/Iis BBEAGHO aBTOPOM Yepe3 Pi3HUH XapaKTep caMUX BUAUICHUX BUJIIB YCIIITHOCTI. AHAII3
KOMITIETEHTHOCTI HEMOXIIMBO IMPOBOJMTH JIUIIE Ha OCHOBI a00 MOTOYHOI, 200 KOHTPOJIBHOI YCHIIIHOCTI —
pe3yabTaTH aHajily y TakoMy BHIAAKY OyIOyTb HMOBIPHO NpEACTAaBISATH pealibHy iH(opMamilo Julle
HAIIOJIOBHMHY, a OTKe OYIyTh BBAXXATHUCS HEKOPEKTHUMH. BogHOYAC, MPOBODKEHHS aHAI3y Ta OL[IHIOBAHHS
PIBHIO KOMIIETEHTHOCTI Ha HEBIOPSAKOBAHUX (HEPO3MIJICHHMX) JaHUX MPU3BOAMTH O HETOYHHX, & OTKE
HEKOPEKTHHUX BUXIJTHUX JaHUX. TaKuM YMHOM, KOPEKTHHM Ta JIONUIFHUM Y TAKOMY BUIIAJKY € MapajebHUN
aHaJli3 Ta PO3PaxXyHOK PIBHIO KOMIIETEHTHOCTI HA OCHOBI SIK MOTOYHOI, TaK I KOHTPOJIBHOI YCIIIIHOCTI.
HeoOxifHicTh ypaxyBaHHs 000X IUX BHJIIB YCHIIITHOCTI TAKOX OOYMOBIIOETHCSI HACTYITHUM TBEPJIKCHHSIM:
MMOTOYHA YCHIIIHICTh MOKAa3y€e Te, K MIBHAKO Ta TOYHO OTPHUMYBad BUIIOI OCBITH 3[JaTHHN CIIPUAMATH Ta
OCBOIOBATH HOBI 3HaHHS; KOHTPOJbHA YCIIIIHICTD MOKAa3ye T€, K SPEKTUBHO OTPUMYBAd BHUIIOi OCBITH
3IaTHUI BUKOPUCTOBYBATH OTPUMAHI I1iJ] 4aC HaBYAHHS 3HAHHS Ta HABHYKH.

Bubip crioco0y OIliHKY y JAHOMY METO/1 € KIIFOUOBUM aCIEKTOM, Ta, OJJHOYACHO, HAHOJIBII CKIIATHHM.
CKIIaJHICTh TaHOTO €TaIly IMOJISATaE B YHIBEPCATBHOCTI IOHATTS «KOMITETEHTHICTEY. [1i1 yHIBEpCANBHICTIO ¥
JTAHOMY BMITaJIKy MA€ThCS Ha YBa3i T€, 110 KOMIIETEHTHICTD /ISl KOXKHOI'O BU3HAYAETHCS II0-CBOEMY, HE iICHYE
KOHKPETHOI Ta yHIBepCaJbHOI BIAIOBIII HAa MUTAHHS «SIKUH CHEliallicT € KOMICTEHTHUM y TOH 4M 1HIIIK
0071acTi?» a TaKOXK HE iCHYe KOHKPETHHUX IIIKAJl BUMIPIOBAaHHS. 3ayBaKUMO, IO CKJIATHICTh TAHOTO MMUTAaHHS
3aroCTPIOETHCS TUM, IO CIIOCIO OIIHKK Ha BMXO/Ii IOBUHEH BHIaBaTH KOHKPETHE YUCIIO UM HAOIp YuCell.
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VY sKoCTi OIHOTO i3 MOMIIMBHX PillleHb JaHOI MPOOJIEeMH MPOMOHYETHCS BHUKOPHUCTAHHS HEYITKHX
3aMuTiB, MO 0a3yIOThCS Ha TEOpil HETITKUX MHOXKUH 3aze. [IpnunHa JaHoTOo pIllIeHHS MOJIATaE caMe y TOMY,
IO J]aHi 3anuTH 0a3yI0ThCs HAa POOOTI 3 HEUITKUMU 3HAYSHHSIMH Ta MHO>KHHAMU 3HAYEHb, Ta I03BOJISIE POOUTH
WMOBIpHICHI BUCHOBKH TIPO BiMOBIIHICTh MEAKUX BXITHUX JAaHAX TUM Y{ IHIIAM HEUITKUM TPYTIaM.

CyThb qaHoro pimeHHs nossirae y Hacrynaomy [30]:

1. dopmMyeThCsl eske HediTKe MOHATTA (Hampukiaa, “JlocBim poboTw”) — 1e JTIHrBiICTHYHA
3MiHHA;

2. Jus nanoi 3MiHHOT 33a€THCS 00TIaCTh BU3HAYCHHS — YHCIIOBHH iHTEpBAI. Y BHUITAIKY JOCBITY
poboTH 1e Moxke Oyt iHTepBan Bix 1 g0 15 pokis.

3. Jns BU3HA4eHOi paHille JIiHTBICTUYHOI 3MiHHOT BHAUISETHCS TPU JIHTBICTHYHI TEPMH.

BigmoBigao mo 3minHOi “/locBim poOOTH” MHTBICTHYHIMH TepMaMu OymyTh: “Mammii qocsin”’, “Cepennii
nocsin” Ta “Benukuit nocin’”.

4, Obupaetbecs  (yHKIisT TpHHATIEKHOCTI. YacTime BChOro, OOHpaeThCs TpameneinaibHa
¢dbysKis mpuHanexxHocTi (popmyna 1) i3 mapamerpamu [a, b, ¢, d] T KOXXHOTO JTIHTBICTUYHOTO TEPMY.
[lapamerpu [a, b, ¢, d] BU3HaUalOTECA CHIemiaiCTaMH, Ta HAYTh 32 3POCTaHHSIM.

1—9:§3a3x£b

1b<x<c
MF _(x) = (1)
c X—C
1-——,c<x<d
d—
0,x¢(a,d)
5. 3a TpamneneinanpbHO (PYHKIIE TPUHAJICKHOCTI BH3HAYAETHCS BIATOBIIHICTD NIEIKOTO

3HAYEHHsI IO O/IHI€1 3 BUBHAYCHUX paHilie Tpym (JIIHrBICTHYHUX TEPMIB).

I3 anropuTMy BHIIE BUAHO, IO ISt HOTO KOPEKTHOT poOOTH HEOOXiAHO MaTH JESKE YHCIOBE 3HAYCHHS
Ha BXozi. OmgHak, 3a ymMoBaMH, 0a3010 OIIIHKK € HE OJHE KOHKpETHe 3HaueHHs, a Habip 3Ha4eHb, TOOTO
YCIINIHICTh OTPUMYBaua BHIIOT OCBITH. BpaxoBytouu Te, 110 ycHminHicTh Oyiia po3jijieHa Ha JiBa THITH, TO MU
MaTUMEMO J[Ba HaOOpH YMCIIOBHX 3HA4YeHb. OTKE, ICHYe HEOOXIIHICTh Y MPUBEICHH]I KOKHOTO 13 HA0OPIB J10
KOHKPETHHX YHCEJI, ITICIIS YOTO J]aHe YHCIIO Oy/ie MepeBipATHCS METOIO0M HEYITKUX 3allUTiB.

I3 miero 3amader0 MPOMOHYETHCS 3BEPHYTHCS JIO CTATHCTHKH, 1 BUKOPHUCTATH TaKi MOHATTS K
«Bapiamilinuii psaa» ta «'eHepanbHa cepeiHs BapialiifHOTo psay». 3a JOMOMOTOI0 CIHCKY YCIIIIHOCTI (SIK
CIHUCKY TIOTOYHOI YCHINIHOCTi, TaK i CMUCKY KOHTPOJBHOI YCHINIHOCTI) OTpUMyBaya BHUIIOI OCBITH MOXKHA
chopMyBaTH BapialliifHi psAX I TOTOYHOI Ta KOHTPOJBHOI YCIINTHOCTEH, MiCs YOTO ISl KOXKHOTO PSIITy
MO>KHA 3HAWTH Bi/IMIOBIIHY HOMY reHepallbHy CEPEIHIO, SIKa CIIYTY€E THUM CAMUM 3HAYCHHSIM, SIKE TIEPEBIPAETHCS
Ha NPUHAICKHICTh HEUITKI MHOXHHI.

TakuM YHMHOM, aJITOPUTM 3aIIPONIOHOBAHOTO CIIOCO0Y OIIHKH HACTYITHHUIA:

1. OrtpuMyeMO CIUCOK AMCUMIUIIH, L0 € NEPUIOPSIHMMH Ta APYTOPAOHUMH ISl aHalli3yeMoi
KOMIIETEHTHOCTI;

Ji1st KOXKHOT 13 3HAWACHUX AUCLUILIIH (POPMYEMO CIIMCOK MOTOYHOI YCHIIIHOCTI;

Jiist KOXKHOT 13 3HAWACHUX AUCLUILIIH 3HAX0AUMO CIIMCOK KOHTPOJIBHOI YCHIITHOCTI;
BusHavaemMo HeUiTKe MOHATTS;

3Hax0AMMO/pO3PaxOBYEMO BapialliiHU PsiJi TOTOYHOI YCITINIHOCTI;

3Hax0AMMO/PO3paxoOBYEMO BapialiiHUKI P KOHTPOJIBHOI YCHIIIHOCT;
3HaX0AMMO/pO3PaXOBYEMO TeHEPAIIbHY CEPEHIO BapiallifHOTO sy MMOTOYHOT YCITINIHOCTI;
3Hax0AMMO/PO3PaXOBYEMO TeHEPAIIbHY CEPEHIO BapiallifHOTO Psily KOHTPOJIBHOT YCITIIITHOCTI;
Busnauaemo 001acTh BU3HaYCHHS (YUCIOBUN IHTEPBAI);

0. BusnayaeMmo JIHI'BICTUYHI TEPMH;

1. OOupaeMo YHUCIIOBI 3HAUCHHS JIJIs1 PYHKIIIT TPHUHATICKHOCTI;

12. IlepeBipsieMO TeHepalibHY CEpEAHIO BapiallitHOTrO psAy MOTOYHOI YCHIIIHOCTI Ha BiJMOBIAHICTH
BHU3HAYEHUM PaHille HEUiTKUM TepMaM;

13. TlepeBipsieMo reHepaibHy CEPEIHIO BapialliiHOrO PsY KOHTPOJIBHOT YCHIIITHOCTI Ha BIAMOBITHICTD
BH3HAYCHUM PaHIIIE HETITKUM TEpMaM;

14. BuBoauMmo pe3yibTaT y BUTIISAI BUCHOBKY Ta/ab0 y BUTIISAL AiarpamMu.

RBooo~NoO kW
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OTpHMYyBaya BUIIOI OCBITH Ha PeaIbHOMY MPHKIIAII.

[IpumycTrMo, mo HEOOXiqHO BU3HAYNTH PiBEHBb ONAHYBaHHA cTyneHTa IBanoBa l.I. kommereHTHOCTI
«CTBOpIOBaHHS MPOTPAMHOTO 3abe3meueHHs». Takoxk, IprIrycTUMO, 110 KepiBHuITBO BH3 Bxe chopmyBano
CIHMCOK TUCLUWIUTIH, IO CIPHSAIOTH ONaHyBaHHS JaHOI KOMIIETEHTHOCTi. Llel cmucok mpeacTaBieHUH Y

Tabmmi 5.
Tabmus 5. Kirouosi 1t po3BUTKY 00paHOi KOMIETEHTHOCT] AUCITUILTIHA
KomnieTenTHicTh: CTBOPIOBAHHS POTPAMHOI0 3a0e3MeUeHHsI
Ne JAucuuniina
1 OcHoBH nporpamHoi iHKeHepii
2 AJTOpPUTMH Ta CTPYKTYPH JaHHUX
3 basu mannx
4 Po3pobka BEB-3acTrocyBanb
VYcenimHicts cTyaeHTa [Banosa 1.1 13 3a3Ha4eHUXK BUIIE TUCIUILIIH IPEACTABICHA y TaOIuIl 6.
Tabmums 6 — Crimcok ycmimHoCTi (01iHOK) ctyneHTa IBanosa L1
Oninka Jucuumaina Tun
80 (C) OCHOBH IIPOrpaMHOi IHKeHePii JlabopaTopHa
67 (D) OCHOBHM ITPOrpaMHOI IHXKEeHEPIT JlaboparopHa
82 (B) OcHoBH nporpamHoi iHKeHepii JlabopatopHa
97 (A) OCHOBH MPOrPaMHOI iHKeHePil JlabopaTopHa
89 (B) OCHOBH IIPOrpaMHoOi IHXKeHepii JlabopaTopHa
95 (A) OcHOBH nporpamHoi imKeHepii JlabopatopHa
83 (B) OcCHOBH ITPOrpaMHOI IHXKEeHEPIT JlaboparopHa
95 (A) OCHOBH MPOrpaMHOI imKeHepil MKP
83 (B) OcHOBU MpOrpaMHoi imKeHepii MKP
89 (B) OcHOBH nIporpamMHoi iHXeHepii JomamHe 3aBaHHs
98 (A) OcHOBH NporpamHoi iHKeHepii KypcoBa po6ota
73 (D) OcHOBH NporpamHoi iHKeHepii Ex3amen
93 (A) ANTOpPUTMH Ta CTPYKTYPH JIaHUX JlaboparopHa
70 (D) ANTOpPUTMH Ta CTPYKTYPH JIaHUX JlaboparopHa
90 (A) ANTOpPUTMH Ta CTPYKTYPH JIaHUX JlaboparopHa
94 (A) AJNTOPUTMH Ta CTPYKTYPH JaHUX JlabopatopHa
69 (D) AJNTOPUTMH Ta CTPYKTYPH JaHUX JlabopatopHa
99 (A) ANTOpPUTMH Ta CTPYKTYPH JIaHUX JlaboparopHa
80 (C) ANTOpPUTMH Ta CTPYKTYPH JIaHUX JlaboparopHa
65 (E) AJITOPUTMH Ta CTPYKTYPH JaHHX MKP
87 (B) AJNTOPUTMH Ta CTPYKTYPH JaHUX MKP
98 (A) AJITOPUTMH Ta CTPYKTYPH JAHUX JomariHe 3aBaaHHs
75 (C) ANTOPUTMH Ta CTPYKTYpPH AaHUX KypcoBa pobota
82 (B) ANTOPUTMH Ta CTPYKTYpH JaHUX Ex3amen
77 (C) basu manux JlabopatopHa
78 (C) basu jmanux JlabopatopHa
85 (B) basu manux JlaGopatopHa
73 (D) basu manux JlaGopatopHa
76 (C) basu manux JlaGopatopHa
60 (E) basu manux JlabopatopHa
89 (B) basu jmanux JlabopatopHa
80 (C) basu manux MKP
62 (E) basu manux MKP
96 (A) basu manux JomaiHe 3aBIaHHs
73 (D) basu manux KypcoBa po6ora
73 (D) basu manux Ex3amen
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89 (B) Po3pooka BEB-3acTocyBanb JlabopaTopHa
90 (A) Po3po6ka BEB-3acTtocyBanb JlabopaTopHa
85 (B) Po3pobka BEb-3acTocyBanb JlaboparopHa
73 (D) Po3pobka BEB-3acTocyBanb JlabopatopHa

84 (B) Po3pobka BEb-3acTocyBanb JlaboparopHa
80 (C) Po3pooka BEB-3acTocyBanb JlabopaTopHa
100 (A) Po3po6ka BEB-3acTtocyBanb JlabopaTopHa
92 (A) Po3podka BEB-3actocyBaHb MKP
71 (D) Po3pobka BEB-3acTtocyBanb MKP
79 (C) Po3pooka BEB-3acTocyBanb Jlomarinse 3aBIaHHs
96 (A) Po3po6ka BEB-3acTtocyBanb Kypcosa po6ora
80 (C) Po3po6ka BEB-3acTtocyBanb Ex3amen

J11st HA0UHOCTI, BC1 IMCIMILTIHU MalOTh OHAKOBY KiJIbKICTh TaOOPAaTOPHUX, MOAYJIEHIX KOHTPOJIBHUX
poOiT, MalOTh JOMAIIIHE 3aBJaHHS Ta KypCOBY pOOOTY, Y SKOCTI (DOpMU KOHTPOJIIO 3HAHH OOpaHO €K3aMEH.
Oninku copMOBaHO aBTOMATHYHO, Ta TMpeAcTaBiIeHO BimmoBimHo a0 Tadmumi ECTS. Takox, Buan
YCIINIHOCTI BHIUIEHO KOJNbOpAaMH — IOTOYHA YCHIMIHICTh BUALICHA CBITJIO-OJAKUTHAM KOJILOPOM, a
KOHTPOJIbHA YCHIIIHICTh BUIJICHA CBITIO-)KOBTUM KOJIBOPOM.

Po3ninumo npencraBneHe 3aBJaHHs Ha KPOKU:

1. BigmoBigHO 10 Teopii HEUITKUX 3aMUTIB, BUZHAYMMO HeWiTKe MOHATTSA. OCKUIBKH MU TMIPAIFOEMO i3
KOMIICTCHTHOCTSIMH, TO HEYITKUM MOHATTAM € «PiBeHb KoMmmeTeHTHOcTi». Pamime Oyiio ckazaHo, IO
KOMITCTEHTHICTh HEMOJKJIMBO BHU3HAYHUTH UYepe3 YHCIIO HANPSAMY, OJHAK ISl IIbOTO MOXKHA BHKOPHCTATH
MOHATTS 13 CTATHCTHKU. TakuM 4YHHOM, HeEYiTKe IOHATTA «PiBeHbP KOMIIETEHTHOCTI» TpHUHMAaEe BUJ
«[enepanbHa cepeHs BapiamiiHOTO Ay YCHIITHOCTI». Takok, Bi3bMEMO JI0 YBaru Te, IO YCHilTHICTh Oyia
po3IineHa Ha 1Bl rpynu (IIOTOYHA Ta KOHTPOJIbHA), @ OTKE MU MaTUMEMO JBa HEHITKUX MOHATTS: «[ eHepanbpHa
cepemHs BapiamifHOrO psAay TOTOYHOI ycmmHOocTI» Ta «['eHepanbHa cepemHs BapialiiHOTO pSay
KOHTPOJIBHOI YCIIIIHOCTI».

2. ®opMyeMo Ha OCHOBI JIAHMX TTOTOYHOT YCHIITHOCTI BapialliftHUH psiji TOTOYHOI YCIIITHOCTI (TabnuIis

” Tabnuus 7 — Bapianiitauii psi1 OTOYHOT YCHIIHOCTI cTyAeHTa [BanoBa L1
BapianTa(Xi) | Yacrora (Ni) | Bapianta(Xi) | Yacrora(Ni) | Bapiauta(Xi) | Yacrora(Ni)
60 1 76 1 92 0
61 0 77 1 93 1
62 0 78 1 94 1
63 0 79 1 95 1
64 0 80 3 96 1
65 0 81 0 97 1
66 0 82 1 98 1
67 1 83 1 99 1
68 0 84 1 100 1
69 1 85 2
70 1 86 0
71 0 87 0
72 0 88 0
73 2 89 4
74 0 90 2
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75

91
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3. ®opMyeMO Ha OCHOBI JJAHWX KOHTPOJILHOI YCIINTHOCTI BapialiifHUil psji KOHTPOJILHOI YCIIITHOCTI

(Tabmuris 8):

Tabmums 8 — Bapiamiitauii ps KOHTPOIBHOI yCINTHOCTI cTyAenTa IBanosa 1.

Bapianta(Xi) | Yacrora (Ni) | BapianTa(Xi) | Yacrora (Ni) | Bapianra(Xi) | Yacrora (Ni)
60 0 76 0 92 1
61 0 77 0 93 0
62 1 78 0 94 0
63 0 79 0 95 1
64 0 80 2 96 1
65 1 81 0 97 0
66 0 82 1 98 1
67 0 83 1 99 0
68 0 84 0 100 0
69 0 85 0
70 0 86 0
71 1 87 1
72 0 88 0
73 3 89 0
74 0 90 0
75 1 91 0

4. 3HaxoAMMO TeHEpabHY CEPEeHI0 BapialliiHOTO psily MOTOYHOI yCHImHOCTI (hopmyna 2):
2
ZXiNi
- =1 60*1+61*0+62*0+..+100*1 2689
X = = = =84.03 (2)
32 1+0+0+..4+1 32
N
i=1
5. 3HaxoAKMMO TeHepallbHy CepeIHIO BapialiiftHOro paay KOHTPoIbHOI yerimHocTi (hopmymna 3):
32
- _Z iNi 60*0+61*0+62*1+...+100*0 1285
x=1=L  _ =% _g0.03 3)
32 0+0+1+...40 16
2 N;
i=1
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p v

[eHepanbHi cepeaHi BapiaLlifHu i
85,00
81,00
83,00
8200
8100
80,00

900

78,00
[eHepanbHa CEPEAHA BapialliiHa pADy  eHEPankHa CEPEIAA Bapialita pay
MIOTO4HOT YCMILUROCTI KOHTPOABKOT yCnilWHOCTI

% s f

Puc. 4. [linpaxoBaHi 3HaUCHHS TeHEPANTBHUX CEpPeIHIX BapiallifHUX PsIIiB

6. [lyig BU3HAUEHUX paHillle HEYITKUX MMOHATh BUZHAYMMO YHCIOBHHN iHTEpBall. OCKIJIHKU MU MIPAIFOEMO
3 JaHMMH YCITIIHOCTI, TO JOIUIbHO BukopucTatH mkainy ECTS, to6to BucraButu intepsai [60, 100].

7. JIns BU3HAUEHHX paHille HEWiTKUX MOHATh BU3HAYAEMO HEUITKI TepMH: claOKU piBeHb, CepeHii
piBEeHb, BUCOKHI PiBEHbD.

8. Jlyis BH3HAYEHHX paHIIIe HEYITKUX TEPMiB BH3HAYMMO YHCIIOBI 3Ha4eHHs [a, D, ¢, d] (inrepBany,
BIJIMOBITHO JI0 TpameneinanbHol QyHKITIT MPUHATIEKHOCTI):

o Cnabkwuii pisenb: [60.0, 65.0, 70.0, 75.0];

o Cepenniii pieens: [75.0, 80.0, 83.0, 85.0];

o Bucokuii pisens: [85.0, 90.0, 95.0, 100.0];

9. 3a mpexcrarieHo0 paxiiie GopMyJIow TpaneneinanbHol QYHKIT npuHaiexHocTi (hopmyna 1),
BU3HAYAEMO MPHUHAJICIKHICTh TeHEPAIbHOI CepeTHbOT BapialliifHOTO PsITy IIOTOYHOT YCIIIIHOCTI IO KOYKHOTO 3
TEPMIB.

3navyeHHs (yHKLIi JUIS TeHepalbHOI CepefHbOi BapiamiifHOrO psAy MOTOYHOI YCHIIIHOCTI st
JiHrBicTHYHOTO TepMy «Crabkuii piBeHb» = 0, OCKIIbKU 3HAUEHHS T€HEePaIbHOI cepeIHbO1 BapialliiiHOTo psay
MMOTOYHOI YCHIIIHOCTI He HANIeXUTh iHTepBany [60.0, 65.0, 70.0, 75.0];

3navyeHHs (yHKLIi JUIS TeHepalbHOI CepefHbOi BapiamiifHOrO psay MOTOYHOI YCHIITHOCTI st

X—C 84.03-83.0 048 (4
d-c 85.0-83.0 48 (4)

3nadeHHs (QyHKUii JUIs TeHepaibHOl cepeAHboi BapilalliifHOrO psiiy MOTOYHOI YCHIIIHOCTI st
JHTBICTHYHOTO TepMy «Bucokuii piBeHb» = 0, OCKiIbKH 3HAYCHHS Te€HEPaTBbHOI cCepeTHbOT BapiallitHOTO PsTy
MMOTOYHOI YCIIIIHOCTI He HaJexuTh inTepBainy [85.0, 90.0, 95.0, 100.0];

10. 3naueHHs QyHKLII A TeHEPAILHOI CEPEIHBOI BapialliftHOTo psiy KOHTPOJIBHOI YCHIIIHOCTI IS
JiHrBicTHYHOTO TepMy «Crabkuii piBeHb» = 0, OCKIIbKU 3HAUEHHS TeHEePaIbHOI cepeHbO1 BapialliiiHOT0 psay
KOHTPOJIBHOI YCITIITHOCTI He HaleKuTh iHTepBany [60.0, 65.0, 70.0, 75.0];

3navyeHHs QyHKOI] A7 reHepajbHOI cepeAHbOi BapiallifHOTO POy KOHTPOJBHOI YCHIIIHOCTI MAJIs
niHreictuyHoro tepmy «Cepeaniit piBeHb» = 1, ockinpku 80.0 < 80.03 < 83.0;

3navyeHHs QyHKOI] A7 reHepajbHOI cepeAHbOi BapiallifHOTO psay KOHTPOJBHOI YCHIIIHOCTI MAJIs
JHTBICTHYHOTO TepMy «Bucokuii piBeHb» = 0, OCKiNIbKM 3HaYECHHS T€HEPaIbHOI CepeTHbOT BapialliiHOTO Py
KOHTPOJIBHOT YCHIIIHOCTI He HaJIeKUTh iHTepBaiy [85.0, 90.0, 95.0, 100.0];

11. Omxe, MOXKHA 3pOOMTH HACTYITHI BUCHOBKH III0JI0 JIAHOTO MTPHKIIATY:

— 3nHavyeHHs QYHKIIT A0S TeHepallbHOI CepellHhOi BapialliiHOTO psly MOTOYHOI YCIINIHOCTI i3
JeSIKOI0 MIMOBIPHICTIO € cepellHiM, a OTXe piBeHb ONMaHyBaHHs CcTyAeHToM [BanoBum LI. KommeTeHTHOCTI
«CTBOPIOBaHHS MPOrPaMHOIo 3a0e3MeUeHH 13 BEIMKOI WMOBIPHICTIO € CEPEeIHIM;

JiHrBicTHYHOTO TepMy «CepenHill piBeHb» = 1 —
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— 3navyenHs QyHKUIii 1y TeHepalbHOI CepeHbOi BapialifHOTO PsiTy KOHTPOJBHOI YCHIIIHOCTI i3
BEJIMKOIO IIMOBIPHICTIO € CepellHiM, a OTKe piBeHb OMaHyBaHHS CTyJeHToM IBanoBuM L.I. KommereHTHOCTI
«CTBOpIOBaHHS ITPOTPAMHOTO 3a0€3MECYCHHSD 13 BETMKOIO HMOBIPHICTIO € CEPEIHIM.

BucHosku

Hane mocmimkenas Oylio MPOBEACHO i3 METOI0 OTPHMAaHHS BIAMOBiAEH Ha JBa 3aralbHUX MUTAHHSA,
IpyTe i3 AKX BUXOIWTH i3 TEPIIOro, a caMe Ha MUTaHHS MOXIHBOCTI (JOpMyBaHHS METOIY OIliHIOBAaHHS
PIBHIO KOMIIETEHOCTEW OTpUMYyBaua BHIIOI OCBITH Ha OCHOBI CTATHCTUYHHUX JaHMUX HOro/ii ycmimHocTi (6e3
BUKOPUCTAHHS YCHOTO BH3HAYEHHs), Ta Ha MUTAHHS MOYJIMBOCTI BUKOPUCTAaHHS C(OPMOBAHOTO paHimie
METOJTy JUIS 3MEHIIIeHHS (DaKTOpy HETAaTUBHOTO BIUIMBY 3aCTapiiINX aCHEKTiB CYYacHOI OCBITHBOI CHCTEMH Ha
piBeHb 0e3pobiTTS B YKpaiHi Ta CBiTi y LIJIOMY, TOOTO MOXKIIMBOCTI Ta MEPCIEKTUBH c(HOPMOBAHOTO METOAY
3MEHIIUTH AaHWH piBeHb. Y mpoleci AoCHiIKeHHs Oyo MPOBEJeHO aHalli3 MOHATTA «KoMIeTeHTHICTE» Ta
aKTyaJIbHOTO Ha CHOTOAHINIHIN JEHb MIXOAYy Yy CHCTEMi OCBITH — KOMIETEHTHICHOTO migxoxy. Ha ocHOBI
BHUXITHUX JaHUX TOCIiKEHHS aBTOpoM Oyio chopMOBaHO, MPOAHATI30BAHO Ta MPEACTABICHO IO PO3TIISITY
BJIACHUH, OpieHTOBaHMH Ha BUKOpucTanHs BH3, MeTon WMOBIpHICHOT OLIIHKM KOMIETEHTHOCTEH CTYJCHTIB,
SIKMH 0a3y€ThCsl Ha KITFOUOBHX ACHEKTaX KOMIIETEHTHICHOTO MiAX0Ly Ta 0a30BUX €JIEMEHTaX CTATUCTHUKH.

HaocrtaHoKk, A1 3aIpONOHOBAHOTO MeTOxy OyJ0 HaBeICHO Ta PO3IJISHYTO pEaJbHUN NpHUKIAN i3
BUKOPUCTAHHSIM BUTMAIKOBUX BXiJTHHX JAHUX.

Takum yrHOM, OYJIO IaHO TIO3UTHBHY BiAIOBIIb HA MEpIE 3arajibHE MHUTAHHS, OCKIIBKH MeTo]] OyB
Npe/ICTaBICHHH, Ta OYyJI0 JOBEICHO HOT0 TeCTyBaHHS Ha OCHOBI peaJbHUX BXIJIHUX JaHUX.

Januii MeTon Mae BUCOKHH CTEMiHb MPOCTOTH, THYYKOCTI Ta HHU3BbKY BapTiCTh peaniallii, OCKUIbKU
no3possie BH3 caMuM BH3HAaYaTh KOMIIETEHTHOCTI, a B SIKOCTI 0a3u OIIHKM BHCTYHAIOTh JaHi yCIIiIIHOCTI.
Jlane TBep/PKEHHS NPUIHATO BBaKATH 3a MO3MTHBHY BIJIIOBiAb Ha Apyre 3arajbHe IHTAHHS, OCKUIBKH
PO3BUTOK BHUIIVMHU HAaBYAJHHUMHM 3aKJaJaMd y OTPHMYBadiB BUINOI OCBITH aKTyaJIbHUX JUIS PUHKY Ipari
KOMIIETEHTHOCTEH 30ibIIye HMOBIPHICTh TOTO, IO BUITYCKHHKH 3MOXYTh OZpa3y, abo depe3 KOPOTKHUM
MpoOKOK "Yacy, 3HaWTH coli Micie Tparli, o, Y CBOIO 4Yepry, 3 BEIIMKOI HMOBIPHICTIO MOKE 3MEHIIUTH
piBeHb 6e3p0o0ITTS.

BaxkiauBo po3yMmiTH, MO0 JaHUHA METOJI HE € 3aMiHOK ICHYIOYMM METOAaM, a € JOJaTKOBHM
THCTPYMEHTOM BU3HAYEHHSI PIBHIO OBOJIO/IHHS CTY/ICHTOM Ti€l 4H iHIIOT KOMIIETEHTHOCTI.
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Jlyupkuii HaioHaTBHUN TEXHIYHUN yHiBepcuTeT, M. JIylbk, YKpaiHa

®PEMMBOPK TESTNG SAAIK IHCTPYMEHT JIJISI HAIUCAHHS TECTIB

MickeBuu O.I., Cronenko 1.O., Kynikos H.O. ®peiiMmBopk testNG sk iHCTPYMEHT 111 HAIMCAHHA TeCTiB. Y
JaHii cTaTTi PO3TITHYTO OCHOBHI KOHIEMIII, METOMOJOTIi Ta TEXHIKM TECTYBaHHSA U1 SKOCTI HMPOTpaMHHX IIPOAYKTIB Ta
BUSIBIICHHSI Ae(EKTiB MiClsl MEepeBipKH MporpaMHOro 3adesnedeHHs. Amke BHOIp MPaBHIBHOI METOAWKH € HEOOXITHICTIO 10
XOpOIIOTo pe3yapTaTy. Po3poOka aBTOMAaTH30BaHUX TECTiB AJIs TecTyBaHHs [13 Ha ChOTOAHI € AyKe aKTyalbHOIO Ta HEOOXIIHOO.

TocrapineHa 3aga4a BUMarae BUBYCHHS: KIIIOUOBHUX [TMUTaHb TECTYBaHHs, Kiacudikauii BUAIB TECTyBaHH:, BUMOT Ta (a3
TECTYBaHH!, KJIaciB €KBIBAJICHTHOCTI Ta OCHOBHI BU/IM Ta CTAHU TECT-KEHCIB, sKi OyaeMo po3IiIsigaTH B JaHid CTaTTi.

PosrnsHyTo: ocHoBHI atpuOyTu Test Case; MO3UTHUBHI Ta HETATHUBHI TECT-KEHCH, SIKi MEPEBIPSIOTH JaHi Ta BUHATKOBI
CHTYyallii; BACOKOPIBHEBI Ta HU3bKOPIBHEBI TECT-KEHCH 1 CTBOPEHHS e(heKTUBHUX TECTOBUX KeHCiB. A Takox ¢peliMBopk TestNG,
SIKMH JOTIOMarae HalucaTé TeCTH Ha MOBI porpaMyBaHHs Java.

KnrouoBi cioBa: aBromartnsoBane TectyBaHHs, Test Case , Agile, Scrum, MaHyaJgbHe TecTyBaHHsS, TECTYBaHHS
inrepdeiicy, testNG, Selenium.

Miskevych O., Stolenko I., Kulikov N. The testNG framework as a tool for writing tests. This article discusses the
basic concepts, methodologies, and testing techniques for software product quality and defect detection after software verification.
After all, choosing the right technique is a necessity for a good result. The development of automated tests for software testing is
very relevant and necessary today.

The given task requires the study of: key issues of testing, classification of types of testing, requirements and phases of
testing, equivalence classes and the main types and states of test cases, which will be considered in this article.

Considered: the main attributes of the Test Case; positive and negative test cases that test data and exceptional situations;
high-level and low-level test cases and creating effective test cases. And also the TestNG framework, which helps to write tests in
the Java programming language.

Keywords: automated testing, Test Case Agile, Scrum, manual testing, interface testing, testNG, Selenium.

IHocTranoBka npodaemu.

CyuacHHH CBIT HEMOXXJIMBO YSIBUTH Oe3 MpOrpaMHOro 3adesrnedeHHs. Bce, UM KOPUCTYETHCS
JMOAMHA, Bix MOOYTOBOT TEXHIKM 1 aBTOMOOIUNB 70 cMapTOHIB 1 KOMIT'IOTEpiB, 0a3yeTbcs Ha
PI3HOMaHITHHX MPOTPaMHUX pIilIeHHSX. B yMoBaxX CTpIMKOTO pO3BUTKY iH(MOpMAIifHIX TEXHOJIOTIH,
raJDKeTH CTaJIM HEeBiJ'€MHOI0 YACTHHOIO HAIIIOTO TMOBCSIKIEHHOTO )KUTTsI. BOHU MoJiermyoTs Hamry po0oTy,
JIOTIOMArarTh 3HalTH iH(GOpPMAIlil0, BUKOHATH OOYMCIICHHS Ta 3a0e3MedyroTh 0e3Jid IHIIMX KOPUCHUX
(byHKIII.

OpHak, 3 MacoBUM BHUKOPHCTAaHHSM IPOIPaMHOro 3a0e€3NeUeHHs, BUHUKAE€ OCHOBHE IUTAHHS:
HACKUIbKM HaiiHI Ta Oe3neuHi 1i npoaykTu? SKimio mporpaMHe 3a0e3ledYeHHs] MICTHTh MOMUJIKH abo
nedeKTH, e MOXKe NPU3BECTH /0 CEepPHO3HMX NpobieM s kopucryBadi. 1106 3a0e3nednT BUCOKY
SIKICTh Ta HAIIHHICTB IPOTPaMHOTO TIPOIYKTY, HE0OX1/THE ITpaBHIIbHE TeCTyBaHHs. MeTor poOoTH € aHai3
OCHOBHHUX METOI0JIOTi# po3poOku [13 st TecTyBaHHS.

st JOCATHEHHS MEeTH OYJIO PO3TJITHYTO OCHOBHI KOHIISHIIIT METOI0JIOTiH Ha nipukiam Agile Ta
Scrum.

Buknananns ocHOBHOro maTepiaiy. Y cygacHoMy iH(hopMaiiiHOMY cepeJOBHIIIL, e IBUIKICTh
1 QIaNTUBHICTh € KIIOYOBUMH YHMHHUKAMH YCIIIXY, METOJIOJNOTIT po3poOKH NpOrpaMHOro 3a0e3redyeHHs,
Taki sk Agile Ta Scrum, cTaroTh Bce OUIBII MOMYIAPHUMH. X04Ya BOHU CTBOPIOBAIIUCS, SIK METOIOJIOTT JUIst
PO3p0o0KH, iX MOXKHA MPHUCTOCYBATH N0 Oyab-sKoi 3agadi. JlaBaiiTe po3ristHEMO OCHOBHI KOHLIEMIT LIUX
METOJIOJIOTIH Ta IX BIUIMB Ha MPOIIEC TECTYBaHHSI.

Agile - 11e miaxia , OCHOBHUM aKIIEHTOM SIKOTO € THYYKICTh, BIIKPHUTICTB Ta criBnpars. [IpuHiumm
Agile BKIIOUAOTh IHKpEMEHTANBHY PO3pPOOKY, caMOOpraHizamilo KOMaHIH, CIiBOpalo 3 KiieHToM. Lle
JI03BOJISIE MBUJIKO pearyBaTH Ha 3MiHH B BUMOTaX Ta IMOCTIHHO BJIOCKOHATIOBATH MPOJIYKT.

Scrum - e nomynsipHa Agile-MeToomoris, sika JonoMarae KepyBaTi IpOeKTaMu Ta po3po0siTu
nporpaMHi npoxykTu. st epekTHBHOro KepyBaHHS IMPOEKTOM BH3HAUYAIOThCA YiTKI poiii, moaii Ta
apTedakTH.

V¥ Scrum icHYIOTh TPH pOJIL:
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1. Product Owner, abo BIIacCHUK TPOAYKTY, SIKUI BiATOBIZA€ 3a yNPaBIiHHA BUMOTaMHU Ta
NPiOPUTETAMH MIPOAYKTY.

2. Scrum Master, sxwuii 3a0e3neuye JOTpUMaHHS METOAOJIOTI] Scrum Ta JonomMarae KoOMaHIi
BUpINIyBaTH HEOOXiIHI TPOOIEMH.

3. Development Team, abo xoMaHa pO3pOOHHUKIB, SIKa BUKOHYE YCIO PO3POOKY IPOAYKTY.

Le po3aineHns poseii cripusie YiTKOMY PO3IOIiTY 000B'S3KIB i e()eKTUBHOMY BUKOHAHHIO 3aBJIaHb.

ChpiHT - 1e iHTepBaj yacy, Iijf Yac sSKOro KOMaHZa Mpalioe HajJ KOHKPETHUMHU MOCTaBICHUMHU
3aBAaHHAMU. TpHUBaIicTh mi€i podoTH Bix 2 10 4 TrxHIB. ['0OTOBHI MPOIYKT € 3aBEPIICHHIM 3aB/IaHHS.

Scrum BxIIOYaE KijgbKa BaXKJIUBUX MOAIN AT Kpaloi opraHizanii poOOTH KOMaHIH.

PosrnsiHeMo KokeH 3 HUX:

[epmoro moxiero € mmanyBanHs Sprint Planning, mif 9ac sikoro Bcs KOMaHa AETaTbHO OOTOBOPIOE
Ta BU3HAYA€ 3aBJAHHA, AKi IUIAHy€ BUKOHATH MPOTATOM HACTYITHOTO CIIPiHTY. BakimBo, 1m0 yci 3aBaanHsa
BuOuparotbes 3 Product Backlog.

Hpyroto moxieto € moaeHHi 3ycTpidi Daily Scrum, sixi BinmOyBatoThCS IIOASHHO MiJ Yac CIpIHTY,
Jie KOMaH/1a OIHIOE CBill Tporpec Ta BUpilIye MpobiaeMH, ki BHHUKAIOTh. KojkeH wieH KoMaHIy 3a3BU4ait
BiJinOBilae Ha Tpu ocHOBHI nutaHHs: "ll{o s BukoHaB Buopa?", "Hax uum s mpamroro ceoroani?”, "Uu €
SIKICh TepermKoau?"

Tpers moxiero € meperssin Sprint Review, micnst 3aBepIieHHS CIPIHTY KOMaHAAa IEMOHCTPYE
pe3yIBTaTH CBOET pOOOTH MPH 3yCTPivi 3 KIIEHTOM a0 CTEHKXOJIZIepaMH Ta OTPHUMAE 3BOPOTHUH 3B'SI30K.

Yersepra moaist anaii3 Sprint Retrospective, e komaHga aHalli3ye MUHYIIUH CIIPIiHT, BUSBIISIE, IO
MIIUIO TIOTaHo Ta mo0pe 1 e € MOXIJIMBICTh MOKpamieHHs. Pe3ynbTatu peTpocrneKTHBU JOMOMAaraloTh
KOMaH/Ii TOCTIHHO BJIOCKOHATFOBATH CBild TIPOIIEC.

Bukopucranns Scrum y po6Gorti 3 Jira: ¥ GaraTbox oprasizamisix Ajsi KEpyBaHHS HPOEKTaMH i
BUKOPHCTaHHS Scrum BHKOPHCTOBYETHCS MporpaMHe 3a0e3nedueHHs Jira. Jira Hagae 3pydHi iIHCTPYMEHTH
IUTst cTBOpeHHs 1 ynpaemninHs Product Backlog, Sprint Backlog Ta BinmcTesxeHHsT iHKpeMEHTIB.

Product Backlog y Jira: Product Backlog - e cnicok Bcix 3aBaaHb i BUMOT 10 IPOAYKTY. B Jira
BH MOXXETE CTBOPHUTH MPOEKT i BUKOPHCTOBYBaTH BiamoBimHuii Backlog ans peectpanii Bcix BHMOT i
3aBiaHb. Ko)kHe 3aBIaHHS Ma€ OIKWC, MPU3HAYCHHS 1 MPIOPHUTET, MO AOMOMAarae KOMaH/i PO3yMITH, Hal
YUM MPaIfOBaTH JIAJI.

Sprint Backlog y Jira: [icns nnanyBanHs cipinTy KoMaHa BuOupae 3apnanus 3 Product Backlog
1 goxae ix mo Sprint Backlog, sikuii B Jira nmpencrasisic cOO0¥0 CIMCOK 3aBAaHb I TOTOYHOTO CIIPIHTY.

Increment y Jira: Increment - 11e TOTOBHIA IO BUITyCKY NPOAYKT, KU CTBOPIOETHCS Ha KiHEIb
KOXKHOTO CTIpiHTy. B Jira BU MokeTe BificTe)KyBaTH poOOTY HaJl MPOESKTOM Ta NEPEBIPSATH CTaH TOTOBHOCTI
IHKpEMEHTY.

Bukopucrtanns Agile Ta Scrum y po0oTi 31 chemiajJbHUMHU iHCTpYMEHTaMH, TakKuMH SK Jira,
JoroMarae KoMaHaaM e(peKTUBHO KepyBaTh MpOeKTaMH Ta 3a0e3levyBaTH BUCOKY SKICTh MPOTPaMHOrO
npoaykry. Lli MeTo0510T1i HaIal0Th THCTPYMEHTH Ta MPOIECH, IO CIPHUSIOTH MOCTIHHOMY BAOCKOHAICHHIO
Ta HAMIHHOCTI TPOAYKTY, & TAKOXK 3POCTAHHIO 3aJI0BOJICHOCTI KITI€HTIB.

[lpouec TtectyBaHHS mpH pPO3POOIH MPOTPaMHOrO 3a0e3MedeHHs Ta WOro MOJaIbIIOMY
BJIOCKOHAJICHHI BiJirpae Ba)KJIMBY poJib. SIKICTh Ta HaAIMHICTh MPOrPAMHOIO MPOIYKTY O€3yMOBHO
3aJ1eXKaTh BiJl IKOCTI IPOBEICHOTO TeCTyBaHH. [CHYIOTh /IBa OCHOBHHMX HAIPSIMKH TECTyBaHHS: MaHyaJIbHE
Ta aBTOMAaTH30BaHe.

ManyainpHe TecTyBaHHSI € TPAJIUIIHHAM Ta HAUTIONIMPEHIIINM CIIOCOOOM MEePEBIPKH MPOTrPaMHOTO
3abe3neueHHs. B IboMy MeToli TecTyBaui BpydHy BUKOHYIOTh TECTH Ha IPOTpaMmi, i BOHH TPaIOTh KIFOUOBY
POJb Y BHSBJICHHI ITOMWJIOK Ta BCTaHOBJICHHI BiAMOBIAHOCTI MporpaMy BHUMOTraMm. ICHYIOTH AeKibKa
B)XXIJIMBHX IIepEeBar MaHyaIbHOTO TECTYBaHHS:

MamnyajbHe TeCTyBaHHS Ha/la€ MOMIIMBICTh IIBHMJKO aIalTyBaTUCS JIO PI3HHX 3MiH y mporpami.
TecTyBadbHUKN MOXYTh MOAN(DIKYBaTH HalKCaHi TECTU Ta MIPOBOJUTH HOBI MEpeBipKH 0e3 HEOOX1THOCTI
nepepoOKH aBTOMAaTH30BaHUX TECTIB.

ManyainpHe TeCTyBaHHS HaJIa€ MOXKITUBICTD JUIsl TIEpEBipKH iHTep(eiicy Ta B3aeMO/Iil mporpaMu 3
KOPUCTYBaueM, eMyJIIOBaTH peajbHi yMOBH BUKOPHCTaHHS IPOTPaMU Ta MEPEKOHATUCS Y TiCHIN cHiBOpari
3 KOPHUCTYBaueM.

MamnyajbHe TECTYBaHHS J103BOJISE€ BUSBIATA HEOUYCBHJIHI MOMHJIKM Ta HEMONIKH, HA BIAMIHY Bij
aBTOMATH30BaHOT'O TECTYBaHHS, JIe MOXIIUBICTh YIIYCTHTH MOMHIKY. TeCTYBAILHUKH MOXYTh BHSBUTH
npobiemu, sKi oTpeOyIOTh 1HTYILIT Ta TBOPUOTO MiAXOAY.
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ABTOMaTH30BaHE TeCTYBaHHS Iepeadavdae BUKOPHUCTAHHS TPOTPaMHUX CKPUNTIB Ta IHCTPYMEHTIB
JUIS aBTOMaTHU3anii TecTiB.

PosrnsiHeMo aBTOMaTH30BaHE TECTYBaHHS HA IPUKIIAJI

Bymno npoBeneno TtectyBaHHs peectpatiii Ha caiiTi E katalog. Un Bce mpairioe KopekTHO. 3aBIsSKH
TECT-KeCy MU TPOXOIWIA TMUIAX PEECTpallii Ha calTi BiI MOYAaTKy M0 KIHIM 1 MEepeBipsuid 49U Bce
BUKOHY€EThLCS TIPABUJIBHO , YU HeMae Oaris.

[Nepmuii eran s aBTOMaTH30BAHOTO TECTYBaHHS € HAIMCAHHS TECT-KEHCIB.

Tabmunsa 1 — TecT-kelicu

In] 1
Precondition: The user must be on HomePage.
Steps: 1.Click on the "Log in” button.
2.Click on the "Or register” button.
3.Enter your name on the "Name" fizld.
4 Enter your email on the "Email” field.
4 Enter your Password on the "Password” field and click register.
Expected result User must see registration was successful.

HactymHe - 11e miaroroska rectoBoro cepenopuina. B Hammomy Bunaaky e ITELLIJ IDEA Ha moBi
IporpamyBaHHs Java.
@BeforeMethod
public void openBrowser() {
driver = new ChromeDriver();
driver.get(BASE_URL);
driver.manage().window().maximize();

@AfterMethod
public void closeBrowser() {
/Nog.info("'<<<=== Teardown");
/ldriver.quit();
}
[Mponmucyemo aHoTaIii:
@BeforeMethod — us aHoTais BigkpuBae 6paysep Google Chrome. (BoHa B KOfi BUKOHYETBCS
cama repima).
@AfterMethod — us aHoTariist 3akpuBae Opaysep. (BoHa B KO/Ii BUKOHYETBCSI caMa OCTaHHS MMiCIIs
MIPOXO/KEHHS ABTO-TECTY).
Hacrymauit Hamn kpok - yepe3 Xpath BUTATYEMO eleMeHTH Ha BeO-CTOPIHIN , SKi HAM MOTpiOHI
JUISL IPOXOJKEHHSI HAILIOTO TECTY.
Hanpuknaa: B TOyHKTI OJMH HAmIOro TeCT-KEHCYy HEOOXiJHO HATUCHYTH Ha KHOIKY
3apeectpyBatucs. CTBOPIOEMO 3MiHHY i JTa€EMO Ha3By, 3a3BHYail HA3UBAIOTh, AHAIOTIYHO, SIK 1 KHOIIKY.
Po6umMo Taki 3MiHHI MPUBATHUMY | KOHCTAHTaMH.

L String LOG_I

Puc.1. CtBopeHHS 3MiHHOI Ta Ha3BH

[licng cTBOpeHHS! 3MiHHOIO HPOMUCYEMO METOJ HATHCKaHHsS Ha 110 KHOIKY, 1100 Hail Kox OyB
KOPOTKHM 1 3p03yMiJIAM.
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Puc.2. KopoTkuii ko nporpamu

TyT BUKOPHCTOBYEMO BEUTEp - LI OUiKyBaHHS MEpPeA THM, SIK IpOrpaMa MpoJOBXKHUTh BUKOHAHHS,
100 MepeKOHATHUCS, IO BCE TOTOBO.

[Ticnsa cTBopeHHS BCiX 3MIHHUX 1 METOJIB , SIKi IPONMCAHI B TECT-KeHCi, BUKIMKAEMO IIi METOAN
JUTSL TOTO, a0M HAaIll KOJ| IEPEBIPHUB UM BCE MPALIOE KOPEKTHO HAa BEO-CTOPIHIIL.

Puc.3. BukoHaHHs KOy

SKIo micas BUKOHAHHS HAIIOrO KOAYy BUBOAWUTHCA "Passed," Iie MiATBEpIKYe YCIIIIHE
MPOXOJKEHHS TECTy. Y BHIAJAKY, KOJH [[LOTO HE CTAJOCH, 1€ CBITYUTH PO BUABIICHHS Oary.

B 1ibomy aBTOoTeCTi BUKopucTano Selenium.

Selenium - e Habip iHCTpyMeHTIB i 6i0iOTeK JUTs aBTOMaTH3aIll BeO-101aTKiB. BiH 103BOIISIE
mporpamicTaM i TecTepaM CTBOPIOBATH CKPHIITH, SKI aBTOMAaTHYHO B3aEMOJIIIOTH 3 BeO-I0JaTKaMH,
BUKOHYIOYM TaKi Jii, IK HATHCKaHHS Ha KHOTIKH, 3alIOBHEHHsI OpM, IIepeBipKa BMICTY CTOPIiHOK i 6araro
iHmux. Selenium Moxe OyTH BUKOPUCTAHUI AJIs1 TECTYBaHHS BeO-101aTKiB, BEO-CKpAIIHTy, a TAKOX JJIs
aBTOMAaTH3aIlil 3aBJaHb, K BUMAraroTh B3a€MO/Iii 3 BeO-caliTaMH.

Selenium Hazmae MOXJIMBICTH BUOOPY MOBH MPOTpaMyBaHHsS JUIsl HAIMCAHHS aBTOMAaTH30BAHUX
TecTiB ad0 CKpUNTIB, 1 MiaTpuMye OaraTo pi3HHUX OpaysepiB, Takux sik Chrome, Firefox, Edge, ixmi.
Selenium Takok Mae MOXKJIMBICTh MPALIOBATH B PI3HUX ONEpaliiHUX CHCTEMAaX.

OcHOBHI KOMIIOHEHTH Selenium BKJIFO4alOTh y cele:

Selenium WebDriver: Lle API, sixe Hafae MOXJIMBICTE IPOrpaMHO KepyBaTH BeO-Opay3epamu. Bu
MoeTe BUKOpUCTOBYyBatH WebDriver juis BUKOHAHHS Jili Ha CTOpiHKaxX Be0-CalTiB, TaKUX 5K KIIKH,
BBEJICHHS TEKCTY, OTPUMAHHS 1 IEPEBIPKH JAHUX TOIIO.

Selenium IDE: 1e posmmpenus maus Opaysepa, sKe T03BOJISIE 3allUCYBaTH Ta BiATBOPIOBATH il
KOpUCTyBaua Ha CTOpiHKax BeO-caiiTiB. Bu moxere BukopucroByBatu Selenium IDE ans ctBopenHs
AaBTOMATH30BaHHX TECTiB 0€3 MPOTrpaMyBaHHSI.

Selenium Grid: 1eii KOMIIOHEHT JI03BOJISIE 3aITyCKATH TECTH Ha Pi3HUX Opay3epax Ta ornepariiHux
cucTeMax HapajesbHO, 10 TOJIETIy€e TeCTYBaHHS Ha Pi3HUX KOHQIrypamisax.
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Selenium € momyIApHUM IHCTPYMEHTOM B c(pepi TECTyBaHHS HMPOTPaAMHOTO 3a0e3MedeHHs Ta Beo-
PO3p0o0KH, 1 BiH TomoMarae aBTOMaTU3yBaTu 0araTo pyTHHHHX 3aBAaHb, TOB'SI3aHUX 3 B3a€MOJIIEI0 3 BeO-
JOoJaTKaMHu.

IIncaru Ha dpetimpopmi TestNG.

TestNG (Test Next Generation) - 1ie GpeiiMBOpPK ISl TECTYBaHHs MPOTPAMHOTO 3a0e3MeUCHHS,
SIKMH BHKOPHCTOBYETBHCSI IJIsl HAalMCaHHS 1 BHKOHAaHHS aBTOMaTH30BaHMX TecTiB B Java. TestNG
posmmdpoyeTses sk "Test Next Generation" 1 OyB cTBOpeHHI SIK OUTBII NOTYXHHUK 1 THYYKHI aHamor
JUnit i TestNG, i3 miaTpUMKOIO OLITBII MUPOKOTO CHEKTPY TECTOBUX clieHapiiB. OCHOBHI 0COOIMBOCTI Ta
nepeBaru TestNG BkmoyaroTh y cebe:

Amnoranii: TestNG BUKOpPHCTOBY€E aHOTalii (Mapkepu) IJisi BKa3iBKA METOIB, SIKi CJi BUKOHATH
mig Jac TectyBaHHS, Taki sk @Test, @BeforeMethod, @AfterMethod i immi. Lle mo3Bomse mnerko
BH3HAYUTH MOPSAJOK BUKOHAHHS TECTOBHUX METOIB Ta KOH(ITYpaliiHi Aii mepes 1 micis TeCTyBaHHS.

I'pynu TectiB: Bu Mmoxere rpymyBatu Tectd B TestNG 1 BAKOHYBATH JIMIIIE IEBHI TPYIH TECTiB 00
BUKJIIOYUTH OKpeMi TIpymH 3 TecTyBaHHA. lle m03BOJise BaM JIErKO OpraHi3oBYBaTH Ballli TECTH Ta
BUKOHYBATH 1X MapTisMH.

[Mapamerpuzaris: TestNG migTpuMye mapaMeTpH3allil0 TECTIiB, IO J03BOJISIE BaM BUKOHYBaTH
OJIMH 1 TOH JKe TEeCT 3 PI3HUMHM BXIJHUMHU JaHUMHU.

3anexxHOCTI Mk TecTaMu: Bu MokeTe BH3HAYATH 3aJIeKHOCTI MK TECTaMH, IO BKA3Y€E MOPSIOK
BUKOHAHHS TECTIB 1 TapaHTye, IO MOTEePeIHI TECTH 3aBEpIIAThCS YCIIIIHO Tepe]l BAKOHAHHSIM HACTYITHHX.

Posmmpeni moxxnuBocti HanamryBanHs: TestNG Hajae 6arato MOKIUBOCTEH JIJIsl HAJIAIITYBaHHS
TECTOBOTO OTOUYEHHSI, Taki K podoTra 3 XML-daitnamu koH]iryparii TecTiB i BU3HAYCHHS TapaMeTPiB.

TestNG craB momymsapHUM (PpeliMBOpKOM ISl TeCTyBaHHS B Java, oCOOJIMBO B KOHTEKCTI
AaBTOMATH30BAaHOTO TECTYyBaHHS, 1 BiH BHKOPHUCTOBYEThCS B 0araTbOX MpOEKTax Ui HAIMCAHHS Ta
BUKOHAHHS TECTIB.

PesyabTaTtu aociuiiikeHHs.  ABTOMAaTH30BaHE TECTYBaHHS CHOTOAHI € HEOOXITHICTIO I
MEPEBipKH Pe3yNbTaTiB Ta HEAOMYIICHHS TOBTOPHUX MTOMHJIOK.

ABTOMaTH30BaHi TECTH BUKOHYIOTHCS 3HAYHO IIBUAIIE, HiXXK MaHyalbHi. Lle 103B0JIsIe 3eKOHOMUTH
9ac Ta peCypcH IiJI yac TECTYBaHHS.

ABTOMAaTH30BaHI TECTH MOXYTh OYyTH MOBTOPHO BWKOHaHi 0€3 3MiH, IO JIO3BOJIIE JIETKO
MepeBipsITH QYHKIIOHAIBHICTH POTPaMH ITiJ] Yac PO3POOKH.

ABTOMAaTH30BaHE TECTYBaHHS I€IBHO WIIXOMUTH Uil PErpeciiiHoro TecTyBaHHS, TOOTO
MepeBipkH, Yu He OyII0 MOPYIIEHO paHille MpaIooyux (GYHKIIH Py BHECEHHI HOBUX 3MiH B KOJI.

Ham aBroTtecT Ha peecrpanito Oy mpoineHuid ycmimHo i OariB Oyno He BHSBIEHHO. TecT
MPOMICHO JIeKJIbKA Pa3iB ISl KPaIoro 3amno0iraHHs Oaris.

BucHoBKku. AHani3 HAyKOBUX JOCITI/DKEHBb 1 IMyOJikamiii BKasye Ha Te, IO aBTOMAaTH30BaHE
TECTYBaHHSI TPOTPaMHOT0 3a0e3leveHHs] HaJa€ MOXJIHMBICTh KOXXHOMY PO3POOHHKY Ta TECTyBaJbHHKY
MiABHIIUTH €(PEKTHBHICTH 1 SIKICTh MpOIecy TecTyBaHHS. BOHO cripolilye BUKOHAHHS 0araThOX pyTHHHUX
3aB/IaHb, CIIPHSE MIBHIKOMY BHSBICHHIO IOMHJIOK 1 pearyBaHHIO Ha 3MiHHM y BUMOTax JI0 IPOIPaMHOTO
nponykty. Lleif MeTox Takok Jomomarae TOKpPAIIUTH —CIIBOpPAII0 MDK pO3pOOHMKaMH  Ta
TECTYBAILHUKAMHM, 3MEHIIIUTH TPUBAIICTh TECTOBOTO IIUKITY Ta 3HU3HUTH 3arallbHi BUTPATH HA TECTYBaHHSL.

Bubip MoBH nporpamyBaHHS I peaji3aiii aBTOMaTH30BaHUX TECTIB BIIaB Ha Java 3 YUCICHHUX
npuunH. [lo-nepiue, Java Bjke BU3HaHA CBITOBOIO CITUIEHOTOIO PO3POOHUKIB SIK MOBA MPOrpaMyBaHHs, sKa
JEMOHCTPYE HaJIiHICTh Ta cTabuUTbHICTE. [1o-npyTe, Java Mae BenuKy KUTBKICTh 010110TEK Ta IHCTPYMEHTIB
JUIs. aBTOMATH30BaHOTO TECTYBaHHSI, IO CITPOIILY€E MPOIEC CTBOPEHHS Ta MIITPUMKH TECTOBUX CIICHAPIIB.
Hapemri, Bukopuctanusi Java 103BOJIsIE CTBOPIOBATH MEPEHOCUMHH KOJ, IO POOUTH aBTOMAaTH30BaHE
TECTYBaHHs OUIbII THYYKHM 1 aJalTOBAHUM JIO PI3HHX ILIATPOPM.

st nepeBipku (YHKIIIOHAILHOCTI IPOIPaMHOI0 3a0e3reueHHs] OyB CTBOPEHHUH TECT-KeHc, TKui
CIOYaTKy MPOXOIMBCS BPYYHY, 3a JIOTMIOMOTOI0 MaHYaJIbHOTO TECTYBaHHsS, 1 MOTIM BHUKOHYBaBCS
aBTOMaTH30BaHUMU TecTamu. Ls aBromaru3anis Oyna npu3HaueHa Ui CIPOILEHHS MPOLECY TeCTYBaHHS
Ta 3MEHIIEHHS Yacy, MOTPiOHOTO il BUKOHAHHS TECTOBHMX CIIEHApiiB. Pe3yibTaTH aBTOMAaTH30BaHUX
TECTIB JI03BOJIMIIM ONIEPATHBHO TEPEBIPUTH BIAMOBIAHICTE poOOTH MOYJIs peecTpalii caiity E-katalog.

[licna anamizy OTpUMaHHMX Pe3yJbTaTiB MOXKHA BIEBHEHO 3asiBUTH, L0 PO3pOOJIEHE MPOrpamMHe
3a0e3TeUeHHs TpaIfoe 0e3/[0TaHHoO, 110 MiATBEPIDKYE HOro HaIiiHICTh Ta BUCOKY (D)YHKIIIOHATIBHICTb.
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Jlyupkuii HaioHaTbHUN TEXHIYHUN YHiBepcuTeT, M JIynbk, YKpaina

MIKPOKOHPOJIEPHA CUCTEMA BUMIPIOBAHHS YACTOTH CEPLIEBUX CKOPOUYEHbD
JIIOIMHUA

OcoBcbka L. I1., Meremok C.B., Hoaimyxk M.M., KoukeBuu JI.M. MikpokoHpoJiepHa cUcTeMa BUMipIOBaHHS
YacTOTH CepUeBHX CKOPOYEHb JIOAUHHU. Y poOOTi IPeICTaBICHO TOCITIKSHHS IIPUCTPOIO ISl BUMIPIOBaHHS (DyHKIIOHAIBHUX
MOKA3HHUKIB YaCTOTH CEPLEBHX CKOPOYEHb JIOAWHH. OCHOBHOIO METOIO JIAHOTO JOCIHIJDKEHHS € pPO3poOKa MOPTaTUBHOTO
IIPOrpaMHO-aNapaTHOTO0 KOMIUIEKCY Ui MOHITOPUHIY CTaHy JIIOJMHH, SIKUH BHKOPHCTOBYE IHTErpaIbHHN NAaTYUK IyJIbCy Ta
MIKpOKOHTpoJIep. Pe3ynmbraTn TecTyBaHHS IPOTOTHILy CHCTEMH MOHITOPHHTY BHMIPIOBAaHHS YacTOTH CEPLEBHX CKOPOYCHb
JIOAWHK CBiYaTh TPO TOJABIWHE MiJBUINCHHSA NIBHIKOCTI BUMIPIOBaHb Y TOPIBHAHHI 3 CKOHOMIYHHMH T'OTOBHMH
ImyJbcOKCUMeTpaMu. Po3pobineHa cucreMa Moke e()eKTHBHO BHKOPHCTOBYBATHCS B HMOBCSKICHHHUX YMOBAaX Ui MOHITOPHMHIY
(YHKIIIOHAIBHOTO CTaHy JIFOIUHH.

Kiouosi ciaoBa: Enexrpoxapniorpad (EKI), mynpcuxometp, MikpokoHTpoisep, Arduino Nano, "acToTa cepreBHX
CKOPOYEHb.

Osovska I., Metelyuk S., Polishchuk M, Konkevych L. Microcontroller System for Measuring Human Heart Rate.
The paper presents a study of a device for measuring functional indicators of human heart rate. The main goal of this research is to
develop a portable hardware and software complex for monitoring the human condition, which utilizes an integrated pulse sensor
and a microcontroller. Testing results of the prototype monitoring system for measuring human heart rate indicate a twofold
increase in measurement speed compared to economically available pulse oximeters. The developed system can be effectively used
in everyday conditions for monitoring the functional state of individuals.

Keywords: Electrocardiogram (ECG), pulse oximeter, microcontroller, Arduino Nano, heart rate.

IMocTanoBka HaykoBoi mpoOgemu. CTaTUCTHUYHI JaHI CBiUaTh, IO 3aXBOPIOBAHHS CEPIIEBO-
CYJMHHOI CHCTEMH € HaHTIOIIMPEHIIO MPUIMHOI0 CMEPTHOCTI Y BchoMy cBiTi. Ll{opiuno B Ykpaini uepes
11l 3aXBOPIOBAHHS BTpavae JKUTTS OJM3BKO MiBMiUIBEHOHA 0Ci0, mo ckiamae 60% Bi 3araabHOI KiTbKOCTI
ycix momepiux [1].

J111s1 BUSIBJICHHSI 3aXBOPIOBaHb CEPIIEBO-CYIMHHOT CHCTEMHU BUKOPUCTOBYIOTh aHAITI3 BapiabeabHOCTI
CEepLEBOr0 PUTMY, IO BPAaXxOBY€ BIUIMB AMXAJbHOI Ta HEPBOBOI CHCTEM Ha poOOTy cepus. 30Kpema,
BUMIPIOBaHHSI MYJbCY IIMPOKO 3aCTOCOBYETHCS B PI3HUX IarHOCTHYHHMX MPUCTPOAX SK KIOYOBUI
CJIEMEHT, BH3Haualoun (DYHKI[IOHYBaHHS CEpIls Ta OpraHiamy B muiomy. lle 3ymMoBiieHO HEOOXIIHICTIO
BJIOCKOHAJICHHSI CyYaCHHUX METOJIIB J1arHOCTUKU CTaHy CEpIIeBO-CYJUHHOI CUCTEMH Ta OpTraHiB JUXaHHS
[2].

Enexrpokapiorpadist € OCHOBHIM 1HCTPYMEHTOM JIJIs J1arHOCTHKH (PYHKITIOHAIBHOTO CTaHy CepIid,
MPOTE OCTAHHIM YacOM 3POCTAE MOMYJISPHICTh ATbTEPHATUBHUX METO/IIB, TAKUX SIK BUKOPUCTaHHS (iTHEC-
TpeKepiB, IyJbCOMETPIB, «PO3YMHMX» TOJAMHHHKIB, 3aMiCTh IIPOBEICHHS elIeKTpoKapaiorpamu [3].
BinpicTs UX NPUCTPOIB NPaLOOTh HAa OCHOBI (oTomieTn3Morpadii Ta BUMaraloTb KOHTaKTY 31 IIKipOIO.
OnHak X MKUPOKOMY TIONIMPEHHIO 3aBaXKalOTh BUCOKA BAPTICTh 1 YaCTi BUIAJKH HU3bKOT SIKOCTI CUTHAITY
JUI IarHOCTUKM 3aXBOPIOBaHb. TakUM UYWHOM, BHHHMKA€ HEOOXINHICTh y MOIIyKaxX allbTepHATUBHHUX
JDKEpes CaMOiarHOCTHKH.

AHani3 ocTaHHIX J0CTiTzKeHb Ta MyOJikauiid. MOHITOPHHT CepIIeBOr0 pUTMY CTaB HEOOX1THUM SIK
JUTSL JTIOJIEH, SIKi 3alMarOThCsl CIIOPTOM, Tak 1 JJIsf THUX, XTO BeA€ HaCHBHMI CIOCIO XUTTSI. BukopucTanHs
MyJIbCOMETPIB JIO3BOJISIE KOHTPOJIIOBATH POOOTY cepls, BCTAHOBJIIOBATH JAOIMYCTUMI HaBaHTAXKEHH,
BU3HAYATH 30HU MYJIbCY 1 BUSBJISITH BUXOIH 32 MEXI IIUX 30H [4].

[lpu ormsini iCHYrOUMX MPHCTPOIB JIJIsl HEIHBA3iHHOTO BUMIPIOBAHHS YacTOTH MYJBCY BHSBICHO
CYTTE€BUH HEHONIK y cHCTeMax i3 BOyZOBaHHMM JAaTYNKOM BUMIPIOBaHHS YacTOTH CEPLEBUX CKOPOYCHH -
BenMka nmoxuoka. L{i mpucTpoi 4yTiuBi 10 HIyMiB, TOYHOCTI PO3TalllyBaHHs JaTYMKiB BiAHOCHO apTepii,
po3TalllyBaHHS Ha PYIIi i 4aC MOHITOPHHTY, 8 TAKOX BUMAararTh MIPSIMOT0 KOHTAKTy JaT4HKa 3 00'€KTOM

[5].
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Cepen  HaWBIOOMIMIMX TPHUCTPOIB  JJIsI BUMIPIOBAaHHS  YacTOTH  CEPIIEBUX  CKOPOYCHB
BHOKPEMITIOIOThCs (piTHec-Opacietn B Xiaomi. IXHs HU3bKa ITiHA Ta BUCOKA AKICTh TO3BOIMIN KOMIAHIT
YBIITH B TPilKy JifepiB pa3oM i3 Apple i Samsung. [lepmnii ycnimnuit Mi Band miarBepauscst, i KomnaHis
BUpIIIMIIA HE 3YyMTUHATHCS Ha JOCATHYTOMY, BUTIPAaBHUBINH ekl Hepomiku. Mi Band 2 Bing Xiaomi € rigHum
KOHKYPEHTOM JEIIEBUX CMapT-TOANHHUKIB [6].

OcCHOBHa CKJIaJHICTh y CTBOPEHHI TOJAMHHUKIB 3 ()YHKILI€I0 BUMIPIOBAaHHS YacTOTH CEPLEBHX
CKOpOYEHb MOJsIra€ B TOMY, IO TOAWHHHK HE MOXE 3aJIMIIATHCA abCOJMIOTHO HEPYXOMHM Ha pPyIi
HPOTATOM yChOTO JHS. PyXu pykn Ta KOB3aHHS T'OAWHHUKA CTBOPIOIOTH NMEPEUIKO/H, [0 MOXE BIUIUBATH
Ha TOYHICTh BUMIpIOBaHb. J{01aTKOBO, B TOIMHHHKH, K1 BUMIPIOIOTH YJIbC, BOYAOBYIOTH IT'€30PE3UCTUBHI
BOJIOKHA, LI¢ POOUTH AATYMKH MPHCTPOIO OUIBII YYTIMBUMH 0 HEPEMIICHb 1 J03BOJSE MiIBUIINTH
TOYHICTH BUMIPIOBaHb MOKAa3HUKIB. He3Bakarouwm Ha Te, 0 HAPYYHI MYyIHCOMETPH MPOJEMOHCTPYBAIN
3a0BUIBHI TOKA3HMKH IIiJl Yac MPOBEAEHHS TECTIB, IXHSA TOUHICTh 3aIMIIAECTHCI HU3BKOIO [7].

Y naHiii poOOTi 3aIIPONOHOBAHO TIOKPAIICHHS ICHYIOUMX 3aC00iB BUMIPIOBaHHS TIOKa3HHKA YaCTOTH
CepIIeBUX CKOPOYEHb, CIPSIMOBAaHMX Ha TIJIBHIICHHS TOYHOCTI BHMIpIOBaHb, ITOKpAIICHHS
3aBaJIOCTIMKOCTI, KOMITAaKTHICTh Ta 3pyYHICTh BiIOOpaKEHHS OTPHUMAHUX JAaHUX.

MeTo10 aocaifKeHHs1 € pPO3poOKa TOPTATHBHOTO MPOTPAMHO-aNapaTHOTO KOMIUIEKCY ISt
MOHITOPHHTY YacTOTH CEpIIEBUX CKOPOYEHb 3 BHUKOPUCTAaHHAM MeTonay (oTtomerpii, GazoBaHoro Ha
IHTETPAIbHOMY [JTaTYMKYy TYJIbCYy Ta MIKPOKOHTpPOJIEPi, SKHHA JO3BONHTH aHANi3yBaTH BIACTHBOCTI
MyJbCOBOI XBUJI1 JIFOJAWHY Ta OTPUMYBATH JaHi Ipo ii MaKCUMaNIbHi Ta MiHIMalbHi 3HAUYEHHSL.

Bukiaa ocHOBHOro MaTtepiay ii 00rpyHTYBaHHSI OTPUMAHHUX Pe3yJabTATiB A0CTiIZKEHHS.

[Tpuctpoi GiomenauuHoi amapaTypu, Taki K eJIeKTpokapiaiorpadu, € MEIUIHUMH EIEKTPOHHUMH
MIPUCTPOSIMHU, SKI BUMIPIOIOTh Ta PEECTPYIOTh PI3HUIIO MOTEHIIANIB MK XapaKTepHUMH TOYKaMHU Ha
MOBEPXHi Tia JitouHU. OCHOBHUM PE3yJIbTaToOM iX poOoTH € oTpuMaHHs enekTpokapaiorpamu (EKI), sika
npeJcTaBIsie o000 rpadiuHe BiTOOpaKeHHS PI3HUILI MOTCHITIATIB, SKi BAHHKAIOTh ITiJ1 4aC POOOTH CEepIlst
1 peecTpyroThCs Ha IOBEepXHi Tina. Bukopucranas mikpokoHnTpoiepa (MK) y Takux npuianax Crpomrye ix
CTPYKTYpY, PO3MINPIOE (YHKIIOHATIBHICTS 1 MiABHIYE HAAIHHICTD eIeKTpHUYHOi cxeMH. Lle ctocyeThest He
JIMIIE eleKTpokapiorpadis, ane i iHIHUX Ol0OMEINYHUX MPUCTPOIB.

MiKpOKOHTpOJIEp MOKE€ BUKOHYBAaTH BHMiproBaHHA Ta 00poOky curnany EKI', BuKopucTOBYrOUH
BOynoBani aHanoro-nudposi meperBoproBadi (ALIIT). Curaan EKI 3i 308aiB HagxoauTs Ha Bxig ALIL ne
BiH MEPETBOPIOETHCS 3 aHAIOTOBOTO hopmarty B IudpoBuit. [Tichs [poro MikpOKOHTpOJIEp 3YHTYE ITUPPOBI
JlaHi, 00pobIIsie X 32 JOTIOMOT OO0 ITPOrpaMHOT0 3a0e3MeYeHHs 1 TeHepye rpadivuHe MpeICTaBIeHHS CUTHATY
EKT Ha gucrutei abo 3armicye Woro Ha 30BHIIIHIM HOCIH iH(OpMaIIii [Ist moaibinoro anaiisy [8].

TakyuM 4YMHOM, BHKOPUCTAHHS MIKPOKOHTpOJepa B eJeKTpokapuiorpadi T03BOJSE CIPOCTHTH
CTPYKTYPY NPHUCTPOIO, 30LIBIIATH HOro HAAIMHICTH 1 3a0e3MEUYUTH BUCOKY TOYHICTH BHUMIPIOBAaHHS Ta
00po6ku manux EKT, mo Mae Benmmke 3HaYeHHS ISl IPABUIIBHOI JIaTHOCTUKY 1 JIIKYBaHHS IMAIi€HTIB.

Ha puc. 1 npezacraBiieHo y3araabHEHHUI BUTIISL PO3POOICHOTO MIPHCTPOIO.

OLED amcnnei

Jasay gacToTi
HX Arduino Nano  |———

CROpOTEHE

cepr

Eysep

Puc. 1. 3aranbHa CTpyKTypa MPUCTPOIO

CaM npucTpiii BKIIIOYAE B cede MIKpOKOHTpOJIEp, Akuil PpyHKkuioHye Ha miardopmi Arduino Nano,
CEHCOp MyJNbCY, AUCIUICH Ui BimoOpakeHHs TpadikiB Ta 3ByKOBHUI curHamizarop [9].
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Juig B3aeMoIii 3 JATYUKOM MYJIHCY BaXKJIMBO, 00 MIKPOKOHTPOJIEP MaB aHAJIOTOBO-IIH(POBI BXOIH.
VY Bunanky Arduino Nano KiTbKiCTh TaKWX BXO/JIiB CTAHOBUTH CiM. Jlialta30H BUMipIOBaHHS 3HAXOAUTHCS B

Mexax Bif 3 1o 5 Bonbr.
CeHcop mynbCcy CKIAAaeThCs 3 CBiTIOAIOoNA Ta OTOMIONa, a TaKOXK HEOOXITHOI OOB'SI3KHM ISt
edexTuBHOI podoTH martumka. [limkmrodenns ceHcopa 1o Arduino Nano BUKOHAHO BIiATIOBIIHO IO CXEMH,

sika 300paskeHa Ha PUCYHKY 2.

Puc. 2 — Iligkmrouenss gatunka 0o Arduino Nano

Hunst BigoOpakeHHs! rpadikiB Ta 4acToTh Mynbey BuKopucToByeThesi OLED-nucmneir SSD1306 3
po3ninbpHOK 31aTHicTIO 128x64 mikceni. el aucrnei mparroe 3a mpotokonoM [12C, mo pobuts #Horo
CYMICHHUM 3 OUTBIIICTIO MIKPOKOHTpOJIEpiB (puc. 3).

Puc. 3. ITigxmrouenns quctuiest SSD1306 1o Arduino Nano.

CepenoBuliieM IporpaMyBaHHs MIKpOKOHTpojepHoi cuctemu € Arduino IDE — e interpoBane
CepeIoBHIIE PO3POOKH ISl IPOTpaMyBaHHsI MiKpOKOHTpoJepiB Arduino Ta iHIIUX cyMicHUX Tatdopm,
takux sk ESP8266, ESP32, STM32 ra inmi. Jlane cepenoBuiie € O€3KOIITOBHUM NPOrPaMHUM
3a0€3IEYCHHSIM 3 BIIKPUTHM KOJIOM, SIKE JJO3BOJISIE CTBOPIOBATH IIPOTPAMH JIJISI KOHTPOJTIO PI3HHUX JTATYHKIB
Ta BUKOHYBAaTH [ii 3 pisHuMu npuctposmu [10].
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B mporpami Arduino IDE 6ynu npoBeaeni JOCTI IKEHHS YaCTOTH CEPIIEBUX CKOPOUYEHb, PE3YIbTaTH
AKuX OyJ0 3amMcaHo y TEKCTOBHU (ailm i TMOAANBIIOr0 BHKOPUCTaHHS B mporpami MatLab.
BumiproBannss npoBoamiucs mpoTsroM 10 cexyHa 1 Bkmoyanud B ceOe 5 BHMIpIOBaHb, BUKOHAHHX
BIJIMIOBITHO 710 TPaBWJI Ui BUMIPIOBaHHS MYJIbCY, T4 HACTYIHI 5 BUMIPIOBaHb, IiJ] Yac SKUX BBOIIIINCS
30BHIITHI BIUTMBY (TaKi SIK CTPHOKH Ta Pi3Ki pyXy pyKaMu), COPAIHHIIOYHA TOXHOKY BUMIPIOBaHb.

Ha ocHoBi pe3ynbTaTiB ux BUMipIoBaHb OyB MoOynoBaHu# rpadik, sIKUid BiToOpakae KpUBi 4acTOTH
CEepLEBUX CKOPOYEHb B CTaHi CIIOKOIO (3 BiIMOBITHUMH ITPaBHIaMU BUMIPIOBaHb) i Mif] 4ac pyxy pyK (pHc.
4).
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Puc. 4. I'pacik orpumanux curaaiiB y pexxumi criokoro (H1) Ta mix wac pyxy pyku (Hsl)

JloaTkoBO, Ha OCHOBI IMX JaHUX OyB MPOBEJICHHUI CHEKTPaIbHHUN aHaJIi3 BUMIPIOBAaHUX 3HAYCHb.
Ha puc. 5 HaBeneHO CrieKTpabHI CKIIAZOBI CUTHAJIB, OTPUMAHUX Y PEKUMI CIIOKOIO Ta Mif Yac PyXy pyKu
3a JIOTIOMOT'0I0 pO3pO0JIEHOr0 PHIIAAY [T BAMIPIOBaHHS YaCTOTH CEPIIEBUX CKOPOUYCHb.
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Puc. 5. CniexTpasbHi CKIIaIOBI CUTHAIB, OTPUMAHHX Y PEXUMI CITOKOIO (a) Ta TiJl 4ac pyxy pyKH
(©)

BHKOpHCTOBYIOUH CHEKTpalbHUN aHalli3, OyJo MOKa3aHO B3aEMO3B’SI30K PI3HUX KOMIIOHEHTIB
CEepLEBOr0 PUTMY, SIKi BiJOOpaKkalOTh aKTUBHICTh PETryJISITOPHUX MEXaHI3MIB.

Amnanizyroun rpadikv Ha pUCYHKY 5 — 6, MOXKHA 3a3HaYHUTH, 110 CIIEKTP CUT'HAJIB y CTaHi CIIOKOIO Ta
I 9ac PyXy PYKOIO BiPi3HAETHCS 32 aMILIITYI0I0 TAPMOHIK, 3 AKX (DOPMYETHCS CUTHAIL. 3aCTOCOBYIOUH
CTATUCTUYHI METOMH, TPOBOAMWTHCS KUTbKICHA OIlIHKA YacOBOTO POy CHUTHAIIB YacTOTH CEPIICBUX
ckopoueHb. Cepesi CTATUCTUYHUX XapaKTEPUCTUK YAaCOBOTO PALY BKIIOUAIOThH TaKi HapaMeTpH:
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M — cepemHe 3HAYCHHS 1HTEPBAIIB, IKi 00EPHEHO MPOIIOPIIHI 9aCTOTI CEPIIEBUX CKOPOUCHE:
n
1
M=- nn;,
n .
=1

IIe N KiJTBKICTh €JIEMEHTIB, IO BXOSATH B TPOMIXKOK Hacy.
M, — cepenHbO KBaJpaTHU4YHE BiAXWICHHS iHTEPBAJIiB Ha iIHTEPBaJIi CIIOCTEPEKCHHSI:

— M)2,

D — xBaapaTHMIT KOpiHB 13 CEpeIHBOI CyMH KBaJpaTiB PI3HHUIN MK IHTEpBaJIaMHU ITOCIIJOBHHAX

BIJITIKIB 9YaCOBOTO PSAY.
= Z (nn; + nn,)?

CV — koediuieHT Bapiallii, BUpaKCHUH Y BiICOTKAX.

cv == «100%.
M

[licns oTpuMmaHHS BHUMIPIOBaHb ITYJECY 3a JOTIOMOTOIO PO3POOJIEHOTO MPUCTPOIO, HEOOXiITHO
MEPEKOHATUCS y JOCTOBIPHOCTI OTPUMAHUX 3HAYCHb. 3 I[IEF0 METOK IPOBOJUTHMETHCS IMOPIBHSUILHE
BHUMIpPIOBaHHS 3 BHKOPHUCTAHHSIM JIBOX MPHCTPOIB: pO3POOIICHOTO 1 €TAIOHHOTO. Y SIKOCTi €TaloHy 00paHo
mynscokcumetp Fingertip Pulse Oximeter LK-87, ockinbKky BiH Ma€ CX0XKHA IPUHITU i1 Ta KPITIEHHS 70

PO3pOOIEHOTO TIPHUCTPOIO.

3ilicHeHO BUMiproBaHHs Ha 10 migaocmiIHUX Pi3HOTO BiKY 3a OTIOMOI'OK0 PO3PO0JIECHOTO MPUCTPOIO

Ta €TAJIOHHOTO.

OcHoBHi xapakrepuctuku mianocmiganx (I11):
[T 1 — xmomywk, 11 pokiB, BiACYTHICTh MATONOTIH.
ITJ] 2 — niBumHKA, 6 POKIB, BiICYTHICTH NATOJIOTIH.
I1J1 3 — x;mormumk, 13 pokiB, HEBEJIHKA MATOJIOTIS.
[T 4 — xsorenb, 35 poKiB, BiACYTHICTH MATOJIOTIH.
ITJ1 5 — xinka, 35 pokKiB, BiICYTHICTh MATONOTIN
I1J1 6 — gonoBik, 38 poKiB, BiACYTHICTH MATOIOT M.
I1J1 7 — xxiHKa, 57 pOKiB, BiICYTHICTh IATOJIOTIH.
I1]1 8 — 4onoBiK, 62 pOKH, HEBEJIUKA HATOJIOTs.
. [I1 9 — 9onoBik, 58 pokiB, HEBEJIMKA MTATOJIOTS.
10 ITJ1 10 — xinka, 63 poKku, HABHICTh apUTMII.

WCoNoOR~wWNE

MerTovka BUMIPIOBAHHS IOJISITA€ B CIIOYATKY BU3HAUEHHI YacTOTH CEPIIEBHX CKOPOUYEHb Y CTaHi
cnokoro (CC), moTiM BHKOHaHHI (DI3MYHOTO HaBaHTaKeHHs (3a3Buuail, 20 mpucigane npotsrom 30
CeKyHJ), BUMiproBaHHI i€l BenumuuHM michs HaBaHTakeHHA (IIH) i1 3auikyBanHi 2—3 XBWIMHH miepen
MOBTOPHUM BUMIipIOBaHH:IM Yy cTaHi BigHoBieHHs (CB). Pe3ynbraTtu BUMiproBaHb npeacTaBiieHi y Tad. 1.

Tabmuus 1. Pesynbratn BUMiproBaHb

Ilyascometp Pulse Sensor IlyabcokcumMeTp
Iingocaiani CC ITH CB CC IH CB
M1 106 152 110 108 152 111
12 100 160 107 100 160 107
I3 85 120 90 85 121 92
14 87 132 92 87 132 92
nas 75 129 83 75 129 33
a6 76 115 90 76 115 90
I 7 81 142 96 81 141 96
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I8 85 135 83 85 136 82
9 88 134 84 88 134 85
1110 90 113 110 90 113 108

[Ticnst pizMuHMX HaBaHTaXEHB BiAOYBAETHCS 30UIBIICHHS YacTOTH cepiieBux ckopodeHb (HCC), mo
BijoOpakae akTHBHICTh cepil. Yum Burie 3HadeHHs YCC, TUM iHTEHCHBHIIIE KPOB MOCTAYAETHCS IO
aprepism. 3a3BHYaii, 310pOBa JIFOIUHA BiTHOBIIOE CBI HOPMAIBHUHN MYJIbC MPOTAToM 5—10 XBUIMH Ticis
3aBepureHHs (iznaHoro HaBaHTakeHHs. [loBimbHe BimHOBIeHHS UCC CBiTUNTH TIPO MOXKIIMBE HaIMipHE
HABaHTAXKCHHS.

Jns anamizy peakiii mynbcy Ha (hi3dHE HABaHTAXEHHS MTPOBOAUTHCS MOPIBHAHHS naHux mpo YCC
y ctani ciokoro (CC) ta micns HaBantaxenas ([1H) 3 o6uncinennsM BincoTkoBoi 3MiHu (Ta0:1. 2). 3HaYeHHS
YCC y crani criokoro BBaxaroTh 32 100%, a pi3HUIM B YaCTOTI IO Ta MICJII HABAHTAXKCHHS BUPAKAETHCS
sk R.

K = (R * 100)/CC.
R =TIH — CC.

®DyHKIIOHAIBHUN CTaH CEPIIEBO—CYIMHHOI CUCTEMH O0UYHCITIOETHCS 32 HACTYITHOKO (POPMYJIOHO:

b CC+CB
=—
Tabnuus 2. AHani3 peakiii myJibcy Ha (Qi3nuHe HaBaHTaXKEHH Ta pe3yJIbTaTH MPoOU Ha J030BaHe
HaBaHTaKCHHS
HMignocaiani Pozpaxynku (K) Po3paxynku (P)
(152 —106) x 100 106 + 110
11 106 ——— =113
= 43,39% 2
160 — 100) x 100 100 + 107
A2 ( 100) =60% | ————=1035
120 —85) x 100 85+ 90
I3 ( 85) =41,17% = 87,5
132 —87) x 100 87 + 92
a4 ( 87) =51,72% =895
129 —75) x 100 75+ 83
IS 4 75) =72% >— =79
115 —-76) x 100 76 + 90
e ( ) =51,31% >— =83
142 —81) x 100 81+ 96
a7 ( 5 ) = 75,3% = 88,5
135 —85) x 100 85 + 83
R B g
134 —88) x 100 88 + 84
ngo | VX190 _ g7 5704 g6
113 —90) x 100 90 + 110
110 ( 90) = 25,25% ———— =100

BpaxoByroun iHpOpMaIIifo 3 i€l TaOIUIl, MOXKHA 3a3HAYUTH, 1110 OUIBIIICTD MiAA0CTI IHAX MTOKA3aIH
301IBLIEHHS YaCTOTH CEPLIEBUX CKOPOUEHb Miciisl (pi3MUHOTO HaBaHTaKeHHs Ha rmoHaz 50%.

[TopiBHIOIOYHM OTpUMaHI pe3yJabTaTH 3 HOPMAaMH IyJbCY JJIS Pi3HUX BIKOBUX KaTeropiil, MO)KHa
3a3HAYUTH, IO B 7 MIIAOCTITHIX 3HAUYEHHS ITyJIbCY BXOIUTEH B HOPpMY, V 1 MiAIOCTITHUX BOHA OJIM3BKI 110
HOPMH, 1 Y 2 TiAMOCTITHAX 3HAYCHHSI ITYJIbCY TEPEBHINYIOTH HOPMY. 3a Pe3yJIbTaTaMM IIUX PO3PaXyHKIB
MOJKHA CKa3aTH, 0 B OUTBIIIOCTI BUMA/IKIB 3 BIKOM 3HAUEHHS MYJIbCY 30UTBITYIOThCS.
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Ha ocHOBI pe3ynbTariB ekcrepuMeHTy Oylio 3HaileHo 3HadeHHS aOCONIOTHOI Ta BiJHOCHOL
MOXHOOK.

AbcoumoTHa MoxnOKa BU3HAYAETHCS 38 HACTYITHOIO (DOPMYIIOIO:

AA = ABHMip - A,uiiz’lcx—lea

ne Agywip — BHUMIpSIHE 3HAYEHHs YaCTOTH CEPIEBUX CKOPOYEHb 3a JIONIOMOIOK PO3pOOIEHOro
HyIbCOMETPY,  Ajiiicue BUMIpsSIHE 3HAYEHHS YacTOTH CEPLEBUX CKOPOYEHb 3a JOIOMOIOI0
MyJIbCOKCUMETPY, SIKE BBAKAETHCS CTATOHHUM.

Pesynprati o0unciaeHHs aOCONMOTHOT MOXHOKHA BUMIPIOBAaHHS €KCIIEPUMEHTY MOaHi y Tadur. 3.

Tabnuus 3. Pesynpratu o0uncieHHs aOCOMIOTHOT MOXMOKH BUMIPIOBaHHSI €KCIICPUMEHTY

CC

ITH

CB

AA1=108-106=2

AA1=152-152=0

AA1=111-110=1

AA2=100-100=0

AA2=160-160=0

AA2=107-107=0

AA3 =85-85=0

AA3=121-120=1

AA3=92-90=2

AA4 =87-87=0

AA4 =132-132=0

AA4=92-92=0

AA5 =75-75=0

AA5 =129-129=0

AA5=83-83=0

AA6=76—-76=0 AA6=115-115=0 AA6=90-90=0
AA7=81-81=0 AA6=141-142=-2 AA7=96-96=0
AA8B=85-85=0 AA7=136—135=1 AA8=82-83=1

AA9=88-88=0

AAB=134-134=0

AA9 =85-84=1

AA10=90-90=0

AA9=113-113=0

AA10=108-110=-2

[licns anamizy oOYHMCIEHMX 3HA4YeHb aOCONIOTHOI TMOXHOKHM Oylio 3poOJIeHO BUCHOBOK, IO
BIIXWJICHHS pE3yJIbTaTiB, a caMe a0COJIIOTHA TMOXMOKAa BHUMIPIOBAHHS, CTBOPEHOTO TMPHUCTPOEM st
BHU3HAUYCHHS YaCTOTH CEPIIEBUX CKOPOUCHb BiJ| MOKA3HMKIB MYyJbCOKCHUMETPY, He mepesuiye 2%, 110
BIZINOBIa€ TIPHITYCTUMOMY CTaHIApTY.

BucnoBku. Byno cnpoekToBaHo Ta po3po0iieHO MIKPOKOHTPOJIEPHY CHCTEMY JJIsi MOHITOPHHTY
YaCTOTH CEPLEBHX CKOPOYCHb HAa OCHOBI cy4acHOro MikpokonTposiepa Arduino Nano. BukopucraHHs
MOPTaTUBHOTO MYJIbCOMETPA [O3BOJISE 3AiIHCHIOBATH MOHITOPHUHT MyJbCY JIOAWHHM, YHHKHYBILH
BUKOPHUCTaHHSI 0aratboX TEXHIYHHMX 3ac00iB, KieM, a00 BEIWKOI KUIBKOCTI NPOTIB JJs 3’€THAHHS.
Po3pobiieHa MIKPOKOHTpOJIEpPHA CHCTEMa BIJIPI3HAETHCS BHUCOKOK CHEProCEeKTUBHICTIO, TOYHICTIO
BHUMIpPIOBaHb Ta JIOCTYITHOIO BapTicTi0. KpiM TOro, JiarHOCTHYHI JaHi MOXKHA 3aliCyBaTH HA 3HOMHUI
Hocili iH(opMmamii Ta y MOJadbIIOMy OOCTIJKYBaTd, BHKOPHUCTOBYIOUHM CIEIiaji30BaHE IMpOrpaMHe
3a0e3nedyeHHs, po3pobiiene B cepenoBuini MatLAB Ha mepcoHaIbHOMY KOMIT FOTEPI.
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MMAPAMETP 'ABBJIA B YOTUPUBUMIPHIN KOPITY CKYJISIPHIM MOJIEJI
BCECBITY

Iacrepnak P.M. Ilapamerp I'a06s1a B yoTHpUBHUMIpHiil kopnyckyasapHiii moneai Bceecity. [lng MonenoBaHHA
Bcecsity, 1e NpUCYTHI SIK CIIOCTEPEXKYBaHi YaCTUHKH, TaK 1 YaCTUHKH XOJIOJHOT TeMHOI MaTepii Ta TEMHOI eHeprii, 3alpOIIOHOBAHO
BUKOPHUCTOBYBATHU aJbTEPHATUBHUH anapatr pelIaTUBICTCHKOI MEXaHIKH B €BKIIITOBOMY 4-IIPOCTOPi, B IKOMY HasiBH1 3acO0HU omuCy
(i3M9YHOrO BakyyMy Ta YCiX Pi3HOBUIB YacTHHOK, BKIIOYHO 3 TeMHHMMH. [loka3aHo, mo BuOip BuaineHoi 3a I'. A. Jlopenniom
CHCTEMH BiAJIIKy OOMEXye 3aCTOCYBaHHS B PENSITHBICTCHKIM MEXaHIll amapary mpocropy-dacy. [lomaHo MOpiBHSHHS psxy
KpHUTEpiiB BU3HAUEHHS BiJIaJIi IO KOCMIYHHIX 00’ €KTiB 32 BEIMINHOIO KOCMOJIOTIYHOTO YEPBOHOTO 3CYBY.

KorouoBi ciioBa: pensTuBicTCchKa MexaHika, mapametp ['ab06ua, Xix dacy, Gpi3sHyHuil BaKyyM.

Pasternak R. The Hubble parameter in the four-dimensional corpuscular model of the universe. To model the
universe, where both observed particles and particles of cold dark matter and dark energy are present, it is proposed to use an
alternative apparatus of relativistic mechanics in Euclidean 4-space, which has means of describing the physical vacuum and all
types of particles, including dark ones. It is shown that the choice of the reference system selected by G. A. Lorentz limits the
application of the space-time apparatus in relativistic mechanics. A comparison of a number of criteria for determining the distance
to space objects by the size of the cosmological redshift is presented.

Key words: relativistic mechanics, Hubble's constant, passage of time, physical vacuum.

IMocTranoBka 3aBaanHs. Po3paxynku mapamerpa ['ab6ma, mpoBeeHi Ha OCHOBI aHaNI3y CHEKTpiB
3ipok [1], 3HAaYHO BiAPI3HSIOTHCS BiJ OTPUMAHMX [PU BHBYCHHI BIACTHBOCTEH KOCMIYHOTO
MikpoxBmiIboBoro ¢ony (KM®) [2]. ¥V nmponoHoBaHili poOOTi PO3IISHYTO MOXIIWBI MPUYUHU TaKOl
HEBiANOBIAHOCTI.

AHaJi3 ocTaHHIX JOCTiKeHb i myOsdikaumiii. ACTpOHOMIYHI BUMIPIOBaHHS Ta PO3pPaxXyHKH,
BHUKOHAaHI BimmoBigHo 10 MeTpuku Ppigmana-JIlemerpa-Pobeprcona-Bokepa (DJIPB) [3], BkasyoTh Ha
MOXJIMBE HepiBHOMIpHE posimpeHHs Beecity. ko B [3] 3pobiieHo cripoOy MOSCHUTH HOTO BIUTUBOM
kpuBuHu Bceecity, To B [4] — eBomoriero cBiTHOCTi HamHoBux Tumy la (SN 1a) [1]. V po6Goti [5]
Npe/ICTaBIeHO TOpiBHsIHHS amapary CremianbHoi Teopii BigHocHOocTi (CTB) 3 TectoBumH TeopisiMu
(Bxmrouyaroun  Teopii I'.IL. PobGeprcona Ta Mancypi-Cekcra) [5], 1m0 AOMyCKarOTh pPO3IMMHAPEHHS
nepeTBopeHb JlopeHna nonatkoBumu napamerpamu. [Ipu noOyaoBi pesiTUBICTCHKOT XBHIILOBOI MEXaHIKU
II. ipak mnokazaB [6], mo angekBaTHUM i € 4-BUMIpHMH HpOCTIp IMIYJIBCIB 4YacTMHOK. Y [7]
3allpONIOHOBAHO arapar PelITUBICTCHKOT KOPIycKyIspHOi MexaHiku (APM) B eBkitijoBoMy 4-IIpocTopi,
10 Ma€ 3acO0M OMHCY TaKOXK TEMHUX PI3HOBHIIB MaTepii.

Mertoro poboTH € nepeBipka BUKOHAHHS 3akoHy ['ab0ma-Jlemerpa y yotupuBumipHomy BceecBiTi,
JUIE MOJICIOBAHHSI SIKOTO 3allpOTIOHOBAaHO BHKOpHCTOBYBaTH amapaT APM [7]. 3amns cymicHoOro
BUKOHAHHSI 32KOHIB 30€pE)KEeHHsI IMITYJIbCY Ta €HEPrii, Ha BiIMIHY BiJl KpuBOJIiHiitHOTO pocTopy b. Pimana
3aranpHOi Teopii BIAHOCHOCTI [1], BUKOPHCTAHO MOHSTTS HEIUIAHAPHOTO AUCUTIATHBHOTO By3J1a B3a€MO/IIT
YaCTHHOK B €BKJIiT0BoMY 4-ipocTopi APM.

1. IlpocTopu 4-nepemMimens Ta 4-immyJibeiB y APM

YV umpomy po3mini ocHoBHi mnoHsATTs APM [7] moaudikoBaHO BigmoOBIZHO 0 MOl
LEHTpaTbHOCUMETpU4HOro 4-BuMipHoro Beecsirty [1].

1.1. Ilpocmip 4-nepemiwgenv. Yac. Y MexaHilll JOCTYIHUMH CIIOCTEPEIKEHHIO € JIMIIC BY3JIH
B3aemoii yactuHoK [8]. B APM [7] mist 3amuicy HpOCTOPOBHX TMO3UIIIN (By3JiB) B3a€MOJIii YaCTHHOK
BUKOPHCTaHO eBKIifiB 4-mpoctip R*, mo e posmupennsm eskmigosoro 3-mpoctopy CTB
HECIIOCTEPEKYBAHOI YETBEPTOI KOOPAMHATOIO (3aMiCTh 4acOBOT KOOpAMHATH B mpocTopi-yaci [8]). Yce
po3mMaiTTs yactuHOK B APM mpezacTaBieHo CyKymnHICTIO TpadiB B3a€MOJiH, IO MICTATh TOYKOBI BY3JIH
B3a€EMO/IiT YaCTHMHOK Ta OPIEHTOBAHI MPSMOJIiHIWHI BITKM MK HUMHU — BiJIbHI yacTHHKU [7]. CTabijbHi
YaCTHHKH, III0 OXOIUTIOKTH 0arato By3imiB B3aeMmofiii, B APM BHAINSAIOTH JaMaHUMH JTiHISIMA
(4-tpaexropismu). Sk Hacmigok, B APM BBOAATH MOHATTS yacy !, IO NPONOPUIHHMI mapamerpy
4-tpaexTopii yacTUHKH [7]

dR =cdt, (D)

ne C — dyHnameHTanpHa ctana. Toorto, Xijq yacy t moB’s3anuii 3 metpukoro Beecsity [1].
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1.2. Kocmiuni cucmemu 6ioniky. Bracui nanpsmu KCB. Tlpu MmonemoBanHi BeecBity, sik mpaBuiio,
BUKOPUCTOBYIOTh JBI cuctemu Bimmiky: KCB — kocMmiuHy, BHUMipH B fKiii BiOyBalOThCS BiIHOCHO
BcecBity, SK HUTICHOTO MEHTPaTbHOCUMETPUIHOTO KocMmigHOoro o0’ekty [1], Ta CCB — cymyTHIO 3
posmmpennasaM BeecBity, ne Tino Bimmiky HanexuTs CCB. Takum 4nHOM, BIACTUBOCTI KOCMIYHHIX CHCTEM
BIJUTIKY Y3TO/IXKEHI 3 CUMETPI€I0 IIEHTPATbHOCUMETPHYHOTO BeecBiTy.

BimnoigHo 10 kocmosoriynoro mnpuHmmmy [1] y Bcecsiti icHye Oesniu KCB, a nampsm
HecnocTepexyBaHoi B CCB koopanHaTy 30ira€Thest 3 HAMPSMOM G paaialIbHOTO IIPOMEHS, 10 BUXOIUTh

3 Touku B mentpy cumerpii BeecBity i mpoxonsaTs uepe3 Touky C cmocrepiraua [7]. Ha puc. 1 HaBeneHO
nepepis BeecsiTy, ne pagianbHi npoMeHi — enacnui Hanpsamu KCB L, BunpomiHioBadaTa L. cnocrepiraya,

a myra pagiycom R, i3 menTpom y Touni B xapakrepusye GppoHT po3mmpeHHs quHaMidHOro Beecnity.

Puc. 1. Bnacui maii KCB

1.3. Ilpocmip 4-imnynscie uacmurok ¢ APM. OCHOBHOIO XapaKTePHUCTHUKOI KOKHOT YACTHHKH € ii
4-immymee P=Py=p+ P, B eBKIizoBoMy 4-npoctopi P*, me P=p7 — cnocrepexysanunii 8 CCB
PeNATHBICTCHKHUI IMITyIIBC, @ P, = PyGs — HecnoctepexyBauuit B CCB gracnuii imnynvc yactunku [7]. Tyt
7 Ta Gy — onuuuuni 4-sexrTopu. Hacnmizxom Bukomamus npummunis 11 Jlipaka E=c|P| [6] Ta
A. Aiinmtaitna E =c’m, e E — noBHa eHeprist yacTuHKM, a M — ii moBHa Maca [7], € ymoBa:

|Pl=cm. )
3Bakaroun Ha npuHiun JL Einepa [8] P=mV, i3 (2) BumimBae, mo B PeISTUBICTCHKIN MexaHii

BeJIMUMHA 4-IIBUKOCTI JOBUILHOT YACTUHKH HE3MIHHA 1 HE 3aJICKUTh BiJl HANpsMY ii mommpenHss: |V |=c

Ilpu aHami3i NOBEAIHKH YCBOrO pi3HOMAaHITTA yacTUHOK B APM kopuctyiotbcs CTaHIapTHOIO
MO/JIEJUTIO YACTHHOK [9], po3mmnpeHoro Ha 4-TpocTip ABOMa THIIaMH (QyHIaMEHTaIbHUX O030HIB: YACTHHOK
HECIOCTepexKyBaHoi xosoaHol Temuoi Matepii (DaM) (rinoTetuHo BimmoBigae HepyxomMomy edipy
I'. A. Jlopenna [10]), Ta mecmoctepesxyBanoi TemHoi eneprii (DaE) (rimorerwuto, ¢oronu). Hampsm
HOIIMpeHHs yacTUHOK DaM 36iraetsces 3 enachum nanpsimom ¢, KCB [7]. Hanpsiv mommpeHHs 4aCTHHOK

DaE oproronansnuii 10 ¢. Y xoxHiit KCB wactunkun DaM matots 4-immynscu P = Pg, (3alimaroTs
onHoBMMipHHMI Tianpoctip P'), a wactunkum DaE — 4-immynscu P, =P,7 (3aiimaroTh 3-BuUMipHUii

nignpoctip P *). BianosiaHo 1o o3HauenHs mignpoctopu P Ta P° He neperunaioThes, TOOTO:
(¢5,7)=0. ©)
Buxonanns ymoBu (3) st wactuHok DaM ta DaE e ocHOBOIO CTIHKOCTI (hi3HYHOTO BaKyyMmy.
EnemenrapHi cmocrepexyBaHi dacTMHKU — Oapionn [l11]— mo € TiOpumoMm Ha3BaHUX
(byHIaMeHTaTBHUX YACTHHOK, 3aiiMaroTh mpocTip P * (3a BuKMIOYeHHAM MigmpocTopiB 6030HiB P* un P*
) Ta MOXKYTb IOLIMPIOBATHCS MiJ KYyTOM ¢ 10 BiacHoro Hamnpsamy KCB.
1.4. Hamueni uacmunxku ma Homaou. APM posrisgae noBediHKY YaCTHHOK JIMIIE B iHEPLIMHUX
KCB. Bianosigno no ymosu (3) I'.A. Jlopenua, inepuirinicte KCB noB’s3anHa 3 icHyBaHHSIM XOJIOJHOI
TeMHoI Matepii [7]:
B, = Pyss =cCoNnst V't. (@)

© ITactepuak P.M.



168 Hayxosuii srcypuan "Komm 1oTepHO-1HTETpOBaH1 TEXHOJIOTI: OCBiTa, HayKa, BUPOOHUITBO"
Jhywk, 2023. Bunyck Ne 53

BpaxoBytoun kocMmosioriuamid mpuHIun, koxHa okpemMa KCB moB’s3aHa 3 kimactepoM S BIIACHHX
(HaTUBHMX) YACTHHOK, IS IKHX BUKOHYEThCs yMoBa (4). Pernra yactiHOK BeecBiTy € mo3akiacTepHUMH.
Oxpemy rpyny nosaxaactepHux (oToHiB (11 sikux P, =0, To6TO MOBa (4) HE3aCTOCOBHA), CKIIAAIOTh

HOMaJu (YaCTHHKU-MITPAaHTH), AKi MOXYTh BibHO mepeMimiatucs BceecBirom. Jlume mms HaTHBHHX
dortoniB BUKOHyeThCst ymoBa (3); 3a BimcyTHOCTi XoymogHOT TeMHOI Marepii (edipy) mpuHIMIT
A. AliHmnTaiiHa HE3MIHHOCTI INBHAKOCTI TOIIMPEHHS CBiTIIA y Bakyymi [8] He Mae palfioHaInHOTO
MOSICHEHH.

1.5. llopisnsanasa xony uacie APM ma @®JIPB. PenstuBicrchka MexaHika 4-BuMipHa. B OCHOBY
meTpuku ©JIPB noknaneHo onHe 3 HAMOUIBII KOHTPABEPCIHHUX IS PENIATUBICTCHKOT MEXaHIKU MOHATTS
3-BHUMIpHOTO TIPOCTOPY Ta KOOpAuHATHOro 4acy t’ [8], siki 3a momomororo neperBopeHb Jlopenna [10]
JMIIE IMITYIOTh BIACTHBOCTI 4-mipocTopy. OCKIIBKM B MPOCTOpi-uaci O3HauYeHHS XOAYy 4acy BiJCYTHE,
MOpiBHAEMO HOTO 3 O3HAa4YeHHSAM XOAy yacy B APM, g 4oro po3mumiemMo BEIHYHHY €IEMEHTAPHOTO

4-nepemimenns dR 3 BUKOpHCTaHHSM HOro po3Kiany Ha crioctepexxyBany dF Ta HecrocTepexysany dS
cknanosi B KCB [7]:

dR? =dr?® +ds® = c*dt’. (5)
ToB’13aBIIN HeCTIOCTEpEXKyBaHy BeInuuHy s’ 3i crocTepexKyBaHUMHU BeTHIHHAMU
ds® =c?dt? —dr® =(c® —0?)dt® =c?y2d(t)* =c’d(t)?, (6)

ne y=@-(v/c)*)?* — Jlopenu-dpakrop [8], a wac t' =y 't, mepeiineMo 10 THMIEPKOMILIEKCHOTO
npocropy-dacy [8], B skomy dS Ha3uBaroTh ckaysipoM Jlopenia [8] (uu chepuunoro nosepxueto y OJIPB
[1]). SIxuto B mpocTopi R * dS € BekTOpoM, a yac t ckanspoM, 1o nponopuiiiuuii iforo Metpui, To 8 CTB
yce HaBIAaKU — KOOPAMHATHUN yac t° € BEKTOpOM (3a O3HAUYEHHSAM IPOCTOpy-dacy), a ds =uy,dt =cdt’ —

CKaJISIPOM III0 TIOB’I3aHHH 3 BEIMYNHOIO HECTIOCTEPEIKYBAHOI CKIA0BOI 4-IIBUIKOCTI U, .

3 mo3unii APM nepexin Bix mapameTpusaiii CiocTepesKyBaHoi CKIIa10BO1 4-TpaeKTopii YaCTHHKU
t B mpocTopi-yaci 36iraeTses 3 ioro xoaoM y 4-mpoctopi R *. Oxnak, y npoctopi R * MoBa e npo inmre
O3HAUEHHs IHEPIIHOI cUCTeMy BILTIKY (IPHBiJICHOBAHOT), BUKIIIOYHO JUIS SIKOT BUKOHYEThCSI yMoBa (5).
I'. MiHKOBCHKHMI, TIPOBIBIIM JUI  CIIOCTEPEXYBAaHOI  CKJIQJAOBOI  PEJSATHUBICTCHKOTO  IMITYJIbCY
p=mo =(myy )0 [7] disnuno HEOOrpyHTOBaHY NEpecTaHOBKY Koediuienta y ' Bix M, 10 U, TOOTO
p=m,(y'0), B3araini no36asus anapar CTB npuHUMITy €KBIBATEHTHOCTI MaCH Ta EHEPTii YACTHHOK Ta

3po0HMB HEOJHOPITHUM Xia vacy. DisuyHe TpakTyBaHHS CaMoro MOHSATTA BuaiteHa 3a [.A. JlopeHioMm
iHepmiifHa cucTeMa BIIIKY CTal0 MOXJIMBUMH JIMINE TICJIA JOMOBHEHHS anapary MeXaHiK{
¢bynaamenTansHUMU YacTuHKaMu DaM ta DaE. Omxe, maremaTn4yHO O€3/10raHHU anapart npocTopy-4acy
3 HEe MEHIII eJIeTaHTHUMH TiepeTBOpeHHsAMU JlopeHiia B HbOMY [8] € HeOOXITHUMH, ajie He JOCTaTHIMU JJIs
moOyIOBY arapary peisTHBICTChKOI MEXaHIKH.

2. B3aemopisi 4aCTHHOK

Y APM kiacuuHi 3aKOHU 30€pexeHHsI CyMapHOi eHeprii Ta iMIyJIbCy YacTHHOK [ 1] y TOUKOBOMY
BY3JIi B3a€MOJii TMOMIMPEHO HA TPOCTip 4-IMIyNbCIB (JIOMOBHHUBIIM 1X YMOBaMHU 30epeKeHHS
PE3yIABTYIOUOTO BJIACHOTO iIMIYNbCy). Y LBOMY PO3AUIL PO3MTISHYTO NPOLECH BHUIIPOMIHIOBaHHS Ta
nornuHaHHs (oToHiB y pizHux KCB.

2.1. Hennanapnuii oucunamueHutl 8y301 63aemo0ii. 3aluIIeMO CYMICHO 3aKOHH 30€peKEeHHS
iMITyThCy Ta eHeprii T Bysna B3a€MOJii IBOX 4aCTHHOK 3 4-immynscamu P, Ta P, , pesysnbraToM sKoi

Morya 6 OyTn yacTuHKa 3 4-iMmynscom P
R=R+Ri R=R+R, ™
HesanexHo Biji 3Ha4eHb BEKTOPIiB ﬁ Ta I52 3a0e3neunTr BUKOHAHHST YMOB (7) B €BKIJIIJJOBOMY MPOCTOPI
P * HeMOXIIHBO, OCKIILKM BiJICyTHS YaCTHHKA-aKLENTOP HAUTHIIKY CyMapHOi eHeprii B3aeMoIii:
2 2 5 D
EA:C(P1+P2—\/Pl TP +2(Pl,P2)). ®)

Jiist 3a0e3rneyeH s CyMiCHOTO BUKOHAHHSI 3aKOHIB 30€peKeHHS IMITYJIbCY Ta EHEpTii y TPUBITKOBOMY
BY3JIi B3a€MOJii Ta MOXJIMBOCTI 3aCTOCYBaHHS y (i3HLi AETepMiHI3MYy AH(EpEHLIaTbHOTO YHMCIECHHS
Herorona—JleiiOnina, A. AliHIITaiH y 3aranbpHiil Teopii BiIIHOCHOCTI 3ampoIiOHyBaB BUKOPUCTOBYBATH
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KpuBOdiHIHHUN mpocTip b. Pimana [1]. Hatomicte B APM 3amicTh TPHBITKOBOTO, BHKOPHCTAHO
YOTHPHUBITKOBUI BY30J B3a€MOJII, a Ui TATJIOCTI anapaTy AWHAMIKH 3alIPOTIOHOBAHO BUKOPUCTOBYBAaTH
CepeIHbOCTATUCTUYHUH AUCHIIATUBHUN 1" ITUBITKOBUI BYy30J1 B3aeMOmii [/] 4acTHHOK B €BKIIIZIOBOMY
4-tipocTtopi.

2.2. banicmuunui npunyun. Hexall BumpominioBau, mo Hepyxomuii B CCB, mopomkye HaTHBHI
doronn 3 4-immynscamu Py, (0) =P, (0)g,, ama axux (S,,65)=0. Ilpu xyTi abepauii BUnpomiHIOBada
o, #0 3B’s13aHi 3 BUIPOMiHIOBaueM (OTOHU MAaTUMYTh 10JaTKOBUH iMIysse AP, = P, (0)sinag7 ,0e 7 —
OJMHUYHHI BEKTOP HANPSMY CIIOCTEPEKYBaHOI IBUIKOCTI Uy = Uz7 BUIPOMIHIOBAYA.

Sxu1o BUNpoMiHIOBaHHsI POTOHIB BiIOYBA€THCS MiI KYTOM (0 10 HApsIMY 7 PyXY BUIIPOMiHIOBaua,
ne cosg=(7,g,.), To KoxkeH (OTOH BHHECE NOAATKOBUH immynbe AP, =AP,(7,S.)s, . Bianosinno mo
3aKOHY 30€peKeHHS eHeprii:

P, =P (0)(1+sina, cosg) . €)]
Hocnin Maiikenbcona-Mopii [8] mokasaB, 110 MpoiecH BHIPOMIHIOBAHHS 1 HOTJIMHAHHS (DOTOHIB
pedoBuHO B 0j1HiNM KCB 000poTHI.

2.3. Kocmonoeiuna namypanizayis pomonie. Po3riassHeMo GpOTOH, 10 TOYEProBo MepedyBae B IBOX
nokansHuX KCB 3 pi3sHEME ONOPHUMY HaNpsIMaMH G, Ta G, , 9K HaBeAEHO Ha puC. 2. DOTOH, HATUBHUH Y
KCB, BumpomiHioBaua, He Binnoigae ymosi (3) y KCB, (y aaniit KCB y HbOTr0 € HaaIMIIKOBA SHEPTis).
Jlnst y3ro/pKeHHs! BIacTUBOCTEH (hOTOHA-MIrpaHTa i3 yMoBOHO (3) 3aIponoHOBaHO TiNOTe3y KOCMOJIOTI4HOT
Hatypanizauii oronis (KH®): Bunpominennit B KCB; ¢oton 3 immynscom P, B3aemonie B KCB, 3
TiOpUAHOIO0 YaCTUHKOIO (Ha puC. 2 BOHA HE HaBeJeHA), IO € aKIENTOPOM €HEpTii, 3 BUITPOMiHIOBaHHSIM
HatuBHOoro B KCB, ¢otona 3 4-immynscom P, Ta nmopomxkenHsaM dactuaku DaM 3 4-immynscom P . Sk
HACNIJOK, Ul peecTparopa, mo Hepyxomuii (a, =0) B KCB, , oTpumaemo:

Py =P (Sri6a) =Fr COSO, (10)
ne @ —kyt mix BnacHumu Hanpsimamu KCB; ta KCB, . Ockinbku OCHOBHA Maca riOpUIHUX YaCTHHOK

raJakTHK 30CepeKeHa, B OCHOBHOMY, B iXHiX TazomuioBux xmapax, KH® BinOyBaTuMeThCs epeBa)kxHO
TYT, IO MiATBEPKEHO aCTPOHOMIYHUMH CIOCTEPESIKEHHIMU (IU(y3HE pO30CEPEKEHHSI TEMHOI MaTepii
Ha OKOJIMIIIX TaJJaKTUK, PO3irpiB razonmioBux xmap [1]).

Puc. 2. Cxema By31a KH®

I'imotre3y KH® BBeneno Ha 3aminy opmyii X. Jommepa [3], mo mopymiye 3akoHN 30eperkeHHs Ta
MopoJKye mapagokcu. Hampukian, Biamosigao go metpuku ®JIPB [3], dororn y nuHamivnomy BeecBiTi
3MIHIOIOTh JIOBKWHY XBWJIi, TO/I SIK €HEPTisl PEIlTH BUIbHUX YACTUHOK 3IHUIIAE€THCS HE3MIHHOIO.

2.4. Cnexmpockonis 3ipox. Ilpn acTpOHOMIYHUX CIHOCTEPEKEHHAX OINEPYIOTh HE BETMYUHAMHU
iMIynbCiB (POTOHIB, a IXHIMH CHEKTPAJIbHUMHU XapaKkTepucThkaMu. Bigmosigno no ¢opmynu M. [lnanka
[8], mns BekTOpHUX yacTuHOK P =p=rhk, ne % - crana [lipaka, a K - xBuiboBe uncio [10]. Orxe,

3amicTh BenmuuuH P, Ta P, iMmynbciB GpoToHiB, y hopmyii (10) MokHa BUKOPUCTOBYBATH iXHI XBUIILOBI
4ucna, — BianosigHo K, Ta K, . 3acTocoByroun nmapameTp Z BiHOCHOTO 3CyBY crektpy z =k, /k, —1 [1],
OB’ SDKEMO BEJIMUMHY HECIIOCTEPEKYBAHOTO KyTa @ 31 COCTEPEKyBaHOIO BETMYMHOIO Z !

cos®@=(z+1)™". (11)
BpaxoByroun octaHHi o3Ha4ueHHs1, nepenumemo (10) y Burmsi:
K, =Ko (z+1)". (12)

Hnsi HatuBHUX (OTOHIB IXHE BHIIPOMIiHIOBaHHS (peectpailisi) pyxomuMm o0’ektom (B oxuiit KCB),
BiamoBiaHO 110 (9) oTpriMaemMo
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K, =k, (1+ %cos 0), (13)

110 30iraeThes 3i crangapTHoO Gopmynoro X. [Jomnepa [1].
3. Kocmiuni Bincrani
3.1. Jlinii peecmposanux nooiii. Bexropu 4-immyneciB HatmBHUX y KCB, ¢otoniB, mo

BUIIPOMIHIOIOThCSA KOCMiYHUM 00’ektoM O , opTOroHanbpHi a0 mpomeHs L, . JIiHig 30py cnocrepirada B

KCB; oproronamsHa 1o mpomens L., (muB. puc.l). ¥V 3aranpHomy Bumagky B Toumi C MokHa
CIIOCTEpIraTH JIMIIE Ti KOCMiuHI 00’€KTH, sIKi epeOyBaloTh Ha JiHii peecTpoBaHux noAii — koni COBC
JiaMeTpoMm, 1o JopiBHIOE paxaiycy ['aboma R, = (4,235 £0,002) I'mk [2]. JocTynHIMH CIIOCTEPEIKSHHIO
OyayTh 00’€KTH, MO 3HAXOMATHCS HA YCIX MOXIIMBUX JIHISIX PEECTPOBAHWX MOAiN (B rimepod’emi
peeECTpOBaHUX MOIiH).

3.2. Cmana I'ab6na. E. I'a061 (Ta He3amexHo K. Jlemerp) 3anmponoHyBaiy mporeaypy BU3HAYCHHS
BeJIMUMHU R, , 1110 3BOAUTBCA 110 BUKOPUCTAHHS JIEIKOro JOIMOMDKHOro napamerpa H, (cranoi ['ab6mna),
OIHAKOBOTO Juisl ycix 3ipok [1]. BianosinHo 1o o3HavenHs [3], crana [a66i1a H, =v/ D, € BiaHOLICHHM
npoMeHeBol MBUAKOCTI U 3ipku g0 Bigcrani D, =OC Bix cmoctepirada no Hei (auB. puc. 1). 3
TeOMETPUYHMX CHIBBiIHOIICHb puc. | BumunBae, mo B APM mpomeHeBa (crocTepekyBaHa) MIBHIKICTh
v=csina, a Bincrane 10 mkepena D, =R, sina, toéro H,=const, a ii acCHMOTOTHYHE 3HAYCHHSI
H,=CcR.'. Ananizyrouu JiHii{l4aTi CHEKTPH BUIPOMIHIOBAHHS 3ipOK, 3@ BEJMYMHOK MapameTpa Z

BIIHOCHOTO 3CYyBy CHEKTpy Ta ¢opmynor (7) OamicTUYHOTO TPHUHIMITY MOXKHA pPO3paxyBaTd
CIIOCTEPEXKYBaHy IIBUIKICTh BUIPOMIHIOBaYa 1 TMPOBECTH MOAANbIN BHUKIAAKA. OCKUIBKH B
PeNATHUBICTCHKOMY BapiaHTi crnoctepeskyBaHoro B CCB Oyxe yumiie yacthHa 4-BUMIPHOTO Bijapi3ka

Dy = D,, cosa, napamerp I'aG611a BUSIBUTBCS 3MIHHUM:
H
Hyp =—>=H,(z+1). (14)
COS

Heysromxkenicts posrisiny 3agaui ['ab6na-Jlemerpa B8 CCB crioctepiraya mnosysira€e Takox y TOMy,
mo unpomineHi B KCB, (oToHM € HATUBHUMU JHIIe OIS criocTepirada, a MOMUPEHHS BIACTHBOCTEH

KCB, Ha Bech Bcecit € HekopekTHUM. Y [12] moka3aHo, 1110 B Mekax KocMidHoi koMipku (ripu Z < 0,03

[1]), ne hoToHM HATHBHI, BUKOpUCTAaHHS KpuTepito ['ab6na-Jlemerpa nae 3uadenHs cranoi ['abona mo 3 %
OlJIbIIIe, HI)K HOr0 aCUMIITOTUYHE 3HAYEHHS.

3.3. Biocmanw 00 eunpominosaua ¢ APM. Y po0OTi 3apornoHOBaHO 3aMiCTh 3aJiadi PO BiJCTaHb
Bix crocrepiraya B KCB, 1o BunpominioBaua B KCB, po3risHyTH eKBiBaJeHTHY ili OZHOBHMIpHY

3ajaqy Mpo MnoBeiHKy (GoToHiB, HaTHBHUX B KCB, BUMpoMiHIOBada. BpaxoByrouH IIEHTpaIbHY CUMETPII0
BcecBiTy Ta HOHATTSA HATUBHUX YacTHMHOK B KOHKpeTHHX KCB Ha niHii cioctepexxyBaHUX HOAIH 10X0IUMO
BHCHOBKY, 1110 y370BX ITPOMEHS I:O (muB. puc. 1) Biactanp R, B KCBj moB’s3aHa 3 TONOBHSIIBHOKO Tif
BincranHio Dy =R, — R Big BumpoMiHIOBaYa 10 yMOBHOTO clocTepiraua Ha (hpoHTI PO3IIMPEHHS
Bceecity B KCBj . Ockinbku BenmuuuHa Ry 3amexuTs Bifg kyra @ Mixk BracHMMH Hanpsimamu KCB,

criocrepiraua ra KCB; BumpominioBaua, Bizictanb Dg = R, (1—c0s®) . [TincranoBkoro (11) orpumyemo:

D.=R,(l-cos®)=-- -2 15
s =R ) H, z+1 (15)

Tyt BpaxoBaHO, II0 aCUMOTOTHYHE 3HaueHHs Biacrani npu Dy — R, 30iraerbcs 3 pe3ynbraToM,

OoTpUMaHuM 3a Kputepiem ['a06ma-Jlemerpa. BiAmoBigHO 10 KOCMOJIOTIYHOIO MPHHIUIY, OTPUMAaHHUN
BHUCHOBOK MO>kHa nomupuTh Ha KCB ycix BUnpoMiHioBauiB Ha JiHii peeCTpOBaHUX MOAIM.
3.4. Kocmiuni siocmani y @JIPB. Binnosingao no metpuku ®JIPB s Beecity, 110 po3muproeThest

ds? = —c?dt? +a2(t)[10£2+ r2(d 9 +sin? 9do?)], (16)
+r

ne a(t) — macmrabuuit Gakrop, a r, 4,9 — chepuuni koopaunartu [1]. Bpaxosyroun, mo a=(1+2z)",
OTPUMYIOTB 1HIIY (hOPMYITY 3aJIeKHOCTI BiJ Z BijcTaHi Bif criocTepirada 10 BUNpoMiHioBaya [1]:
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D :L(ZL)Z_]', (17)
FH, (z+1)72+1
3.5. lopisuanna kocmiunux eiocmaneit 8 APM ma ®@JIPB. Jns toro, mo6 dopmymnu (15) ta (17)
JlaBaiy OAHAaKOBI 3HadeHHs Biggani Dy = Dy npu ogHakoBux Z HeoOXinHO, m00
(z+D((z+1)?-1)
HOF = Ho 2
z2((Z+1D)°+)

®opmymna (18) mae makcumymom H,. =1,2H, npu z=1,418.VY [13] (p. 27, fig. 16) HaBeneHo pe3ynpTaTH

(18)

ACTPOHOMIYHHX CIIOCTEpeKeHb, ki B Mexax 0<z <15 BianoBigaloTh po3paxyHKaMm, HIO0 BHUKOHaHI
BinoBiaHO 110 hopmyinu (18).

V [2] (p. 33, Fig. 7, right) momasHo maHi acTpOHOMIYHHMX BHMipIOBaHb mapamerpa ['a60ma st
nianmazony D =(0,04+0,18)R,,. Po3paxynku BimnosizHo 10 ACDM-mozeni mokas3yrTh, 10 B BOMY
Iiana3oHi napamerpa ['ab6na menmmii Bix H,, T00TO He y3romkyerbes 3 popmyioro (17). Biiblue Toro,

HIBHIKICTHh PO3LIMPEHHs BeecBiTy 3MiHHA.
Y KCB Oinbm iHGOpMATUBHUM, MOPsAA i3 Z, € BUKOPUCTAHHS O€3po3MipHOI 3MiHHOI X, IIO

XapakTepusye BinHocHHil pamiyc Ry ¢ponrty posumpenns Beecsity: Xx=R.R;'. Ockinmbkn B KCB
R, =R, X, x=(z+1) " =cos@, DS =1-x, DF =(1-x*)1+x*)", a

d(DS - DF)
dx

DIF (x) = —14+2X(L+x3) T+ 2x(1— X))+ x?) 2,

JUTSL aHaNi3y MIBHIKOCTI po3lmHpeHHs Bcecity BiamoBimHO mo dopmynu (17), mopiBHIEMO IIBUAKOCTI
smian DS, DF Tta DS — DF Xxin sikux HaBeJeHO Ha puc. 3.

1,0
0,8
0,6

0,4

1

-0,8

-1,0

Puc. 4. Xin 3anexnocreit DS, DF, DS — DF ta DIF(X).

Sxkuro B APM 3anexnicts DS(X) niniitHa, TOOTO MIBUAKICTH po3uikpenHs BeecBiTy He3minHa, To B DJIPB
3anexnicte DF (X) weniniitna. [lyns nepesipku ¢hopmynu (17) HOpiBHIEMO MIBUAKICTh 3MiHU BennauH DS

ta DF , yrBopuBmm ixHio pisauiro DS — DF . I3 xony kpuBoi DIF(X) Ha rpadiky puc. 3 BUILTHBAE, 10
BUKopucTaHHs Gopmyiu (17) ekBiBaJIeHTHE CITOBUTFHEHHIO IIBUIKOCTI po3mMpenHs BeecsiTy 10 paniycy
fioro ¢gponry R <0,3R,, (npu 3meHmeHHi Z 10 Z=2,4) Ta NPUIIBHALICHHIO HOTO PO3LUIMPEHHS NPU

2<2,4 (to6to0, BKe Ipu Rg >0,3R,, ). OTxke, criocTepekyBaHe HEpiBHOMiIpHE po3IIUpeHHs BeecBiTy He

€ pe3ynbTaToM (Pi3MYHMX BIUTUBIB, a nuiie apredakrom anapaty ®JIPB. JlificHo, Ha Binminy Big APM, y
®JIPB BUXOIATH 3 TINOTE3H, IO JIiHISI PEECTPOBAHUX TOJIIH € MPSAMOI0. 3 1HIIIOr0 GOKY, MOKITUBHIA TAKOK
BIUIMB BUKJIAIEHUX y Migpo3aiii 1.5 oOMexxeHb Ha BUKOPHCTaHHA anapaTy 3+1-BUMipHOT0 IpocTOpy-4acy,
yn nepeBunpoMinioBaHHs KM® Ha 3HayHHX 00’ €Max peioHi30BaHOT'O BOAHIO.

BucHosknu.

Hns mMonemoBaHHs BcecBiTy, Jie NMPHCYTHI SK CIIOCTEPEXKYBaHI YACTUHKH, TaK 1 YaCTHHKU
XOJIOAHOI TEMHOI MaTepii Ta TEeMHOI eHeprii, 3alPOIIOHOBAHO BUKOPUCTOBYBAaTH aJIbTEPHATUBHUM amapat
PENSTUBICTCHKOI MEXaHIKH B €BKJIIIOBOMY 4-IIPOCTOpI, B SKOMY HasiBHI 3acO0M OIMUCY YCiX Pi3HOBHIIB
yactuHOK. [TokazaHo, mo BuOip BuiieHoi 3a I'. A. JIopeHIIOM cHCTeMU BiJUTIKY 0OMEXY€E 3aCTOCYBaHHS Y
PENSTUBICTCHKIN MeXaHilli anapaTy npoctopy-dacy. OTpumMano HOBY GopMyiy 3B’sI3Ky IMapaMeTpa 3CyBY
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CHEKTpPY 3 4-BUMIpPHOIO BIJCTaHHIO [0 KOCMIUYHUX 00’€kTiB. Jl7s TIOSICHEHHS 3CYBY CHEKTpPY
BUNpoMiHIOBaHHS 3ipok Ta KM® 3amicts dopmynu [oruiepa 3anmpornoHOBaHO TiMoTe3y KOCMOJIOTiYHOT
HaTypaizamii (poToHiB.
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Herpamenko A.B., JIto SIHr. AHaui3 1aHux :KypHaJy nojiii Jijprosoro inxkeHepHoro odaagHanHs. Y nasiii podoTi
PO3TIAAAIOTECS MUTAaHHA 300py Ta aHamisy (ailmiB >KypHAJiB iH)KEHEpHOTro oOJagHaHHA Mi)TiB, BPaxXOBYIOUH iX TEXHIYHY
CKJIQTHICTb 1 3HAYHMI1 BIUIMB Ha Oe3MeKy KOPUCTYBaHHSI HUMU. BHKOpUCTaHHS aHAII3Y KYpHAJIiB 03BOJISIE OLIEPATHBHO BUSIBISTH
Ta 00poOIIOBaTH aBapiifHi cutyarii, 3abe3nedyoun QyHKIIOHAIBHICTD Ji(TiB, MPOJOBKYIOUN TEPMIiH CIIY)KOH Ta IMiJABUILYIOUN
Oesneky macaxupiB. BukopucroByrounm ¢aia JKypHaly peasbHOI CHCTEMH MOHITOPHHTY B Tany3i «lHTepHeTy pedeii»,
JOCHI/DKCHHS Hazlae 0a30BYy CTAaTHCTHKY, PO3KPHBAIOUM iH(GOpMAII0 MPO PO3MOJUT MO i CTaH oONajHaHHA. AHami3
30CepeKyY€EThCS Ha TUMI Nofil «BBIMKHEHHS/BUMKHEHHS KHUBJICHHS Ji(Tay, aKIECHTYIOUHN yBary Ha CepeaHbOMY Yaci Mepexomy
o0TagHaHHA 3 aBapiifHOTO 10 HOPMAIBHOTO CTaHy, a TAKOX Ha PO3PAXyYHKY IMOBIPHOCTI 3aJIMILIUTUCH Y CIIPABHOMY CTaHi MPOTATOM
1, 12 a6o 24 roguH. Pe3ynpTaTé migKpeCcIIOOTh Pi3HUHA Yac Mepexony MiK OOJNafHAHHAM, IO PO3TIISAAETHCS, HANAIOUU IIHHY
iH(pOpMaLiIo U IUIAHYBaHHS TEXHIYHOTO 0OCITYyrOBYBaHHS Ta ONTUMI3alii pecypcis.

KurouoBi ciioBa: iHTEpHET peueil, cucTeMa MOHITOpUHTY, aHami3 (ainiB >kypHamiB, (YHKLiS BIDKUBAHHS, OILIHKA
Kannana-Maiiepa

Introduction. Among the other crucial components of the modern lift-oriented technical
infrastructure, the monitoring system of lift engineering equipment is important for several critical reasons.
Firstly, it plays a pivotal role in ensuring the optimal and safe performance of elevators by providing real-
time monitoring of key parameters such as power usage, door operations, and motor performance [1]. This
constant surveillance allows for the early detection of anomalies or irregularities in elevator components,
triggering timely alerts for investigation and preventive measures. Another significant aspect is the system's
ability to swiftly identify faults within the elevator system and offer detailed diagnostics. This facilitates
quick problem resolution and contributes to predictive maintenance, wherein the system analyzes
performance data to predict potential failures or maintenance needs. This proactive approach minimizes
unexpected downtime, enhances reliability, and extends the overall lifespan of the elevator. Capturing and
logging a wealth of data related to elevator operations, the monitoring system serves as a valuable resource
for performance analysis, trend identification, and decision-making. Many systems offer remote access
capabilities, allowing for monitoring and control from a central location, facilitating quicker response times
and reducing the need for on-site interventions.

The urgency of solving the problems of collecting and analyzing information obtained from
elevator engineering equipment in the form of log files is important due to the high degree of technical
complexity and significant impact on the safety and convenience of building operation. This technique
allows not only to promptly detect and solve problems in the operation of elevators, ensuring their
uninterrupted work and extending their service life, but also contributes to increasing the level of safety for
users [2]. In addition, the possibilities opened up by log analysis, such as automated control and efficiency
optimization, are becoming key to modern infrastructure management and maintaining high standards of
functionality of elevator systems in modern buildings. This approach is critical in the context of fast-paced
urban development and the construction industry, where the reliability and safety of elevators are important
aspects of comfort and safety for their users.

Related works. The general architecture of a lift-oriented monitoring system consists of sensors,
central or distributed processing unit, communication modules, data storage and monitoring core software.
The sensors capture real-time data on motion, door status, weight, and other relevant parameters. The
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processing unit allows to handle, process and aggregate the data, received from the sensors. Data storage
allows to store and access the data efficiently using modern SQL/NoSQL database engines. Monitoring
software provides the user interface allowing to interact with an end user giving him a sophisticated
dashboard, visualization means etc.

The logs play a crucial role for recording and storing a comprehensive history of events, activities
and performance metrics related to the lift operations. In the work [3] authors highlight Run-to-Failure,
Preventive Maintenance and Predictive Maintenance (PdM) techniques of technical management. They
state that Machine Learning methods have been emerged as a promising tool in PdM applications to prevent
failures in equipment. The authors of [4] proposed obtaining patterns from log records, and set
corresponding rules to deal with logs in certain patterns which significantly improve the efficiency of
distributed and cloud-based log analysis. J.Horalek and others in [5] proposed a log collection and analysis
using the hybrid Elastic based and Kubernetes technologies. Nevertheless, previous work with an emphasis
on data analysis of elevator events indicates the need for further improvement of methods and tools.

Problem statement. The purpose of this publication is to explore the capabilities of collecting and
analyzing basic statistics obtained from the elevator equipment event log [6]. In particular, it is intended to
investigate the relationships between various events by the types, their characteristics and time indicators
like a timestamp. The main emphasis is on understanding the operational state of the equipment
(functioning or failure) and its identification in the context of the occurrence of specific events. With the
help of this analysis, we aim to improve maintenance strategies, predict possible malfunctions and ensure
more efficient management of elevator equipment.

The description of the research. In this paper the authors have analyzed a log file gathered
from the real loT monitoring system during approximately 1-year of 24/7 monitoring of engineering
equipment. The dataset, derived from lift engineering equipment event logs, contains a comprehensive
record of events spanning a considerable timeframe. The first few rows of the dataset provide a snapshot
of the data (see fig.1), revealing details such as the timestamp of events (date_time), the type of event
(event_type), a description of the event (event_text), the unique identifier of the equipment (equipment _id),
and the corresponding equipment state (equipment_state).

date_time

event_type event_text

equipment_id equipment_state

31.10.2022 10:34 4 Elevator poweris on 9 1
31.10.2022 10:35 4 Elevator poweris on 13 1
31.10.2022 10:36 6 The cabin door is open 136 0
31.10.2022 10:36 6 The cabin door is open 242 0
31.10.2022 10:36 6 The cahin door is open 8 0
31.10.2022 10:36 6 The cahin door is open 362 0
31.10.2022 10:39 4 Elevator power is on 317 1
31.10.2022 10:39 4 Elevator power is on 318 1
31.10.2022 10:39 4 Elevator power is on 257 1
31.10.2022 10:39 5 The doors of MP are open 428 0

Fig. 1. A snapshot of the dataset
Upon conducting basic statistical analyses, several noteworthy insights emerge. The dataset
comprises a total of 306,915 entries, with a diverse range of event types, spanning from 4 to 10 (see Table
1). The event_type distribution indicates that certain events, such as event type 4, are more frequent than
others, shedding light on the prevalence of specific activities within the lift engineering context.
Table 1. Distribution of Event Types

Event Type Event Text Total Count Failure Count
4 Elevator power is 106365 55300
on/off
5 The engine room door 21491 10575
is open/close
5 The cabin door is 16610 16610
open/close
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8 EX|sts/_No phase A 52025 39896
electrical supply
9 EX|sts/_No phase B 57910 31574
electrical supply
10 EX|sts/_No phase C 59514 25427
electrical supply

In terms of equipment states, the dataset showcases a balance between operational states
(equipment_state equals to 1) and states indicating a malfunction or failure (equipment_state equals to 0).
Approximately 127,533 entries indicate the equipment is in working order, while 179,382 entries suggest
equipment failure.

Examining the numerical features, the dataset's temporal span ranges from October 31, 2022, to
October 9, 2023. The mean event_type is approximately 6.83, with a standard deviation of 2.43, indicating
a moderate level of variability in event types. The equipment_id values range from 1 to 476, and the
equipment_state reveals an average operational state of around 41.55%.

No missing values are observed in any of the columns, ensuring the dataset's completeness and
reliability for analysis. Additionally, the distribution of unique values in each column provides an overview
of the dataset's diversity, with 132,001 unique timestamps, six distinct event types, 12 unique event
descriptions, and 476 unique equipment identifiers.

Elevator power on/off analysis

This algorithm is designed to analyze and compare the average transition times of state changes in
engineering equipment, focusing on events with event type=4 (Elevator power on/off). By identifying the
equipment with the quickest, longest, and middle-range state transitions, it provides insights into potential
performance issues, operational efficiency, and overall reliability of the equipment. This information can
be valuable for maintenance planning, resource optimization, and proactive decision-making, ultimately
contributing to enhanced operational effectiveness and reduced downtime in lift engineering systems.

The algorithm begins by loading data from a CSV file containing timestamped events with relevant
information such as event type, equipment state, and equipment ID. It specifically focuses on events with
event type=4. The data is then filtered, sorted chronologically by equipment and time, and time differences
between consecutive transitions are calculated.

To facilitate analysis, the time differences are converted to seconds. The algorithm proceeds to
calculate the average transition times for each equipment by grouping data based on equipment ID. The
resulting average times are sorted, and the top 3 equipment with the quickest transitions and the top 3 with
the longest transitions are identified.

Additionally, the algorithm selects a set of 3 equipments in the middle in terms of average transition
times. These three sets of equipment (quickest, longest, and middle 3) are then formatted into human-
readable timespans and presented in tabular form.

The results

The results which are presented in the table 2 shows that the time it takes for equipment to switch
from one state to another can differ a lot. Some equipment does it really quick, like in a few seconds, while
others take much longer, sometimes hours. It's important to find out why some equipment takes so much
time, maybe because of maintenance or specific ways they work or they are maintained. This information
helps technical managers organize the equipment work and maintenance better and more efficiently.

Table 2. Quickest, Longest and Middle 3 Transitions

Quickest Transitions Longest Transitions Middle 3 Transitions
Number | Equipment | Average | Equipment Average Equipment Average
ID Transition | 1D Transition ID Transition
Time Time Time
1 461 00:00:07 | 166 43:55:57 141 05:11:16
2 369 00:00:08 | 385 36:08:42 8 05:13:05
3 207 00:00:10 | 364 35:14:38 126 05:15:28

The subsequent focus of our research delves into the challenging yet crucial task of predicting when
the next failure event will transpire within the elevator system. This problem inherently falls under the
domain of time-to-event or survival analysis [7], a statistical methodology widely employed to forecast the
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duration until a specific event of interest unfolds. In our specific context, the event of interest revolves
around the prediction of when the next failure event will occur for a designated equipment, which entails
assessing the time until the equipment_state transitions to 0, indicative of an impending failure.

To tackle this predictive challenge, we leveraged the 'lifelines' library [8], a powerful survival
analysis toolkit designed for implementation in the Python programming language. Survival analysis,
particularly employing the Kaplan-Meier estimator, serves as the cornerstone of our predictive modeling
approach. This estimator is employed to calculate the survival function, offering insights into the probability
of an equipment surviving (not experiencing failure) beyond a specific point in time.

The 'lifelines' library's robust capabilities enable us to construct survival curves, visualize the
probability distribution of failure events over time, and extract valuable insights into the reliability and
resilience of individual equipment units. By considering the temporal dimension and the probability of
equipment failure, our approach enhances our ability to implement proactive maintenance strategies,
allocate resources judiciously, and ultimately contribute to the overarching goal of minimizing downtime
and optimizing the overall performance of elevator systems. Through this predictive analysis, we aim to
provide stakeholders with actionable information that empowers them to implement targeted interventions,
thereby fostering a more resilient and dependable elevator infrastructure.

Table 3. The survival analysis of the Elevator power on/off event

Survival Probability
Equipment ID Survive in | Survive in | Survive in
1 hour 12 hours 24 hours

461 0.70 0.64 0.58
369 0.83 0.83 0.83
207 0.77 0.63 0.59
166 0.96 0.84 0.24
385 0.93 0.51 0.34
364 0.92 0.76 0.60
141 0.89 0.44 0.24

8 0.84 0.75 0.71
126 0.91 0.56 0.39

The results provided in the table 3 indicate the varying survival probabilities for different equipment
IDs at different time intervals, reflecting the reliability and resilience of each piece of equipment. Some
equipment demonstrates consistent high survival probabilities, suggesting robust performance, while others
experience rapid declines, highlighting potential vulnerabilities.

Survival Analysis for Multiple Equipment IDs
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Fig.2. Survival Analysis for Multiple Equipment
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The survival analysis for equipment with quickest, lowest and middle transition time are shown in
the fig.2. The results support the idea that in first hour the equipments form all groups show quite high
survival rate (>70%) while later in 12 hours there are worse results indicating the reveal of some equipment
failures (>44%). Having such kind of information about the survivance of lifts the engineers along with
managers can predict the upcoming problems with equipment and to plan the maintenance procedures.

Conclusions

This study focused on collecting and analyzing log files from elevator engineering equipment,
considering its technical characteristics. Log analysis proved instrumental in swiftly identifying and
resolving issues, ensuring elevator functionality, prolonging service life, and enhancing user safety. The
research aimed to enhance maintenance practices by exploring relationships among events, their
characteristics, and timestamps. Utilizing a log file from a real 10T monitoring system, the study presented
baseline statistics, highlighting the event distribution and equipment status. Specifically, focused on the
"Elevator Power On/Off" event type, the analysis concentrated on average transition times, aiming for more
efficient control and improved equipment performance. The results underscored varied transition times
across equipment, offering valuable insights for maintenance planning and resource optimization.

Prospects for further research

Having the access to diverse datasets and practical insights, there are a lot of area for the further
research. Firstly, we can delve into more advanced predictive modeling techniques, exploring beyond the
Kaplan-Meier estimator to leverage the capabilities of deep learning models for enhanced failure event
predictions. A dynamic maintenance scheduling algorithm could be developed, adapting interventions
based on real-time equipment health, optimizing resource allocation, and minimizing downtime.
Additionally, a comprehensive cost-benefit analysis considering factors like downtime, maintenance costs,
and overall impact on building operations could guide the formulation of cost-effective maintenance
approaches.
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OBI'PYHTYBAHHS BUBOPY MOBHOI MOJIEJII JIJISI PO3POBJEHHS I'OJIOCOBOI'O
ACHUCTEHTA MOBIJIBHOI'O JOJATKY

Iex II.A., Boprauk K.S., Ilenemox J.JI., Ilenentox JI.J. OOrpyHTyBaHHsi BHOOPY MOBHOI MoJesi s
PO3po0JIeHHS T0JIOCOBOI0 ACHCTEHTa MOOLTBHOrO 10AaTKY. B crarTi 3anpornoHoBaHo MOOUTEHHI NO#ATOK Ha 0a3i BHOpaHOI
MOBHOT MOJIEJTi JJIsI TOJIOCOBOTO YIIPABIIiHHS PO3YMHHM JJOMOM i HaBeJIeH] pe3yJIbTaTH AOCITIIKEHb SIKOCTI pO3ITi3HaBaHHS roJI0Cy
3a JI0NIOMOT0I0 I[BOTO JIOJATKY.
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Pekh P., Bortnyk K., Shepelyuk D., Shepelyuk L. Rationale for choosing a language model for the development of
a mobile application's voice assistant. The article proposes a mobile application based on a neural network for voice control of a
smart home and gives the results of research on the quality of voice recognition using this application.

Keywords: Smart home, speech recognition systems, voice assistant, neural network.

IMocranoBka 3agaui. Y TemnepimHii 4Yac TONOCOBI ACUCTEHTH CTalM HEBII'€MHOI0 YaCTUHOKO
KOMIT FOTepHO-1H(OpMAIi THIX TEXHOJIOT1i, TPOITOHYIOYH IIUPOKHIA CIIEKTP (DYHKIIiH BiJl TOJIOCOBOTO MOIITYKY
JI0 YIpaBIiHHI po3yMHUM jJoMoM [1]. OnHak iCHYHOUi TOJI0COBI ACUCTEHTH HE € 1/IeaIbHUMU, 1 TXHI HETOJIIKH
MOJKYTh HETaTUBHO BIUIMBATH Ha POOOTY MPHUCTPOIB — Y TOMY YHKCIIi IPUCTPOIB pO3YMHOTO oMy [2].

Cepen HalOUTBIIT MTOMYISIPHUX TOJIOCOBUX aCHCTEHTIB Ha CHOTO/IHINIHIH JIEeHh BApTO Bi3HAYUTH TaKi,
sk Google Assistant, Amazon Alexa, Apple Siri Ta Microsoft Cortana [3]. Lli romocoBi acuCTeHTH Bimomi
CBOEI0 BUCOKOIO SIKICTIO PO3Ii3HABaHHS MOBJICHHS Ta HIMPOKHAM CIIEKTPOM (YHKIIiH, OHAK BOHH MAIOTh i
IIEBHI HEOIIKH, a came:

- HemocratHs TouHICTH po3mizHaBaHHS MOBJEHHs. barato romocoBux acucteHTiB, 30kpeMa Google
Assistant Ta Siri, MOXYTb JIONyCKaTH MOMHIKH Yy PO3Mi3HABaHHI MOBJIEHHsS, OCOOJIMBO y pa3i HasBHOCTI
aKIIEHTIB, criennpiYHIX 0COOIMBOCTEN MOBJICHHS 200 B YMOBaX IiABUINEHOTO mIymy [3].

- 3anexHicth BiJ [HTepHETY. Amazon Alexa ta Google Assistant, HalpHuKia, BUMAraroTh JJsl poOOTH
CTaOLIBHOTO MMIAKIFOYSHHS 10 [HTepHeTY, 1110 cTae cepi03HOI0 MEPEIIKOI0I0 B YMOBaX HECTAOLITBHOTO 3B'SI3KY
a6o noBimpHOTO [HTEpHETY [3].

-3arpo3u KOH(DiAEHIIHHOCTI. Ycl TOMyJsSpHI TOJOCOBI aCHCTEHTH 30epiraioTh Ta 0O0pOOJIAIOTH
ay/liolaHi KOpPHCTYBauiB Ha CIEIialbHUX CepBepax, M0 MOXKE IOpPOKYBAaTH IHUTAHHS MIOJIO
KOH(DIEHITIITHOCTI Ta O6e31meKu ocoOucToi iHpopmartii [2].

VY 3B’s13Ky 3 HaBeJIeHHM BUIIIE, BBXKAEMO aKTyaJIbHUM 3aBJIaHHSIM CTBOPEHHSI MOOUTBHOTO JOAATKY
Ha 0a3l HEHpPOHHMX MepeX JUIS TOJIOCOBOTO YNPABIIHHA PO3YMHHM JIOMOM, 1 MPOBEICHHS TOCIHIIKCHHS
Ipo1ecy, SIK caMme JI01aTOK BIUIMBA€E Ha SKICTh PO3Mi3HABaHHS roJIoCy.

MeTo10 nociimkeHHsi OyJO CTBOPHTH MOOUTBHHWI J07aTOK Ha 0a3l HEWpPOHHOI Mepexi Juis
TOJIOCOBOTO YIIPABIIIHHS PO3YMHHM JOMOM 1 ITPOBECTH JIOCIIIKESHHS SIKOCTI PO3IMi3HABAHHS TOJIOCY Ha 0asi
LBOTO JAOMATKY.

HoBu3na jociuigskeHHsl Tonsirae y ToMy, IO Juis 1OOYJOBH MOOUIBHOTO  JIOJATKY
BUKOPUCTOBYIOTBCSl CyYacHI HEWpOHHI Mepexi, 1Mo, Ha Hamy JyMKy, IEBHOIO MIpOI0 3a0e3rneuye
e(eKTHBHICTb HOro PoOOTH.

OcHoBHa yacTuHA. {7151 ynpaBiiHHS OPUCTPOSIMH PO3YMHOIO JIOMY HOTPiOHO MaTH CHCTEMY, SIKa
CKJIAJIA€THCS 3 TAKUX €JIEMEHTIB!

- TonocoBi acucrenTH, Taki sk Amazon Alexa[5], Google Assistant[8] ado Apple Siri[4], iKi MOXYTb
CIIy’>KMTH 1HTEepdeiicoM JIyIs B3aEMOIIT Ta BUa4i KOMaH | PUCTPOSIM PO3YMHOI'O IOMY 3a JOTIOMOI'OI0 TOJIOCY.

- llenTpanbHUi KOHTPOJIEP Ta MEPEKY, SIKi BCTAHOBIIOIOTHCS Y OYJIMHKY 1 KOOPIUHYIOTH B3aEMOIi0
MiX PI3HUMHU NPUCTPOSIMH CUCTEMH.
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- MoGinpHAN TOAATOK TSl KEPYBAaHHS IIPUCTPOSIMHI PO3YMHOTO IOMY BiJIaJieHO, HaBiTh SKIIO BU HE
3HAXOJIUTECh BIOMA.

Sxmo mpucTpoi pos3TamoBaHi HEJAJIEKO Biax mpuMimieHHs (Terumis, OaceliH Ta iHme), abo
3HAXOMAThCSA 1032 30HOK JOCsHKHOCTI Wi-Fi, mMoxHa BukopuctoByBatH Bluetooth mns 3'emnanus Ta
KepyBaHHS HUMH. barato cydacHHX MPUCTPOIB PO3YMHOI0 JIOMY MiaATpuMytoTh Bluetooth-nporokon. Ane mis
FOTO TOTPIOHO PO3pOOUTH MOOITBFHUI AOAATOK 3 TOJOCOBHM aCHUCTEHTOM IS YIPABIIHHS MPUCTPOSIMH,
KU 3Moxe nparroBaTh offline, BukopucroBytoun Bluetooth.

3aBmaHHS NOCIHIPKCHHS TIOJSrae B TOMY, 1100 JOCHITUTH, SIKi MOBHI MOJIENI HalKpaIie miaxoIsiTh
JUTSL CTBOPEHHSI TOJIOCOBOTO ACUCTEHTA TS YIIPABIIHHS MIPUCTPOSIMUA PO3YMHOTO JOMY, PO3POOUTH MOOITEHUI
JTOATOK 3 BUKOPHCTAHHSM PI3HIMX MOBHUX MOJIEIEH Ta JOCTIINTH SKICTh pO3Ii3HABaHHA B pekumi ofline.

LleHTpadpbHUM €IEMEHTOM CHCTEMHU YIPABIIHHSA MPUCTPOSIMH PO3YMHOTO JOMY € MOOUTbHUI
nmonatok. Ha pucynky 1 HaBemeHO crporieHa (yHKIIOHAIbHA CXEMa CHCTEMHU TOJIOCOBOTO YIPABIIHHS
PO3YMHHUM JIOMOM.

Knagiwa
cTapT
HETUCHYTA

3aEaHTaMEeHHA
mMogeni

FEY

OSpodka NoMINKKA
ZHAXOOHEHHR
KIHOMOBKWY CNig

MpoCNyX0BYBaHHR
ronocoeoi KoMaHIW

QOpodka NoMKUMEM
Vosk API

OGpobka aynicdanny
3a JonomMorow Vosk
AFI

Odpobka
BMKOHEHA

. EWKOHAHHA KoMaHOH
IHaMjeHe

(OGpoGra ayniodanna
3a gonomorow Vosk
API

Mepexig B
peEIM
QUIKYBAHHA

Puc.1. Crpouena QyHKI[IOHaIbHA CXeMa CUCTEMH I'OJIOCOBOI0 YIIPABIIHHSA PO3YMHHM JJOMOM
AHaJii3 Ta 00rpyHTYBaHHs BHOOPY MOBHOI Moaesi JJisi MOOITBHOr0 10gaTKy. OCHOBOIO CUCTEMHU

po3Mi3HaBaHHS TOJIOCOBUX IMOBIJIOMIICHP € MOBHI MOJIENi, PO3pOOJICHI i3 3aCTOCYBAaHHSIM 3rOPTKOBHUX a0o0
PEKYPEHTHHX HEHPOHHUX MEPEX Ta MAIIMHHOTO HaBYaHHs. HaBoaumMo fesiki 3 HuX:
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- DeepSpeech [6]. Bigkpute mporpamue 3a0e3MedeHHs IS PO3IMI3HABAHHS TOJIOCY BiJ KOMITaHil
Mozilla, BuxopucToBye TnuOOKI HelipoHHI Mepexi (RNN) ans posmisHaBaHHS MoBieHHS. Mojens
DeepSpeech HaBgaeThCs 32 TOIOMOTOIO TEXHIK MAITMHHOTO HABYAHHS Ha BETMKUX 00cATaxX ay/IiolaHuX.

-Wav2Vec 2.0 [10]. Mozaenb asst aBTOMaTHYHOTO PO3Mi3HABAaHHSI MOBJIICHHS, PO3p00JieHa KOMaH 100
BueHnx Bin Facebook AI Research (FAIR). Lls Momens BUKOPUCTOBYE TpaHC(OpPMEpPH Ta MpU3HAYCHA I
e(eKTUBHOTO PO3Ti3HABaHHS MOBJICHHS Ha OCHOBI ay/110/TaHUX.

- Google Cloud Speech-to-Text [8]. Cepgic Bix Google ans po3misHaBaHHsS MOBICHHS, ska Hagae API
JUTsl BAKOPUCTAHHS B PI3HUX JOJaTKaX.

- Kaldi [14]. Habip iHCTpYMEHTIB I PO3Mi3HABAHHS MOBIICHHS, JO3BOJISE POOUTH PO3IMi3HABAHHS
MOBJICHHS JJISl PI3HUX MOB Ta B pi3HUX yMoBax. Lle Moxe OyTr BUKOPHUCTAHO AJISI MOB, SIKi HE € aHTIIHCHKOIO,
1 i crierudivHAX BUMOT B PI3HHX 00nacTsax 3actocyBaHHA. OpHiero 3 ocobmuBoctert Kaldi € migTpumka
TPaJULIHHUX MiAXOMIB A0 PO3Mi3HABAaHHS MOBICHHS, & TAKOX BIPOBAKEHHS TEXHIKM TTIMOOKOTO HAaBUAHHS
TUTS TIOKPAIIEHHS SKOCTI PO3ITi3HABAHHS.

- CMU Sphinx (PocketSphinx) [9]. Bigkpute mporpamue 3a6e3nedeHHs I PO3ITi3HABAHHSI MOBIIEHHS
Big Carnegie Mellon University

TectyBaHHS MPOBOIMIIOCS Ha AeMO-Bepcii po3poOHIKa, a00 Ha OCHOBI pEKOMEHIOBAaHHX IIA0JIOHIB
3aCTOCYBaHHS.

[Iporpama TecTyBajiach 4OTHpPMa KOpHCTyBauaMu. [{Jist KOXKHOT MO/IeITi KOPUCTYBay MPOMOBJISB BiCIiM
PI3HHX KOMaH/IH B YMOBaX BiIHOCHOI THIII (32 HASBHOCTI HE3HAYHOTO MOOYTOBOTO MIYMY — MY3HUKH, PO3MOBH,
BYJIMYHOTO TIyMY), Ha BifacTansx: 30-40 cM Ta 2 M.

PesynbraTi ekcriepuMeHTaILHUX JOCHTIHKECHD (Ta0:1.2) Oyi1u o0uunciieHi 3a (opMyJIor0

m n

P R T AL/
k 1)

ne aij — j-ta cpoba i-ro KopucTyBaya;
bi— inenTudikatop po3ni3HaBaHHS;
bi=[1- Bnane posmnizHaBanus () — HEBIAJIE;
M — KUIBKICTB CIIPo0 ;
N — KiJIBKICTh KOPUCTYBAYiB;
K — KiTbKICTh €KCIIEpHMEHTIB.

Tabmuns 1 — PesynbraTé 1OCITiPKEHHS TOJIOCOBHX MOZEIei

SxicTh
po3mi3HaBaHHS
IMigTpu %
Hazsa | IligTpn MKa B yMOBax
MOBHO{ MKa . offline Jlxeperno BiIHOCHOI
. Bapricts . . .
MoJieni YKD. pO3Mi3H ITpumiTKH THIII
(cepBicy) | MoBH a Bixcr Bigcr
BaHHS - aHb
20 cm ZC?/?
1.vosk-
model- | tax | PO | g 343Mo . 96.13 | 90.24
uk-v3 THO JUISI CEpBEPHUX 3aCTOCYHKIB
2.vosk-
model-
small- | tax | PO | g _ 13M6 | 96.35 | 91.46
Uk-v3- THO JUIs MOOUTBHHX 3aCTOCYHKIB
nano
3.Google bezomnna
S.R.- TaK THO HI BOYJ10BaHO B CMapT(hOH 96.57 | 89.69
Android
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4.Google Besoma . .
SR.- TaK 110 (60 ui https.//www.go(;)sgllse.gé)glllhr][trlr{;an/chrome/dem 9532 | 9054
Python XBHJIUH) P '
5.Google 0.96- . e
Cloud - Hi [MoTpeOye mIaTHOrO aKKayHTy
2.16% TECTYBAJIACh
Demo
6.Yande
X _ a o i _ HE
SpeechK TUIATHIH H TECTYBaJIaCh
it Demo
7.Web Jlemo:
%pheri)crge- TaK Eeiggﬂa Hi https://www.google.com/intl/en/chrome/dem | 94.76 | 88.0
PC os/speech.html
8.Web
Speech - besoria https://developer.mozilla.org/en-
Android raK THO raK US/docs/Web/API/Web_Speech_API 9.71 19024
WV
9.Sphinx . Besomna https://www.sphinx-doc.org/en/master/ 97.64 | 91.17
H1 TaK . IJIsL IS
- Python THO AHTJIOMOBHA IMATPUMKaA . e
10.Amaz https://docs.aws.amazon.com/transcribe/late
on . . He
T . Hi 1.443% Hi st/dg/custom-language-models.html
ranscri . TECTyBajlaCh
be BiacyTtHst aemo-Monens
11.Faceb
ook Besomna . )
wavovee | TAK THO Hi https://www.cockatoo.com/ 98.1 |92.23
-U

3a pe3ynbTaTaMu JOCIIKEHHS TOJIOCOBUX MOJeNel 0yio 3po0iaeHo BHCHOBOK, mo s offline
pO3IMi3HaBaHHs FOJIOCOBUX KOMaH 1 Haikpaiiie migiiae mozaesb vosk-model-small-uk-v3-nano, sika Mae Taki
nepeBaru:

— HeBenukuid 00'eM 73MO, mo 3a0e3nevuye eKOHOMHE BUKOPHCTAaHHS OINEPaTUBHOI IMaM'siTi, a 1e
BaKITUBO JIJIs1 MOOUTBHUX TIPUCTPOIB 3 OOMEKEHUMH PECYPCAMH;

— MOXJIMBICTh po0oTH B pexkuMi offline, 110 103BOJISE MiABUIIMTY MBUIKICTH PO3MI3HABAHHS Ta
HEMAa€E HEJIOJIKIB MOB'SI3aHUX 3 TIEpeIavucto JaHuX;

— pO3Mi3HaBaHHs YKPaiHChKOI MOBHU Ha PiBHI Kpal[KX MOJICICH.

AJITOPUTM PO3POOKH I'oJIOCOBOT0 ACCHCTEHTA.

IMinroroBka garacera. /laracer siBjisse COO0I0 TEKCTOBUH (aiis citifgyrouoi cTpykTypH (puc. 2). Daiin
Moxxe mictute 70 10 000 psaakis. Woro nerko MO (iKyBaTH BPYYHY 32 JIOTIOMOTOI0 TEKCTOBOT'O PEIaKTOpa,
a00 BOYZI0BaHOIO (hYHKIII€IO.
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#Habip Kkni4oBMX CNiB, WO CAyXaTb K/OYEeM ANA 3anycKy rofoCOBOro acUMCTeHTa
TRIGGERS = {'mapycsa', 'mapy', 'myca' }
"' 'TpeHyBanbsHa Mogens AnA HeipoHHol mepexi'''

data_set = {

#'dpasa’: 'im’a_o¢yHkuii wobype 11 onpauboByBaTW, KOMEHTap_acucTeHTa',
'Aaka noropa': 'weather 3apasz noauenwca',

'AK Tam Ha Bynuui': 'weather noroga 4ypoea',

'ckinbkn rpagycie': 'weather nogueuca y BikHO, 4 ckaxy wo Ha caiTi',
'zanycTn bpayzep': 'browser sanyckaw b6paysep’,

'Biakpun bBpaysep': 'browser sanyckaw bpaysep',

'sakpuiica': 'offBot eigknwyawce',

'Bigknwdunce': 'offBot Bigknwyawce',

'AK cnpaBu':'passive npauww, He nepexuean’,
'wo pobuw': 'passive xay kKomaHau',
'npueit':'passive i Tob6i He xBopiTK',
'TM TyT':'passive TUxeHbKO npauww',
'}
Puc.2. Ctpykrypa maracety

HaBuanus Mopgei.

from sklearn.feature_extraction.text import CountVectorizer

from sklearn.linear_model import LogisticRegression

import words #nigrotoBneHun paTtaceT

Metoxa CountVectorizer 3 6i6mioTeku scikit-learn BUKOpUCTOBYEThCS 17151 TOOYJJOBU BEKTOPIB CIIiB HA
OCHOBI TEKCTOBMX JaHMX Ta Kilacu(ikamii IMX JaHUX 33 JIOMOMOTOK JIOTICTUYHOI —perpecii
(LogisticRegression). Anroput™ HaBYaHHS HACTYITHHI:

1. CtBopenns o0'exty CountVectorizer, sskuii Oy/1e BiIIOBIadbHHIIA 32 TOKEHI3aI[if0 TEKCTOBHUX JAHIX
Ta TOOYIOBY BEKTOPIB JIUMILHUKIB CIIiB.

vectorizer = CountVectorizer()

2. CTBOpEHHS BEKTOPIB CIiB i3 BUKOpUCTaHHIM MeToay fit transform juis oTpruMaHHS BEKTOPIB CITiB
3 TEKCTOBHUX JAaHUX, K1 MICTAThCS B cJIOBHUKY words.data set.keys().

vectors = vectorizer.fit_transform(list(words.data_set.keys()))

3.CrBopeHHs Ki1acudikaTopa JOTiCTHYHOI perpecii s knacudikanii TEKCTOBUX JaHHX.

clf = LogisticRegression()

4. HaBuanus xnacudikatopa. Bukopucranus merony fit 1jisi HaBYaHHS JIOTICTHYHOI perpecii Ha
OTpPHMaHMX BEKTOpPaX CJIiB Ta BiJNOBIIHUX Kiacax, siKi MicTsAThcs B dataset.

clf.fit(vectors, list(words.data_set.values()))

Anamizatop roJiocoBoi komanau. OyHKIIS posmi3HABaHHA OTPUMYE Ha BXOJI JlaTacer,

MiTOTOBIICHU I MOBHUH BEKTOP Ta HATPEHOBAaHY MOJENb BHIUIIE 3 JaraceTy iM'd (YHKIII Ta 3aIyckae
ONPAaIOBaHHS IOJIOCOBOI KOMaH/IH.

from skills import *
import queue
g = queue.Queue()
device = sd.default.device # mikpodoH Ta AuHaMiku 3a 3amMoBYyBaHHAM
samplerate = int(sd.query_devices(device[@], 'input')['default_samplerate'])
"'' AHanis posnisHaHoi KomaHau
def recognize(data, vectorizer, clf):
# nepeBipAe 3BepHeHHA Ao 6oTa
trg = words.TRIGGERS.intersection(data.split())
if not trg: return
data.replace(list(trg)[e], '")
# nopieHiE TekcToBUW BeKTOop 3 noaibHumu BapiaHTamu
text_vector = vectorizer.transform([data)).toarray()[@]
answer = clf.predict([text_vector])[@]
# BM3Ha4vae im's dyHkuii (komangm) 3 dataset
func_name = answer.split()[e]
# 03BYYYy€E KomeHTap 6oTa
voice.speaker(answer.replace(func_name, ''))
# 3anyck OyHKUMW u3 BnacHol 6i6nioTtekwm skills
exec(func_name + '()")

v
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Puc. 3. ®parmeHT K0Ty pO3Mi3HABAHHS TOJIOCOBOI KOMaHIN
®oHOBE MPOCIYXOBYBaHHs. [ '0J0COBHI acUCTEHT mpaitoe B (OHOBOMY pexxumi. OTpUMaBIIU Bif
MIKpOQOHY ayAiOIMOTIK OMPabOBY€E HOTO 3a TOTIOMOTOIO MOBHOT MOJIEINI Ta Mepeae TeKCT Ha OTPAIFOBaHHS
¢byHKIil

with sd.RawInputStream(samplerate=samplerate, blocksize = 16000,
device=device[@], dtype='intlée"',
channels=1, callback=callback):

rec = vosk.KaldiRecognizer(model, samplerate)
while True:
data = g.get()
if rec.AcceptWaveform(data):
data = json.loads(rec.Result())[ "text']
c(data, vectorizer, clf) #
# else: print(rec.PartialResult())

Puc. 4. ®parment xony A oprasizailii (POHOBOTO IIPOCTYXOBYBAaHHS ayAi0NOTOKY Ta ONPAIfOBaHHS
rOJIOCOBUX MOBIIOMJIEHb

TecTyBaHHS I'0J10COBOT0 aCHCTEHTA

IIporpama TecTyBajmach 3a YMOBaMHM IO 1 TOJIOCOBI Mojeni. Pe3ynbratu ekcnepuMeHTaIbHUX
JocIipkeHs Oynm oburcneri 3a Gpopmyoro 1

Tabmurs 2. PesynpTatn TeCTyBaHHS

Biacrans, cM SxicTh po3mnizHaBaHHsA, % BincoTok po3mizHaBanHs,%
B YMOBaXx THUIII 3a HasIBHOCTi NOOYTOBUX HIYMiB
20 94,25 90,75
200 85,50 76,00
BucHoBku:

CTBOpEHHS BIACHOT'O rOJIOCOBOTO aCHCTEHTA A03BOJISIE YIPABIIATH IPUCTPOSIMU Oe30CepEIHBO HA
JIOKAILHOMY DpiBHI 0€3 BHKOPHCTaHHS Mepexi [HTepHeT, 1m0 ycyBae 3aJieKHICTh BiJ HecTabiIbHOTO
IarepueT-3'eqHanHss. CTBOPIOIOYM CBOTO ACHUCTEHTAa, KOPHCTYBad MaE€ MOXKIHMBICTH IEPCOHAI3yBaTH
(¢yHKUioHaN mig cBoi MOTpeOHM Ta BUMOTH, II0 JO3BOJISE OTPUMATH MAaKCHMAJIbHY KOPHCTh BiI CHCTEMH
YIpaBIliHHS PO3YMHUM JIOMOM.

Po3pobka BracHOTO JlaTaceTy AJisl HAaBYAHHS MOJIENI 3MEHINYE 00'eM BUKOPUCTAHHS ONEPaTHBHOT
nam'siTi 10JJaTKOM, JIO3BOJISE BECTU ‘“KHMBY~ PO3MOBY 3 aCHUCTEHTOM, HE 3aCTOCOBYIOUU (DiKCOBAHOTO
MOPSAZOKY CIIiB y KOMaHIi.

PesynpTatn nmaHOTO JOCHI/KEHHS MOXYTh OYTH BHKOPHCTaHI WiJi 4Yac TNpPOEKTyBaHHS Ta
PO3pOOIICHHSI TOJIOCOBUX CHCTEM KEepYBaHHS PO3YMHHUMH OYJAMHKaMH a0o0 B 1HIIMX CHCTEMax iHTEPHETY
peueil.
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