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I.Ye.Andrushchak, I.V.Androshchuk, V.P. Martsenyuk. Technology of cybernetic security information systems.  

The article reveals the basic concept and content of modern cybernetic security. It determines its role and significance for the 
information sphere. 

Key words: safety, cybernetic security, information security. 
 

Formulation of the problem. The development of the information sphere of Ukraine opens not 
only new opportunities for the person, state and society, but also puts new, ever more complex tasks that 
require an objective and timely solution. The evolution of information relations requires revision and 
updating of existing legal rules of the actors as the main means of their settlement. The right should 
promptly react to any changes in social relations, otherwise its regulatory impact will be reduced, which 
will lead to negative consequences. 

In connection with this, constant monitoring and evaluation of certain phenomena arising in the 
state and social life is necessary, in order to ensure, based on the experience gained, the modernity and 
relevance of legal norms. 

So, for example, increasingly in daily life, scientific, analytical and news articles devoted to the 
development of information technologies, we encounter the terms "cyberspace", "cybercrime", 
"cyberwar", "cyberterrorism" and the like. However, if you turn to legal norms, then, unlike the sources, 
they do not abound by such terms. 

Setting up tasks. Do they symbolize a new stage in the development of information relations, or 
is it just a game of words, in order to attract the attention of the public? What relation do they have to the 
modern problems of the information sphere, military security and to science derivatives, from which 
name they are? 

Cybernetics (from Greek kybernetike - art of management) is the science of the general laws of 
obtaining, storing, transmitting and processing information. The main object of the study is the so-called 
cybernetic systems, which are considered abstract, regardless of their material nature. Each such system is 
a  set  of  interconnected  objects  (elements  of  the  system)  that  can  perceive,  memorize  and  process  
information, and exchange it. Cybernetics develops general principles for the creation of control systems 
and systems for the automation of mental labor. The main technical means for solving the problems of 
cybernetics are computers. Therefore, the emergence of cybernetics as an independent science is 
associated with the creation in the 40's. 20th century these machines, and the development of cybernetics 
in the theoretical and practical aspects with the progress of electronic computing. 

As can be seen from the original concept of cybernetics is the concept of management. Under the 
control of the broad sense of the word, the ordering of the control system is understood, i.e. bringing this 
system in line with the laws of the surrounding objective reality. Since such an interpretation of the 
concept of control extends it to objects of inorganic nature, obeying physical laws, the concept of 
management of a number of authors extends only to living systems and artificial control systems 
(computers, etc.). 

Analysis of recent researches and publications. Not surprisingly, in the modern period of the 
formation and development of world information civilization, the large-scale penetration of information 
technologies, the importance of cybernetics also increases. If earlier computers and related technologies 
were not widespread, now they are present everywhere, with their application built control systems for 
different purposes, composition and level. 
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A large number of scientific works reflecting different views on their nature and relationship are 
devoted to the study of phenomena of information and management. However, the fact that control 
without information is impossible is not disputed by anyone. Information acts as an integral resource of 
management. 

The control system consists of two blocks - a control system and a controlled object connected by 
direct and reverse links. The control system transmits a control effect on the control object through the 
direct link channel. Information about the state of the control object is transmitted to the control system 
through the feedback channel. 

In essence, management is the organized exchange of information between elements of the 
system in order to maintain them in a certain state. However, if any kind of management uses 
information, then far from any information is suitable for management. 

In order to carry out the management process, it is first of all necessary to obtain information 
about the controlled object and bring it into a form suitable for communication over the channels. After 
bringing the information into this form, it is transferred to the control system (in which the computer or 
human brain can act as a computer). The management system, having processed the received information 
on the basis of the rules laid down in it, develops management commands and passes them to the 
executive bodies, which, acting on the control object, change the state of the latter. Further, information 
about actions performed by the executive bodies, the status of the control object and external influences 
through the feedback channels is transferred to the control system, which uses this information to 
generate new control commands. 

Consequently, there are the following universal components of the control process: 
- management information - a specific type of data necessary for the management to be carried 

out, including: data on the controlled object, its condition, external influences, actions executed by the 
executive bodies, control commands; 

- control forces - its implementing entities (management system), executive bodies; 
- management means - communication and feedback channels, as well as management 

information management tools (management infrastructure); 
- order or control algorithm - the rules on the basis of which the control system processes 

information and develops management commands. 
The nature of these components coincides with the nature of the elements of the information 

sphere, which includes: information, information infrastructure, subjects of information relations and the 
system of their regulation. Based on this, management information is a specific type of information, 
management infrastructure is a kind of information infrastructure, and subjects of management are the 
kind of subjects of information relations. 

Of  particular  interest  is  the  comparison  of  such  elements  as  the  order  (management  algorithm)  
and  the  system of  regulation  of  information  relations.  On  the  one  hand,  in  the  context  of  the  elemental  
comparison they have,  they have a  similar  nature and purpose -  they are the basis  of  the formation of  a  
controlling influence. 

However, on the other hand, if the management (management algorithm) is a set of rules for 
processing information and elaborating management commands, then the system of regulation of 
information relations includes not only such rules. It also includes management information (the data on 
which management decisions are made) and management entities, in the role of which are state 
authorities and their officials authorized in the field of information relations regulation, and the 
corresponding infrastructure. 

Basic material presentation. The system of regulation of information relations is a concrete 
example of a cybernetic system, and information relations act as the object of its management. 

In turn, the foregoing makes it possible to conclude that within the information sphere there is a 
cybernetic sphere (cyber sphere) - a management sphere that includes a special type of information, 
subjects, infrastructure and rules necessary for the implementation of the management process. 

In addition to the inextricable link between the information sphere and the cyberspace, they 
become apparent and the differences between their elements make it possible to differentiate existing 
threats against them and, consequently, also take these features into account when securing management 
safety. 

If the provision of information security is an activity aimed at achieving a state of security of the 
information sphere in which implementation of known threats against it is impossible, the provision of 
cybernetic security is an activity aimed at achieving a state of security of management, in which it is not 
possible to violate it. 
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In addition, providing information security is an easily scalable category, the features of an object 
or system within which it is implemented, does not fundamentally affect its content. This activity includes 
ensuring the safety of information, information infrastructure, subjects and the system of information 
relations regulation both on a state scale and on a scale of a separate organization. 

In  the  case  of  cybernetic  security,  the  situation  is  somewhat  different.  Its  security  is  now more  
dependent on the features of the cybernetic system and management processes, since various 
requirements are subject to different requirements that must be observed. 

For example, if it is necessary to ensure, in relation to public administration,, among other things, 
that  citizens  should  be  informed  about  the  activities  of  the  authorities,  that  is,  their  openness  and  the  
availability of relevant information. In relation to, for example, the control of troops on the contrary, it is 
necessary to ensure its stealth. 

In addition, due to the widespread use of information technology in the military sphere, along 
with the classical requirements for a management system (sustainability, continuity, efficiency, stealth, 
efficiency) today, there are fundamentally new requirements, such as: 

- adaptability to changing conditions and methods of using the Armed Forces; 
- ensuring a single information space on the battlefield; 
- openness in terms of constructing and expanding opportunities; 
- ability to reduce operational and maintenance personnel; 
- evolution in development; 
- technological independence; 
Thus, the maintenance content of cybernetic security can vary significantly depending on the 

requirements imposed on the control system, its purpose, the specifics of the controlled object, the 
environment conditions, the composition and condition of the forces and means of management, as well 
as the order of management. 

What, in general, is it necessary to distinguish information and cybernetic security? What tasks 
can  be  solved  with  such  a  delimitation?  Such  a  necessity  determines  the  transition  to  a  new  
socioeconomic formation, called the information society. 

If earlier problems of cybernetic security were relevant mainly to the military organization, in 
connection with the existence and development of the forces and means of information confrontation and 
radio-electronic struggle, now such problems exist in relation to the state as a whole. 

Thus, the tasks of providing cybernetic security to date exist, both in relation to the state as a 
whole and in relation to certain critical structures, systems and objects. 

Let's consider in more detail some of these reasons, which necessitate the separation of cybernetic 
security as an independent form of security. 

One of the new negative phenomena posing a danger to the information sphere is the emergence 
of hacker groups occupying an active social position and covering their activities in social networks and 
mass media. Unlike classical hacker groups who seek not only to conceal their activities, but also the very 
fact of their existence, the so-called hacktivists position themselves as fighters with injustice and 
arbitrariness, and follow certain rules and principles independently elaborated. Moreover, an analysis of 
the activities of such groups makes it possible to conclude that they pursue non-commercial goals. In their 
activities, ideological (political), and not material motivation prevails, which makes them a more serious 
threat to the state and commercial companies, as compared to ordinary criminals. 

These facts allow us to conclude that part of the hacker community has become interested in the 
political and economic situation and is trying to influence it by organizing and holding mass protests and 
massive hacker attacks on the resources of the state, including military and commercial structures. The 
existence of such groups, their ideology and political motivation, the negative attitude of their members to 
the state authorities and the neglect of established law and order, present a real danger to the state, 
including military administration and its infrastructure. 

Many experts in information security call hacktivism one of the main negative trends of the past 
and the coming years. Taking into account the fact that the activities of such groups are transboundary 
and  expressed  in  the  conduct  of  illegal  actions  in  the  information  space,  it  is  also  a  threat  to  the  
information sphere of Ukraine. 

Another example of the need to allocate cybernetic security as a separate category is the work of 
foreign countries to create special units and structures whose names speak for themselves. Recently, in a 
number of states, so-called centers of cybernetic defense (defense) appeared. Such centers in one form or 
another already exist in the USA, UK, Australia, Israel, Iran, China, Germany. 

In  general,  the  tasks  of  such  units  are  roughly  the  same  in  all  countries  -  together  with  special  
services and law enforcement agencies, they protect public authorities, as well as civilian and military 
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critical objects from harmful effects (hacker attacks, malware, etc.). However, their very name, purpose, 
main tasks and affiliation, in most cases, to the military organization, indicate the priority of the goals of 
ensuring the security of state and military management. 

For information conflicts, special information-shock groups of forces and means are created, the 
purposes of which are, as a rule, to be: neutralization or destruction of the information and strategic 
resource of another (controversial) subject and its armed forces and ensuring the protection of its 
information-strategic resource from a similar impact the enemy As the main objects of influence for these 
forces and means specify: 

- software and information support; 
- software-hardware, telecommunication and other means of information and management; 
- communication channels, providing circulation of information flows and integration of the 

control system; 
- human intellect and mass consciousness. 
Emphasizing the special importance of the information sphere and its related processes for the 

defense of the state, the author identifies military information security as one of the types of military 
security. 

Recently, the attitude towards information confrontation has changed considerably, it is no longer 
perceived merely as an activity contributing to military operations. More and more factors make us treat it 
as an independent and most promising form of negative influence on the enemy. 

In its new quality, such an impact is not only beyond the limits of classical warfare, but also gets 
broader content. It becomes a powerful, invisible and unforeseen international law, a means which allows, 
in the shortest possible time, to paralyze the main forces and means of a hostile state without causing fatal 
damage to its industrial sites and territories. 

That is why it is necessary to further develop relevant developments in the military science and 
their application not only within the framework of the military organization, but also the entire 
information sphere of Ukraine. The current situation and the specifics of new threats erode the boundaries 
between peace and wartime and require the constant participation of all forces and means of the state in 
ensuring its information security. 

To achieve these goals, full consolidation of efforts and a clear interaction between law 
enforcement agencies, special services, military units, research organizations, mass media, public 
associations and commercial companies are needed. 

Particular attention deserves attention to the problem of inconsistency of the legal basis, both 
international and domestic, with modern information relations, its inability to take into account the danger 
of new negative phenomena threatening the information sphere as a whole and its individual elements. 

Based on this, encroachment on the object of a critical infrastructure implemented through the use 
of information technology, in addition to all its advantages associated with high latency and anonymity, 
has one more - provides for less severe punishment. 

At  the  same  time,  within  the  framework  of  the  Military  Doctrine  of  Ukraine  among  the  main  
internal military threats, disorganization of the functioning of state authorities, important state, military 
objects and information infrastructure of Ukraine is indicated. One of the main military threats is the 
obstruction of the functioning of the state and military management systems of Ukraine, the disruption of 
its strategic nuclear forces, missile warning systems, space control, nuclear weapon storage facilities, 
nuclear energy, nuclear, chemical and other potentially hazardous ones objects. 

It is also noted that military conflicts will be characterized by the speed, selectivity and high 
degree of damage to objects, the speed of maneuver by troops (forces) and fire, the use of various mobile 
groupings of troops (forces). The mastery of a strategic initiative, the preservation of sustainable state and 
military governance, the provision of superiority on land, the sea and in the air and space will be decisive 
factors in achieving the goals set. 

Within the framework of the National Security Strategy of Ukraine until 2020 it is noted that the 
negative impact on the state of military security of Ukraine and its allies is exacerbated by the 
abandonment of international agreements in the area of arms limitation and reduction, as well as actions 
aimed at breaking the stability of state and military management systems, warning of missile attack, space 
control, the functioning of strategic nuclear forces, nuclear weapon storage facilities, nuclear power 
industrialists, nuclear and chemical industry, other potentially dangerous objects. 

It turns out that the legislator can no longer be blamed for not knowing the situation or ignoring 
these threats, even in the context of providing military security. Within the framework of the mentioned 
documents, special attention is paid to the threats connected with the information sphere, state and 
military administration. However, the question arises - why is the matter limited only to their transfer, and 
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on this use of the potential of legal regulation ends? After all, the modern legal framework can have a 
decisive impact on the security of the information sphere and minimize the risk of exposure to threats. 

There are no more modern in this regard and international legal norms. Of course, it can not be 
said that the legal work for the purpose of ensuring international information security is completely 
absent, there are many useful initiatives reflected in some agreements, as well as within the framework of 
resolutions of the General Assembly of the United Nations. However, most of them are advisory and only 
focus on this issue. The leading countries of the world have not taken on any legally significant 
obligations in this area, therefore, there are no mechanisms of control and international legal 
responsibility. 

Thus, both international and domestic law underestimate the risks associated with information 
technologies, do not take into account new information threats and do not provide the necessary 
regulatory influence on modern information relations. 

This situation transforms the information sphere and information technology into attractive means 
of influencing state power and achieving its goals for any radical groups, not only hacktivists but also 
terrorists. 

It is obvious that the times when it was possible within the framework of three articles of the 
Criminal Code of Ukraine to envisage, characterize and prohibit all crimes connected with information 
technologies have passed. The modern information sphere is far from the "sphere of computer 
information",  which  is  already  a  fundamental  dimension  that  permeates  all  aspects  of  the  life  of  the  
individual, society and the state. Accordingly, qualitative and quantitative changes have also undergone 
threats existing in relation to it. Since the commissioning of the Criminal Code of Ukraine, many years 
have passed, during this time several information and technological revolutions have taken place, 
thousands of times the possibilities of consumer electronics have increased, new types of devices have 
emerged, the electronic market of goods and services has evolved, the form of information conflicts has 
changed, the influence of information technologies has intensified . 

In this plan, the sources of military law describing threats related to the information sphere, 
information technologies and processes are useful. Their further development is capable of revealing the 
full potential of legal protection of the elements of information and cybernetic spheres. Taking as a basis 
the description of information and cybernetic threats, it is necessary to develop and consolidate, within 
the framework of the legislation on legal liability, new offenses, which accurately reflect the specifics of 
encroachments on the systems of the state, including military, management and critical objects, which 
provide for appropriate penalties. 

The world's information sphere should be protected not only from crime but also from 
militarization, generally accepted principles and norms of international law, in particular the rules of law 
of armed conflicts and international security law, should take into account the military potential of 
information technology and regulate the order of activity of the respective forces and means for the 
purpose providing international information security. At the same time, the inviolability of civilian 
objects of informatization and the infrastructure of critical and dangerous objects of energy, transport, 
communications and industry should be ensured by mutual obligations of the states and mechanisms of 
international legal responsibility. 
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Kabak V.V. Computer programs and electronic learning systems as a means of Informatization training of future 

specialists in computer specialties. The article examines the didactic peculiarities of the application of computer programs and 
electronic educational systems in the process of training future specialists of computer specialties of the higher technical 
educational institution. The factors affecting the efficiency of the use of electronic resources in the educational process. For 
example, the Lutsk NTU has defined the main directions of application of computer programs and electronic educational systems 
in the process of training of IT specialists are established. 

Key words: computer program, electronic learning system, Informatization of education, training of IT specialists, 
information technologies. 
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Kizim S.O., Meremelya I.Yu. Use of information and communication technologies in the teaching of higher 

mathematics in the system of training future IT specialists. A review of information and communication technologies in the 
teaching of higher mathematics in the system of training future IT specialists. The main focus is on the classification of 
information and communication technologies and the creation of software and pedagogical means of training. 

Keywords. Information and communication technologies, information technologies, methodical questions, higher 
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Kostiuchko S.M. Calculation transient process of a two-phase asynchronous motor. In this article, a mathematical 

model of executing asynchronous motor with two-phase power supply is developed. The equations of the motor state are written 
in the Cauchy’s normal form. The algorithm includes an analysis of transition states and is constructed on a mathematical 
apparatus of the general theory of nonlinear differential equations. The algorithm can be extended to more difficult nonlinear 
systems. Simulation results are given. 

Key words: two-phase motor, mathematical model, stable states, Cauchy’s problem. 
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 Marchenko O.O., Marchenko O.I. Logarithmic criterion for tree shape control for improvement of the Monte-Carlo 

tree search method. Approbation of the proposed earlier by authors “depth-width” kind criteria for controlling of search tree shape 
and applying of the criteria for Monte-Carlo tree search (MCTS) method improvement revealed some weak points of these criteria 
exploitation. The paper, basing on the results of the latest investigations, proposes a new logarithmic criterion for tree shape control 
which allows to estimate MCTS tree building process and tree shape more precisely. It is supposed that this criterion would allow 
more accurate selecting potentially better variants for continuation of such kind of search. 
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, ,  

. 
,   

 UCB1 ,  
,  

UCB1  
 UCB1. 

 [4, 5]  DWCs  
 –  D  W . 

 [4]: 
•  ( ) ,  

; 
•  

; 
•  
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. 
 [4, 5]  

 
DWC1 = CDW * D / W , 
DWC2 = CDW * (CD * D – W) / W , 

 CDW –  ( ), 
CD – . 

 CDW  CD  
CUCB1  UCB1  [1,  5]   MCTS.   DWC1  DWC2 

 UCB1 ,  
.  

,  
 

, .  
.  1 ,  DN (Decision Node),  

,  CN1  CN2 (CN – Child Node), 
. ,  –  

. ,  « »,  
 « », ,  

 «\» (back-slash),  «/». 

5\1 5\1 5\1 5\1

6\4

7\8

2\1

3\1

4\1

1\1

2\1

3\1

4\1

1\1

2\1

3\1

4\1

1\1

2\1

3\1

4\1

1\1

1\1 1\1 1\15\1

2\1

3\1

4\1

1\1

6\4

CN1 CN2

DN (Decision Node)

 
 

.1.  DWC1  DWC2. 
 

,  CN1  CN2 , ,  
, ,  

 6/4,  MCTS. 
 ( ),  CN2  
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,  CN1  
,  ,   

, . , 
 MCTS,   CN1 ,  

DWC1   DWC2  .  ,   
, . 

,  
,  

,  « »,  
. 

,   
 MCTS,  2. 

 
 

.2.  MCTS. 
 

 
 DN,  CNi (  k- )  

  ,   
 (  (k-1)- )  CNi , 

 3.  3. 

 
.3.  MCTS. 

 
 (1) : 

k – ; 
i – ; 
j –  i ; 
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 –  (  B)  « » i  
,  k ; 

CTSC – ; 
CDW –  ( ); 
CNN – ; 
B –  (Branching factor) ; 

 –  i  (Node Branching factor) ,  
 k ; 

 –  i ,  k-
; 

  –  i ,  
 k ; 

  –  j  i  
(j  i ,  (k-1)- ). 

  
, . 

, .1, 
 (  4),   

 .  4  
:  CTSC  =  1;  CDW  =  1;  CNN  =  0.1;  B  =  7.  ,   

 CTSC, CDW  CNN,  
.  B  7,  Connect 

Four [8],  7. 
 

 
 

.4.  MCTS  . 
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, ,  1,  CN1  CN2 
,  CN1  CN2,  

, 
.  ( )  

,  ,  
, , . ,  

 
, ,  

.  
 (1)   DWC1  DWC2  

. 
,  DWC1  DWC2. 

,      

, , 
,  (  CDW). , 

 
,  DWC1  DWC2, .  

 MCTS  
, ,  UCB1  

,   
.  B,  

 (1) . ,  
,  B  (1)   

, ,  
,  

 B. 
 

 MCTS-TSC  (1)  
 Connect Four [8],  B=7, : 1)  

 UCT; 2)  TSC,  
 –  UCT; 3)  UCT,  

 –  TSC. , : 
 – 10;   CUCB1=0.55 (  

 UCT );  
 100000, 150000, 200000, 250000, 500000, 1000000 (  

 « » ).  60  
.  

MCTS-TSC  (1)  
CTSC=0.0001, CDW=10, CNN=0.0001.  5.  

, , , , 
 MCTS  Connect Four.  

,  UCT,  2 
.  TSC, 

 (  1.6 ),  TSC- ,  
 4 ,  2 . ,  

,  Connect 
Four,  « »  MCTS-UCT. 
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. 5.  MCTS-UCT  MCTS-TSC 

 
 

,  
 MCTS  ,   
. ,  

,  
,  

 MCTS, ,  
, , , , 

.  
 MCTS-TSC,   « »,  :  

 MCTS; 
 

;  
 « ». 
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., ., . . 
,  LVQ  

.  
,  

, . 
: , , . 

 
., ., . . 

,  LVQ  
.  

,  
, . 

: , , . 
 

Melnyk K.V., Melnyk V.M., Lototsky I.M. Tracking virus attacks based on neural networks. Neural network 
detector of virus attacks, was developed based on neural network LVQ vector quantization of Kohonen’s neural elements in the 
hidden layer. The proposed method allowed us to work with a small amount of training set, and the structure of the neural 
network allowed to carry out attacks clustering and normal connections in the hidden layer, which increased the reliability of the 
detection and classification of attacks on computer system. 

Keywords: Kohonen network, neural network detector, virus attacks. 
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.  

 
,  

. 
 

), ,  
.  

,  
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 (denial  of  service,  user-to-root,  remote-to-local,  probe),   
 [6,7]. . 

DOS (denial of service, ) . ,  
, , , .  

,  
.  DOS : back, land, neptune, pod, smurf, teardrop [7] . 

U2R (user-to-root) .  
 ( ).  

U2R : bufferoverflow, loadmodule, perl, rootkit [7]. 
R2L (remote-to-local) .  

.  
R2L : ftp_write, guess_passwd, imap, multihop, phf, spy, warezclient, warezmaster [7]. 

Probe  
.  Probe : ipsweep, nmap, 

portsweep, satan [7]. 
 

.  
,  

. 
 

.  (  1): , 
, . 

 
. 1.  

 41 , , ,  [7]: 
) ; 
) ; 
) . 

,   90-  
.  

, , ,  
, , . 

 
: , ,  

, .  
 

,  ,   
.  

, , 
, . 

,  
, ,  

. , : 
,  (  1).  

 Internet Exploration Shootout Dataset (IES) ,  
, , : 

.  1998  
DARPA98,   TCP- ,   

.  KDD Cup1999 Data [7]  
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 KDD-99,  
.  

 SJ Stolfo ,  DARPA98. 
DARPA98  4  TCP- ,  

 7 .  5 ,  
 100 . 

 KDD-99 , ,  22  
,   [7].   1   

 10%  KDD-99 [7]. 
 

 1.  KDD99 
    

Normal 97278 19.6911% 
DOS 391458 79.2391% 
U2R 52 0.0105% 
R2L 1126 0. 2279% 

Probe 4107 0. 8313% 
 

,   
, .  

 (  2). 
 

 
 

. 2.  
 

 
 

, ,  
,  

 [4]. 
 

 F-  n -  m - . 
.   

.  
  -  

, .  
LVQ  ,  ,  

, , .  
 LVQ . 

 
.  

[7], , , 
, .  

, 
 n = 41.  

 [8].  
, 

,  
.  

 « » (winner-take-all) [8].  
 m, . 
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,  
 [8] , ,  

, . 
 [9]  3. 

Yi

Yi

ci

ji

 
.3.  

 
, ,  

: ,  
;  [9]. 

, .   
: 

- TPR (True Positives Rate) –  (Sensitivity, Se),  
. 

- FNR  (False  Negative  Rate)  –  ,   
. 

- TNR (True Negative Rate) –  ( ) (Specificity, Sp), 
. 

- FPR (False Positives Rate) – ,  
,  ( . 

 2  Dos_back  
 MPL,   3   

 LVQ ,  4 
 RBF  5   

.  
 

 2.  MPL 
Dos_back (  - 2139 ) 

 TPR (Se), % TNR (Sp), % FNR, % FPR, % 
 MLP1 99,05 98,27 0,95 0,73 
 MLP2 99,14 96,87 0,86 3,13 
 MLP3 99,05 97,62 0,95 2,38 
 MLP4 99,05 99,41 0,95 0,59 
 MLP5 100 87,32 0 12,68 
 MLP6 99,05 99,37 0,95 0,63 
 MLP7 99,18 90,54 0,82 9,46 
 MLP8 99,59 97,56 0,41 2,44 
 MLP9 99,05 98,79 0,95 1,21 
 MLP10 99,05 99,02 0,95 0,98 

 
 3.  LVQ 

Dos_back (  - 2139 ) 
 TPR (Se), % TNR (Sp), % FNR, % FPR, % 

 Koh1 99,05 97 0,95 3,01 
 Koh2 100 88,63 0 11,37 
 Koh3 99 99,8 1 0,2 
 Koh4 99,05 98,14 0,95 1,86 
 Koh5 99,37 90,46 0,63 9,54 
 Koh6 100 85,73 0 14,27 
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 Koh7 100 94 0 6 
 Koh8 99,05 98,44 0,95 1,56 
 Koh9 99,05 91,41 0,95 8,59 

 Koh10 99,77 90,49 0,23 9,51 
 

 4.  RBF 
 

Dos_back (  - 2139 ) 
 TPR (Se), % TNR (Sp), % FNR, % FPR, % 

 RBF1 99,05 74,32 0,95 25,68 
 RBF2 100 84,91 0 15,09 
 RBF3 99,09 90,78 0,91 9,22 
 RBF4 100 89,85 0 10,15 
 RBF5 99,09 74,55 0,91 25,45 
 RBF6 100 89,41 0 10,59 
 RBF7 99,09 93,72 0,91 6,28 
 RBF8 100 89,48 0 10,52 
 RBF9 99,09 93,52 0,91 6,48 

 RBF10 100 87,62 0 12,38 
 

 5.   
 

Dos_back (  - 2139 ) 
 TPR (Se), % TNR (Sp), % FNR, % FPR, % 

 Koh3 99,434 96,477 0,779 3,423 
 MLP4 99,221 93,41 0,566 6,591 
 RBF7 99,541 86,816 0,459 13,184 

 
 .  

,  
 

, . , 
 
 

. 
,  

 . 
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 378:004 
. 

 
 

 MOODLE  
 

 
.  MOODLE -

. -
,  

MOODLE.  MOODLE  
. 

: , , , MOODLE 
 

.  MOODLE  
.  

, 
 MOODLE.  MOODLE  

. 
: , , , MOODLE 

 
Oleksiv N. Use of electronic educational course based on MOODLE in the training of engineers-pedagogues of 

computer specialties. The organization of training engineers-pedagogues of computer specialties using the electronic 
educational course based on the Moodle is submitted in the article. MOODLE's functional capabilities contribute to expanding 
the forms of presentation of educational material and methods for cognitive activity of students 

Keywords: electronic educational course, engineers-pedagogues, ICT, MOODLE. 
 

.  
,  

,  
, ,  

. 
 

,  
, .  

. . , . , . , 
. , . , . , . , . , . , . , 
. , . , . , . , . , . .  

 
,  

, .  
,  

 
. . , . , . , .  

, ,  
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. , . , . , . , . , . .  

 MOODLE . , . , 
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,  
 ( ) ,  

, , , 
, , ;  

 [2].  015 « . 
»  

. ,  
,  ,   

, .  
  

 
 MOODLE,  

. 
.  

, . ,  
,  

 (  Internet).  
 

?  
, . : ,  ( ), ,  

–  [6, .35].  
. ,  

 – , .  
 – ,  

. ,  
 ( , , )  

, , ,  
.  – , , ,  

,  ,  .   
. , , 

,  
.  

 
, -

,    
.  

,  
 ( , , , ; 

;  
). 

 
 

, ,  
 ( ).  

 (« »,  01.10.2012   1060  
01.09.2016   1061),   ( .),  

,  ( , 
, ,  

.),   
 [3].  ,   

.   
. : 

;  ( , 
, );  ( ) ;  

. 
 

 MOODLE. Modular Object-Oriented Dynamic Learning 
Environment – ,  
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 (LMS),  (CMS),  
 (VLE) , , 

 [5]. 
MOODLE  –  ,   (Open  Source)  ,   

.  MOODLE  
:  

 ,  
; 

 ;  
 ;  

,  
, .  

 MOODLE  
. ,  MOODLE, 

:  
; , ,  

; . 
 Moodle  (Martin Dougiamas)  

,  ,   «  
» [80]: 

1. ,  
.  
2. , ,  

, .  
3. .  
4. .  
5. . 

 
, ,  

 ( . 1,2).  
 

 
. 1  

 
 

,  
.  

). 
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. 2  

 
 

. 
 
 

 ( ), : ,  
, , , ,  

, , , ,  
, , , 

 [4].  
 

, ,  
, . 

 MOODLE,  Learning Tools Interoperability 
(LTI) [7] ,  

.  
 

, . 
 

  
. 2  MOODLE 

 
 

 
 ( ). ,  
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 ( ). : , 
, . : -

; ; ; 
.  ( , , 
, , ), : 

, ,  ( , ,  
, ) . : 

 ( ; , , ); 
.  

 « »,  MOODLE   
 [1] :  

;  
;  

 
; . 

 

 
.3  « » 

 
 

.  Moodle  
;  

; ;  
; . 

 
1. .  / 

.  //  « : , , ». – 
 10. – , 2012. – .211-215 

2. .  [ ]  :  
http:// www.kt.lntu.edu.ua/. :   29, 2017. 

3. , 2012. [ ]. : 
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4. , 
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6. .  :  / . , . . – . :  
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.  // . – 2015. – .47, ..3. – . 167-177. [  

]  :  http:// nbuv.gov.ua/UJRN/ITZN_2015_47_3_16. :   30, 2017. 
8. Dougiamas, M. Reading and Writing for Internet Teaching [Electronic recourse] / M. Dougiamas. – June, 1999. – 
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 004.415.3 
., ., . . 

 
 

++  
 

 
., ., . . ++  

.   
 C++Builder .  

.  
: C++Builder , , , ,  

 
 

., ., . . ++  
.    

 C++Builder  
.   . 

: C++Builder , , , , 
 

 
Pekh Petro, Bortnyk K.Ya., Yaruchyk Oleksandr. The C++program complex and the results of the sorting algorithms 

speed study by the simulation method. The article proposes C ++ Builder program complex to investigate the sorting algorithms 
speed using the simulation method. Also the investigating results of the  sorting speed various algorithms are given. 

Keywords: C ++ Builder project, sorting algorithms, algorithm speed, simulation model, random number generator 
 

.  ,   
[1-5].  

,  
.  ,   

, .  – ; 
; ;  

, ; , , 
. ,  

  . 
.   

, .  
, , 

,  
. 

 C++Builder Code 
Gear  

 
.  [6-11]. 

 
. 

. : 
  C++Builder  

; 
 ; 
  

. 
 C++Builder 

.  
: 

1. bubble -  ( ); 
2. insertion - ; 



 " : , , "  
, 2017.  27 

 

 
© ., ., . . 
 

55 

3. merge - ; 
4. cocktail - ; 
5. gnome - ; 
6. tree - ; 
7. selection - ; 
8. shell - ; 
9. quick- ; 
10. stoog – ; 
11. heap -  
 

, ,  
.  C++Builder . 

//01_bubble - c  ( ) 
#include <iostream.h> 
#include <iomanip.h> 
#include <conio.h> 
#include <windows.h> 
#include <ctime.h> 
using namespace std; 
int i, k; 
int nom; 
int mmin,h; 
const int a_size = 10000; //  
int a[a_size];            //  
unsigned int start_time,  //  
             end_time,    //  
             search_time; //  
 
int main() { 
  SetConsoleCP(1251); 
  SetConsoleOutputCP(1251); 
 
  srand(time(0)); //  
 
  //  ( )  
  for (i = 0; i < a_size; i++) {  
    //  a[i]  [0;100] 
    a[i] = rand()% 100;  } 
 
  //  a[a_size]: 
  cout<<"\n : \n"; 
  for (i=0; i<a_size; i++) 
   cout<<setw(4)<<a[i]<<" "; 
  cout<<"\n"; 
  cout<<"\n  Enter"; 
  cout<<"\n ."; 
  getch(); 
 
  //  
  start_time = clock(); 
  //  a : 
  //  a_size-1 ,  
  for (k=1; k<a_size; k++) {    
    // ,  
    for (i=0; i<a_size-1; i++) 
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      if (a[i]>a[i+1]) { 
        h=a[i]; 
        a[i]=a[i+1]; 
        a[i+1]=h; 
      } 
  } 
  //  
 
  //  
  end_time = clock(); 
 
  //  
  search_time = end_time - start_time; 
 
  //  a: 
  cout<<"\n  :"<<"\n"; 
  for (i=0; i<a_size; i++) 
    cout<<setw(4)<<a[i]<<" "; 
  cout<<"\n"; 
  cout<<"\n  Enter"; 
  getch(); 
 
  // : 
  cout<<"   a_size = " << a_size << endl; 
  cout<<"  start_time = " 
      << start_time<<endl; 
  cout<<"  end_time = " 
      <<end_time<<endl; 
  cout<<"  search_time = " 
      << search_time << endl; 
  getch(); 
  return 0; 
} 

,  C++Builder  
 ( ). .  

:  a[a_size]  
 a_size ,  start_time  end_time  

 search_time.  a_size   
 const int a_size = 10000.  

 SetConsoleCP(1251)  
SetConsoleOutputCP(1251)  <windows.h>,  

.  
srand(time(0)),  rand()  

) .  
. 

,  
,   –  .  ,   

, . ,  
. 

, . 
, , 

 
, . 

, . 
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//02_insertion -  
  //  a : 
  for (k=1; k<a_size; k++) { 
    b=a[k]; 
    j=0; 
    while ((b>a[j]) && (j<k)) 
     j++; 
    if (j<k){ 
      b=a[k]; 
      for(i=k; i>=j+1; i--) 
        a[i]=a[i-1]; 
      a[j] = b; 
    } 
  } //  
 
//03_merge -  
  void merge(int l, int r); 
  int main() { 
       
  // : 
  merge(0, a_size - 1); 
       
  return 0; 
} 
// ,  
void merge(int l, int r) { 
  if (r == l) 
    return; 
  if (r - l == 1) { 
    if (a[r] < a[l]) 
      swap(a[r], a[l]); 
    return; 
  } 
  int m = (r + l) / 2; 
  merge(l, m); 
  merge(m + 1, r); 
  int buf[a_size]; 
  int xl = l; 
  int xr = m + 1; 
  int cur = 0; 
  while (r - l + 1 != cur) { 
    if (xl > m) 
      buf[cur++] = a[xr++]; 
    else if (xr > r) 
      buf[cur++] = a[xl++]; 
    else if (a[xl] > a[xr]) 
      buf[cur++] = a[xr++]; 
    else buf[cur++] = a[xl++]; 
  } 
  for (i = 0; i < cur; i++) 
    a[i + l] = buf[i]; 
} 
 
//04_cocktail - . : 
//(shaker - , shuttle - , ripple - ) 
//  a[i-i]  a[i] 
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void Swap(int *Mas, int i); 
// ,  
//  Mas  Start -  N -  
void ShakerSort(int *Mas, int Start, int N); 
int main() { 
      
  //  a : 
  ShakerSort(a, 1, a_size); 
      
  return 0; 
} 
 
//  a[i-i]  a[i] 
void Swap(int *Mas, int i) { 
 int temp; 
 temp=Mas[i]; 
 Mas[i]=Mas[i-1]; 
 Mas[i-1]=temp; 
} 
 
// ,  Mas 
//  Start -  N -  
void ShakerSort(int *Mas, int Start, int N) { 
 int Left, Right, i; 
 Left=Start; 
 Right=N-1; 
 while (Left<=Right) { 
  for (i=Right; i>=Left; i--) 
   if (Mas[i-1]>Mas[i]) Swap(Mas, i); 
  Left++; 
  for (i=Left; i<=Right; i++) 
   if (Mas[i-1]>Mas[i]) Swap(Mas, i); 
  Right--; 
 } 
} 
 
//05_gnome -  
void Gnome(int a[], int N); 
int main() { 
      
//  a : 
  Gnome(a, a_size); 
  //  
      
  return 0; 
} 
//  
void Gnome(int a[], int N) { 
  int i, tmp; 
  while (i<N) { // : 
  //   
  // : 
  if (i==0) i=1 ; 
  // , 
  // : 
  if (a[i-1]<=a[i]) i++; 
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  else { //  
    tmp=a[i]; 
    a[i]=a[i-1]; 
    a[i-1]=tmp; 
    i--;  //  
  } 
   } 
} 

 
 

.1.   
. .  

, ,  
,  

. 

 

. 1.   

.  C++Builder ,  
.  

. 
 

1. . . .  3.  -The Art of Computer Programming. 
Volume 3. Sorting and Searching / . . .  ( . 5) . .  ( . 6). — 2- . — 

: , 2007. — . 3. — 832 . — ISBN 5-8459-0082-1. 
2. . , . , . , . :  

 = Introduction to algorithms. — 2- . — .: « », 2006. — . 1296. — ISBN 5-8459-0857-4. 
3. .  C.  = 

Algorithms in C. Fundamentals/Data Structures/Sorting/Searching. — .: , 2003. — . 672. —
 ISBN 5-93772-081-4. 

4. ., . ++. – .: .:  " ",  2011.- 1456 . 
5. .  C++ Builder 6  2006. – .:  " ", 2010.- 

992 . 
6.  htt :// hys. bs u. by/stati /lib/inf/ rg/vb/vb6_1/glava1/gl1_5_2. htm 
7.  htt ://www.i kr . isu.ru/inf rmat/m th ds/finds rt/s rt. htm 
8   htt ://alg list. manual.ru/s rt/bubbl _s rt.  
9.  htt ://alg list. manual.ru/s rt/s t_s rt.  
10. htt ://alg list. manual.ru/s rt/ins rt_s rt.   
11. htt ://alg list. manual.ru/s rt/qui k_s rt.  
12. htt ://alg list. manual.ru/s rt/sh ll_s rt. ph  
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., .  
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., . ++  

.    
C++Builder . 

  , .  
: C++Builder , , , ,  

 
 

., . ++  
.    C++Builder  

.  
, . 

: C++Builder , , ,  . 
 
Pekh Petro, Vojtovich Andrij. Software C++ complex of an automated lines functioning process research and it’s 

verification. The paper proposes a software complex by means C++Builder to research the process of  an automated line with a 
stochastic work nature. Some results obtained through the realisation of cybernetic experiments series on this complex are also 
offered. 

Keywords: C++Builder project, automated line, Erlang distribution, simulation model, cybernetic experiment. 
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,  ,  ,  ,  ,   
, .    

 C++Builder  
 

, ,  
,  

. ,  
 [1,2],  

 [3],  C++Builder  
,  .  ,   

. 
. : 

  C++Builder  
; 

 ; 
 .  

.  
 C++Builder  

/  
, . 

//  
#include <iostream.h> 
#include <iomanip.h> 
#include <conio.h> 
#include <math.h> 
#include <windows.h> 
#define s 3    //s-  
using namespace std; 
int i,j; 
int z;     //  
int v;     //  
int w=5;   //  
int r;     //  
int q=500; // ,  
           //  
double c;  //    
double c1; 
double tmin; 
double sum; 
double suml; 
int flag; 
int ozn; 
double h[s+1];   //  
double cc[s+1];  //  
int k[s+1];      //  
double t[3*s+2]; // ,   
                 //  
                 //  
int n[s+1];      // ,   
                    //  
int m[s+1];         // ,   
                    //  
double tb[s+1][50]; //  
                    //z- , 
                    //  
double av[s+2][10]; //   
                    //     
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                    //(  10 ) 
 
int main() { 
  SetConsoleCP(1251);        //  
  SetConsoleOutputCP(1251);  //  
 
  //srand(time(0));          //  
 
  //  
  for (z=1; z<=s; z++) { 
 cout<<"\n  "<<z 
        <<" - : h["<<z<<"]= "; 
 cin>>h[z]; 
  } 
 
  //   
  for (z=1; z<=s; z++) { 
 cout<<"\n  " 
     <<z<<" - : k["<<z<<"]= "; 
 cin>>k[z]; 
  } 
 
  //  
  for (z=1; z<s; z++) { 
 cout<<"\n  " 
     <<z<<" - : m["<<z<<"]= "; 
 cin>>m[z]; 
  } 
  m[s]=0; 
  suml=0; 
   
  // .  
  for (v=1; v<=w; v++) { //  v.  - w. 
    
   //  t[i]  
   for (i=1; i<=3*s+1; i++) t[i]=0; 
   t[3*s+2]=0; 
 
   //  tb[z][i]  
   for (z=1; z<=s; z++) 
    for (i=1; i<=m[z]; i++) tb[z][i]=0; 
 
    //  n[i]  
    for(i=1; i<=s-1; i++) n[i]=0; 
 
    //  r 
    for (r = 1; r<=q; r++) { //  - q. 
     //  z. 
     for (z=1; z<=s; z++) {//    - s. 
      c = rand()% 32767;   //   
                            //  [0 .. 32767] 
      if (c<10) continue; 
      c=-h[z]*log(c/32767); 
      cc[z]=c; 
 
 
      //  z-  
      t[3*z]=t[3*z-2]+c;   //  z-  
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      t[3*z-1]=t[3*z-1]+c; //  z-  
       
      //  m[z]=0,  
      //  m[z]>0,  
      // ,  
      //  
      if ((m[z]==0) && (t[3*z]<=t[3*z+1]))        flag=1;  
       else if ((m[z]==0) && (t[3*z]> t[3*z+1]))  flag=2; 
 
      if ((m[z]>0) && (n[z]>0)) { 
       i=1; 
       while (i<=m[z]) { 
        if ((tb[z][i]>0) && (tb[z][i]<=t[3*z])) { 
         tb[z][i]=0; 
         n[z]=n[z]-1; 
        } 
        i++; 
       } 
      } 
 
      if ((m[z]>0) && (n[z]<m[z]) && (t[3*z]<t[3*z+1]))        flag=3; 
       else if ((m[z]>0) && (n[z]<m[z]) && (t[3*z]==t[3*z+1])) flag=4; 
        else if ((m[z]>0) && (n[z]<m[z]) && (t[3*z]>t[3*z+1])) flag=5; 
         else if ((m[z]>0) && (n[z]==m[z]))                    flag=6; 
 
      switch (flag) { 
       case 1: t[3*z]=t[3*z+1]; 
               t[3*z-2]=t[3*z+1]; 
               break; 
 
       case 2: t[3*z-2]=t[3*z]; 
               t[3*z+1]=t[3*z]; 
               break; 
 
       case 3: i=1; 
               ozn=0; 
               while ((ozn==0) && (i<=m[z])) { 
                if (tb[z][i]==0) { 
                 tb[z][i]=t[3*z+1]; 
                 n[z]=n[z]+1; 
                 ozn=1; 
                } 
                i++; 
               } 
               t[3*z-2]=t[3*z]; 
               break; 
       case 4: t[3*z-2]=t[3*z]; 
               break; 
       case 5: t[3*z-2]=t[3*z]; 
               t[3*z+1]=t[3*z]; 
               break; 
 
       //  tmin,  
       //  z-  
       case 6: tmin=tb[z][1];//   tmin   
       j=1;                  //tb[z][1]  1 
       for (i = 2; i<=m[z]; i++) 
         if (tb[z][i]<=tmin) { //  
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                               //tmin  j 
           tmin=tb[z][i]; 
           j=i; 
         } 
       tb[z][j]=0;    //  tb[z][j] , 
                      //  tmin=tb[z][i] 
       n[z]=n[z]-1;   //  
                      //   
       t[3*z]=tmin;   //  t[3*z]  
                      //  z-  
       t[3*z-2]=tmin;  //  
                      //t[3*z-2]  z-  
       break; 
 
      } //  switch 
 
     } //  z-  
       //  z-   
 
    } //  r 
    sum=0; 
    for (z=1; z<=s; z++) { 
     av[z][v]=t[3*z-1]/t[3*z]; 
     sum=sum+av[z][v]; 
    } 
    av[s+1][v]=sum/s; 
    suml=suml+av[s+1][v]; 
    cout<<"\n  "<<v<< 
          "-  "<<av[s+1][v]<<"\n"; 
    //getch(); 
    //cout<<"\n   v=" << v << endl; 
 
  } //  v 
 
  suml=suml/w; 
  cout<<"\n  "<<w<< 
        "  "<<suml<<"\n"; 
  getch(); 
  return 0; 
} 

 
.  

, . , 
,  .   

: 
 ;h[z],z=1..s ; 
  k[z],z=1..s; 
   m[z],z=1..s-1. 

,  –  
 s.   

#define s 3 
 .  

,  
, .  

, . 
 w.  w=5,  

.  
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,  q.  q=500, 
 500 . ,  

 
,  av[z][v] 

(z=1..s;  v=1..w),  .  ,  
av[1][1] –  

. 
, ,  

.  z  
 1  s.  ,   s .  

. 
 z  c,  

 h[z] i k[z],   ,  
.  

,  z-  
t[3*z]  t[3*z]: 
 
t[3*z-1]=t[3*z-1]+c;    
t[3*z]=t[3*z-2]+c. 

 
,   : 

 
m[z]=0  t[3z]<= t[3z+1],                            flag=1; 
m[z]=0  t[3z]>t[3z+1],                                 flag=2; 
m[z]>0  n[z]<m[z]  t[3z]<t[3z+1],   flag=3; 
m[z]>0  n[z]<m[z]  t[3z]= t[3z+1],  flag=4; 
m[z]>0  n[z]<m[z]  t[3z]> t[3z+1],  flag=5; 
m[z]>0  n[z]=m[z],                                          flag=6; 
 

 (flag=1)  z  
(z+1)- ,  t[3z]<= t[3z+1].  z . 

: 
 
t[3*z]=t[3*z+1]; 
t[3*z-2]=t[3*z+1]. 

 (flag=2)  z  (z+1)-
,  t[3z]>t[3z+1].  (z+1)  

: 
 
t[3*z-2]=t[3*z]; 
t[3*z+1]=t[3*z]. 

,  z-  (z+1)-  
,  tb[z][i] ,  

 t[3z]  n[z]. 
 (flag=3)  z-  (z+1)-  

. ,  t[3z]<t[3z+1].  
, .  tb[z][i] 

   t[3*z+1],  n[z] .  
: 

 
t[3*z-2]=t[3*z+1]. 

 (flag=4)  z-  (z+1)-
. ,  t[3z]= t[3z+1].  

. : 
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t[3*z-2]=t[3*z+1]. 
 

 (flag=5)  z-  (z+1)-  
. ,  t[3z]> t[3z+1].  

. : 
 

t[3*z-2]=t[3*z]; 
t[3*z-2]=t[3*z]. 
 

 (flag=6)  z-  (z+1)-  
. .  z .  

 tb[z][i] ,   
z– .  tb[z][i],  tmin. 

 tb[z][i],  n[z] . 
: 

 
t[3*z]=tmin; 
t[3*z-2]=tmin. 

,  s  
 z  1  s. 

 
, ,  

. , ,  
, , : 

=(M=2)/(M+3), 
 – . 
 

 
.2 –  

 
 

 C++Builder ,  
 

.  
 

1. . . :  
. – .: , 1998.-248 . 

2. .  
. – , 1998.-192 . 

3. ., .  
 // . , ., . . : . .- . . - 

: , 1977. - . 8. - . 17-20. 
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 Pogorelov V.V. Problems of neural network usage for cyber-attack detection systems. Problems of construction of 
neural network systems for recognizing cyber-attacks signatures were considered. Efficiency, adaptation, resource intensity and 
operability of work and training of different ANNs’ classes were analyzed, typical problems and solving algorithms were found.  
Special features of third generation ANNs application and cooperative work of several ANNs were shown. 

Keywords: cyber-attack detection systems, artificial neural network, feed forward neural networks, Boltzman machine, deep 
belief network, convolutional neural networks. 
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Roiko O. M., Arsenieva L. Y., Roiko O. Y., Palamarchuk O.P. Implementation of a software tool for evaluating 

and correcting the nutritional status of athletes. The article describes the aspects of information technology use in the field of 
nutrition, particularly in the organization of athletes’ nutrition. The advantages and disadvantages of existing software products 
related to the evaluation of athletes’ nutrition are analyzed. The structure, possibilities and advantages of the implemented 
software for assessing the athlete's nutritional status are described. 

Keywords: software, nutritional status, fortified food, database, #, Microsoft Visual Studio. 
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O.V. Burban, S.V. Luniov, A.I. Zimych, R.S. Demediuk. Automation of measurement of electrical parameters of 

semiconductors in the research of piezoresistance.  
The device for research of piezoresistance was modernized. An automated measuring system based on the ATMega8 

microcontroller has been developed. This system allows you to measure with high frequency and transmit the results of 
measurements to a personal computer with further preservation. 
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Golovachuk I.P., Velychko V.L., Lelyk Ya.R. Methods of development and introduction of electronic means of 

educational appointment in the discipline "Engineering graphics". The article analyzes the current state of teaching and 
studying graphic disciplines in higher educational institutions. The main problems of perception and assimilation of design 
information by future engineers are considered. To solve the above problems, it is proposed to introduce multimedia, animation 
educational resources. 
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Hubal H.M. The construction and study of the system of differential equations that describes biochemical 

processes rates. Mathematical analysis of some enzymatic reactions is made in this article. Biochemical processes rates are 
studied.   

Keywords: system of differential equations, biochemical processes rate, substratum, enzyme, inhibitor.  
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Introduction. While studying rates of various biological and biochemical processes, it is important 

to describe a complex system using a small amount of differential equations [1] that represents one of the 
main tasks of mathematical modeling. General laws for rates are the same for both chemical reactions and 
biochemical reactions and reproduction of individuals of coexisting species. 

Problems of studying reaction rates of various substances are rather difficult and their solution 
requires application of many sciences including quantum mechanics. 

One of the main rules of kinetics is this: in order to interact, one needs to meet. In chemical 
reactions, it is necessary that two molecules and atoms meet; in the problem of coexistence of species, it 
is necessary that, for example, a lynx and a hare meet (this accompanying by an absorption reaction). 
However, meetings are usually random and it is impossible to foresee each of them. Therefore, we 
consider the processes that consist of many meetings in which we can talk about the probability of a 
meeting and the average number of reactive objects in a reaction, i.e. about the concentration of objects. 
In the case of chemical reactions, they are just usual concentrations; in the case of interaction of 
microorganisms with each other or with molecules of nutrient, by concentrations we mean the number of 
microorganisms (or the amount of organic substance contained in them) per unit volume. In ecology, for 
example, in coexistence of species, concentration is the number of individuals per unit area. 

Main part. Consider at what rate the reaction of interaction between two molecules M and N of 
different substances goes. This reaction (the second-order reaction) can result in the creation of the 
complex molecule P or two new molecules P1 and P2: 

M N P   or  1 2 .M N P P  

The reaction rate depends primarily on the probability of collision of the molecules M and N. The 
probability of collision is proportional to the product of concentrations CM and CN.  The reaction rate  of  
their interaction  

,MN MN M Nv k C C  

where the coefficient kMN is absolute reaction rate. This coefficient takes into account the average 
efficiency of the collision, i.e. the probability that a collision will be efficient. This coefficient depends on 
a number of factors, for example, on temperature determining the rate of motion of molecules or on rate 
that can develop a hare running away from a predator.  

If the reaction involves three objects M, N, Q (the third-order reaction): 

,M N Q P  

then the rate of formation of the product P is proportional to the product of all three concentrations: 



 " : , , "  
, 2017.  27 

 

 
©  . 

100 

 .MNQ MNQ M N Qv k C C C  (1) 

In the case, if all three molecules are identical, for example, in the polymerization reaction, the rate 
is proportional to the cube of concentration. 

However, as a rule, similar reactions go in two stages:  

[ ],M N MN  

[ ] ,MN Q P  

i.e. first, the complex [MN] of two molecules is formed, and then the third molecule joins this complex 
(each of these reactions is the second-order reaction). Then 

 [ ] [ ] .MNQ MN Q MN Qv k C C  (2) 

If the intermediate compound [MN] is unstable and quickly decays into components, then the 
concentration C[MN] becomes proportional to the product of concentrations of the initial substances: 

[ ]MN M NC C C  and formula (2) transforms to formula (1). 
Processes of lower order (first-order reactions) are possible. For example, in the process of decay 

of a complex molecule into two simpler molecules, the decay rate is proportional to the concentration of 
the substance decaying: 

 M N Q M Mv k C  

but not to the probability of their meeting. 
There are also possible zero-order reactions which rate is independent of concentrations, for 

example, processes in which substance flows into (or flows out) the reaction region (or from the reaction 
region) at a constant rate. 

We can also use similar  formulas for  rates  when the number of  reacting molecules  is  small.  The 
limiting case is case if there is only one molecule in the reaction region. If this molecule reacts 
irreversibly turning into another, then the process ends, such case being not interesting. However, if this 
molecule is a catalyst, i.e. it reacts with another molecule which is a substratum (there being a lot of 
substrata  in  the  reaction  region),  it  processes  a  substratum,  it  turns  a  substratum into  a  final  product,  a  
catalyst itself recovering to previous form (regenerating), then for sufficient time, this one molecule of a 
catalyst may process a lot of molecules of a substratum. For this, it is necessary that processing time, i.e. 
time during which the catalyst and substratum are in bound state, may be much less than monitoring time. 
Then we can speak about the probability p to find the molecule of the catalyst in a free state or the 
probability 1q p  in a bound state. In the kinetics of the formation of the catalyst-substratum complex, 
the probability p would play the same role as the concentration of free molecules of a catalyst if there 
were a lot of them.  

The example given is not an abstraction. In the application of chemical kinetics to biological 
objects, we often encounter such a situation. The number of molecules of some specific substances, i.e. 
enzymes, in a cell, is often calculated with unities. The application of equations of chemical kinetics to 
describe such systems is very necessary. 

Any real process consists of many separate stages as a rule. Thus, the mathematical model of the 
process (the model of a chain of reactions) involves many elementary acts. To construct the full 
mathematical model of the process, it is necessary to express rates of change of concentrations of 
different  substances  in  terms  of  rates  of  separate  elementary  reactions.  The  rate  of  change  of  

concentration of each substance idC
dt

 is a derivative of the concentration iC  with respect to time t . It is 

equal to the difference between rates of formation and disappearance of this substance in separate 
reactions. If we write differential equations for all the components of the process (let their number be 
equal to n), then we get the system of differential equations: 
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1
1 1 2

2
2 1 2

1 2

( , , , ),

( , , , ),

( , , , ).

n

n

n
n n

dC f C C C
dt

dC f C C C
dt

dC f C C C
dt

 (3) 

The number of differential equations in this system is equal to the number of variables, i.e. the 
number of various substances taking part in the process. Then the system is always closed.  

The functions 1 2( , , , )i nf C C C  are algebraic sums of rates of separate reactions; as a rule, these 
functions are rational and often are polynomials of low degrees determining by the order of corresponding 
reactions. 

Consider the reaction catalyzing by a biological catalyst (an enzyme), that is by a large protein 
molecule (i.e. by macromolecule which molecular weight is of the order of hundreds of thousands), often 
containing a special group of non-protein nature, i.e. coenzyme [2], [3]. The mechanism of catalysis is as 
follows: first, the molecule that turns, so called substratum, as a rule, is a small molecule that joins 
enzyme and forms a complex. Then the enzyme processes the molecule of the substratum: either breaks it 
down or interchanges or replaces some groups of atoms. This usually takes place in several stages. The 
enzyme produces the molecule (product) formed ready, i.e. the substratum S connecting with the enzyme 
F, forms the complex [FS]:  

 1 2

1
[ ] .

k k
k

S F FS P F  (4) 

The coefficient k+1 is  a  constant  of  a  rate  (or  an absolute  rate)  of  the reaction of  synthesis  of  the 
complex. The reverse arrow indicates that the reaction is reversible; the absolute rate of decay of the 
complex is k–1. The arrow on the right of [FS] means that the complex decays into the product P and the 
enzyme F at the absolute rate k+2. 

For simplicity, we consider this reaction to be irreversible which is in most cases. The process of 
synthesis of the complex is a second-order reaction and the process of its decay is a first-order reaction.  

Denoting, for simplicity, concentrations of substances by the same symbols which were denoted 
substances by, according to the reaction scheme (4) and taking into account (3), we write the system of 
equations: 

 

1 1

1 1 2

1 1 2

2

[ ],

[ ] [ ],

[ ] [ ] [ ],

[ ].

dS k FS k FS
dt
dF k FS k FS k FS
dt
d FS k FS k FS k FS
dt
dP k FS
dt

 (5) 

 Positive terms in the system of equations (5) describe the grow of corresponding concentrations 
and negative ones describe their decline.  

The condition of conservation of enzyme molecules in the reaction simplifies the system of 
equations (5). Indeed, if we add the third differential equation of the system (5) to the second one, we 
obtain: 

 ( [ ]) 0d F FS
dt

 

or 

 0[ ] const,F FS F  (6) 
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where 0F  is initial concentration of the enzyme, F  is  concentration  of  a  free  enzyme,  [FS]  is 
concentration of a bound enzyme. 

Thus, one of the differential equations of the system (5), for example, the second one can be 
replaced by the algebraic relation (6) which expresses the law of conservation of the enzyme in the 
reaction. 

We separately write the third differential equation of the system (5) taking into account (6): 

 1 0 1 2[ ] ( [ ]) [ ] [ ]d FS k F FS S k FS k FS
dt

 

or 

 1 0 1 2 1[ ] [ ]( ).d FS k F S FS k k Sk
dt

 (7) 

Consider a stationary (concerning [FS]) solution of the differential equation (7), i.e. put [ ] 0d FS
dt

 

where [ ] const [ ]FS FS . Then for the stationary (constant) concentration of the complex [ ]FS , from 
the differential equation (7), we obtain: 

 0[ ]
m

F SFS
K S

   or   0[ ] ,
m

SFS F
K S

 (8) 

where 1 2

1
.m

k kK
k

 As mS K , then from the formula (8), we obtain 0[ ]
2
FFS , namely in this case, 

a half of the enzyme molecules is in the state of the complex.  
The concentration of the enzyme F being much less than the concentration of the substratum S, 

during the “turnover” time of the enzyme, the concentration of the substratum changes very slightly. As a 
rule, characteristic concentrations of substrata and products, during biochemical reactions, are of the order 
S P from 210  to 310  mole per litre and the concentration of the enzymes F from 510  to 610  
mole per litre. It is necessary for the enzyme “to work” for a long time to substantially change the initial 
concentration of the substratum. It is such situations that are in studies of enzymatic processes in vitro. 
Processes occur similarly in a live cell. The substratum enters the cell from the environment.  

Since for the stationary mode [ ] 0d FS
dt

, then from the third differential equation of the system  

(5), we get: 

 1 1 2[ ] [ ].k FS k FS k FS  (9) 

Thus, for the stationary (concerning the concentration of the bound enzyme [ ]FS ) mode the system 
of equations (5) taking into account (9) and (8), takes on the form: 

 
2 01 1 2

2 2 0

,[ ], [ ],

[ ] .

m

m

dS SdS dS k Fk FS k FS k FS dt K Sdt dt
dP dP dS dP Sk FS k F
dt dt dt dt K S

 (10) 

As it is seen in (10), dP dS
dt dt

, namely if the substratum does not enter additionally from outside, 

the rate of decrease of the concentration of the substratum dS
dt

 is  equal  to  the rate  of  increase of  the 

concentration of the product dP
dt

, which corresponds to the law of conservation of substance.  

The system of equations (10) reflects the main property of enzymatic reactions, that is saturation. 
Indeed, as we see from the second equation of the system (10), as concentrations of the substratum are 
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low, the rate of product synthesis depends strongly on S and as S , the rate of product synthesis 
takes a constant independent of the concentration of the substratum value 2 0k F  where 2 0k F  is  a  
maximum rate of the enzymatic reaction and a  constant k+2 is an enzyme turnover number indicating how 
many acts of catalysis the enzyme can make per unit time when fully saturated with the substratum.  

The characteristic time of the enzymatic reaction F  depends on the enzyme turnover number k+2 

(or on the time 
2

1
k

 for which one enzyme turnover is occurred) but it is much greater than . Indeed, 

the denotation F  means  such  time  for  which  the  enzyme  manages  to  process  a  great  amount  of  the  

substratum. Then taking into account the first equation of the system (10) and assuming 1
m

S
K S

, we 

can determine F : 

 
2 0

.F
S S
dS k F
dt

 

Thus,  

 3

0
10 .F

S
F

 

Similar to formulas (5)–(10), we can obtain formulas describing stopping of enzymatic reactions by 
special substances, i.e. inhibitors. It is very important because it enables us to control biochemical 
processes.  

In  nature,  as  a  rule,  enzymes  rarely  work  at  “maximum  power”  they  are  often  taken  with  a  
“reserve”. Regulation of biochemical processes is carried out by inhibiting activities of enzymes and 
managerial regulatory apparatus of a cell is an apparatus of “violence and inhibition”. To speed up the 
process, the cell decreases stopping and to slow the process, it increases stopping. Biochemical processes 
regulate themselves in such a way. 

As a rule, inhibitors are relatively small molecules often similar in structure to the molecules of 
substrata or products.  

There are two types of stopping (inhibition): competitive (isosteric) and non-competitive  
(allosteric).  

In the first case, the inhibitor is similar to the substratum and can take the place of the substratum in 
the active center; the inhibitor and substratum seem to compete for the same place on the enzyme, namely 
it is “the competitive stopping”. 

In the second case, the inhibitor is not similar to the substratum and joins the enzyme molecule in 
another place. However, it does not interfere with the formation of the complex but paralyzes the work of 
the enzyme, i.e. interferes with the formation of the product.  

In the case of competitive (isosteric) stopping, the second equation of the system (10) takes on the 
form: 

 2 0
0

.
m

i

dP Sk F Idt K S
K

 (11) 

 
In the case of non-competitive (allosteric) stopping, the second equation of the system (10) takes on 

the form:  

 2 0
0

.
( ) 1m

i

dP Sk F
dt IK S

K

 (12) 
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In the formulas (11), (12), 0I  is a concentration of the inhibitor, iK  is an inhibitor constant 
determining by rates of formation and dissociation of the enzyme and inhibitor complex.  

Along with the inhibitors are substances which can enhance the activity of the enzyme and speed 
up its work. This regulation method can be called the encouragement method.  

The essence of the process is as follows: special substance, i.e. the activator A connects with the 
enzyme F or with the existing enzyme and substratum complex; along with the common reaction 

 2[ ] kFS P F  

occurs the decay of the triple complex: 

 2[ ] [ ]
akFAS P FA  (13) 

where 2 2
ak k , namely the decay constant of the active complex is much greater than of non-active 

one. In this case (if we neglect 2k  compared to 2
ak ), the rate of release of the product (taking into 

account the second equation of the system (10) and according to the scheme of the reaction (13)) can be 
written in the form: 

 2 0
a

m a

dP S Ak F
dt K S K A

 (14) 

where aK  is an activation constant.  
Conclusions. Thus, mathematical analysis of some types of enzymatic reactions is made in this 

article. Obtained formulae (10)–(12), (14) enable us to determine the rate of release of a separate reaction 
product.  
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 Zavuschak, E. Burov.  onstruction of ontology of processes of employment based on analysis of operations 
contexts.  In  this  article,  a  method  for  building  ontology  based  on  analysis  of  context  of  business  operations  is  proposed.   The  
application of this method is described in detail using recruitment area business process as example. The developed method of 
ontology construction allows for continuous ontology modification and update and accentuates the analysis of implicit context 
information.  
Keywords: context, ontology, recruitment, business process, intelligent enterprise. 
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