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A ROBUST CLIENT UPDATE AGGREGATION ALGORITHM FOR COUNTERACTING
MODEL POISONING ATTACKS IN FEDERATED LEARNING

Kudrenko S., Nimych O., Makieiev 1., Alkema V. A robust client update aggregation algorithm for counteracting
model poisoning attacks in federated learning. The article considers the problem of counteracting model poisoning attacks in
federated learning systems. It is shown that the client update aggregation stage is security-critical, since compromised clients may
transmit intentionally distorted local updates and influence the quality of the global model. A robust client update aggregation
algorithm is proposed. The algorithm combines the standard FedAvg weight, which reflects the size of the local client dataset, with
an additional reliability coefficient of the corresponding update. To estimate reliability, the normalized Euclidean distance between
a client update and the reference update is used. The reference update is defined as the component-wise median of the received
client updates. This approach makes it possible to reduce the influence of suspicious or potentially poisoned updates without rigidly
excluding them from the aggregation process. The paper presents a formal description of the algorithm, its workflow, an analysis
of expected behavior for typical, heterogeneous, and suspicious client updates, and an illustrative numerical example of robust
weight calculation. The proposed approach can be used to improve the resilience of machine learning and deep learning systems
under cyber threats, especially in tasks related to data protection, information security, and the protection of information
infrastructure in critical infrastructure environments.

Keywords: federated learning, deep learning, cybersecurity, information security, cyberattack, cyber threats, data
protection, anomaly detection, critical infrastructure.

Kyapenko C.O., Himuu O.B., Makees LI, Anbkema B.B. Ainroputw™ criiikoi arperauii kJi€HTCbKHX OHOBJIEHb 1151
nporuaii arakam oTpyennst moesi (model poisoning) y denepaTuBHoMy HaBYaHHi. Y CTaTTi pO3WIIHYTO MpoOIeMy IPOTHIIT
arakaM THITy model poisoning y cucteMax QeneparuBHOro HaBdaHHs. [lokas3aHo, mo eram arperarii KJIi€HTCBKUX OHOBICHB €
KPUTHYHO BRXJIMBUM 3 IOy KiOepOes3neKH, OCKIIbKH CKOMIPOMETOBaHI KII€HTH MOXYTh ITepejaBaTi HABMHICHO CIIOTBOPEHI
JIOKaJIbHI OHOBJICHHS Ta BIUTMBAaTH HAa SIKICTh IM0OANBHOI Mozenmi. 3armporOHOBAaHO ANTOPHTM CTIMKOi arperamii KITi€HTCBKHX
OHOBJIECHB, SIKUH MOETHYE CTaHAapTHY Bary Fed Avg, 1o BpaxoBye po3Mip JIOKaIbHOTO HaOOpy JaHUX, 13 JOAATKOBUM KOe(ilieHTOM
HaJiifHOCTI OHOBIICHHS. [I7Is1 OIIHIOBaHHS HAAIHHOCTI BUKOPHCTOBYETHCS HOPMOBAHA €BKIIJIOBA BIICTAHb MK KII€HTCHKUM
OHOBJICHHSIM 1 pe(hepeHTHUM OHOBJICHHSIM, SIKE BU3HAYAETHCS SIK TIOKOMIIOHEHTHA ME/liaHa MHOXXHHH OTPHMAaHUX OHOBJIEHb. Takuii
IiAX1] Ja€ 3MOTY 3MEHIITyBaTH BIUIUB ITi03PLITNX a00 MOTEHIIHO OTPYEHNX OHOBIICHB Oe3 iX ’KOPCTKOTO BUKITIOUCHHS 3 TIPOIECY
arperamii. HaBemeno ¢opManbHUI ONMHC AJTOPHTMY, CXeMy HOro poOoTh, aHami3 OYiKyBaHOI ITOBEMIHKH JUISI THIIOBHX,
TeTePOTCHHUX 1 MO3piMnX KII€HTCHKUX OHOBJICHB, a TAKOX LIIOCTPAaTHBHUM YHCIIOBUH NMPUKIAN PO3PAXyHKYy pOOACTHHX Bar.
3anponoHOBaHUH MiAXix MOXKe OyTH BHKOPHCTAHHH JUIS IiJBHUINEHHS CTIMKOCTI CHCTEM MAIIMHHOTO Ta NIMOOKOrO HABYAHHS B
yMoBax Kibep3arpos, 30kpemMa st 3aXUCTy JaHUX Ta iHpopMariiiHoi iHGpacTpyKTypH 00’ €KTiB KpUTHIHOI iH(PpacTpyKTypH.

Kunrouosi ciioBa: deneparnBHe HaBUaHHS, INMOOKEe HaBUaHHS, KibepOe3neka, iHpopmamiiina Oe3mneka, kibeparaxa,
Kibep3arposu, 3aXUCT JaHUX, AETEKIis aHOMaiH, KpUTHIHA iHPpacTpyKTypa.

Introduction

Federated learning has become an important approach for building distributed machine learning
systems in environments where raw data cannot be centrally collected. This is especially relevant for critical
infrastructure, industrial Internet of Things, edge and fog computing systems, medical information systems,
transport networks, and other distributed environments with privacy, communication, and security
constraints. In such systems, client nodes keep their local datasets and transmit only model updates to the
central server.

However, the decentralized nature of federated learning introduces new cybersecurity risks. Since
the global model is formed by aggregating updates received from distributed clients, the reliability of these
updates directly affects the quality and security of the final model. If some clients are compromised, they
may send intentionally distorted updates that influence the global training process. Such attacks are
commonly referred to as model poisoning attacks.
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Therefore, the aggregation stage in federated learning should be considered not only as an
optimization procedure but also as a security-critical operation. The development of robust aggregation
algorithms capable of reducing the influence of suspicious or poisoned client updates is an important task
for improving the resilience of federated learning systems.

Problem Statement
At the t-th communication round of federated learning, the central server receives a set of local
updates from client nodes:
Ut = {Awf, Aw, ..., Aw}}, (1)

where Aw/ denotes the local update generated by the i-th client after training the current global model
w;on its local data.

Following the classical Federated Averaging scheme proposed by McMahan et al. [1], the next global
model is formed as follows:

n
Wi = We + Z a; Awy, (2)

=1

where a;is the standard aggregation weight assigned to the i-th client update. In classical FedAvg,
this weight usually reflects the relative size of the local dataset of the corresponding client.

The main vulnerability of this scheme is that the server cannot directly verify the correctness of each
local update, since the original client data remain decentralized. Therefore, the set U*may contain not only
legitimate updates but also anomalous or intentionally poisoned updates. If such updates are included in
aggregation without additional analysis, they may shift the global model toward incorrect decisions, reduce
its accuracy, or introduce hidden malicious behavior.

To reduce this risk, the standard FedAvg weight a;should not be used alone. It should be
supplemented with an adaptive reliability coefficient Bf, which reflects the estimated reliability of the
corresponding client update in the current communication round. As a result, the final robust aggregation
weight yfis introduced. This coefficient combines the dataset-size-based contribution of the client and the
estimated reliability of its update:

n
Wi = W + Z Yi Awf. 3)

=1

Thus, the scientific problem is to develop and justify an interpretable mechanism for transforming
the deviation of client updates from the reference update into adaptive aggregation weights. Such weights
should reduce the influence of suspicious or potentially poisoned updates while preserving the useful
contribution of legitimate client updates:

U' = (y{Aw, y30w3, ..., vEAws}. (4)

For legitimate updates, the final weight y}should preserve their useful contribution to the global
model. For suspicious or poisoned updates, this coefficient should reduce their influence. Therefore, the
task is to develop a robust client update aggregation algorithm that evaluates the deviation of each update
from the typical behavior of the majority of clients and uses this evaluation to form adaptive robust
aggregation weights.

Analysis of Recent Research and Publications

The basic principles of federated learning were formulated by McMahan et al. [1], who proposed the
Federated Averaging algorithm. In this approach, client nodes train a model locally and send only model
updates to the central server, where these updates are aggregated into a global model. This work became
the foundation for further research in decentralized and privacy-preserving machine learning.

A comprehensive overview of federated learning, its advantages, limitations, and open problems is
presented by Kairouz et al. [2]. The authors emphasize that federated learning combines distributed
optimization, communication efficiency, privacy protection, data heterogeneity, and security issues. These
factors are especially important in systems where clients differ in data quality, computational resources,
and reliability.
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The problem of unreliable or malicious participants is closely related to Byzantine-robust distributed
learning. Blanchard et al. [3] proposed Byzantine tolerant gradient descent and the Krum aggregation rule,
which selects updates that are most consistent with the majority of other updates. This approach
demonstrated that simple averaging is insufficient when some clients may behave maliciously.

Yin et al. [4] investigated Byzantine-robust distributed learning and considered robust statistical
aggregation rules, including coordinate-wise median and trimmed mean. These methods reduce the
influence of extreme or abnormal values during aggregation and are therefore important for protecting
distributed learning from faulty or malicious updates.

The specific problem of model poisoning attacks in federated learning was studied by Fang et al. [5].
The authors showed that even Byzantine-robust aggregation methods may be vulnerable to carefully
designed malicious local updates. Bagdasaryan et al. [6] investigated backdoor attacks in federated learning
and demonstrated that a malicious client can introduce hidden behavior into the global model while
preserving its normal performance on ordinary test data.

Further research on protection against local model poisoning attacks is presented by Lu et al. [7],
who considered methods for improving the robustness of Byzantine-robust federated learning. Alkhunaizi
et al. [8] proposed an approach for suppressing poisoning attacks based on analyzing distances between
local client updates. This idea is especially relevant for the present study, since it supports the use of update
deviation as a basis for adaptive weighting.

Previous studies related to anomaly detection, malicious node behavior, and compromised distributed
environments also form an important background for this work. In particular, works [9—11] address traffic
anomaly detection, protection against routing attacks, and prediction of node compromise in edge and fog
environments. These studies are relevant because a compromised node in federated learning can affect not
only communication processes but also the global machine learning model through poisoned updates.

Unresolved Aspects of the Problem

Despite significant progress in federated learning security, the problem of robust aggregation under
model poisoning attacks remains insufficiently solved. The standard FedAvg approach is efficient and
simple, but it assumes that client updates are generally reliable. If poisoned updates are included in
aggregation, they may directly affect the global model.

Byzantine-robust methods such as Krum, coordinate-wise median, and trimmed mean improve
resistance to abnormal updates, but they also have limitations. Krum is based on selecting an update that is
closest to the majority of other updates, but it may be vulnerable when malicious updates are carefully
adapted to appear similar to legitimate ones. Median and trimmed mean reduce the influence of extreme
values, but they do not always account for the overall effect of a suspicious update on the global learning
process.

Another unresolved issue is the balance between protection and preservation of useful information.
Complete exclusion of suspicious updates may be too rigid, especially in heterogeneous federated learning
environments where legitimate client updates can naturally differ from each other. Therefore, it is necessary
to use a more flexible approach that does not simply remove suspicious updates but reduces their influence
according to the degree of deviation from typical client behavior.

Thus, there is a need for a simple and interpretable robust aggregation algorithm that forms adaptive
weights for client updates. Such an algorithm should reduce the influence of potentially poisoned updates
while preserving useful information from legitimate clients and without requiring access to local client data.

Purpose of the Article

The purpose of the article is to develop a robust client update aggregation algorithm for counteracting
model poisoning attacks in federated learning.

To achieve this purpose, the study analyzes the aggregation stage as a security-critical procedure,
characterizes the threat of poisoned client updates, justifies the need for adaptive weighting during
aggregation, and proposes a method for calculating reliability coefficients Bfto reduce the influence of
suspicious updates on the global model.

Proposed Robust Client Update Aggregation Algorithm

Based on the problem formulation given in (1)—(4), the proposed algorithm aims to transform the
initial set of client updates U'into a weighted set U¢, in which the influence of suspicious or potentially
poisoned updates is reduced before aggregation. Unlike standard FedAvg, the proposed approach does not
rely only on the dataset-size-based client weight. Instead, it combines the classical FedAvg weight with an
additional reliability coefficient that reflects the deviation of the client update from the typical update
behavior in the current communication round.
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In classical FedAvg, the aggregation weight of the i-th client is determined by the relative size of its
local dataset:

a; :N, (5)

where n;is the number of training samples stored by the i-th client, and
n
N = 2 n ©6)
i=1

is the total number of training samples across all participating clients.

However, under model poisoning attacks, the size of the local dataset does not guarantee the
reliability of the corresponding update. A compromised client may have a large value of a;, but still transmit
a poisoned update. Therefore, the proposed algorithm introduces an additional reliability coefficient:

Bi € (0.1], (7

which characterizes the reliability of the i-th client update at the t-th communication round.
To calculate this coefficient, the server first determines the reference update for the set Udefined in
(1). The reference update is calculated as the component-wise median of all received client updates:
Awrtef = median(U?). (8)

The median is used because it is more resistant to extreme values than the arithmetic mean. Therefore,
Awf, scan be interpreted as an approximation of the typical update of the majority of clients.

To reduce dependency on the absolute scale of model updates at different stages of training, the
deviation of each client update from the reference update is calculated using the normalized Euclidean
distance:

£ Il AWit - AWﬁef Il
L

, 9
I Awfor 2+ € ©)

where ||-ll,denotes the Euclidean norm, and €is a small positive constant used to avoid division by
zero when the reference update norm approaches zero.

The value dfshows how strongly the update Aw/differs from the typical update behavior of the
majority of clients. A small value of dfcorresponds to a more reliable update, while a large value indicates
a potentially anomalous or poisoned update.

The reliability coefficient is then defined as a robust penalty function of the normalized deviation:

ﬁit = ! t" (10)

The form of the reliability coefficient in (10) is selected as a simple and interpretable robust penalty
function. It is not claimed to be globally optimal for all possible poisoning strategies. Instead, it is used
because it satisfies the key requirements of robust aggregation in the considered setting. First, the coefficient
is bounded in the interval 0 < p! < 1, so it cannot increase the influence of any client update above its
original FedAvg-based contribution. Second, it is a monotonically decreasing function of the normalized
deviation df, which means that updates with larger deviation from the reference update receive lower
reliability. Third, the function implements soft down-weighting rather than hard exclusion, which is
important in non-1ID federated learning environments where legitimate client updates may naturally differ
from each other.

From a practical point of view, the use of (10) makes it possible to control the influence of suspicious
updates without introducing a rigid rejection threshold. When df = 0, the reliability coefficient reaches its
maximum value, and the corresponding update is not penalized. As d}increases, the reliability coefficient
decreases smoothly, which limits the influence of strongly deviating updates. Therefore, the proposed
coefficient provides a stable transformation of the deviation score into an aggregation weight correction.

If stronger or weaker penalization is required in a practical implementation, the same function can
be extended by introducing a sensitivity parameter A > 0, for example in the form pf = 1/(1 + Ad}). A
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smaller value of Aprovides softer penalization and is more suitable for highly heterogeneous non-IID data,
whereas a larger value of Asuppresses strongly deviating updates more aggressively. In the present study,
A = 1is used as a neutral baseline value in order to keep the algorithm lightweight and avoid introducing
an additional hyperparameter.

If the client update is close to the reference update, the normalized deviation is small and pfis close
to 1. In this case, the update almost preserves its original FedAvg-based contribution. If the update
significantly deviates from the reference update, pfdecreases and the influence of this update on the global
model is reduced. Thus, the proposed coefficient acts as a smooth reliability-based correction of the
standard aggregation weight.

The final robust aggregation weight y}, introduced conceptually in (3)—(4), combines the standard
FedAvg weight a;and the reliability coefficient Bf:

t aiﬂit
Vi = n .
t
:E:. a; Bj
Jj=1

This normalization is also important for stability, because it prevents the total contribution of all
client updates from changing after reliability correction. As a result, the proposed method redistributes the
aggregation weights among clients according to their estimated reliability, but preserves the general
weighted-averaging structure of FedAvg

(11)

n
¥i =1 (12)
i=1
As a result, the robust aggregation rule has the following form:
n
W =wet ) yibwh(13)
i=1

Thus, the proposed algorithm does not replace the standard FedAvg weighting mechanism.

Start )

A

> Step 1: Receive client updates U*
(Eq. 1) J
- y P
Step 2: Calculate standard FedAvg weights a;
{ (Egs. 5, 6)
v

Step 3: Determine the reference update Aw, |
(Eq. 8)
Y

Step 4: Estimate normalized deviation d! |
(Eq. 9) J
v ~
Step 5: Calculate reliability coefficient g |
(Eq. 10) |
v ~
Step 6: Form final robust weights y{ ‘
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: Step 7: Update the global model w. ‘
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C

4

Step 8: Send the updated model to clients ‘

v

No Are training rounds
completed?
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‘ , )
{ End )

Fig. 1. General workflow of the pfoposed robust client ﬁpdate aggregation algorithm
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It preserves the basic weight a;, which reflects the amount of local data, and modifies it by the
reliability coefficient 5, which reflects the abnormality of the corresponding update. This makes it possible
to reduce the influence of poisoned updates while preserving the useful contribution of legitimate clients.

The general workflow of the proposed robust aggregation algorithm is shown in Fig. 1. The diagram
provides a high-level representation of the server-side aggregation procedure during one communication
round. In contrast to Algorithm 1, which summarizes the main computational steps,

Figure illustrates the overall logic of the process, including the receipt of client updates, reliability-
based weight correction, global model update, and transition to the next communication round.

The detailed sequence of operations corresponding to Fig. 1 is described below. The algorithm is
executed by the central server at each communication round of federated learning and uses the mathematical
relations introduced in (1)—(13). Its main idea is to preserve the classical FedAvg logic through the dataset-
size-based weight «;, while additionally reducing the influence of suspicious updates through the reliability
coefficient Bf. To avoid scale dependency, the deviation of each update is evaluated using the normalized
Euclidean distance introduced in (9).

Algorithm 1. Robust client update aggregation under model poisoning attacks

Input: current global model w,; set of client updates U*; local dataset sizes of participating clients;
small positive constant €.

Output: updated global model w; ;.

Step 1. Calculation of FedAvg weights.The server calculates the standard dataset-size-based
FedAvg weights a;according to (5)—(6).

Step 2. Determination of the reference update.The reference update Aw/, fis calculated according
to (8) as the component-wise median of all received client updates.

Step 3. Estimation of normalized deviation.For each client update, the normalized deviation
dffrom the reference update is calculated according to (9). Normalization by || Aw}, £ I+ ereduces
dependence on the absolute scale of model updates.

Step 4. Calculation of the reliability coefficient.For each client update, the reliability coefficient
Blis calculated according to (10). Smaller deviations correspond to higher reliability, whereas strongly
deviating updates receive lower reliability values.

Step 5. Formation of robust aggregation weights.The standard FedAvg weight a;is combined with
the reliability coefficient Bf, and the result is normalized according to (11)—(12). The obtained coefficient
vFis used as the final robust aggregation weight.

Step 6. Global model update.The global model is updated according to the robust aggregation rule
given in (13). As a result, updates with higher estimated reliability preserve a larger contribution, while
suspicious or potentially poisoned updates have reduced influence.

The proposed algorithm applies soft down-weighting rather than direct exclusion of suspicious
updates. This is important for heterogeneous federated learning environments, where legitimate client
updates may naturally differ from each other. The use of normalized deviation makes the reliability
estimation less dependent on the absolute scale of model updates at different training stages.

Expected Algorithmic Behavior under Different Client Regimes

The expected behavior of the proposed robust aggregation mechanism can be analyzed using the
mathematical properties of (9)—(11). Since the final aggregation weight ¥/ depends on both the standard
FedAvg weight a;and the reliability coefficient Bf, the influence of each client update is adjusted according
to its deviation from the reference update of the current communication round. This makes it possible to
distinguish three typical client behavior regimes.

Regime 1. Typical client updates (df -0 )

If a client update is close to the reference update, its normalized deviation dfremains small.
According to (10), the reliability coefficient Bfapproaches 1. In this case, the final robust aggregation
weight yfremains close to the standard FedAvg weight a;. Therefore, the useful contribution of a legitimate
client is preserved, and the proposed algorithm behaves similarly to classical FedAvg for updates that
correspond to the typical behavior of the majority of clients.

Regime 2. Heterogeneous but legitimate client updates (df is moderate).

In non-IID federated learning environments, legitimate clients may naturally generate updates that
differ from the reference update because their local data distributions are not identical. In this case, the
normalized deviation dftakes a moderate value. The reliability coefficient 5f = 1/(1 + df)decreases
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smoothly, which leads to a proportional reduction of the final aggregation weight yf. Thus, the update is
not removed from the aggregation process, but its influence is bounded. This behavior is important because
it allows the algorithm to preserve useful information from heterogeneous clients while reducing the risk
of excessive influence from strongly divergent updates.

Regime 3. Suspicious or poisoned client updates (df is large).

If a compromised client submits a poisoned update, for example through additive noise, sign-
flipping, or another distortion strategy, the update may significantly deviate from the reference update. In
this case, the normalized deviation dfincreases, and the reliability coefficient B} decreases according to
(10). As a result, the final aggregation weight yassigned to this update is reduced. Therefore, the proposed
algorithm limits the ability of suspicious updates to shift the global model w;,in an undesirable direction.

The described behavior shows that the proposed algorithm implements a soft weighting strategy
rather than rigid filtering. Typical updates preserve their influence, moderately divergent updates are
partially down-weighted, and strongly anomalous updates receive a significantly lower contribution to the
global aggregation. This is consistent with the requirements of federated learning, where the server should
improve robustness against model poisoning attacks without direct access to local client data.

The proposed mechanism assumes that the majority of participating clients in a communication round
behave correctly. If the majority of updates are poisoned or if malicious clients generate updates that closely
imitate the reference behavior, additional detection mechanisms, such as cosine similarity, historical
reputation, or validation-based checks, may be required. However, within the considered setting, the
proposed normalized deviation-based weighting provides a simple and interpretable way to reduce the
influence of anomalous client updates.

Therefore, the proposed reliability coefficient should be interpreted as a robust heuristic weighting
mechanism rather than as a universally optimal estimator. Its stability follows from its boundedness,
monotonicity, normalization within the final aggregation weights, and reliance on the median-based
reference update, which is less sensitive to extreme values than the arithmetic mean

The expected behavior of the proposed weighting mechanism is summarized in Table 1. It shows
how the normalized deviation dfaffects the reliability coefficient Bfand, consequently, the final robust

aggregation weight y}.
Table 1. Expected behavior of the proposed robust weighting mechanism
Client Update oy ¢ Reliability Impact on Final
Characteristic Deviation d; Coefficient Bf Weight y! Expected Effect
Close to the Low (df - 0) Low (df - 0) Vi = Preservation of
reference update the useful
contribution of a
legitimate client
Moderately Moderate Moderate Slightly reduced Balancing
divergent update robustness with
data heterogeneity
in non-11D
environments
Strongly divergent | High (df » 1) Low (Bf - 0) Significantly Limitation of the
or suspicious reduced influence of
update potentially
poisoned updates

As shown in Table 1, the proposed algorithm does not apply rigid exclusion of client updates. Instead,
it provides gradual reduction of their influence depending on the normalized deviation from the reference
update. This allows the aggregation procedure to preserve useful contributions from legitimate and
heterogeneous clients while limiting the impact of suspicious or potentially poisoned updates.

To clarify the position of the proposed algorithm among existing aggregation approaches, it is useful
to compare it with several commonly used robust aggregation methods in federated learning. Standard
FedAvg provides efficient aggregation but does not include a mechanism for reducing the influence of
poisoned updates. Median, trimmed mean, and Krum-based approaches improve robustness, but they may
either ignore the dataset-size contribution of clients or apply relatively rigid filtering rules. In contrast, the
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proposed algorithm preserves the FedAvg weighting logic and supplements it with an adaptive reliability

coefficient.

Table 2. Comparison of aggregation methods in federated learning

local dataset size

may strongly influence
the global model

Aoorcoation method Main principle Limitation under model | Advantage of the
gereg princip poisoning proposed algorithm
Weighted Av&fi(ilrln grlzlrmesili tzlslz‘?t The dataset-size weight is
FedAvg averaging based on £ additionally corrected by

the reliability coefficient

Coordinate-wise

Uses median
values of update

May ignore the relative
importance of clients

The proposed method
preserves FedAvg

Trimmed mean

update values
before averaging

remove useful
heterogeneous updates

median with different dataset weighting while reducing
components . .- .
sizes suspicious influence
Removes extreme Rigid filtering may The proposed method

reduces influence
gradually instead of direct

exclusion
Selects the update May be vulnerable to u;gzg§fa2?eﬁ tlil;eﬂ;?iu
Krum closest to the adaptive poisoning undates bé; se dgon
majority of updates strategies p

normalized deviation

Proposed algorithm

Combines FedAvg
weight a;with
reliability

Assumes that the
majority of clients are
not compromised

Provides simple,
interpretable, and scale-
normalized robust

coefficient Bf aggregation

As shown in Table 2, the proposed algorithm combines the advantages of FedAvg and robust
aggregation methods. It preserves the dataset-size-based weighting principle of FedAvg, but additionally
introduces a reliability-based correction of each client update. Therefore, suspicious updates are not
excluded directly, but their influence on the global model is reduced according to their normalized deviation
from the reference update.

The proposed algorithm should be considered as a lightweight and interpretable robust aggregation
mechanism. Its main limitation is the assumption that the majority of client updates in a communication
round represent legitimate behavior. More complex coordinated attacks may require additional verification
mechanisms, such as historical client reputation, validation-based checks, or cosine-similarity-based
direction control.

Numerical Example of Robust Weight Calculation

To illustrate the operation of the proposed aggregation mechanism, consider a simplified
communication round with three illustrative synthetic client updates. Two updates are assumed to be close
to each other and represent typical client behavior, while the third update is intentionally distorted and
imitates a poisoned update.

Let the client updates be defined as follows:

Awf = (0.10, 0.20),
Aw} = (0.12, 0.18),
Awi = (2.00, — 2.00).

For simplicity, assume that all clients have equal local dataset sizes. Therefore, their standard FedAvg
weights are

1
a1=0(2=a3=§.

According to (8), the reference update is calculated as the component-wise median of the received
updates:

Aw;,; = median(U*) = (0.12, 0.18).
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Then, according to (9), the normalized deviation of each update from the reference update is
calculated using the L,norm. The reliability coefficient is then determined by (10), and the final robust
aggregation weight is obtained according to (11). The results are presented in Table 3.

Table 3. Example of robust aggregation weight calculation

Client Client update FedAvg Normalized Reliability Final weight
Awf weight a; deviation df coefficient Bf | yf

G (0.10, 0.20) 0.333 0.131 0.884 0.452

G (0.12, 0.18) 0.333 0.000 1.000 0.512

G (2.00, -2.00) 0.333 13.311 0.070 0.036

As shown in Table 3, in the standard FedAvg scheme all three clients would have the same
contribution to the global model because their dataset-size-based weights are equal. However, the third
update strongly deviates from the reference update. As a result, its reliability coefficient decreases to 0.070,
and its final aggregation weight y£decreases from 0.333to 0.036..

This example demonstrates the main effect of the proposed algorithm: a suspicious update is not
directly removed from the aggregation process, but its influence on the global model is significantly
reduced. At the same time, the updates that are close to the reference behavior preserve most of their
contribution. Therefore, the proposed robust weighting mechanism provides a soft and interpretable way to
limit the impact of potentially poisoned client updates.

Conclusions.

This paper proposes a robust client update aggregation algorithm for counteracting model poisoning
attacks in federated learning. The developed approach focuses on the aggregation stage, where malicious
or compromised clients may influence the global model by transmitting distorted local updates.

The main feature of the proposed algorithm is the combination of the standard FedAvg weight «a;,
which reflects the relative size of the client’s local dataset, with the reliability coefficient Bf, which reflects
the degree of deviation of the client update from the reference update in the current communication round.
As a result, the final robust aggregation weight ytakes into account both the amount of local data and the
estimated reliability of the corresponding update.

The reliability coefficient is justified as a bounded and monotonically decreasing penalty function of
the normalized deviation, which provides stable soft down-weighting of suspicious updates without their
direct exclusion from aggregation.

To estimate the reliability of client updates, the algorithm uses the component-wise median as the
reference update and calculates the normalized Euclidean distance between each client update and this
reference value. The use of normalized deviation reduces dependency on the absolute scale of model
updates, which is important at different stages of training, when update magnitudes may significantly
change.

The proposed algorithm does not require access to local client datasets and therefore preserves the
basic principles of federated learning. Suspicious updates are not directly removed from the aggregation
process; instead, their influence is adaptively reduced according to the reliability coefficient. This makes
the algorithm suitable for heterogeneous federated learning environments, where legitimate client updates
may naturally differ from each other.

The expected behavior of the algorithm shows that typical client updates preserve their contribution
to the global model, moderately divergent updates are softly down-weighted, and strongly anomalous or
potentially poisoned updates receive significantly lower aggregation weights. The illustrative numerical
example confirms that a strongly deviating update can have its final aggregation weight substantially
reduced compared with standard FedAvg.

Thus, the proposed algorithm provides a simple, interpretable, and lightweight mechanism for
increasing the robustness of federated learning against model poisoning attacks. Further research should
focus on experimental validation of the proposed approach using benchmark federated learning datasets,
comparison with FedAvg, Krum, coordinate-wise median, and trimmed mean aggregation methods, and
extension of the reliability assessment mechanism by incorporating cosine similarity, historical client
behavior, or validation-based checks.
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