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TepHOMiNbCHKUI HALTIOHANILHUM TEXHIYHUH yHiBepcuTeT iMeHi [Bana [Tysrost

JOCJIIXKEHHSI METOJIIB TA 3ACOBIB IH®@OPMAIIMHOI BE3IIEKA XMAPHHUX
IT CEPEJOBUII

Bigok O.B., Mapuenko C.B. lociaizxkenHs MeToiB Ta 3aco0iB iHdopmaniiinoi 6e3nexu xmapHux IT cepenouur. Y
CTaTTi IPOBEJICHO aHAI3 OCHOBHHX 3ac00iB Ut o0y noBH 3axucTy xmapHux IT cepemoBui, Ha OCHOBI 3arpo3 Ta BPa3IUBOCTEH,
XapaKkTepHUX I XMAapHHUX TEXHOJOTiH, TaKMX SK HECAHKIIIOHOBAHWH NOCTYI, BHUTIK JaHWX, aTaKW Ha PIBHI JOAATKIB Ta
iHppacTpykTypu. Jlo OCHOBHHMX HAmpsSMKIB [OCII/UKEHHS METOAIB 3axucTy xmapHux [T iHdpacTpykTyp BimHOCSTBCS:
muppyBaHHS MaHHUX, OararoakTOpHA ayTeHTH(IKAlis, YIPaBIiHHS JOCTYIIOM, MOHITOPHUHT Ta ayIOuT O€3IeKH, MepekeBa
Oesmexa Ta Oe3meka MOAaTKiB. BpaxoByrounm CydacHi TEHCHIII PO3BHTKY TEXHOJOTiH iH(opMariifHoi Oe3nekn, B KOHTEKCTI
3pOCTAIOUO] MOITYISIPHOCTI XMAPHUX PIllIeHb, PO3KPHUTO MUTAHHS POJIi MPOBAIEPiB XMAPHUX TOCIYT y 3a0e3nedeHHi Oe3neKkn Ta
iX BimMOBimanbHICTh. HaBemeHO pexoMeHmamii Mmoo BHOOPY Ta BIPOBAHKEHHS €PEKTUBHUX 3aCO0IB 3aXHCTY VIS PI3HUX THUITIB
XMapHHUX CEPElOBHIN, 30KpeMa MPHBATHUX, MyOmivyHuX Ta ribpumaHux xmap. OKpeMHM HampsMKOM JOCTIPKCHHS BHIUICHO
BHUKOPHCTAHHS IiIX0/[iB aBTOMATH3ALIi] 10 pO3rOPTAaHHS Ta KEPYBaHH XMaPHOIO iHPpacTpyKTyporto. 3acobu aBToMaTu3anii JaloTh
MOXJIMBICTB 3 Jlonomororo miaxoxy Infrastructure as a code (IaC), chopmyBatu omuc iHppacTpykTypu y Gopmati Koy, TaKUM
YUHOM 3a0e3neunTH 30epekKeHHs pe3epBHUX Komii eneMeHTiB xmapHoi IT iH¢pacTpykTypu i mBuHakoro ii po3ropTaHHS.
Inrerpamis enementiB Continuous Integration/Continuous Delivery (CI/CD) no maHOro miaxoxy HO3BONSE BHKOHYBATH
TECTYBAaHHS EJICMEHTIB IH(PACTPYKTYpH Nepen pO3rOpTaHHSIM UM BHECEHHS HOBOI KOH(QITypamii, a TakoX IepeBipsTH
BiJITIOBITHICTH iX MOJITHKAM iH(OpPMALiiTHOT OE3MEeKH.

KnrouoBi ciaoBa: indopmamiiina Oesmeka, Xxmapa, ayTeHTH(IKalis, MepexeBa Oe3leKa, YIPaBIiHHSI IOCTYIIOM,
GararogakTopHa ayTeHTH(DIKaIis.

Bidiuk O., Martsenko S. Methods and tools of the information security IT cloud infrastructure. The article analyses
the main tools for building protection for cloud IT environments, based on threats and vulnerabilities typical for cloud technologies,
such as unauthorized access, data leakage, attacks at the application and infrastructure levels. The main areas of research into
methods for protecting cloud IT infrastructures include data encryption, multi-factor authentication, access management, security
monitoring and auditing, network security and application security. Based on current trends in the development of information
security technologies, in the context of the growing popularity of cloud solutions, the issue of the role of cloud service providers
in ensuring security and their responsibility is revealed. Recommendations are given for the selection and implementation of
effective protection tools for different types of cloud environments, in particular private, public and hybrid clouds. A separate area
of research is the use of automation approaches to deploying and managing cloud infrastructure. Automation tools make it possible,
using the Infrastructure as a code (IaC) approach, to form a description of the infrastructure in code format, thus ensuring the
preservation of backup copies of cloud IT infrastructure elements and its rapid deployment. The integration of Continuous
Integration/Continuous Delivery (CI/CD) elements into this approach allows testing of infrastructure elements before deployment
or introduction of a new configuration, as well as checking their compliance with information security policies.

Keywords: information security, cloud, authentication, network security, access control, multi-factor authentication.

IHocTanoBka npodiaemu

VY cyuacHomy cBiti xmapHi [T cepenoBuiia cTaroTh Bce OUITbIN MOMYJISPHUMH 3aBISKUA CBOIN
THYYKOCTI, MacIiTabOBaHOCTI Ta EKOHOMIUHiH eekTuBHOCTI. OIHAK, Pa30M 13 3pOCTaHHIM BUKOPUCTAHHS
XMapHHUX TEXHOJOTiH, BUHUKAE 3HAYHA KUIBKICTh MpoOieM, MoB's3aHuX i3 iHPOpMaLiifHOIO 0e3MeKoIo.
OcCHOBHI 3arpo3u BKJIIOYAIOTh HECAHKLIOHOBAHUH JOCTYI [0 JaHUX, BUTIK KOH(iAeHIiHOT iHpopMaii,
aTakl Ha PIBHI MOJATKiB Ta 1H(pacTpyKTypH, a Tako) BHYTPILIHI 3arpo3d BiJl KOpPHCTyBayiB abo
anMiHicTparopiB [1]. BpaxoByrounm KpUTHUHICTb NaHMX, IO 30epiraroTbcs y XMapi, Ta HOTEHLIHHI
HACIIIKM iX KOMIIpOMeTalii, muTanHs iHpopMaliiiHoi 6e3neku HaOyBae 0cOOIMBOI aKTyaIbHOCTI.

Y po6OTi MPONOHY€ETHCS MPOBECTH:

- JOCH/KEHHS Cy4acHHMX METOHIB Ta 3aco0iB iH¢opmauiiinoi Oesmeku (Ib) xmapuux IT
CEepEIOBHIL], B TOMY YHCIIi 3 BUKOPUCTAHHSM IT1IX0/1iB aBTOMAaTH3allii pO3rOPTaHHS Ta KEPyBaHHS XMapHOIO
IT indpacTpykryporo;

- anami3 pusukiB Ib Ta MeTOMM MiABUINECHHS i PiBHS JJIS TOJATKIB Ta KOMITOHEHTIB XMapHHX
TEXHOJIOT1H [2].

Po3B's3anns npoGiiemu iHpopmaniiinoi 6e3nexku xmMapHux [T cepenoBui Mae Barome 3Ha4€HHS SIK
JUTST HAYKOBHX JIOCII/DKCHb, TaK 1 JIUIsl MPAaKTUYHOI peaiizamii. HaykoBi 3aBaHHs BKIFOYAOTh PO3POOKY
HOBHUX alTOPUTMIB IIH(pYBaHHS, METOMIB ayTeHTHU(]iKamii Ta aBTOpHM3alii, a TaKoX MoJesei
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nporao3yBaHHs 3arpo3 [3]. [IpakTuuHi 3aBAaHHS 30CEepe/KEHI Ha BIPOBAKEHHI e(DEKTHBHHUX 3ac00iB
3aXHCTy, TaKUX SK OaratoQakTopHa ayTeHTHU(IKalis, yNpaBiiHHS JOCTYIIOM, MOHITOPUHI Ta ayAHT
Oe3neku, MepekeBa Oesneka. KpiM Toro, BaJIMBOIO € poiib MPOBaiAEPiB XMapHUX MOCIYT y 1M0o0yI0Bi
KOMIUJIEKCHOT O€3MeKH, IO BUMAara€ BiJi HUX TOCTIMHOTO OHOBJEHHS Ta BIOCKOHAJICHHS 3aXHUCHHX
MexaHi3MiB. BupilleHHS OUX 3aBJaHb CIPHATUME IIJIBUILEHHIO JOBIPM KOPUCTYBadiB 10 XMapHHUX
TEXHOJIOTIM Ta 3a0e3ledyeHHI0 iX 0e3mepeOiitHoT poOOTH, M0 € KIOYOBUM (DAKTOPOM MJis YCIINTHOTO
PO3BUTKY IU(POBOT EKOHOMIKH Ta 3pOCTAHHS IHHOBAI[IHHUX TEXHOJIOTIH.

AHaJI3 OCTaHHIX J0CTiTKeHb | myOaikanii

XmMapHi npoBaiiiepy HafaloTh cepBicu it noOyaoBu IT iHPpacTpyKTypH, SKi CKIaJar0Th COOOI0
KOMITJIEKCHE PillIeHHs], 110 0a3yeThcs HAa BUMorax iHdopMaliifHoi 6e3nexkn. XMapa npalioe Ha cepBepax y
LEHTpax OOpOOKHM HaHWX, sIKi MPEACTaBJICHI AJS KIi€EHTa YM KOPUCTyBada miardopMoio 3 HabOpoM
miaroroBneHnx Ta HajamrtoBaHuxX IT cepsiciB [4]. 3maTHICTP IIBHIKO HAJAaBaTH, HAJAIITOBYBAaTH Ta
3axXHIIaTH PECYpPCH 3a JOMOMOTOI0 XMAapHHUX MPOBaiAepiB cTana KIIoYeM A0 HaA3BUYaHOIo YCHixXy Ta
cKJIagHOCTI cyyacHux miaxoziB DevOps ta Serverless.

XMapHa iHpPacTpyKTypa CKIaJaeThCs 3 OOHOTO ab0 Oinblie BipTyalbHUX NMPUBATHUX CETMEHTIB
(Virtual Private Cloud), sixi mpeacraBieHi TpbOMa OCHOBHHMH apXiTEKTYpHUMH KOMIIOHEHTaMH, IO
300paskeHi Ha pUCYHKY 1.

1. Oo6uucmoBansHuil koMoHeHt (Compute).
2. Mepexesuit kommoneHt (Networking).
3. Kommnonent 36epiranns ganux Storage.

Cloud components

1 ' Compute N7

2 ‘ Networking

Puc. 1. Komnonentu xmapnoi IT inppactpykrypu

OOuncnioBaIbHUI KOMIIOHEHT SBIJIsi€E cO00I0 Habip pecypciB Ta cepBiciB, AKki 3a0e3meuyroTh
BUKOHAHHS Mporpam i oOpoOKy mAaHuX. BipTyamizawis € KJII0UOBOIO TEXHOJIOTIEO, SIKa po3aiisie QisuyHi
pecypcH Ha KijbKa BIpTyaJIbHHX €K3eMIULSIpiB, 3a0e3Meuy0un THYUYKICTh i e()eKTHBHICTh BUKOPUCTAHHS
[5].

Kontelinepyn, sk THy4YKi cepelOBMINA BUKOHAaHH:, 3a0e3MeuyroTh LIBHIKE PO3TOPTAaHHS Ta
130110 JOAATKIB, IO € BAXKIUBUM U cydacHuX DevOps mpakTtuk. XMapHi npoBaiiepy IpONoOHYIOTh
pizHomanitHi Compute cepsicy, Bif laaS (in¢gpactpykrypa gk nociyra) go PaaS (mnardopma sik mociyra),
IO J/I03BOJISIE KOPHUCTyBauaM BHOWpPAaTH ONTHMANIbHI PIilIEHHS A CBOIX 3aBJaHb. ABTOMAaTH3aLlis
YIpaBIiHHSA OOYMCIIOBATEHUMH pECYpCaMH € KPUTUYHOIO JIsl 3a0e3neueHHs Oe3nepebiifHOi poboTH Ta
IBUAKOTO MaciuTaOyBaHHs [6]. bamaHCcyBaHHS HaBaHTa)KEHHS 1 OpKeCTpalisi pecypciB AONOMAararoTh
ontuMizyBatd BHKopHucTanHA Compute TOTYXHOCTEH, 3a0e3ledyroun BHCOKY MAOCTYIHICTH 1
MPOAYKTHBHICTb.

Taxox Compute cepBicH, JaIOTh MOXKJIMBICTE BUKOPUCTAHHS MiAX0AY 0Oy 10BU iHQPACTPYKTYPH,
KU Ha3uBaeThCs cepBepH Oe3 cepBepa (Serverless) [7]. Hanuil migxin m1o3Bojsie BUKOHYBaTH Ko Oe3
HEOOXiAHOCTI YNpaBJIiHHS CEpPBEPHOIO 1H(pacTpyKTyporo uu KoHTelHepamu. Compute cepBic Bimirpae
OJIHy 3 OCHOBHHX pOJICH Yy MIATPUMII PI3HOMAaHITHUX Oi3HEC-TPOIIECIB 1 TEXHOJIOTIYHUX 1HHOBAIIIM,
3a0e3neuyoun eeKTUBHE YIPaBIiHHA 1 00poOKy maHux [8].

Mepexesuii komnoneHT (Networking) 3a0e3neuye 3'enHaHHs 1 mepenady JaHUX MK PI3HUMHA
00YHCITIOBaJIbHUMHU pecypcaMu Ta KopucTyBadamu. CepBic CKIafgaeTbcsi 3 BIPTyalbHUX MEPEK,
MapuipyTu3aiii, OaxaHCyBaHHS HaBaHTaKEHHS 1 YyOpaBmiHHS TpadikoM Ta HaJae MOKIUBICTD
OpraHizoByBaTH KOMYHiKallito B xmapi. Bipryansni npuBaTtai Mepexi (VPN) HanatoTs Oe3neuHuii JOCTyI
0 XMapHHUX pecypciB yepe3 3amm@poBaHi KaHAIM, IO € KPUTUYHUM Ui 3axUCTy AaHux [9].
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BanancyBaHHs HaBaHTaXEHHS PO3MOALISIE BXiZHMNA Tpadik MK KiIbKOMa CEpBEpPaMH, ONTUMI3yIOUH
MPOAYKTHBHICTH 1 320€3MeUyI0YH BUCOKY JOCTYIMHICTh goaaTkiB. Ciry:x6u nomennux imesn (DNS) B xmapi
YIpaBISIIOTE pO3B'sI3aHHAM iMeH B [P-anpecu, moseruryroun 10cTyIl 10 pecypcis.

ABTOMaTH3alisg MEPEKEBUX MPOIECiB, BKIIOYAIOUYM KOH(DIrypawlilo i MOHITOPUHT, IO03BOJIIE
LIBUIKO aJaNTyBaTHCS 10 3MiH y HaBaHTa)KEHHI Ta BUMorax. besneka Mepexi B XMapi OXOIUTIOE 3aXHUCT
Bin DDoS-atak, KOHTponb AOCTYmy 1 MUQpYBaHHS [NaHUX, Ta € BAXKIMBHUMHU [Js 3arnoOiraHHs
HECAaHKLIOHOBAaHOMY [IOCTYITy. IHTerpamisi MepexeBHX CEpBiCiB 3 IHIIMMU KOMIIOHEHTaMH XMapHOI
iHppacTpyKTypH, Takumu sik Compute i Storage, 3a0e3nedye KOMIUIEKCHE YIIPaBIiHHA i B3aEMOIIIO.

Omxe, cepBic Networking, Hajjae MOXKIIMBICTh IIBUIKOI 1 HaJIIHHOI epeaayi JaHUX MiX Pi3HUMH
1H(QPaCTPYKTYpHUMH KOMIIOHEHTaMH XMapHO1 iHPpacTpyKTypH, 10 3a0e3neuye ix Oe3nepediiiHy podoty
[10,11].

KommnonenT 30epiranns nanux Storage BUKOHY€ (QyHKIiIo 30epiranHs JaHuX y pi3HUX Qopmarax i
o0csrax, MATPUMYIOUX TOCTYIHICTH 1 MacIITabOBaHICTh, IO BKJIFOYAE 00'€KTHE, OJIOKOBE Ta (haiiioBe
30epiranHs, KOXXKHE 3 SKMX Mae cBoi cnenu@ivyi 3actocyBaHHA 1 mepeBarn. O0'ekTHe 30epiraHHs
3a0e3neyye po3MillleHHs BEIMKUX 00CATIB JaHUX y BUTIAAL 00'ekTiB. biokoBe 30epiraHHs Hagae€ HU3bKY
3aTPUMKY 1 BUCOKY HMPOIYKTHUBHICTb, IO MiAXOAUTH I 0a3 TaHHX 1 TONATKiB, AKi BUMAraloTh IIBUAKOTO
noctyny ao nanux|12]. ®aiinose 30epiranus siBisie co00r0 cepBic A opraHizamii CIiIbHOIO AOCTYIY 0
(aiiniB uepes Mepexy, 0 pOOUTH HOro KOPUCHUM IS CHIJIBHOT pOOOTH 1 30epiraHHs JaHUX JOJATKiB.

XMapHi mpoBaiiiepu TakoX HaJaloTh aBTOMAaTH30BaHi PIiLlICHHS IS PE3EPBHOTO KOMIIOBaHHS Ta
BiJHOBJICHHS JJaHWX, 3a0€3Medyl0uYH 3aXWUCT BiJl BTpaT i HOMIKOMKEHb. MacmrTaboBaHiCTh XMapHOTO
30epiranHs JO3BOJISE JIETKO 301MbIIyBaTH ab0 3MEHIIYBaTH OOCATH 30epiraHHs BiAMOBiAHO A0 MOTPeO
0i3Hecy, 0e3 HeoOXimHOCTI iHBecTyBaTH B (ismyHe oOnagHaHHs. besneka 30epiraHHs AaHUX BKIIOYAE
mH(pyBaHHS, KOHTPOJIb TOCTYITY 1 ayAWT, UI0 € KPUTUYHUMH AJIS 3aXUCTy KOH(]ineHuiiHoi iHpopmarii
[13].

Ha pucynky 2, 300paxena 3aranpHa cxema xmapHoi [T indpactpykrypu Ha npukiagi Amazon

F‘ Region

Web Service (AWS).
=

Backup Storage
Amazon RDS Amazon RDS : <—>@
Read Replica Primary Amgzon EC2 : Ama:on s3

PuBlic subnet Public subnet

> (A > N T N
b | b > DH ; < |
b > 5

NAT Gateway NAT Gateway

Puc. 2. 3aranpua cxema xmapaoi [T ingpactpykrypu [14]

Ho Compute xommoHeHTiB Hanexxkath Amazon EC2 ta Amazon RDS, mo sBistoTh cO00F0O
BiJTNOBIAHO, BipTyasibHi cepBepu Ta 0a3u nanux. NAT Gateway BimHOCHTBCS 10 KOMIIOHEHTY Networking.
Storage KOMIOHEHT NpeacTaBaeHu y BUMIIsii Amazon S3 ta Backup Storage.

[Ipoanani3yBaBIIM BIACTHBOCTI Ta (yHKLiiI KOMIOHEHTiB XMapHoi IT iHdpacTpyKTypH, MokeMo
y3arajgbHUTH, 10 aKTUBHUH PO3BUTOK 1 PI3HOMaHITHICTh XMapHHUX TEXHOJIOTiH Ta KOMIIOHEHTIB 3a0e3meuye
THY4YKiCTh, MAacIUTa0OBaHICTb 1 e(eKTUBHE yNpaBliHHA pecypcaMu, JO3BOJIIOYM OpraHizalisiMm
30CepeIUTHCS Ha CBOiX Oi3Hec-3aBmaHHsIX [15.16].
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BukopuctaHHs WiAXOAIB aBTOMAaTW3alii A0 PO3rOpTaHHs Ta KepyBaHHA xmapHoio IT
1HPPACTPYKTYPOIO € BAXKIIMBUM aCIIEKTOM CY4aCHHX TE€XHOJIOT1MH, IO T03BOJISIE MiABUIINTH €()EKTHBHICTD,
THYYKICTh Ta HaJiHICTh yIpaBiIiHHS pecypcamu. JlaHi miaxoan BKIIIOYalOTh B ce0e BUKOPUCTaHHS 3aC00iB
Ta METOJIB, SIKi aBTOMATU3YIOTh MPOLIECH PO3rOpTaHHs, KOH(Irypalii, MOHITOPHHTY Ta MacIITaOyBaHHS
XMapHHUX cepBiciB [17].

[TpoBeneHo aHani3 miaxoAiB Ao aBToMaru3anii xmaproi IT iHppactpykrypu [18]. Bukopucranns
iHCTpYMeHTIB iHppacTpykTypH sk kony (IaC) mo3Bossie onmucyBaTH Ta KepyBaTH iHPPaCTPyKTYpOIO uepes
MPOTrpaMHUIL KO, 320€3MeUyI0Yr MOKIIMBICTh aBTOMAaTH30BaHOT'O PO3TOPTAHHS Ta YNPaBIIiHHS PECypcaMu
B xMapi. Posrisinemo 3acrocyBanns migxoxy laC Ha mpuxmazni inTterpauii iHcTpymeHTiB Terraform Tta
Ansible, o 3006pakeHi Ha pUCYHKY 3.

AWS Cloud
I% — > . Infrastructure Provisioning
terraform.tf .’ . 5 ) .
+— —
Terraf
AWS Cloud
enarorm Provider Amazon EC2
Playbooks v
= Infrastructure Configurations
Ansible \ P

Puc. 3. Cxema inrerpauii iHcTpymenTiB [aC [19]

Terraform — ne iHCTpyMEHT Il ynpaBiiHHs iHppacTpykTyporo sik koxoMm (IaC), pozpobnennit
kommaniero HashiCorp. Bin no3Boisisie kopuctyBauam omucyBaTH KommoHeHTH IT iH(pacTpykTrypu y
BUTJISAI KOHQITYypalitHuX (aiiiiB, mo poOUTH MpOLeC pO3TOPTAHHS, 3MiHH Ta YIPaBIiHHSI PEeCypcaMu
ABTOMAaTU30BaHUM Ta KOHTpoIboBaHUMH [20].

OcnoBHOo mepeBaroto Terraform € #oro 37aTHICTH NpalioBaTH HE TUIBKH 3 XMapHHUMHU
mpoBaiiiepaMy, a TakoX 3 JIOKAIBHUMHU DIIICHHSMH, L0 3a0e3ledy€e YHiBEpCAIBHICTh 1 THYYKICTb.
Kondirypauii B Terraform numyTecs Ha BnacHiii nexmapatuBHi MoBi — HashiCorp Configuration
Language (HCL), sixa 3po3ymina i jerka Aias yutaHHs. JaHud iHCTpyMEHT BUKOPHCTOBYE KOHLEHIIIO
IUTaHYBaHHS Ta A€ 3MOTY KOPHUCTyBauyaM IMeperiisiiaTH 3MiHM mepeq] iX 3acTOCYBaHHSM, THM CaMHUM
3MEHIIYIOUH pU3HK MOMMIOK [21]. Terraform Takox miaTpumMye craH (state) inppacTpykTypH, 30epiraroun
iHpoOpMalilo Mpo MOTOYHUI cTaH pecypciB Ta BiAcTexye 3MiHu B IT indpacTtpykTypi. Bukopucranus
MonyniB B Terraform 3a0e3neuye MOBTOpPHE BUKOPHCTaHHA KOH(pIrypauii, mo CHpOLIy€e YHpaBIiHHS
BEJIMKUMH NPOEKTaMH. [HTerpawis 3 cHCTeMaMu KOHTPOIIO Bepciil, Takumu sik Git, cnpusie Kpamomy
YIpaBIiHHIO 3MiHAMH Ta CIIBIIPALli B KOMaHIi.

Ansible — 1me iHCTpyMeHT [Uig aBTOMaTH3alii yNpaBliHHA KOHQIrypamisiMd, pO3TOpTaHHS
noxnatkiB Ta opkectpauii IT indpactpykrypu. Pozpobnennii komnaniero Red Hat, Ansible Bimomuii cBo€ro
MPOCTOTOIO Y BUKOPUCTAHHI Ta BiICYTHICTIO MOTPEOU B areHTCHKii apXiTeKTypi. BiH BUKOpHCTOBY€ 3ac00u
BiJIaJICHOTO TIIKJIIOUEHHsS MAJIs YIpaBIiHHS BYy31aMd 1 He MNOoTpeOye BCTaHOBIIOBATH JOJATKOBE
nporpaMHe 3a0e3neueHHs Ha BiIajIeHuX MamuHax [22].

Kondirypauii B Ansible onucyrorscs 3a gonomoroo Y AML y Burisizi miueiOykiB, AKi BU3SHAYAIOTh
HeoOXiaHi cTaHu cucteMu. [IneliOykn MicTSTh 3aBOaHHS, IO BUKOHYIOTHCS MOCIiZOBHO, O3BOJISIOUU
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aZMiHICTpaTopaM OMMCYBATH CKIIAJHI MPOLIECH HANAIITYBaHHS B 3po3yMinomy ¢opmati. Ansible Takox
BUKOPHUCTOBYE POIi, sKi 3a0e3MeuyroTh Oprafizauilo MielOyKiB Ta iHIIMX PECypciB AJsl TOBTOPHOTO
BUKOPHCTaHHS Ta KpaIloi CTPYKTYpH MpoxeKTy [23].

Ansible inTerpyerscsi 3 iHmmmu DevOps iHcTpymeHTtamu, TakuMu sik Jenkins, Docker i
Kubermetes, mo pobuTh #Oro 4acTMHOI KOMIUIEKCHUX pIIICHb IS aBTOMaTH3amii. 3aBIsSKW CBOIN
MPOCTOTI, MOTYKHOCTI Ta HydYKocCTi, Ansible € momynsiparuM BHOOpPOM Uil OpraHi3alii, SKi MparHyTh
LIBUIKO AaBTOMAaTH3YyBaTH YIpaBiiHHA cBoe€io IT-iHdpacTpykTyporo 0Oe3 CKIAAHOLIIB, TMOB'SI3aHUX 3
areHTCHKUMHU cucTeMaMu [24].

Bukopuctanns 1ux iHctpymentiB Terraform Ta Ansible Hamae MOXIHBICTE CTBOPHUTH,
HaJIAIITYBaTH KOMIOHEHTH XxMapHOi IT iHppacTpyKTypH 3 ZOMOMOT0I0 KOy Ta HAIAIITYBAaTH TOJATKH Ta
CepBIiCHM BCEpEIHMHI IIMX KOMIIOHCHTiB 3 BHKOPUCTAHHSIM €JIEMEHTIB aBTOMATH3allil Ta KOHTPOJIIO
KOH]iryparii.

AsromaTmsanis xmapHoi IT iHQpPacTpyKTypu TakoX BKIIIOYAa€ OPKECTpalil0 KOHTEHHEpiB 3a
JIOTIOMOT 010 TuIaTopM, Takux sik Kubernetes, Ta 3a0e3neuye yrnpaBiiHHSA )KUTTEBUM LIUKIOM KOHTEHHEPiB
Ta iXx MmacmradbyBaHHA. OIHI€I0 3 OCHOBHUX BJIACTUBOCTEH HaHOi IIaTGOpPMH € CTBOpPEHHs Serverless
apXiTEeKTypH, IO B MOEAHAHHI 3 BUKOPUCTAHHAIM XMapHOi iH(pacTpyKTypu poOuTh ii GBI THYUYKOIO i
MacmTaboBaHoto. Ha pucyHky 4 300pakeHo cxeMy iHppacTpykTypa Ha npukianai Kubernetes, sika mysxe
MIBUJIKO aJIalITy€eTHCS BIAMOBITHO A0 3ajad i el i 3acTocyBaHHS.

Bukopuctanns CI/CD (6e3mepepBHOi iHTerpauii Ta Oe3HepepBHOIO PO3TOPTAHHS) IO3BOJISIE
aBTOMATHU3yBaTU MPOLECH PO3POOKH, TECTyBaHHS Ta PO3TOPTaHHS [OJATKIB, a TaKOX IIBHIKOTO
BIIPOB/KCHHS 3MiH. MOHITOpUHI Ta JIOTYBaHHS aBTOMAaTH30BAHUX MPOIECIB JOMOMAraroTh BUSBIATH
npoOJIeMu Ta ONTHUMI3YBaTH HPOIYKTUBHICTb.

—® % Continuous Delivery

.
./\

I Infrastructure Automation
\'\ -

PR—
J’ C?B Cloud Migration

—1_‘ C/{\/TSB Multi-cloud Deployments
\Z\ Serverless Architecture

Puc. 4. Cxema 3actocyBannst Kubernetes [25]

ITigxin aBTOMaTH3aIll yIpaBIiHHS 3HIKYE PU3HMKH JIOACHKUX MOMWJIOK, ITiIBUIIYE MIBUAKICTH
pearyBaHHs Ha 3MiHM Ta 3a0e3ledye BHCOKY JOCTYIHICTH cepBiciB. BaxnmuBuM acmexToMm € Oesmeka
AaBTOMAaTHU30BaHUX NPOLECIB, BKIIOYAIOYM KOHTPOJIb JOCTYIly, IIU(PYBaHHS [OaHWX, BHUSIBICHHA
BPa3JIMBOrO KOy 1 TOMHJIOK B KOH]irypamii [26,27].

Mera i 3aBIaHHS AOCTIIKEHHS

Metoro poOOTH € JOCHIDKEHHS METOMIB Ta 3aco0iB  iHpopMariiftHoi Oe3rneku, sKi
BUKOPHUCTOBYIOThCSI B XMapHUX [T cepenoBuiiax, 3 METOI0 BU3HAUYEHHS iX €()EKTHBHOCTI Ta BUSBICHHS
MOJKJIMBUX LUIAXIB BAOCKOHAJIEHHs. Lle BKIoWae aHami3 iCHYIOYMX METOJIB 3aXHCTy JAHHX, OLIHKY X
BIJMOBIAHOCTI Cy4YacHHUM 3arpo3aM, a TaKoX PO3pOOKYy peKoOMeHJauii ajsl onTuMizamii Oe3leKOoBHX
cTpareriii y xMapHux cucreMax. JlonaTkoBo, podoTa cripsiMOBaHa Ha BUBUCHHSI pOJIi IpOBaiepiB XMapHUX
MOCIYT y MOOYA0BI iHpopMaIliitHOT Oe3rekn Ta BUSHAYCHHS 1X BiIIOBIIAIBHOCTI. 3PEIITOI, METa MOJISTaE
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y CHOpHSHHI TiIBUIIECHHIO PiBHS O€3MEKM XMapHUX TEXHOJOTiH, IIO JO3BOJHUTH 3MIIHHUTH JOBIpY
KOPHUCTYBauiB 1 3a0€3MEUNTH 3aXUCT KPUTHYHHUX JaHUX Y HU(PPOBi EKOHOMILII.

Bukaan ocHoBHOTO MaTepiaxy

Poswmimenns IT iHppacTpykTypn B XMapi Ta BUKOPUCTaHHS MiAXOiB aBTOMAaTH3alii IPUHOCUTD
3HAYHI IepeBark, NpoTe TaKOXK CYNPOBOMKYEThCA prU3MKaMu iH(GopManiliHoi O6e3neku [28,29]. Oxaum 3
OCHOBHHUX PH3HKIB € HECAaHKIIOHOBAaHHH JOCTYI A0 AAaHUX, IO CTAETHCS Yepe3 HEJOCTATHBO 3aXHILEHI
00JTIKOBi 3amucu ad0 BPa3MBOCTI B cUcTeMax ayTeHTH(ikamii. BUTIK 1aHMX TakoX CTaHOBUTH CEPHO3HY
3arpo3y, OCOOJIUBO SKIIO KOH(IACHIIHHI AaH]1 HEe INPPYIOTHCS HAJICKHIUM YHHOM.

KpiMm TOro, BHYTpimHi 3arpo3, IO MOXOASATH BiA CHIBpOOITHHKIB ab0 aAMiHICTPaTOpiB,
HailyacTille COpUYMHEHI HEHaBMUCHMMH TOMWJIKaMH a00 3JOBMUCHUMH HisMu. JloTpumaHHS
HOpPMAaTUBHHUX BHMOT, Takux sk General Data Protection Regulation (GDPR) a6o Health Insurance
Portability and Accountability Act (HIPAA), € cknagaum 3aBIaHHAM, OCOOTUBO SKILIO JaH1 pO3MILIYIOTHCS
B XMapax, 10 3HaxXOIATbes B pizHUX Iopucaukuisx [30]. BincyTHicTe mpo3opocTi 3 60Ky mpoBaiaepis
XMapHHUX TIOCIYT YCKIAJHIOE OLIHKY PHW3WKIB Ta BIPOBAKCHHS aJCKBATHUX 3axOiB Oe3MeKu.
Vpaznusicte 10 DDoS-atak Moke NMpHU3BECTH 10 HEAOCTYMHOCTI CEPBICIB, 110 HETaTUBHO BIUIMHE Ha
Oi3nec-onepartii [31].

[HumaenTy, moB's3aHi 3 O0e3meKoro, 3aBAAar0Th IIKOAW pemmyTalii opraHizauii Ta TPU3BOISATH I0
(iHaHCOBUX BTpaT. 3pEIITOI0, BXKIMBO PO3POOUTH KOMILJIEKCHY CTPATETii0 YNPaBiiHHS PU3UKAMH, SKa
BKJIIOYA€ PEryJSIpHUN ayAuT Oe3NeKd, HaBYaHHS TMEPCOHANY Ta BIPOBAKECHHS CYYaCHHX TEXHOJOTiH
3axXMCTy Uil MiHiMi3amii moTeHmiHuMX 3arpo3 [32,33]. Xwmapui mnpoBaiizepu HaAalOTh JOCHUTh
PI3HOMaHITHHUI TEpeNiK cepBiCiB sl KepyBaHHS Ta MiABUILEHHs iHpopmauiiHoi Oe3nexu. OCHOBHOIO
MepeBaroro € Te, U0 B JaHOMY BHIAAKY KJII€HTH BUKOPUCTOBYIOTh JaHi IHCTPYMEHTH Yy BUTJISAL Oe3mneka
sk cepBic (Security as a Service). ToOTO kepyBaHHS, HaNaIITYBaHHS, OHOBIICHHS KOMITOHEHTIB, SKi
3a0e3Me4yIoTh poOOTYy AaHUX CEPBICIB € 000B’SI3KOM XMapHOT0 MpoBaiiiepa, a KOPHUCTYBad BUKOPUCTOBYE
JIIe HajgaHui inTepgeiic [34,35].

[TpoBiBmM anHami3 pusukiB iHpopMauiiHOI Oe3meku y HampsAMKy aBTomartu3amii xmapHoi IT
1HQpPaCTPYKTypH, BHIUILIEM OJMH 3 KIIOUOBHX, a CaMe, MOXJIHMBICTH NMOMWIOK y KOHQIrypamiiHux
ckpunTax abo mabioHaX, SAKi MOXKYTh NPHU3BECTH OO Bpa3inuBocTell y cuctemi [36]. ABTOMaTH3awis
CHpOLIy€E MPOLEC PO3TOPTAaHHS, ajle AKIIO0 HE 3a0e3MeUNTH HaJe)KHUH KOHTPOJIb JOCTYIy, L€ MOXE
BIJIKpUTH IUISAX JIJISI HECAHKI[IOHOBAHUX 3MiH 200 AOCTYITY 10 KpUTHYHUX pecypci [34,37].

3aco0u aBTomaru3alii yacto 30epiraioTb KOHQIACHIIHI JaHi, Taki SK K04l JOCTYIY Ta Mapoi,
mo poOHUTh IX MOTEHUIMHUMH LUIAMH Ui aTak. BiICyTHICTH peryispHOr0 MOHITOPHHTY Ta ayIuTy
AaBTOMATHU30BaHUX MPOLECIB MOXKE JO3BOJIMTH aTakaM 3aJIMINATHCS HEMOMIY€HHMH, 301TBIIYIOUN PU3HK
KOMITPOMETALlii CUCTEMH. 3aJIeXKHICTh BiJl CTOPOHHIX 010J1I0TEK Ta MOy IiB y aBTOMATU3ALITHAX CKPUIITAX
MOJKE TPHU3BECTH A0 BIPOBAKEHHS BPAa3IUBOCTEH, SKIIO I[i KOMIOHEHTH HE OHOBJIIOIOTHCS PETYISAPHO
[38,39]. InmunmeHTtn Oe3mekM BHUHHUKAIOTh Yepe3 HENOCTaTHIO IEPEeBIpKY 3MiH, IO BHOCSTHCS B
1HppaCTPYKTypy, OCOOJIMBO B AWHAMIYHHX CEPEIOBHUINAX, 1€ 3MiHH BiOyBalOTHCS YacTo.

BaxmBorw € mpobrema KOH(DIISHIIIIHOCTI JaHUX, OCOOJIMBO SKIO aBTOMATH3AIlis BKIIIOUYAE
NepeMillleHHS TaHUX MK PI3HUMHU CepeAoBHILAMH a00 XxMapamu. BigCyTHICTh Hal€KHOTO HABYAaHHS
MePCOHANY 100 Oe3[eYHOr0 BUKOPUCTAaHH 3ac00iB aBTOMATH3aLil MPU3BOJUTH A0 JIOACEKUX TOMIJIOK,
SIK1 CTBOPIOIOTH HOBI PU3HMKH. 3pELITOI0, ISl MiHIMi3allil pU3UKiB HEOOX1IHO BIPOBAKyBaTH KOMIUIEKCHI
crparerii Oesmeku, mo inTerpyroTbcss B CI/CD mpormecu, siki BKIIOYAIOTH Pi3HI MEPEBIPKH JIOTIiKH
MPOrPaMHOTO KOJY, PO3MIIIICHHS YyTIUBOI 1H(OpPMAIIii, 8 TAKOXK BiJMOBIIHICT, BCTAHOBICHUM HOPMaM
noJiTukaM iHpopmaniiinoi 6e3nexu [40,41].

Jns miHimi3anii pu3WKiB MOTPIOHO BUKOPHCTAaTH KOMIUIEKCHHM MigXif, SIKUHA SBIsE COOOIO
ONTUMaJbHE BUKOPHCTAHHS CepBiciB iH(opMaiiiHoi Oe3meku, Mo Halal0Th XMapHI IPoBaiepH, a TAKOX
iHTerpanii iHpopmaniitnoi O6esneku B mpouecu CI/CD nns mepeBipku Ta CKaHyBaHHS KOXy, SIKHHA
BuKopuctoByeThes y [aC miaxoni ms noodynosu IT indpactpykTypu.

AKTyaJlbHUM MIX0A0M JUIsS TIOO0Yy0BH iH(opMariiHoi 0e3neku xmapHoi IT iHpacTpykTypu €
Oesneka sk ceppic. Bin Bkmoyae B cebe Habip HaTHBHUX (native) IHCTPYMEHTIB, IO HaZae XMapHHUMA
MpoBaiiep y BUIIIAAI TOTOBUX PILIEHb, a TAKOX CHUCTEM SKi IHTETPYIOTHCS 1 MPALIOIOTh HA OOYNCITIOBAaHUX
(Compute) pecypcax xmaphoi IT inppactpykrypu [42.43].

[IpoananizyBaBimm pusuku Ib xmapHOi iHpacTpykTypH, BHIUISEMO OCHOBHI, 3 HaWBHUIINM
npioputeToM. MiHimi3allisi pU3MKiB, HaBeleHUX B TaOnmui 1, MO3BOIHUTH OTpUMATH 0a30BHUH piBEHb
iHpopmarniitnoi 6e3nexu [T iHppacTpyKTypH B XMapHOMY CEPEIOBHILI:

© Bimok O.B., Maprenko C.B.



Hayxosuii sicypran "Komn rtomepro-inmesposani mexHonozii: oceima, Hayka, upooHuymeo"
Jhywk, 2026. Bunyck Ne 62

Tabmuus 1 — Pusuxku ia

opMauiiiHoi 6e3nekn xmapHux IT iHdpacTpyKTy

D

R . 3axoau
Ne | Puznk Onuc pusnky ImosipHicTs | IIpiopuTer ,H
MOM'SIKIIIEHHS
[oTenuitinuit
. . | moctyn Bnposamxenns
HecaunkiionoBanui . N
1 - 3JIOBMUCHHUKIB 710 | Bucoka Bucoxnii MFA, xoHTpONb
XMapHUX JOCTYITy, ayAUT
pecypciB
Burik abo
. . [udpyBanus
Burik KpaJiKKa JIaHUX .
. . . JAHWX, TTOJIITUKU
2 | KoH}IACHIIIHHUX yepes Bucoka Bucokwuit HOCTYIL
JTAHUX HEMPaBUIbHI iy
MOHITOPUHT
HaJIAINTYBaHHS
ITepeBanTaxeHHs Bukopucranus
BinmoBa  cepgicy | cepsiciB 0 . 3aXUCT Bi
3 - PBICY P ’ = Cepenns Bucoxkunit y a
(DDoS arakn) NPU3BOJUTH 110 DDoS,
MIPOCTOIO MaciTaOyBaHHs
Henpasunphi
[Momwku HaJIalNTyBaHHS . ABTOMaTH30BaHI
4 . Bucoxka Bucoxnii .
KoH(iryparrii Oe3nexu abo MepeBIpKU
Mepexi

[IpoBiBmM  MOCIiKEHHS

cepBiciB

MpoBaiaepaMu, MOXEMO BUIITUTH TPU OCHOBHI:
Cepgicu kepyBanHs noctynoM (Identity Access Management, [AM) HaiatoTh MOKITUBICTh
BUKOPHUCTAHHS 1 THYYKOTO HAJIAIITYBaHHS MpoleciB ayreHTHdikanii Ta aBropusanii [44]. Hampuknan,
BUKOPUCTAaHHS CyYacHHMX TMPOTOKONiB ayTeHTuGikamii, Takux sk SSO, SAML, oAuth, a Takox
nByX(akTopHOi ayTeHTH]iKamii A kopuctyBadis. [Iponec aBropu3zanii o0y 0BaHHIA HA OCHOBI MiIX0AY
HyJb0BO1 10BipH (Zero Trust), ToOTO 1o 3aMoBUyBaHHI Oyb sIKUi HocTyn 3abnokoBanuii [45]. [TomiTuku
JOCTYIy ONHCYIOTh 3aCTOCYBaHHS JIMIIE JO3BOJCHUX Omepallii, a mpaBuia 3a00pOHH, MO 3aMOBUYBaHi,
MaloTh HaBUIIMHI nipioputeT. Ha pucyHky 5 HaBeaeno npukian HanucaHHs [AM nonitTuku B AWS xmapi,
IO OMKCY€E MpaBa IOCTYITy Ha YUTAHHS Ta 3alUCH 00’ €KTY cepBicy 30epiranHs gaHux S3:

IHCTpYMEHTH  O€3MeKH,

{

{

}
]
H

"Version": "2025-02-17",
"Statement": [

"Sid": "ListObjectsInBucket",

"Effect": "Allow",

"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::bucket-name"]

"Sid": "AllObjectActions",

"Effect": "Allow",

"Action": "s3:*Object",
"Resource": ["arn:aws:s3:::bucket-name/*"]

Puc.5 Ipuxnag IAM nomnituku noctyiy 10 cepBicy 30epiranas ganux S3 [46]

177

0 HaJarTbCd XMAapHUMHU

Cepgicu Mmepexeoro aoctymy (Network Security Groups and Access Lists, SG and
NACL) sBnsitoTh cO00I0 IHCTpyMEHTH (pallepBOJNIHTY, LIO0 HAAAIOTh MOXIIUBICTD HATAIITYyBaHHS
00MEXEHHsI MepeKeBOro aocTymy Ha ocHoBi IP ampec ta TCP/UDP moprie [47]. Hanpuknan, AWS
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MpoBaiiiep Halae MOXKJIMBICTE BUKOPUCTAHHS cepBiciB MepexeBoi O0e3neku SG ta NACL, 3 miaTpuMKoro
stateless Ta stateful QaliepBoninry, Ha piBHI migmepexi abo MmepexeBoro iHTepdeiicy. Ha pucynky 6
MPEJICTABJICHO apXiTeKTypHY cxemy 3actocyBaHHs NACL ta SG B AWS xwmapi:

’ 172.16.2.0
‘ Private subnet : Route table A
Sacurily group
ALl : |
= C <——>
- - - blﬁk -
LA RAAI H
EC2 Instance : ACL

— @ &

: Internot Internet
. Public subnet : gateway
Securlty group :
AAAL)
T
EC2 Instance

Route table B

Puc 6. ApxitektypHa cxema Bukopuctants SG ta NACL B AWS xmapi [48]

- Cepsic noryBannsa, ayautry 1 MoniTopunry 3MmiH (Cloud Trails and Logs)
BUKOPHUCTOBYETBCA Ul BICTEXKYBaHHA Jii KOPUCTYBayiB Ta CEPBICIB B paMKaX BipTyaJbHOI MPUBATHOI
iHppacTpykTypu. Takoxxk B KoHQirypaimii IaHOTO CEpBICY 3aCTOCOBYIOTbCS METPUKH, SIKi OIHUCYIOTh
QITOPUTM CTBOPEHHS ileHTH(iKaTopa aHoMabHOI moii [49]. Ha pucyHky 7 300paxeHi OCHOBHI OJIOKH, 3
akux cknanaerbes cepBic AWS CloudTrail:

— -— | Compliance
=/ Auditing
/\'\ /% Operational
- \1 - 57y Troubleshooting
Tsz (loud;ra_ll Capture Store Act Review £Q ie“:m)'
r:;d lf;r:sa v:y Record activity in AWS CloudTrail delivers Use Amazon CloudWatch View recent events in the h nalyss
9 AWS services as AWS events to the AWS Alarms and Events to AWS CloudTrail console,
CloudTrail events CloudTrail console, Amazon take action when or analyze log files with 577 Automatic Compliance
S$3 buckets, and optionally important events are Amazon Athena { CE Remediation
Amazon CloudWatch Logs detected

Puc 7. AWS CloudTrail apxitektypa [50]
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HanamryBaBim nepesnideHi cepBiCH MOXKHa OTpUMAaTH 0a30BHi piBeHb iH(OpMauiiHOi Oe3nekn
MPUBATHOI BipTyaJbHOT iHPpacTpyKTypH Ta MiHIMI3yBaTH pU3UKH iHPOpMAaLiiiHOT Oe3IeKky, o XapaKTepHi
xmapauM 1T iHdpactpykrypam. ToOTo 3a momomoroio monmitHk [AM ommcaTé mpaBwia JOCTYIY O
pecypciB i KOMIIOHEHTIB iH(QPACTPYKTypH, a TaKoXX Oe3meyHe MiJKIIUEHHS OO0 KOHCOMI XMapHOTO
cepenoBuia [51]. MepexeBi cepBicr JO3BOJIATH OOMEKHUTH MEPUMETP iHPOpMALiiiHOT Oe3MeKkH, a TaKoX
MEpEeKEeBY B3a€MOJII0 BCEpEOUHI BipTyaldbHOI 1HOPACTPYKTYpHU. A CEpBICH ayguTy 1 MOHITOPHUHTY
3a0e3neyarb BHIUMICTh 1HQPACTPYKTYpH, Uil IIBHAKOI peakuii Ha aHomamnii B KoHQirypauwii Ta
iH(opMarIiitHii Oe3merri, 1o MOKYTh MPU3BECTH JI0 iHIUACHTY iH(opMalliiiHoi Oe3neku [52].

EdexTuBHICTS TpoaHami3oBaHUX cepBiciB iH(opMaliiiHoi Oe3leKkn IoCATaeThCS 4Yepe3 iXHIO
OaraTopiBHEBY iHTErpalii0 OAWH 3 OJHHUM, IO IMOBHICTIO BIiAINOBIJAE MOJEJNI EIIEIOHOBAHOI OOOPOHH
(Defense in Dept).

3acTocyBaBUIM JaHy MOJENb Ha MPAaKTHLI AJs OpraHizalii 3aXUCTy KPUTHYHOTO pecypcy, Lo
MICTHTB BeO cepBic a5 mmdpoBaHoi nepenayi kKoHdineHuiiHoi iHpopMallii KopucTyBadiB, MH OTPUMAEMO
TPBOXPIBHEBY apXiTEKTypy iH(popMaiiiHoi Oe3nekn XMapHOi iHQPACTPYKTYPH, KOKEH PIBEHB SKOT TAaKOXK
CKJIQJIA€ThCSI 3 JIEKUTLKOX MiAPIBHIB.

1. PiBeHb TpeBEHTHWBHOTO JOTiYHOTrO 3axucTy. JlaHuWil piBeHb MOOYyHOBaHWH Ha OCHOBI
XMapHOTO cepBicy iH(popMariiiHoi 6e3nexkn IAM. Jloctyn 1o 00’€KTiB CXOBHINA Ta OOYHCIIOBATHHHUX
PECYPCIB pealti3yeThes 3 BAKOPUCTAHHSIM MOJIEITi «HYJILOBOI 10Bipm» (Zero Trust). Haganus npas moctymy
BinOyBaeThCs HA OCHOBI JAM-pouti, a He U1 KOHKPETHOTO KOPHUCTyBaya:

- CTBOPIOETHCS MOJITHKA, SIKa TO3BOJISIE JIMIIE OTIEpallii YNTaHHS Ta 3alHCy BUKIIOYHO IS
KOHKPETHOTO cepBepa AOAATKIB.

- BCl iHII Jii KBaJi(iKyIOTHCS SIK HECAHKIIOHOBAaHUN JOCTYI, OCKIIBKH OyIb-SIKMH 1HIIMN
€JIEMEHT CHCTEMH 32 3aMOBUYBaHHSIM HE Ma€ MpaB Ha B3aEMOJIIO 3 JaHUMH.

2. PiBenb mepeskeBoi i3omswii. MepexeBuil Tpagik 0OMEXyeTbCS Ha PiBHI MiAMEpexX Ta
KOHKPETHHX €JIEMEHTIB OOYHCIIOBAIBHUX pecypciB. lle MiHIMI3ye «IOBEpXHIO aTaku» Ta 3amolirae
PO3MOBCIOJKEHHIO 3arpO3H BCEPEIMHI XMapH Yy pa3i KOMIIPOMETAlii OJHOTO 3 €IeMEHTIB.. ToMy SKII0
3JI0BMUCHHK OTPHMAa€ JOCTYM 10 ineHTudikaropa IAM pomi BiH oTpuMae OOMeXeHHs, AKi nepeadadeHi
MEpEKEBUM 3aXUCTOM:

- Ha piBHI migmepexi (NACL) Omokyerbes Bech Tpadik, KpiM MOPTiB, HEOOXIAHUX ISt
poboTH JoaaTKa.

- Ha piBHI KOHKPETHOTO CepBepa, HAIIPUKIaA BeO cepBicy, BCTAHOBIIOETHCS NpaBuiio (SQG),
110 JT03BOJISIE BXiAHI 3'eqHanHs (Hanpukiaa, nopt 443) nume Big IP-agpecu cepBepa noaaTkis.

3. PiBens nerekruBHOrO KoHTpOIO Ta ayauty (CloudTrail). OcTanniit eramn, mo 3a0e3neuye
MPO30PICTh Ta MOXJIMBICTH pearyBaHHS Ha IHUWACHTH, MOB'A3aHi 3 BHYTPIIIHIMK 3arpo3aMu abo
MOMMUJIKAMHU aBTOMAaTH3aIlii.

- KokeH BUKJIUMK API, 10 crocyeThcsi 3MiHH MEpeXeBUX MPaBUiI ad0 AOCTYIy 10 JaHHX,
aBToMaTtu4HO (pikcyernes cepBicom AWS CloudTrail.

- cUcTeMa BHMKOHY€ MOBHMH UMK, Bix ¢ikcanii moaii (Capture) mo aBTOMaTHYHOTO
CHOBIlIEHHS anMiHicTpaTtopiB abo akTtuBamii creHapiiB OmokyBanHHs (Act). Lle no3Bonsie Takox
JIOTpUMYBaTHCS HOPMaTUBHHUX BHMOT, Takux ik GDPR a6o HIPAA, 3a0e3neuyroun noka3oBy 0asy ams
ayauTy.

Ha pucynky 8 300paxena cxema poOoTtu 0a30BOTO cepBicy BeO IOMATKIB 3 BUKOPUCTaHHSIM
TPBHOXPBIHEBOT MOIENI KOMIIOHEHTIB 3axucTy xMapHoi [T indpacTpykTypu:
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VPC

v
- S

Users

AWS Cloud |AM Role

CloudTrail

backend-net-ACL frontend-net-ACL client-net-ACL

I I

web-Ib-sg client-sg

target group NLB

client-instance

web-server-sg

il

web-instance

demo-web

Backend Frontend Clients

Puc 8. Cxema pobotu BeO cepBicy 3 BAKOPHCTaHHSIM €JIEMEHTIB 3aXUCTY TPbOXPIBHEBOT
apxiTekTypH iHpopMauiiHOi 6e3mexu

IMoemnanHs 1ux Tprox ceppiciB y Mmexax CI/CD mporeciB 103BONSIE CTBOPUTH JTUHAMiYHE
cepenoBulle, e Oe3neKa € HeBiA'€MHOI0 YaCTHHOIO 1H(PPaCTPyKTypH, 10 aBTOMAaTHYHO MEPEBipPIETHCA Ta
MacmTa0yeTbcsl pa3oM i3 Oi3Hec-3aBIaHHSAMH. [HTerpailiss CepBiCiB OJUMH 3 OJHHUM 3a0e3MeYyITh
KOMIUTEKCHHH Tiaxija o indopMmarifinoi 6e3nexu B xmapi AWS. [53].

BuCHOBKH Ta nepcneKTHBH MOAAJIbIINX AOCTi/ZKeHb. 3a pe3ynbTaTaMu MPOBEACHOTO aHai3y i
JTOCITI/PKEHHST MOXKeM 3pOOHMTH BHCHOBOK, IO XMapHi TEXHOJIOTIl, X04a ¥ HaJar0Th 3HAYHI NepeBard B
THYYKOCTI Ta MacITaboBaHOCTI, CYIIPOBOIKYIOThCS YHCICHHIMH BUKIIMKaMU B rairy3i 6e3neku. OCHOBHI
3arpo3d BKJIIOYAIOTh HECAHKI[IOHOBaHWH JOCTYI, BHUTIK JIlaHUX, aTakKku Ha piBHI JIOJaTKiB Ta
iHppacTpykTypu. EQexTHBHE BHUKOPUCTaHHS 3aCc00iB OE€3IEKH, ONMMCAHUX B JOCHTIKCHHI, € KPUTUIHO
BJIMBHUM JIJIs 3aXUCTY naHuX Ta xmapHoi [T iHppacTpykTypu. BaxxnuBoro € posib mpoBaiepiB XMapHUX
MOCITYT, sIKi TIOBUHHI HaJIaBaTH BIUCOKUHN PiBEHb OCE3IEKHU Ta MPO30PiCTh CBOIX MPOIIECIB.

Honanpmn gocmimpKeHHsT MOKYTh OyTH 30cepellKeHi Ha po3poOli HOBUX METOIB BHSABJICHHS Ta
3armobiraHHs 3arpo3aM, BUKOPUCTOBYIOUH IITyYHUH 1HTEIIEKT Ta MAIlllMHHE HAaBYaHHA. [HTerparis 3aco0iB
0e3neku 3 IaTgopMaMu aBTOMaTH3AaIli1, OpKeCTpallii Ta KOHTSHHEpH3aIlil MOXKe MiABUINNTH e()eKTUBHICTh
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yHpaBiiHHSA O€3MEeKOI0 B XMapHUX cepefoBHIIaX. JleTanbHe MOCHIIKEHHS OAHUX MHUTaHb CIPHAIOTH
CTBOPECHHIO E€KOCHUCTEMH, J€ aBTOMAaTH30BaHI MpOLECH CTal0Th HOPMOIO, IO 3HAYHO IMiABUIIYE
e(eKTUBHICTb 1 iHHOBaWiiHICTh y cdepi IT.

Cnucok 6i0miorpadgiunoro onucy
1. Cloud Security Alliance. Security Guidance for Critical Areas of Focus in Cloud Computing Cloud Security Alliance.
URL: https://cloudsecurityalliance.org/artifacts/security-guidance-v4/ (nara 3Bepaenns: 10.01.2026)
2. Turner, H.; Scott, P. Identity and Access Management in Cloud Computing. Computers & Security. 2022. P. 121.
URL: https://doi.org/10.1016/j.cose.2022.102830 (nmata 3Bepuenss: 10.01.2026)
3. Bhardwaj, A.; Goundar, S.; Singh, A.K.; Sharma, S.K. Cloud computing: A study of emerging security issues and
solutions. J. King Saud Univ. Computer and Information Sciences. 2022. 34. URL:
https://doi.org/10.1016/j.jksuci.2021.07.008 (nara 3Bepuenns: 10.01.2026)
4. NIST. Special Publication 800-144: Guidelines on Security and Privacy in Public Cloud Computing National Institute
of Standards and Technology. URL: https://csrc.nist.gov/publications/detail/sp/800-144/final (mara 3BepHEHHS:

10.01.2026).
5. Cloud computing with AWS Amazon AWS. URL: https://aws.amazon.com/what-is-aws (maTa 3BepHEHHS:
11.01.2026).
6. AWS Support Automation Workflows (SAW) Amazon AWS. URL:

https://aws.amazon.com/premiumsupport/technology/saw/ (nara 3sepaenns: 11.01.2026).

7. Campbell, S.; Perez, L. Implementing Zero Trust Architecture in Cloud Systems. Computers & Security. 2023. 122.
URL: https://doi.org/10.1016/j.cose.2022.102901(naTa 3Beprenns: 11.01.2026)

8. CIS. CIS Benchmarks for Cloud Security Center for Internet Security. URL: https://www.cisecurity.org/cis-
benchmarks/ (zata 3Beprenns:: 11.01.2026).

9. Cisco Cloud Security Solutions Cisco. URL: https://www.cisco.com/c/en/us/solutions/enterprise-networks/cloud-
security-solutions.html (gara 3Bepuenus: 12.01.2026).

10. AWS Security Documentation Amazon AWS URL: https://docs.aws.amazon.com/security/ (maTa 3BEepHEHHS:
12.01.2026).

11. Azure Security Center Microsoft Azure. URL: https://azure.microsoft.com/en-us/services/security-center/ (mara
3BepHeHHs: 12.01.2026).

12. Liu, W.; Zhao, Y.; Zhang, X.; Chen, D. A Survey on Security Isolation of Cloud Computing. IEEE Access 2020. 8.
URL: https://doi.org/10.1109/ACCESS.2020.2982823 nara 3BepHenss: 12.01.2026).

13. OWASP. Cloud-Native Application Security Top 10 OWASP Foundation. URL: https://owasp.org/www-project-
cloud-native-application-security-top-10/ (zata 3Beprenns:: 12.01.2026).

14. Journey to Cloud-Native Architecture Series #6: Improve cost visibility and re-architect for cost optimization.
Amazon AWS. URL: https://aws.amazon.com/blogs/architecture/journey-to-cloud-native-architecture-series-6-

improve-cost-visibility-and-re-architect-for-cost-optimization/ (gara 3Bepaenns: 12.01.2026).
15. AWS Security Overview Amazon AWS. URL: https://aws.amazon.com/security/overview/ (nata 3BEpHEHHS:

12.01.2026).

16 Google Cloud Security Solutions Google Cloud. URL: https://cloud.google.com/security/solutions (ara 3BepHEHHS:
12.01.2026).

17. Carter, B.; Adams, R. Securing Cloud APIs: Methods and Best Practices. J. Inf. Secur. Appl. 2023, 65. URL:
https://doi.org/10.1016/].jisa.2022.103117 (maTa 3BepreHHs: 12.01.2026).

18. HashiCorp. Terraform Security Best Practices HashiCorp Developer. URL:
https://developer.hashicorp.com/terraform/tutorials/security (mara 3sepuenss:: 12.01.2026).

19. The Most Simplified Integration of Ansible and Terraform Medium. URL: https://medium.com/geekculture/the-most-
simplified-integration-of-ansible-and-terraform-49f130b9fc8 (mara 3Beprenns: 15.01.2026).

20. Infrastructure as code Wikipedia. URL: https://en.wikipedia.org/wiki/Infrastructure_as_code (mara 3BepHCHHS:
15.01.2026).

21. What is infrastructure as code? Microsoft. URL: https:/learn.microsoft.com/en-us/devops/deliver/what-is-
infrastructure-as-code - (garta 3BepueHHs: 17.01.2026).

22. Infrastructure as Code: 6a30Bi mpuHDUNM VS IHCTpyMeHTH, o eBomomionylore. DOU.UA URL:
https://dou.ua/lenta/articles/infrastructure-as-code/ (mata 3Bepuenns: 17.01.2026).

23. Calico service mesh. Tigera. URL: https://www.tigera.io/project-calico/ (nata 3Beprenns: 18.01.2026).

24. G. Budigiri, C. Baumann, J. T. Miihlberg, E. Truyen, and W. Joosen, “Network policies in kubernetes: Performance
evaluation and security analysis,” in 2021 Joint European Conference on Networks and Communications 6G Summit
(EuCNC/6G Summit). 2021. 407-412. URL: https://doi.org/10.1109/EuCNC/6GSummit51104.2021.9482436 (mata
3BepreHHs: 18.01.2026).

25. Why use Kubernetes for your enterprise? Nearsource. URL: https://nearsource.ca/why-use-kubernetes-for-your-
enterprise/ (mara 3seprenss: 18.01.2026).

26. Red Hat. Understanding Kubernetes Security Red Hat. URL:
https://www.redhat.com/en/topics/containers/kubernetes-security (nara 3sepaenss:: 19.01.2026).

27. CNCF. Cloud Native Security Whitepaper Cloud Native Computing Foundation. URL: https://github.com/cnct/tag-
security/blob/main/security-whitepaper/v2/v2-whitepaper.md (gara 3BepHenss:: 19.01.2026).

28. Patel, R.; Singh, T. Access Control Mechanisms for Cloud Computing: A Survey. Journal of Information Security
and Applications 2022. 64. URL: https://doi.org/10.1016/].jisa.2021.103046 (maTa 3BepreHHs:: 19.01.2026).

29. Oracle. Oracle Cloud Infrastructure Security Guide Oracle Help Center. URL: https:/docs.oracle.com/en-
us/iaas/Content/Security/Concepts/security _guide.htm (mata 3Beprenss:: 21.01.2026).

© Bimok O.B., Maprenko C.B.


https://cloudsecurityalliance.org/artifacts/security-guidance-v4/
https://doi.org/10.1016/j.cose.2022.102830
https://doi.org/10.1016/j.jksuci.2021.07.008
https://csrc.nist.gov/publications/detail/sp/800-144/final
https://aws.amazon.com/what-is-aws
https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://doi.org/10.1109/ACCESS.2020.2982823
https://www.google.com/search?q=https://owasp.org/www-project-cloud-native-application-security-top-10/
https://www.google.com/search?q=https://owasp.org/www-project-cloud-native-application-security-top-10/
https://aws.amazon.com/blogs/architecture/journey-to-cloud-native-architecture-series-6-improve-cost-visibility-and-re-architect-for-cost-optimization/
https://aws.amazon.com/blogs/architecture/journey-to-cloud-native-architecture-series-6-improve-cost-visibility-and-re-architect-for-cost-optimization/
https://doi.org/10.1016/j.jisa.2022.103117
https://developer.hashicorp.com/terraform/tutorials/security
https://medium.com/geekculture/the-most-simplified-integration-of-ansible-and-terraform-49f130b9fc8
https://medium.com/geekculture/the-most-simplified-integration-of-ansible-and-terraform-49f130b9fc8
https://en.wikipedia.org/wiki/Infrastructure_as_code
https://learn.microsoft.com/en-us/devops/deliver/what-is-infrastructure-as-code
https://learn.microsoft.com/en-us/devops/deliver/what-is-infrastructure-as-code
https://dou.ua/lenta/articles/infrastructure-as-code/
https://www.tigera.io/project-calico/
https://doi.org/10.1109/EuCNC/6GSummit51104.2021.9482436
https://nearsource.ca/why-use-kubernetes-for-your-enterprise/
https://nearsource.ca/why-use-kubernetes-for-your-enterprise/
https://www.redhat.com/en/topics/containers/kubernetes-security
https://www.google.com/search?q=https://github.com/cncf/tag-security/blob/main/security-whitepaper/v2/v2-whitepaper.md
https://www.google.com/search?q=https://github.com/cncf/tag-security/blob/main/security-whitepaper/v2/v2-whitepaper.md
https://doi.org/10.1016/j.jisa.2021.103046
https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_guide.htm
https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_guide.htm

182 Hayxosuii srcypran "Komn rtomepro-inmesposani mexHonozii: oceima, Hayka, upooHuymeo"
Jhyek, 2026. Bunyck Ne 62

30. Hashizume, K.; Rosado, D.G.; Fernandez-Medina, E.; Fernandez, E.B. An analysis of security issues for cloud
computing. Journal of Internet Services and Applications. 2021. 12. URL: https://doi.org/10.1186/2192-113X-2-5 (nata
3BepHeHH::: 21.01.2026).

31. Liu, W.; Zhao, Y.; Zhang, X.; Chen, D. A Survey on Security Isolation of Cloud Computing. IEEE Access 2020. 8.
URL: https://doi.org/10.1109/ACCESS.2020.2982823 (nara 3BepHentst:: 21.01.2026).

32. Docker. Docker Security Best Practices Docker Documentation. URL: https://docs.docker.com/develop/security-
best-practices/ (mata 3BepreHHs:: 21.01.2026).

33. Carter, B.; Adams, R. Securing Cloud APIs: Methods and Best Practices. Journal of Information Security and
Applications. 2023. 65. URL: https://doi.org/10.1016/j.jisa.2022.103117 (mgata 3BepHeHss:: 21.01.2026).

34. Snyk. 10 Best Practices for Cloud Security Snyk Blog. URL: https://snyk.io/blog/cloud-security-best-practices/ (mara
3BepHeHH::: 21.01.2026).

35. Palo Alto Networks. What is Cloud Security Posture Management (CSPM)? Palo Alto Networks. URL:
https://www.paloaltonetworks.com/cyberpedia/what-is-cspm (mara 3BepHenHs:: 22.01.2026).

36. Check Point. Cloud Security Best Practices for 2026 Check Point Software. URL:
https://www.checkpoint.com/cyber-hub/cloud-security/what-is-cloud-security/cloud-security-best-practices/ (mata
3BepHeHH::: 23.01.2026).

37. Sharma, S.; Chen, X.; Sheth, P. Toward Privacy Preserving Data Sharing for Cloud Computing: A Survey. Computer
Communications. 2021. 10-29. URL.: https://doi.org/10.1016/j.comcom.2021.04.020 (nata 3Bepuenus:: 23.01.2026).
38. Datadog. State of Cloud Security Report Datadog. URL: https://www.datadoghq.com/state-of-cloud-security/ (mara
3BepHeHHS:: 25.01.2026).

39. CrowdStrike. Comprehensive Guide to Cloud Security CrowdStrike. URL:
https://www.crowdstrike.com/cybersecurity-101/cloud-security/ (nata 3BepreHHs:: 25.01.2026).

40. Gartner. Top Strategic Technology Trends: Cloud Security Gartner. URL: https://www.gartner.com/en/information-
technology/topics/cloud-security (nata 3BepHeHH::: 27.01.2026).

41. GitLab. DevSecOps: Security at the speed of DevOps GitLab. URL: https://about.gitlab.com/topics/devsecops/ (nata
3BepHeHH::: 27.01.2026).

42. AWS Security Best Practices Amazon AWS. URL: https://aws.amazon.com/security/best-practices/ (mara
3BepHeHHs: 28.01.2026).

43. Microsoft Azure Security Documentation Microsoft Azure. URL: https://docs.microsoft.com/en-us/azure/security/
(mata 3BepreHHs: 28.01.2026).

44. Google Cloud Security Tools Google Cloud. URL: https://cloud.google.com/security/tools (mara 3BepHEHHS:
29.01.2026).

45. IBM Cloud Security Guide IBM Cloud. URL: https://www.ibm.com/cloud/security-guide (mata 3BepHEHHS:
29.01.2026).

46. Grant read and write access to Amazon S3 bucket objects. Amazon AWS. URL:
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference policies_examples_s3_rw-bucket.html (1ara 38epHeHHs:
30.01.2026).

47. Google Cloud Security Architecture Google Cloud. URL: https://cloud.google.com/security/architecture (marta
3BeprenHs: 30.01.2026).

48. AWS — Difference between Security Groups and Network Access Control List (NACL) Medium. URL:
https://medium.com/awesome-cloud/aws-difference-between-security-groups-and-network-acls-adc632ea29ae (mata
3BepreHHs: 31.01.2026).

49. AWS Security Tools Amazon AWS. URL: https://aws.amazon.com/security/tools/ (zata 3seprenust: 01.02.2026).
50. AWS Cloudtrail Roi4cio. URL: https:/roi4cio.com/catalog/product/amazon-cloudtrail (maTa 3BepHEHHS:
02.02.2026).

51. Trend Micro Cloud Security Architecture Trend Micro. URL: https://www.trendmicro.com/en_us/business/cloud-
security/architecture.html (gara 3Bepuenns: 28.10.2025).

52. Microsoft Azure Security Tools Microsoft Azure. URL: https://azure.microsoft.com/en-us/tools/security/ (marta
3BepreHHs: 03.02.2026).

53. Google Cloud Security Best Practices Google Cloud. URL: https://cloud.google.com/security/best-practices (mzata
3BepHeHHs: 03.02.2026).

References:
1. Cloud Security Alliance. Security Guidance for Critical Areas of Focus in Cloud Computing Cloud Security Alliance.
URL: https://cloudsecurityalliance.org/artifacts/security-guidance-v4/ (date of access: 10.01.2026).
2. Turner, H.; Scott, P. Identity and Access Management in Cloud Computing. Computers & Security. 2022. P. 121.
URL: https://doi.org/10.1016/j.cose.2022.102830 (date of access: 10.01.2026).
3. Bhardwaj, A.; Goundar, S.; Singh, A.K.; Sharma, S.K. Cloud computing: A study of emerging security issues and
solutions. J. King Saud Univ. Computer and Information Sciences. 2022. 34. URL:
https://doi.org/10.1016/j.jksuci.2021.07.008 (date of access: 10.01.2026).
4. NIST. Special Publication 800-144: Guidelines on Security and Privacy in Public Cloud Computing National Institute
of Standards and Technology. URL: https://csrc.nist.gov/publications/detail/sp/800-144/final (date of access: :

10.01.2026).
5. Cloud computing with AWS Amazon AWS. URL.: https://aws.amazon.com/what-is-aws (date of access: 11.01.2026).
6. AWS Support Automation Workflows (SAW) Amazon AWS. URL:

https://aws.amazon.com/premiumsupport/technology/saw/ (date of access: 11.01.2026).
7. Campbell, S.; Perez, L. Implementing Zero Trust Architecture in Cloud Systems. Computers & Security. 2023. 122.
URL: https://doi.org/10.1016/j.cose.2022.102901 (date of access: 11.01.2026).

© Bimok O.B., Maprenko C.B.


https://doi.org/10.1186/2192-113X-2-5
https://doi.org/10.1109/ACCESS.2020.2982823
https://docs.docker.com/develop/security-best-practices/
https://docs.docker.com/develop/security-best-practices/
https://doi.org/10.1016/j.jisa.2022.103117
https://www.google.com/search?q=https://snyk.io/blog/cloud-security-best-practices/
https://www.google.com/search?q=https://www.paloaltonetworks.com/cyberpedia/what-is-cspm
https://www.checkpoint.com/cyber-hub/cloud-security/what-is-cloud-security/cloud-security-best-practices/
https://doi.org/10.1016/j.comcom.2021.04.020
https://www.datadoghq.com/state-of-cloud-security/
https://www.crowdstrike.com/cybersecurity-101/cloud-security/
https://www.google.com/search?q=https://www.gartner.com/en/information-technology/topics/cloud-security
https://www.google.com/search?q=https://www.gartner.com/en/information-technology/topics/cloud-security
https://about.gitlab.com/topics/devsecops/
https://docs.microsoft.com/en-us/azure/security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_s3_rw-bucket.html
https://medium.com/awesome-cloud/aws-difference-between-security-groups-and-network-acls-adc632ea29ae
https://roi4cio.com/catalog/product/amazon-cloudtrail
https://cloudsecurityalliance.org/artifacts/security-guidance-v4/
https://doi.org/10.1016/j.cose.2022.102830
https://doi.org/10.1016/j.jksuci.2021.07.008
https://csrc.nist.gov/publications/detail/sp/800-144/final
https://aws.amazon.com/what-is-aws
https://doi.org/10.1016/j.cose.2022.102901

Hayxosuii sicypran "Komn rtomepro-inmesposani mexHonozii: oceima, Hayka, upooHuymeo" 183
Jhywk, 2026. Bunyck Ne 62

8. CIS. CIS Benchmarks for Cloud Security Center for Internet Security. URL: https://www.cisecurity.org/cis-
benchmarks/ (date of access: : 11.01.2026).

9. Cisco Cloud Security Solutions Cisco. URL: https://www.cisco.com/c/en/us/solutions/enterprise-networks/cloud-
security-solutions.html (date of access: 12.01.2026).

10. AWS Security Documentation Amazon AWS URL: https://docs.aws.amazon.com/security/ (date of access:
12.01.2026).

11. Azure Security Center Microsoft Azure. URL: https://azure.microsoft.com/en-us/services/security-center/ (date of
access: 12.01.2026).

12. Liu, W.; Zhao, Y.; Zhang, X.; Chen, D. A Survey on Security Isolation of Cloud Computing. IEEE Access 2020. 8.
URL: https://doi.org/10.1109/ACCESS.2020.2982823 (date of access: 12.01.2026).

13. OWASP. Cloud-Native Application Security Top 10 OWASP Foundation. URL: https://owasp.org/www-project-
cloud-native-application-security-top-10/ (date of access: : 12.01.2026).

14. Journey to Cloud-Native Architecture Series #6: Improve cost visibility and re-architect for cost optimization.
Amazon AWS. URL: https://aws.amazon.com/blogs/architecture/journey-to-cloud-native-architecture-series-6-

improve-cost-visibility-and-re-architect-for-cost-optimization/ (date of access: 12.01.2026).
15. AWS Security Overview Amazon AWS. URL: https://aws.amazon.com/security/overview/ (date of access:

12.01.2026).

16 Google Cloud Security Solutions Google Cloud. URL: https://cloud.google.com/security/solutions (date of access:
12.01.2026).

17. Carter, B.; Adams, R. Securing Cloud APIs: Methods and Best Practices. J. Inf. Secur. Appl. 2023, 65. URL:
https://doi.org/10.1016/].jisa.2022.103117 (date of access: 12.01.2026).

18. HashiCorp. Terraform Security Best Practices HashiCorp Developer. URL:
https://developer.hashicorp.com/terraform/tutorials/security (date of access: : 12.01.2026).

19. The Most Simplified Integration of Ansible and Terraform Medium. URL: https://medium.com/geekculture/the-most-
simplified-integration-of-ansible-and-terraform-49f130b91c8 (date of access: 15.01.2026).

20. Infrastructure as code Wikipedia. URL: https://en.wikipedia.org/wiki/Infrastructure_as_code - (date of access:
15.01.2026).

21. What is infrastructure as code? Microsoft. URL: https:/learn.microsoft.com/en-us/devops/deliver/what-is-
infrastructure-as-code - (date of access: 17.01.2026).

22. Infrastructure as Code: 0a30Bi mNpHHIUNH VS IHCTPYMEHTH, 1m0 eBomoionyots. DOU.UA URL:
https://dou.ua/lenta/articles/infrastructure-as-code/ (date of access: 17.01.2026).

23. Calico service mesh. Tigera. URL: https://www.tigera.io/project-calico/ (date of access: 18.01.2026).

24. G. Budigiri, C. Baumann, J. T. Miihlberg, E. Truyen, and W. Joosen, “Network policies in kubernetes: Performance
evaluation and security analysis,” in 2021 Joint European Conference on Networks and Communications 6G Summit
(EuCNC/6G Summit). 2021. 407-412. URL: https://doi.org/10.1109/EuCNC/6GSummit51104.2021.9482436 (date of
access: 18.01.2026).

25. Why use Kubernetes for your enterprise? Nearsource. URL: https://nearsource.ca/why-use-kubernetes-for-your-
enterprise/ - (date of access: 18.01.2026).

26. Red Hat. Understanding Kubernetes Security Red Hat. URL:
https://www.redhat.com/en/topics/containers/kubernetes-security (date of access: : 19.01.2026).

27. CNCF. Cloud Native Security Whitepaper Cloud Native Computing Foundation. URL: https://github.com/cnct/tag-
security/blob/main/security-whitepaper/v2/v2-whitepaper.md (date of access: : 19.01.2026).

28. Patel, R.; Singh, T. Access Control Mechanisms for Cloud Computing: A Survey. Journal of Information Security
and Applications 2022. 64. URL: https://doi.org/10.1016/].jisa.2021.103046 (date of access: : 19.01.2026).

29. Oracle. Oracle Cloud Infrastructure Security Guide Oracle Help Center. URL: https:/docs.oracle.com/en-
us/iaas/Content/Security/Concepts/security_guide.htm (date of access: : 21.01.2026).

30. Hashizume, K.; Rosado, D.G.; Fernandez-Medina, E.; Fernandez, E.B. An analysis of security issues for cloud
computing. Journal of Internet Services and Applications. 2021. 12. URL: https://doi.org/10.1186/2192-113X-2-5 (date
of access: : 19.01.2026).

31. Liu, W.; Zhao, Y.; Zhang, X.; Chen, D. A Survey on Security Isolation of Cloud Computing. IEEE Access 2020. 8.
URL: https://doi.org/10.1109/ACCESS.2020.2982823 (date of access: : 19.01.2026).

32. Docker. Docker Security Best Practices Docker Documentation. URL: https://docs.docker.com/develop/security-
best-practices/ (date of access: 21.01.2026).

33. Carter, B.; Adams, R. Securing Cloud APIs: Methods and Best Practices. Journal of Information Security and
Applications. 2023. 65. URL: https://doi.org/10.1016/].jisa.2022.103117 (date of access: : 19.01.2026).

34. Snyk. 10 Best Practices for Cloud Security Snyk Blog. URL.: https://snyk.io/blog/cloud-security-best-practices/ (date
of access:: 21.01.2026).

35. Palo Alto Networks. What is Cloud Security Posture Management (CSPM)? Palo Alto Networks. URL:
https://www.paloaltonetworks.com/cyberpedia/what-is-cspm (date of access: 22.01.2026).

36. Check Point. Cloud Security Best Practices for 2026 Check Point Software. URL:
https://www.checkpoint.com/cyber-hub/cloud-security/what-is-cloud-security/cloud-security-best-practices/ (date of
access: 23.01.2026).

37. Sharma, S.; Chen, X.; Sheth, P. Toward Privacy Preserving Data Sharing for Cloud Computing: A Survey. Computer
Communications. 2021. 10-29. URL.: https://doi.org/10.1016/j.comcom.2021.04.020 (date of access: 23.01.2026).

38. Datadog. State of Cloud Security Report Datadog. URL: https://www.datadoghq.com/state-of-cloud-security/ (date
of access: 25.01.2026).

39. CrowdStrike. Comprehensive Guide to Cloud Security CrowdStrike. URL:
https://www.crowdstrike.com/cybersecurity-101/cloud-security/ (date of access: 25.01.2026).

© Bimok O.B., Maprenko C.B.


https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/cis-benchmarks/
https://doi.org/10.1109/ACCESS.2020.2982823
https://www.google.com/search?q=https://owasp.org/www-project-cloud-native-application-security-top-10/
https://www.google.com/search?q=https://owasp.org/www-project-cloud-native-application-security-top-10/
https://aws.amazon.com/blogs/architecture/journey-to-cloud-native-architecture-series-6-improve-cost-visibility-and-re-architect-for-cost-optimization/
https://aws.amazon.com/blogs/architecture/journey-to-cloud-native-architecture-series-6-improve-cost-visibility-and-re-architect-for-cost-optimization/
https://doi.org/10.1016/j.jisa.2022.103117
https://developer.hashicorp.com/terraform/tutorials/security
https://medium.com/geekculture/the-most-simplified-integration-of-ansible-and-terraform-49f130b9fc8
https://medium.com/geekculture/the-most-simplified-integration-of-ansible-and-terraform-49f130b9fc8
https://en.wikipedia.org/wiki/Infrastructure_as_code
https://learn.microsoft.com/en-us/devops/deliver/what-is-infrastructure-as-code
https://learn.microsoft.com/en-us/devops/deliver/what-is-infrastructure-as-code
https://dou.ua/lenta/articles/infrastructure-as-code/
https://www.tigera.io/project-calico/
https://doi.org/10.1109/EuCNC/6GSummit51104.2021.9482436
https://nearsource.ca/why-use-kubernetes-for-your-enterprise/
https://nearsource.ca/why-use-kubernetes-for-your-enterprise/
https://www.redhat.com/en/topics/containers/kubernetes-security
https://www.google.com/search?q=https://github.com/cncf/tag-security/blob/main/security-whitepaper/v2/v2-whitepaper.md
https://www.google.com/search?q=https://github.com/cncf/tag-security/blob/main/security-whitepaper/v2/v2-whitepaper.md
https://doi.org/10.1016/j.jisa.2021.103046
https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_guide.htm
https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_guide.htm
https://doi.org/10.1186/2192-113X-2-5
https://doi.org/10.1109/ACCESS.2020.2982823
https://docs.docker.com/develop/security-best-practices/
https://docs.docker.com/develop/security-best-practices/
https://doi.org/10.1016/j.jisa.2022.103117
https://www.google.com/search?q=https://snyk.io/blog/cloud-security-best-practices/
https://www.google.com/search?q=https://www.paloaltonetworks.com/cyberpedia/what-is-cspm
https://www.checkpoint.com/cyber-hub/cloud-security/what-is-cloud-security/cloud-security-best-practices/
https://doi.org/10.1016/j.comcom.2021.04.020
https://www.datadoghq.com/state-of-cloud-security/
https://www.crowdstrike.com/cybersecurity-101/cloud-security/

184 Hayxosuii srcypran "Komn rtomepro-inmesposani mexHonozii: oceima, Hayka, upooHuymeo"
Jhyek, 2026. Bunyck Ne 62

40. Gartner. Top Strategic Technology Trends: Cloud Security Gartner. URL: https://www.gartner.com/en/information-
technology/topics/cloud-security (date of access: 27.01.2026).

41. GitLab. DevSecOps: Security at the speed of DevOps GitLab. URL: https://about.gitlab.com/topics/devsecops/ (date
of access: 27.01.2026).

42. AWS Security Best Practices Amazon AWS. URL: https://aws.amazon.com/security/best-practices/ - (date of access:
28.01.2026).

43. Microsoft Azure Security Documentation Microsoft Azure. URL: https://docs.microsoft.com/en-us/azure/security/
(date of access: 28.01.2026).

44. Google Cloud Security Tools Google Cloud. URL: https://cloud.google.com/security/tools (date of access:
29.01.2026).

45. IBM Cloud Security Guide IBM Cloud. URL: https://www.ibm.com/cloud/security-guide (date of access:
29.01.2026).

46. Grant read and write access to Amazon S3 bucket objects. Amazon AWS. URL:
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference policies_examples_s3_rw-bucket.html (date of access:
30.01.2026).

47. Google Cloud Security Architecture Google Cloud. URL: https://cloud.google.com/security/architecture (date of
access: 30.01.2026).

48. AWS — Difference between Security Groups and Network Access Control List (NACL) Medium. URL:
https://medium.com/awesome-cloud/aws-difference-between-security-groups-and-network-acls-adc632ea29ae ~ (date  of
access: 31.01.2026).

49. AWS Security Tools Amazon AWS. URL: https://aws.amazon.com/security/tools/ (date of access: 01.02.2026).

50. AWS Cloudtrail Roi4cio. URL: https://roi4cio.com/catalog/product/amazon-cloudtrail - (date of access: 02.02.2026).
51. Trend Micro Cloud Security Architecture Trend Micro. URL: https://www.trendmicro.com/en_us/business/cloud-
security/architecture.html (date of access: 28.10.2025).

52. Microsoft Azure Security Tools Microsoft Azure. URL: https://azure.microsoft.com/en-us/tools/security/ (date of
access: 03.02.2026).

53. Google Cloud Security Best Practices Google Cloud. URL: https://cloud.google.com/security/best-practices (date of
access: 03.02.2026).

Icropis crarri:
Otpumano: 20.02.2026 Joompanpoano: 13.03.2026 IIpwuitasaro g0 apyky: 23.03.2026 Omy6mikoBano: 29.03.2026

© Bimok O.B., Maprenko C.B.


https://www.google.com/search?q=https://www.gartner.com/en/information-technology/topics/cloud-security
https://www.google.com/search?q=https://www.gartner.com/en/information-technology/topics/cloud-security
https://about.gitlab.com/topics/devsecops/
https://docs.microsoft.com/en-us/azure/security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_s3_rw-bucket.html
https://medium.com/awesome-cloud/aws-difference-between-security-groups-and-network-acls-adc632ea29ae
https://roi4cio.com/catalog/product/amazon-cloudtrail

