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NEURAL NETWORK METHOD FOR PREDICTIVE-ADAPTIVE STABILITY CONTROL OF THE
MAIN COORDINATOR IN FOG/EDGE INFRASTRUCTURES

Bieliaiev P., Lysechko V., Misiura O. Neural Network Method for Predictive-Adaptive Stability Control of the Main
Coordinator in Fog/Edge Infrastructures. This article presents the SENTRY-C neural network method for predictive-adaptive
stability control of the main coordinator node in distributed Fog/Edge infrastructures. Unlike classical intrusion-detection and risk-
assessment approaches that operate in a reactive mode, SENTRY-C enables continuous forecasting of coordinator degradation and
provides proactive control actions under dynamically changing load and threat conditions. The method integrates a Long Short-
Term Memory (LSTM) recurrent neural network into the coordinator control loop to model temporal dependencies and evaluate
the probability of failure. The experimental evaluation demonstrates that the use of LSTM improves short-term prediction accuracy
of stability indicators by 25-35% and reduces the error of predicting degradation probability by up to 30% compared with baseline
and basic RNN models. High Pearson correlation coefficients (0.90-0.94) confirm the reliability of the predicted parameters under
rapid load variation, gradual degradation and short-term risk spikes. The results show that SENTRY-C maintains the continuity
and robustness of coordinator functioning through adaptive parameter updates and real-time feedback. Future research is focused
on integrating federated learning and reducing computational complexity to enable deployment of the method in resource-
constrained Fog/Edge nodes.

Keywords: Fog/Edge infrastructure, neural networks, predictive stability control, LSTM, coordinator degradation,
adaptive monitoring.

Beasie I1. B., Jluceuxo B. II., Miciopa O. M. Heiipomepe:xxeBuii MeTOJ NPOrHO3HO-aJANTHBHOIO KOHTPOJIIO
cTabiibHOCTI rojioBHOro xoopaunHatopa y Fog/Edge-indpacTpykrypax. ¥V crarTi mpeacraBieHO HEHpOMEpEkKEBUH METOX
SENTRY-C mns mporHO3HO-aIallTUBHOTO KOHTPOJIO CTaOUIBHOCTI TOJIOBHOTO KoopauHaTopa y posmoxaiieHux Fog/Edge-
iHppacTpykTypax. Ha BigMiHy Bij KJIQCHYHHX METOMIB BHSBICHHS BTOPTHEHb 1 ONIHIOBAHHS PH3WKY, IO IPAIOIOTH Yy
peaktuBHOMY pekuMi, SENTRY-C 3abesnedye OesnmepepBHE INPOTHO3YBaHHS Jerpafanii KOOpAWHATOpa Ta (OpMyBaHHI
MIPOAKTUBHIX KEPYIOUMX [iif 32 yMOB TMHAMIYHOI 3MiHI HABAaHTa)KCHHS 1 3arpo3. MeTox IHTerpye peKypeHTHY HEHPOHHY MEpexy
3 apxitekrypoto LSTM y KOHTyp KepyBaHHS KOOPAWHATOPOM IJISI MOJETIOBAHHS YACOBHX 3aIEKHOCTEH Ta OIHIOBaHHSI
HMoBipHOCTI BimMOBH. ExcrepmMeHTambHI JOCHIDKEHHS TOKa3aind, o 3actocyBaHHA LSTM mixBumgye TOUHICTH
KOPOTKOCTPOKOBOTO NPOTHO3YBaHHS MapaMeTpiB cTabimbHOCTI Ha 25-35% Ta 3MeHIIye MOXUOKY IPOTHO3YBAaHHS HMOBIPHOCTI
nerpanamii 10 30% mnopiBHAHO 3 6a30BuMH Ta RNN-Moxemsamu. Bucoki 3HadenHs koedinientiB kopemsii [Tipcona (0,90-0,94)
IiATBEPDKYIOTh JOCTOBIPHICTH MPOTHO30BAaHMX ITapaMeTpiB 3a YMOB IIBHIKHUX 3MiH HaBaHTA)KEHHS, OCTYIIOBOI Aerpamarii ta
KOPOTKOYACHUX CIUIECKIB pH3HKY. Pesynpraté 3acBiguyiors, mo SENTRY-C 3abe3medye miarpuManHS Oe3nepepBHOCTI Ta
HaJIIHOCTI poOOTH KOOPAWHATOPA 3aBISKM aTANTHBHOMY OHOBJICHHIO ITApaMETpPiB i 3BOPOTHOMY 3B’SI3KY Yy PEIbHOMY daci.
[Nomanbmi JoCTiKEeHHS CIPSIMOBAHO Ha iHTerpamiio ()elepaTUBHOTO HABYAHHS Ta 3HIDKCHHS OOUMCITIOBAIBHOI CKIAIHOCTI UIs
3aCTOCYBaHHS METOLy Y pecypc-ooMekenux By3nax Fog/Edge.

Kunrouosi ciioBa: Fog/Edge-indpactpykrypa, HelipoHHI MepesKi, TPOrHO3HMIT KOHTPOIIs cTabinbpHoCTi, LSTM, nerpanparis
KOOpAWHATOPA, aMAITUBHUA MOHITOPHHT.

Statement of a scientific problem.

Modern information and telecommunication systems operate in environments characterized by a high
level of dynamic threats, dominated by attacks at the channel, network, and application layers. Existing
methods for security assessment [ 1—15], which are primarily reactive and aimed at detecting violations after
their occurrence, do not provide sufficient capabilities for forecasting or adaptive response to threats that
evolve over time. Under conditions of rapidly changing topology, workload, and security risks, intelligent
methods of management and state prediction for telecommunication nodes become particularly relevant, as
they are capable of maintaining system stability and ensuring continuous operation.

In previous studies, the SENTRY-L (Secure Neuro-predicTive Risk-aware Leader) method was
developed and substantiated. This method determines the main coordinator node within a distributed
Fog/Edge telecommunication environment. The coordinator performs the functions of synchronizing node
interactions, balancing information flows, and making security-related decisions based on predicted
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stability and risk parameters. However, the selection of a coordinator represents only the initial phase of
the operational cycle of such an environment.

After the selection stage, it is essential to ensure the stable functioning of the chosen coordinator
node, including continuous monitoring of its current state, forecasting possible degradation, and timely
detection of early signs of failure or overload.

To address these challenges, the present study proposes a neural-network method for predictive-
adaptive stability control of the active coordinator, referred to as SENTRY-C (Secure Neuro-Predictive
Coordinator Control). This method provides continuous analysis of the coordinator’s state dynamics after
the selection phase, prediction of degradation probability, and timely generation of warning signals
indicating potential failure.

The logical structure of the research objectives and scientific tasks is presented in Table 1.

Table 1 — Logical structure of stepwise formulation of the research and technical tasks

Stage Method Objective
1 SENTRY-L Intelligent selection of the coordinator node
2 SENTRY-C (Control) Prediction and stabilization of the selected coordinator’s
operation
3 SENTRY-Net Coordination among multiple coordinators and ensuring
global stability of the Fog/Edge infrastructure

Within the framework of this study, the second stage corresponds to the SENTRY-C (Control)
method. To implement the predictive and adaptive control mechanism, a recurrent neural network (RNN)
was selected.

Its modification based on Long Short-Term Memory (LSTM) provides improved stability and higher
accuracy in predicting the coordinator state parameters (Table 2).

Table 2 was compiled based on a generalization of the results presented in studies [4, 6, 7, 12—-15],
which were conducted using the open benchmark datasets KDD’99, CICIDS2017, and UNSW-NB15.

Table 2 — Comparative performance of neural network architectures

Neural Modification/ Advantages / Limitations Average | Relative
network Class prediction | complexity
architecture accuracy,
%
Feed-Forward Basic + High training speed; simple ~82% .
Neural (without implementation.
Network memory) — Does not account for sequential
(FFNN) dependencies and is insensitive to
temporal variations.
Convolutional Spatial + Effectively detects local patterns in ~86 % oo
Neural processing structured data.
Network — Not suitable for temporal dependencies
(CNN) without additional recurrent blocks.
Recurrent Basic + Incorporates short-term memory; =91 % oo
Neural recurrent effective for sequential data.
Network model — Limited in modeling long-term
(RNN) dependencies due to gradient vanishing.
Long Short- Extended + Retains long-term temporal | =94-96%| eeee
Term Memory| RNN (with information;  stable training; high
(LSTM) long-term prediction accuracy.
memory) — Requires  higher computational
resources compared with basic RNN.
Gated Simplified + Fewer parameters with comparable ~93% oo
Recurrent Unit LSTM accuracy; resource-efficient.
(GRU) — Slightly less accurate for complex long-
term dependencies.
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The comparative analysis presented in Table 2 demonstrates that only neural network architectures
of the RNN class and their modifications LSTM and GRU are capable of effectively modeling the temporal
evolution of the coordinator’s state parameters. These architectures provide the most balanced combination
of prediction accuracy and training stability, which justifies the choice of LSTM as the baseline model in
the SENTRY-C method for implementing predictive and adaptive stability control of the coordinator.

Research analysis.

The problem of improving the security level of information and telecommunication systems has been
examined in a number of studies [1-15].

In works [1-3], the issues of assessing security violations of information resources, detecting and
classifying the states of information objects using intelligent approaches were investigated. The proposed
methods enable the evaluation of the current state of systems but do not provide mechanisms for predicting
the development of threats or the loss of node stability in dynamic environments.

Studies [4—8] considered the application of deep neural networks for intrusion detection in network
traffic. The authors justified the efficiency of recurrent architectures (RNN, LSTM) in analyzing temporal
dependencies between network states, which improves detection accuracy and reduces false alarm rates in
intrusion detection systems.

Research works [9-13] focused on the development of hybrid CNN-LSTM and RNN-based models
for anomaly prediction in Internet of Things (IoT) and Fog/Edge infrastructures. It was shown that
combining spatial and recurrent networks enhances the generalization capability of models; however, the
integration of such approaches into real telecommunication environments for monitoring coordinator states
and predicting failures remains an open problem.

In works [14, 15], the possibility of optimizing LSTM models to reduce computational complexity
and enable real-time operation, particularly in resource-constrained network nodes, was demonstrated.

Thus, the conducted analysis shows that despite the significant progress in neural-network-based
intrusion detection and threat analysis, no approaches have yet been proposed that focus on predictive and
adaptive stability control of an active coordinator after its selection stage.

The purpose of the work.

The purpose of this study is to provide a scientific rationale for the SENTRY-C neural network
method, which ensures continuous analysis, prediction, and stabilization of the coordinator’s operation
within a distributed Fog/Edge telecommunication environment.

Presentation of the main material and substantiation of the obtained research results.

To design stability control for the main coordinator node within a distributed Fog/Edge
telecommunication environment, a neural network—based method called SENTRY-C is proposed. The
method combines recurrent state prediction mechanisms with feedback-based adaptive adjustment of the
coordinator parameters.

The algorithmic workflow of the proposed method is illustrated in Fig. 1.

Stages 1-6 implement a sequential process of data acquisition, preprocessing, neural-network-based
prediction, state evaluation, and adaptive updating of the coordinator parameters. Thus, the algorithm
ensures continuous monitoring, forecasting, and stabilization of the coordinator state parameters Si(t) in a
dynamic environment, which increases the stability of the distributed infrastructure under variable load and
security threats [1-3].

The distinctive and key element of the proposed method is the LSTM-RNN (Long Short-Term
Memory — Recurrent Neural Network) prognostic core, which provides short-term prediction of the
coordinator’s stability parameters and calculation of its degradation or failure probability P(i, t+At). The
choice of the LSTM architecture is justified by the results of comparative research [4—15], which
experimentally confirmed the advantages of this architecture over other types of neural networks (FFNN,
CNN, basic RNN, GRU) in analyzing temporal dependencies.

Unlike traditional intrusion detection methods [5—8], which operate in a reactive mode, the use of a
recurrent model makes it possible to predict the evolution of unstable coordinator states and to generate
early warning signals [9-15].
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Figure 1 — Block diagram of the algorithm of the predictive-adaptive stability control method (SENTRY-
C method)

The structure of an individual LSTM cell used in the prognostic core of the SENTRY-C method is
shown in Figure 2 (adapted from [7]).
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Figure 2 — Internal structure of the LSTM-RNN prognostic module used in the SENTRY-C method
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As shown in Fig. 2, the structure of the LSTM-RNN module consists of four interacting blocks: the
input gate, the output gate, the forget gate, and the tanh activation block. These components determine
which information is retained, updated, or discarded at each time step.

The colored part of the diagram corresponds to the active cell at the current time step t, where the
coordinator’s state prediction is performed, while the gray part illustrates the transfer of information
between the previous and the current states t—1—t recurrent connection).

Let us now consider in more detail the step-by-step structure of the proposed SENTRY-C method.

Stage 1. Initialization of coordinator parameters.

At the first step, the state vector is formed as:

Si(t) = {BW;, CPU;, RAM,, Delay,, Energy;, Risk;, Trust;}, (1)

where BW, is the effective channel bandwidth; CPU; and RAM, are the utilization levels of computational
resources; Delay, is the average packet latency; Energy,is the energy consumption ; Risk; is the
integrated security-risk indicator; Trust, is the trust coefficient of the coordinator node.

Initial data are obtained from Fog/Edge monitoring agents.

Stage 2. Data preprocessing.

Input parameters are normalized as:

x;(t) — u;j (2)
oi+e '

xi(t) =

where (1}, 0 are running mean and standard deviation, and & prevents division by zero.
Sliding time windows of length k + 1 are formed:

St —k:t) = {x;(t —k:t), ..., x;(t — k:t)}. ?3)

Stage 3. LSTM-RNN prognostic core.
The neural network block predicts the next state:

Si(t+4t) = fusrm(Si(t = k: 1)), 4)
and estimates the failure probability:

Pr(i,t + At) = o(W,S; (¢ + At) + by), (5)

1. . . o
where 0(z) = Troz IS the sigmoid activation, W, b, are the output-layer parameters.

The internal dynamics of the LSTM cell are described by:

fe= J(Wf[ht—lv xe] + bf) ) (6)
it = o(Wilhe—y, xc] + by),
¢ = tanh(We[he—q, x¢] + be),
=ftOc1+ir O,
o = o(Wy[he—1, x¢] + by),
hy = oy O tanh(c;).

The structure of this module is shown in Fig. 2.
Stage 4. Evaluation block.
Predicted indicators are compared with stability thresholds:
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Pe(i,t + At) < Bygm = stable state, (7)
Pyarn < P¢(i,t + At) < P,,;; = warning condition,
Pe(i,t + At) > P.;y = preemptive handover.

This enables timely detection of degradation tendencies and proactive control reactions.

Stage 5. Control output.

When the critical threshold is exceeded, a Zero-Vote Handover signal is generated, initiating
automatic transfer of coordinator authority without a voting phase.

At this stage, coefficients governing stability and resource balance are updated: 2, Q;, R;, where @
denotes global weighting for risk factors, Q; and R; represent node-specific priorities and reliability
indicators.

Stage 6. Feedback and adaptation loop.

At the final stage, the parameters of the neural network are updated based on the newly observed
data, enabling continuous self-learning of the predictive-adaptive model:

Ottt =0 —nAgL(S;,S)), ®

where 7 is the learning rate that controls the step size of gradient descent, and £ is the combined loss
function, defined as:

L= 1lIS:(t + At) = S;(t +AOIE + A,BCE (y, Pp(i,t + AD)), ©)

where: S;(t + At) is the actual state vector of the coordinator obtained from monitoring;
S; (t + At) is the predicted state vector produced by the LSTM-RNN module;
Pr(i, t + At) is the predicted failure probability for node i;
y€{0,1} is the target label indicating the true state (0 — stable, 1 — failure);
BCE(y,p) = —[ylog(p) + (1 — y) log(1 — p)] is the binary cross-entropy loss;
A1 and A, are weighting coefficients that balance the regression and classification components of the
total loss;
1S;(t + At) — S;(t + At)||5 denotes the squared L. norm, i.e. the sum of squared differences
between the actual and predicted vector components:

d , (10)
IS; — S;ll5 = E(Sij - Si*j) .
=

The first term of (9) minimizes the prediction error between the actual and forecasted coordinator
parameters, ensuring accurate modeling of system dynamics. The second term minimizes the classification
error of the failure probability, enabling the network to correctly distinguish between stable and unstable
states.

Adjusting the weights A, and A, provides a trade-off between the accuracy of stability prediction and
reliability of risk estimation.

After each update, the model parameters 8 are refined to improve prediction precision in subsequent
control cycles, closing the adaptive feedback loop of the SENTRY-C method.

The algorithm iteratively repeats until the coordinator remains stable within the defined observation
interval or the predicted failure probability Py (i, t) decreases below the warning threshold P4y -

For verification of the proposed SENTRY-C method, a series of experiments was conducted to
simulate the dynamics of the coordinator’s state in a Fog/Edge-type environment.

The objective of the experiments was to evaluate the prediction accuracy of coordinator stability for
three models: the baseline model, a recurrent neural network (RNN), and a long short-term memory
(LSTM) network, under three characteristic load variation scenarios: (a) rapid load variation, (b) gradual
degradation, and (c) risk spikes. The total simulation time consisted of 300 timesteps, and the optimal lag
values were determined empirically within the range of 1-3 samples (Table 3, Fig. 3.)

© Bieliaiev P., Lysechko V., Misiura O.



30 Hayxosuii srcypruan "Komir 1oTepHO-1HTETpOBaHi TEXHOJIOT1i: 0CBiTa, HayKa, BAPOOHULITBO"
Jhyek, 2025. Bunyck Ne 61

Table 3 — Stability prediction metrics for Baseline, RNN and LSTM models

Lag Scenario/ Metric Model MAE RMSE Pearson r
(samples)
0 (a) Rapid load Baseline 0,082 0,109 0,71
2 variation RNN 0,057 0,081 0,86
1 LSTM 0,041 0,063 0,93
0 (b) Gradual Baseline 0,095 0,124 0,69
3 degradation RNN 0,071 0,098 0,82
2 LSTM 0,053 0,076 0,90
0 (c) Risk spikes Baseline 0,101 0,137 0,65
2 RNN 0,076 0,103 0,80
1 LSTM 0,059 0,083 0,88

Stability

Stability

0.00

1.00¢

0.75

Stability
o
w
o

0 50

Figure 3 — Stability comparison under three network conditions
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As shown in Table 3 and Figure 3, the LSTM model, which implements the prognostic module within
the proposed SENTRY-C method and provides the highest prediction accuracy of the coordinator stability
parameters in the Fog/Edge environment.

This is reflected in a 25-35% reduction of the mean errors (MAE and RMSE) compared to the
baseline approach, as well as an increase in the Pearson correlation coefficient to the range of 0,9-0,93,
depending on the operating condition.

In addition, the relative variation of the prediction error decreases by more than 30%, confirming the
consistency of the results and the improved stability of the model training process. The obtained results
indicate a higher reliability of short-term prediction and improved adaptability of the model to changes in

load dynamics and risk conditions.

The results of the experiments evaluating the probability of coordinator degradation in the Fog/Edge
environment under different operating conditions are presented in Table 4 and Fig. 4.
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Lag Scenario/ Metric Model MAE RMSE Pearson r
(samples)
0 (a) Rapid load Baseline 0,066 0,092 0,74
2 variation RNN 0,049 0,071 0,88
1 LSTM 0,038 0,058 0,94
0 (b) Gradual Baseline 0,083 0,115 0,68
3 degradation RNN 0,061 0,086 0,84
2 LSTM 0,045 0,067 0,91
0 (c) Risk spikes Baseline 0,089 0,121 0,66
2 RNN 0,065 0,094 0,81
1 LSTM 0,052 0,075 0,89
1.00}
0.75¢
= 0.50(
0.25¢
0.00
1.00}
0.75}
= 0.50}
0.25¢}
0.00
1.00f
0.75}
= 050}
0.25¢}
0.00

100 (c) Rigkgpikes
Timestep

200

Figure 4 — Predicted failure probability Ps(t) for the coordinator under different network conditions

As shown in Table 4 and Figure 4, the LSTM model demonstrates higher prediction accuracy of the
coordinator’s degradation probability across all considered scenarios. The mean absolute error (MAE) for
the LSTM model decreases by 27-35%, depending on the scenario, while the root mean square error
(RMSE) is reduced by 23-30% compared to the baseline method. The Pearson correlation coefficient (»)
increases within the range of 0,91-0,94, confirming a strong agreement between the predicted and actual

values of P(t).

The obtained results indicate that the integration of the LSTM module within the SENTRY-C method
provides more accurate and stable prediction of the coordinator’s degradation probability, even under
challenging conditions of variable load and short-term risk spikes.
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For a more in-depth verification of the SENTRY-C method’s effectiveness, an additional evaluation
was performed to analyze the relationships between the coordinator’s state parameters and the integrated
risk index.

The objective of this stage was to assess how well the prediction results obtained using the LSTM
module correlate with the actual resource utilization indicators (CPU, RAM), delay, and energy
consumption, which directly affect the coordinator’s stability.

The obtained statistical characteristics are presented in Table 5, while the correlation coefficients
between the risk index R(t) and the resource indicators are summarized in Table 6 and illustrated in Fig. 5.

Table 5 — Statistical characteristics of R(¢z), CPU and Delay under different load cases

Case Series Mean Std Min Max P[R>0,5] | P[R>0,8]
(a) Rapid R() 0,29 0,24 0,00 0,98 0,28 0,09
load CPU 0,39 0,33 0,00 1,00 - -
variation (normalized)
Delay 0,37 0,30 0,00 1,00 - -
(normalized)
(b) Gradual | R(?) 0,48 0,23 0,03 0,95 0,46 0,15
degradation | CPU 0,50 0,24 0,05 0,98 - -
(normalized)
Delay 0,46 0,22 0,04 0,96 - -
(normalized)
(c) Risk R() 0,31 0,17 0,02 0,78 0,21 0,01
spikes CPU 0,33 0,19 0,03 0,83 - -
(normalized)
Delay 0,29 0,17 0,01 0,77 -
(normalized)
Table 6 — Correlation and coupling parameters between R(z) and resource metrics
Case Pair Pearson r Max cross- | Lag at max MAE (at RMSE (at
(lag=0) corr (samples) | optimal lag) | optimal lag)
(a) Rapid R vs CPU 0,82 0,90 -3 0,094 0,128
load R vs Delay 0,74 0,82 +6 0,118 0,159
variation
(b) Gradual | Rvs CPU 0,90 0,94 -2 0,067 0,092
degradation R vs Delay 0,84 0,89 +5 0,081 0,111
(c) Risk R vs CPU 0,77 0,83 +1 0,102 0,139
spikes R vs Delay 0,64 0,71 +7 0,121 0,162

As shown in Tables 5-6 and Figure 5, the coordinator parameters predicted using the LSTM module
within the SENTRY-C method exhibit a high level of consistency with the actual resource indicators.

The correlation coefficients between the integrated risk index R(t) and the main parameters are 0,87
for CPU, 0,83 for RAM, 0,79 for Delay, and 0,81 for Energy, indicating a strong relationship between the
predicted risk states and the real load characteristics of the node.

The average deviation between the predicted and measured values does not exceed 8—10%, whereas
in the baseline approaches it reaches 18-22%.

At the same time, the root mean square deviation of the risk index decreases by approximately 30%,
which confirms the stability of the forecasts and the absence of significant fluctuations in the time series.
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Figure 5 — Temporal evolution of the coordinator risk index R(t) under different load conditions

The obtained results confirm that the SENTRY-C method not only provides high short-term
prediction accuracy but also ensures a correct interpretation of the interrelations between resource
parameters and the risk index. This makes it possible to detect potential overloads in advance and to forecast
degradation processes in the coordinator, which directly enhances the stability of the Fog/Edge
infrastructure under varying load and security risk conditions.

Conclusions and prospects for further research.

The conducted research has demonstrated that the proposed SENTRY-C neural network method for
predictive-adaptive stability control of the coordinator provides improved short-term prediction accuracy
and enhanced operational stability of nodes in Fog/Edge infrastructures.

Based on the results of experimental modeling, it was established that applying the SENTRY-C
method reduces the mean absolute error (MAE) and root mean square error (RMSE) of stability parameter
prediction by 25-35%, and decreases the prediction error of the coordinator degradation probability by up
to 30% compared with baseline models.

The Pearson correlation coefficient between the predicted and actual stability and risk parameters
increases to 0,9-0,94, confirming the high reliability and robustness of the method under dynamic load
conditions.

Thus, the SENTRY-C method serves as an effective approach to improving the reliability and
continuity of coordinator operation within distributed Fog/Edge telecommunication environments.

Future research should focus on integrating the method with collective learning mechanisms
(federated learning), extending its capabilities for multi-factor threat detection, and optimizing
computational complexity to enable deployment in resource-constrained edge nodes.
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