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FEATURES OF CREATING A MULTI-LEVEL MODEL OF CYBER SECURITY OF
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Shkitov A. Features of creating a multi-level model of cyber security of critical infrastructure data: an
interdisciplinary approach. The article examines the model of ensuring cyber security of Ukraine and documents the
organizational and legal support for the protection of critical infrastructure objects from cyber attacks. The main concepts are
described: multi-level data model, identification of cyber security, and critical infrastructure facilities. The levels of protection of
critical infrastructure objects and measures at each level that ensure cyber security are highlighted and described. The stability of
the critical infrastructure object is substantiated, and the formula for determining risks in critical infrastructure objects is described.
The developed basic tuple model for the classification of critical information infrastructure objects by multi-level data models is
highlighted. The prospects and risks of implementing multi-level data models in critical infrastructure facilities have been
identified. It was concluded that multi-level data models are an important tool for ensuring cyber security in today's digital world
and critical infrastructure enterprises in private. They allow for the effective protection of confidential information by isolating and
controlling different levels of data access.
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IkiToB A.A. Oco6uBOCTi CTBOpPeHHsI 0araTopiBHEBOI Mo/1eJ1i KibepOe3nexku JaHUX KPUTHYHOI iHPPACTPYKTYpHU:
MUKIMCHMILTIHAPHWI maXin. Y cTaTTi JoCiIKEeHO MOIeNb 3a0e3neueHHs KibepOe3nekn YKpaiHu Ta JOKYMEHTH OpraHi3aIliitHo-
MPaBOBOTo 3a0e3IeUeHHS 3aXUCTy 00'€KTIB KPUTHYHOI iHppacTpyKTypH Bix kibeparak. OnrcaHo OCHOBHI HOHSTTS: OaratopiBHeBa
MOZENb JaHHX, igeHTH(iKamis kibepOesmeku Ta 00'eKTH KpUTHYHOI iH(pacTpyKkTypu. BUCBITIEHO Ta ommcaHO PiBHI 3aXHCTY
00'eKTiB KpUTUYHOI iHPPACTPYKTYpHU Ta 3aXOIU HAa KO)KHOMY DiBHI, 110 3a0e3meuyroTs KibepOesneky. OOrpyHTOBAHO CTIHKiCTh
00'€KTIB KpUTHYHOT iHPPACTPYKTYpH Ta OMUCAHO (GOPMYITy AJIS BU3HAUCHHS PHU3HKIB B 00'€KTaX KPUTHYHOI iHOPACTPYKTYPH.
Bucsitieno po3poOiieHy 6a30By MoAenb KOPTEXKY I Kiacudikamii 00'ekTiB KpuTHYHOI iH(OpMaLiitHO1 iHQpacTpyKTypH 3a
6araTopiBHEBUMU MOJEISAMH JaHUX. BU3HaueHO MEepCrIeKTHBH Ta PU3MKH BIPOBAIKEHHS OaraTOpiBHEBHX Mojeled MaHWX Ha
00'eKTax KpUTUYHOI iHPpacTpyKTypHu. Byiio 3po0iieHO BHCHOBOK, 110 0araToOpiBHEBI MOJEII JaHUX € BAXKIHUBUM 1HCTPYMEHTOM
Jutst 3abe3neueHHs KibepOe3nekn B cydacHOMY LU(POBOMY CBITI Ta Ha MiJIPHEMCTBAX KPUTHYHOI iHPPACTPYKTYpPH, a 3aX0AN
KibepbOesnekn 3ade3nedytoTh eeKTHBHMI 3aXUCT KoH(iaeHniiHol iHdopMalii IUIIXOM i30JsI1ii Ta KOHTPOJIIO Pi3HUX PIBHIB
JIOCTYITY JI0 aHHUX.

KmrouoBi cioBa: «xiOepOesneka, KpuTuuHa iHQPACTpyKTypa, MOAENb iAeHTU(]IKAIil, HOPMATHBHO-IIPABOBE
3abe3mneduenns, OaraTopiBHEBa MOJIEb JaHUX

Introduction. In today's digital world, where cyber threats are becoming more complex and
dangerous, ensuring the cyber security of critical infrastructure becomes an extremely important task. This
requires the classification and improvement of approaches to protection against cyber threats and the
implementation of effective innovative strategies. One of the classification leitmotifs of this problem is the
development and implementation of a multilevel data model.

Cyber wars of the 21st century are relevant for the whole world and increase the importance of this
issue. Ukrainian organizations should be maximally protected from cyber attacks. As noted in the State
Service of Special Communications and Information Protection of Ukraine, «cyber security of critical
infrastructure is one of the priorities of the national security of Ukrainex. It is also worth noting that in
today's world, where the regulatory environment is constantly changing and becoming increasingly
complex, the identification of requirements becomes extremely important for businesses, government
bodies, and critical infrastructure in general (Fig. 1).

Under the conditions of cyber modernity, there are a number of normative documents that
determine the classification and categorization leitmotifs of cyber protection of critical infrastructure
objects, which are mandatory for enterprises, institutions, and organizations classified as critical
infrastructure objects according to the legislation. These include: Resolution of the Cabinet of Ministers of
Ukraine dated June 19, 2019, No. 519 «On approval of General requirements for cyber protection of critical
infrastructure facilities»; Resolution of the Cabinet of Ministers of Ukraine dated November 11, 2020, No.
1176 «On approval of the Procedure for conducting a review of the state of cyber protection of critical
information infrastructure state information resources and information the requirement for the protection
of which is established by lawy; Resolution of the Cabinet of Ministers of Ukraine dated December 23,
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2020, No. 1295 «Some issues of ensuring the functioning of the system for detecting vulnerabilities and
responding to cyber incidents and cyber attacks»; Resolution of the Cabinet of Ministers of Ukraine dated
December 29, 2021, No. 1426 «On approval of the Regulation on the organizational and technical model
of cyber protection»; Methodological recommendations for increasing the level of cyber protection of
critical information infrastructure approved by the order of the State Special Communications
Administration dated 06.10.2021 No. 601 (with changes introduced in accordance with the orders of the
State Special Communications Administration dated 10.07.2022 No. 343); Order of the State Special
Communications Administration dated December 1, 2023, No. 1011 «On the approval of
Recommendations for the development of a plan for the protection of a critical infrastructure facility based
on the project threat of a national level cyber attack/cyber incident» and others.
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Fig. 1. General sectors of critical infrastructure

Implementing cyber protection measures involves: identification - detection of real and potential
cyber threats for prevention and their neutralization; protection - development and implementation of
methods, means, and procedures of cyber protection directed at software sustainability and reliability,
functioning of information telecommunications, information, and telecommunications and technological
systems; detection - conducting monitoring, definition, collection, and processing of atypical events in
cyberspace; response - application of measures aimed at the prevention of cyber incidents, cyber attacks,
minimization of their possible consequences (prevention of threats to life or health of people and infliction
of damage to property), improvement of systems of cyber protection taking into account the necessity of
proportionality and opportunities of such systems against real and potential risks; recovery - renewal of
regular functioning of information and telecommunications technological systems after cyber attacks,
recovery of information and information in case of their damage or deletion, creation of prerequisites for
carrying out an investigation by consequences of cyber attacks. During the time of software functioning,
the basic infrastructure of cyber protection has to provide protection in cyberspace, national electronic
informative resources, communication, and technological systems; protection of objects of critical
infrastructure; implementation of activities on forming a culture of cyber security on objects of critical
infrastructure and enterprises regardless of their forms of property; informing citizens about the
consequences of cyber incidents [1-3].
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So, in the modern cyber age, protecting critical infrastructure is one of the primary tasks of the
state, taking into account the fact that the latest information and communication technologies are being
implemented in Ukraine in all areas. At the same time, the issue of classification and regulation of the multi-
level data model, specifically regarding the cyber protection system of critical infrastructure objects and
the diagnosis of the state of cyber security, is one of the important and relevant in the conditions of Ukraine.

Literature review.The following scientists investigated the issue of cyber security of critical
infrastructure in their works: Hnatiuk S.O. [4], Ivanyuta S.P. [5], Kondratov S.I. [6], Lukyanchuk R.V. [7],
Leonov B.D. [8], Ryzhov I.M. [9], Seryogin V.S. [6], Sukhodolya O.M. [10], Tkachuk N.A. [11], Tsiapa
S.M. [12], etc. The directions of the development of cyber security were considered in their works by
V. Lebedev, D. Ogorodnikov, M. Oleynik, D. Prozorov, A. Svishchev, E.V. Kovalenko, 0.0. The
guestion of the multi-level model in cyber security Kharchenko V.P., Korchenko O.G., Hnatyuk S.O. [13,
14] and others.

In the research work [15], a logical-probabilistic model of cyber security for critical infrastructure
objects in the power industry was developed for protection against cyber threats and the study of event
probabilities. A research article [16] presents a simulator based on agents for evaluating cyber threats in
interconnected critical infrastructures that support Italian legislative requirements of cyber protection
measures. The article [17] suggests a taxonomy for modeling relationships in critical infrastructure to
improve analysis of cyber security by detecting vulnerabilities and critical components in complex systems.
Another paper [18] proposes a model for protecting critical informative infrastructure by analyzing
functions, connections, threat objects, and implementing methods for minimizing damage from security
violations and material costs.

From a literature review, it is evident that scientists all over the world are dealing with cyber
security issues and forming information protection models for higher authorities and powerful commercial
structures. Since the main damage to information is usually caused by criminal actions (viruses, hacking of
secret keys, data theft, etc.), various security mechanisms are created to combat them, including
organizational, technical, and software measures and means of information protection [6]. However, a
systematic analysis of the multi-level data model in cyber security identification needs further research.
The purpose of this work is to consider the main features of creating a multi-level model of cyber security
of critical infrastructure data and to determine the main directions of development of this model

Methodology. The model of the regulatory environment allows one to view data at multiple levels
of abstraction, from specific requirements to high-level policies and strategies. Fundamentally, the multi-
level security model is built on models of authority and truth verification, providing authorized access to
users to closed information in databases based on predetermined powers. However, this is not enough for
protection, as such models do not have secrecy classes, and databases usually store information from open
to completely confidential. For such purposes, the Bell-LaPadula multi-level security model, which is also
called the «model of the highest level of secrecy» [19, 20], is intended, which provides users with access
to secret data in databases according to different classes of secrecy and is a classic model of an authorized
demarcation of access to data. The Bell-LaPadula model uses concepts such as the level of secrecy, the set
and current levels of user access, the level of the hierarchy of objects, and others [21].

Thus, the benefits of using a multi-level data model include enabling a more precise definition of
requirements, improving the effectiveness of risk analysis, and ensuring compliance with regulatory
requirements.

The use of a multi-level data model also helps to avoid duplication of information and improves
knowledge management in the organization, which is the prerogative of special services.

In the classification-categorical nature of priority algorithms in information protection, it is worth
noting that Identification (lat. Identifico) — is the recognition of something or someone. In this sense, the
termis used in general engineering and legal psychology, where it is understood as the process of comparing
one object with another on the basis of any feature or property, as a result of which their similarity or
difference is established. Identification is the act of establishing an identity [22]. In this context,
Identification in particular (information security) is a procedure for recognizing a user in the system, as a
rule, with the help of a preventively determined name (identifier) or other a priori information about them,
which is perceived by the system.
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Identification is used to obtain information about the subject of the system based on the identifier
provided by them. It is the initial procedure for granting access to the system. After it, authentication and
authorization are carried out [23].

In our opinion, the multi-level data model of cyber security provides for the integration of
classification-categorical leitmotifs of protection levels and measures at each level of implementation. This
model is based on the idea that no single defense can be completely effective in addressing all cyber threats,
so a combination of measures at different levels of the infrastructure must be used.

The first level of logical conditioning with respect to the multi-level model is network and systems
level safeguards. This includes the use of network firewalls, interface filters, user authentication and
authorization, and other technologies to prevent unauthorized access to the system.

The second level is protection at the level of applications and services. This includes the use of
anti-virus programs, data integrity mechanisms, protection against software vulnerabilities, and other
technologies to prevent cyber attacks on applications and services.

The third level is protection at the data level. This includes data encryption, access control to
confidential information, auditing, and monitoring of user activity to identify suspicious activities.

In the classification-categorical nature, one of the main advantages of the multi-level data model of
cyber security is its comprehensive approach to protection against cyber threats. The integration of different
levels of protection allows you to create a reliable barrier against various types of attacks and ensure full
protection of critical infrastructure.

In addition, multi-level data models allow you to effectively manage access rights by identifying
them in accordance with regulatory and legal provisions and providing the ability to precisely control who
has access to which information. This provides an additional layer of protection, preventing possible
security breaches due to unauthorized access.

In view of this, modern domestic scientists O.G. Korchenko, Yu.O. Dreys, and Romanenko O.0O.
proposed a basic tuple model for the classification of critical information infrastructure (Cll) objects of the
state, which contains the main identifiers of the object and is suitable for the topic of our research [24]:

ID =< ID4,IDy, ...,IDi ,...,IDn >, 1)
where ID; € ID (i = 1,n) is the component of the tuple displaying the i-th object identifier,
and n is their number.

For example, to form the list of the state [19, 20, 5, 11], with n =<8, tuple (1) is defined as:

ID=<ID, ID, ID, ID, ID, ID, ID, ID >=<S,U,ON,LRHM>,12345678 2

The first component of the tuple S - the KII sector can be represented as a set of sectors:

Taking (4) into account, expression (3) can be represented in the following form: 3 {,,..., }}.

n
S={Uz2: S} ={SuS2- S}, (3)
Where S; € S (i = 1,n;) isthe I-th subset of groups of Kl sector identifiers, and n, is the total

number of groups. For the i -th subset S, we define as:

Ny
Si = {U]ii Sl]} = {Sil'SiZ "“'Sinli}’ (1)
Where S;; € S; (j = 1,ny,) are identifiers of sectors of the I -th group, and n;; - their number.

Taking into account Tlommaka! JI:kepeno mocuJIaHHS He 3HaiigeHo., the expression
IMomuaka! Ixepesno mocunanus He 3HaiineHo. can be presented in the following form:

nq ,
S = {U:lzll Si} = {U {U;lii Sij}} = {{511'512,---,511111}» {521»522,---,521112}:---,

i=1

(St Sz Snama . (=T, = T, 5)
The next component of the tuple U is the set of identifiers of the administrative-territorial
units of Ukraine, within which the OKI is located and displayed as:
S = {U:ljl Ul-} = {Ul, U,,..., Unz} = {»01»,»02»,»03»,...,»n,» } (6)
Where Ui € U (i = 1,ny) is the identifier of the administrative-territorial unit, and n, is their
total number.
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It is also necessary to consider it expedient to disclose the concept of stability of a critical
infrastructure object, which was clearly disclosed by O.P. Ermenchuk.

In other words, the stability of a critical infrastructure object is its ability to counter threats,
minimize the consequences of their impact and negative factors, and quickly recover. For operators, the
ideal model for ensuring the stability of CI objects is one where even the active direct action of various
threats does not interfere with guaranteeing the provision of basic functions and services, and the restoration
of basic functions and services is carried out in the shortest possible time. It is important to identify risks at
the earliest possible stage using the proposed formula:

P= f(I,B,C,T) @)

Each of these risk components can be evaluated by experts on the appropriate point scale using the
methods evaluations mentioned above. In the simplest version, taking into account the coefficients of

significance, b the function P has the following form:

P=b1H+sz+b3C+b4T,Aeb1+b2+b3+b4= 1 (2)

Where risk is P, the state of protection of the object (C) against a certain threat, the potential of the
threat (P) and the duration of its action, the predicted period of restoration of the functioning of the CI
object (T), the importance of the object (B) for a certain type subjects (state, society, business) [11].

However, it must be taken into account that the implementation of multi-level data models can
require significant efforts and resources. It requires careful design and implementation, as well as constant
monitoring and adaptation to changes in cyber security threats.

In the future, the development of artificial intelligence and machine learning technologies may
contribute to further improvements of multi-level data models, specifically for critical infrastructure
enterprises. They can become more adaptive and effective in responding to new cyber threats by automating
the processes of detection and response to potential attacks.

Results and Discussion.Multi-level data models are an important tool for ensuring cyber security
in today's digital world and critical infrastructure enterprises in particular. They allow one to effectively
protect confidential information by isolating and controlling different levels of data access. With the right
approach and the use of modern technologies, multi-level data models can provide a high level of protection
against cyber threats.

Therefore, the normative-legal regulation of the classification-categorical nature of the multi-level
data model should be understood as a subject of jurisdiction enshrined in the Constitution of Ukraine
regarding the foundations of national security, the foundations of internal and external policy, electronic
communications, and the protection of state information resources and information. In accordance with
this, the legal and organizational bases for ensuring the protection of the vital interests of man and citizen,
society, and the state, national interests of Ukraine in cyberspace, the main goals, directions, and principles
of state policy in the field of cyber security, the powers of state bodies, enterprises, institutions, and
organizations must be determined [22]. At the same time, cyber security protects the vital interests of a
person and citizen, society, and the state in cyberspace, which ensures the sustainable development of the
information society and digital communication environment, timely detection, prevention, and
neutralization of real and potential threats to the national security of Ukraine in cyberspace [22].

In our opinion, the ISO/IEC 27032 standard defines «cyber security» through the category of
cyberspace security as preserving the confidentiality, integrity, and availability of information in
cyberspace.

According to the Law of Ukraine «On the Basic Principles of the Development of the
Information Society in Ukraine for 2007-2015», the problem of information security should be solved

by:

. creating a fully functional information infrastructure of the state and ensuring the
protection of its critical elements;
. increasing the level of coordination of the activities of state bodies regarding the

identification, assessment and forecasting of threats to information security, prevention of such threats and
ensuring the elimination of their consequences, implementation of international cooperation on these issues;
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o improvement of the legal framework for ensuring information security, in particular
protection of information resources, countering computer crime, protection of personal data, as well as law
enforcement activities in the information sphere;

o deployment and development of the National Confidential Communication System as a
modern protected transport base capable of integrating territorially distributed information systems in which
confidential information is processed [25].

Critical infrastructure facilities are strategically important enterprises and institutions necessary for
the functioning of the country's society and its economy.

Enterprises related to critical infrastructure objects:

1. In order and provision of the most important public (administrative) services;

2. Energy supply (including the supply of thermal energy);

3. Water supply and drainage;

4. Genealogical support;

5. Health care;

6. Pharmaceutical industry.

The term «critical infrastructure» usually includes those objects, systems, networks, or their parts,
the malfunctioning or destruction of which will lead to the most serious consequences for the social and
economic sphere of the state, will negatively affect the level of its defense capability and national security.
In addition, the functioning of critical infrastructure in peacetime is associated with the maintenance of vital
functions in society, the protection of the basic needs of its members, and the formation of a sense of safety
and security in them. The Green Paper on Critical Infrastructure Protection interprets Ukraine's critical
infrastructure as a system and resources, physical or virtual, so vitally important to the country that their
incapacity or destruction undermines national security, the national economy, the health or safety of the
population, or has as a result any combination of the above [6].

Today, the state actively addresses of the questions of implementation and increasing the efficiency
of the national systems of cyber security for critical infrastructure objects with the purpose of ensuring
stable and safe functioning of national critical infrastructure in cyberspace, creating prerequisites for the
association of efforts of subjects responsible for cyber security to solve the task of increasing the cyber
resilience of the critical infrastructure of the state. This includes communication and information systems,
whose sustainability and reliability are critically important for the functioning of state bodies, enterprises,
institutions, and organizations.

The main task of technological infrastructure for cyber defense is the operational and effective
protection of cyberspace in opposition to cyberattacks, cybercrimes, cyberterrorism, cyberespionage,
including: collection, analysis, evaluation, generalization and spread of information about cyber incidents;
granting methodical help to other subjects of cyber protection; mutual informing of subjects of cyber
protection about new real and potential threats; creation of conditions for responsible and trusted exchange
of information between subjects of cyber protection in every aspect [26, 27]. Thus, reviewing the state of
cyber security in relevant sectors of the Ukrainian economy is crucial for strengthening the protection of
critical infrastructure. It will help to improve state cyber security, increase the security of information
resources and communication systems of critical infrastructure objects, as well as raise the level of the fuel
and energy sector to provide a functioning safe integrated informative environment of communication.

Conclusion. The multi-level model data is a powerful tool for identifying requirements for
regulatory and legal provision. Its implementation will become a key step in improving the process of
identifying requirements for regulatory and legal provision, contributing to more effective organizations
and analysis of information, and may improve business efficiency, provide compliance with regulatory
requirements, and reduce risks for organizations in all industries. In particular, such a model allows for
integrating different data sources, increasing the accuracy and completeness of analysis, and contributing
to more operational decision-making. The multi-level data model also provides flexibility in adaptation to
changes in the legislative and regulatory base, which is important for maintaining actuality and compliance
with normative requirements.

As a result, the multi-level data model for the software cyber security of critical infrastructure is an
effective approach to protection from cyber threats. The integration of different levels of protection allows
creating reliable and comprehensive protection that ensures the safety and stability of critical infrastructure
systems in the digital world. It is especially relevant in the conditions of growing complexities and
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interdependence of informative systems, where even insignificant violations can have serious
consequences.
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