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Larchenko O. Theoretical Aspects of Data Confidentiality in Infocommunication Networks. Data confidentiality in
information and communication networks is a hot topic in the modern digital world. With the development of infocommunications
and global information infrastructure, the volumes of transmitted and processed information have acquired an unpredictable scale.
In this context, ensuring data privacy becomes a vital concern.

A growing number of cyber threats, including hacking, phishing, data theft and privacy breaches, pose risks to the security
and privacy of information transmitted over networks. Known cases of leakage of confidential data, such as personal information,
commercial and state secrets, and medical records, demonstrate the need for effective means and methods of protection.

In addition, public awareness regarding data privacy and confidentiality is growing. Users are becoming more aware and
aware of the risks associated with storing and transmitting their personal data online. This is driving demands for organizations and
companies to ensure strong privacy protections for their customers.

In recent years, there has been a significant increase in the amount of digital data stored and transmitted through information
and communication networks, thanks to new technologies such as the Internet of Things, cloud computing, social networks, e-
commerce and other digital technologies that have become an integral part of our daily lives. This creates a need to reliably protect
these large volumes of data from unauthorized access and malicious activity.

The number of cyber threats is constantly growing, and attackers are constantly developing new methods of attack and
cybercrime, which jeopardizes data confidentiality. From hacking attacks, phishing, malware, to identity theft and business
disclosure, digital threats are becoming more complex and dangerous. Ensuring data confidentiality is becoming a critical need to
avoid financial losses, privacy breaches and other negative consequences.
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Jlapuenko O. TeopeTnyHi acnekTn KoH(pineHUiliHOCTI TaHNX B iHpokoMmyHikamiliHux Mepe:xkax. KondineHmiitHicTh
JAaHUX B 1H(GQOKOMYHIKAIIHHUX Mepekax € HaJ3BHUYAHO aKTyaJbHOK TEMOK B CYy4acHOMY IU(PPOBOMY CBITi. 3 PO3BHTKOM
iH(pOKOMyHiKami# Ta rmodaneHOi iHpopMaLiitHOT iHPpacTpyKTypH, 00caTH iH(OopMallii, 0 IepeaaeThes Ta 00pOONISEThCS, HA0YIIH
HerependadyBaHOTo MacTady. Y bOMY KOHTEKCTI 3a0e3neueHHs KOH(IIeHIIHHOCTI JaHUX CTa€ KUTTEBO BAYKINBUM 3aBJIAHHSM.

3pocraroya KUTBKICTh Kibep3arpos, BKIIOYAI0UN XaKepChKi aTaky, (ilInHT, KPaaiKKU TaHUX Ta MOPYIISHHS IPUBATHOCTI,
CTBOpPIOE Hebe3mneKy A Oe3neku Ta KOH(MIACHIIHHOCTI iHpOpMaIlii, o0 mepenacTrcs yepe3 Mepexi. Bimomi BHMaIKd BUTOKY
KOHQIIeHIIITHUX JTaHuX, Taki sK 0coOHCTi iH(opMaril, KOMepIiliHi Ta JepKaBHI CEKPEeTH, MEIUYHI 3alHCH, AEMOHCTPYIOTH
noTpely B epeKTHBHUX 3aC00aX Ta METOJaxX 3aXUCTY.

OKpiM TOTO, CyCIiJIbHE YCBIJOMIICHHSI, III0JI0 MPUBATHOCTI Ta KOH(IIeHIIHHOCTI JaHuX pocte. KopucryBadi craroTs Ok
00I3HAaHMMH Ta CBIIOMHMH IIIOJI0 PU3HUKIB, MOB'I3aHKUX 31 30CPEIKCHHAM Ta Mepeaaycro TXHiX 0cOOMCTHUX MaHuX B Mmepexi. lle
CTHMYJIIOE BUMOTH /IO OpraHi3alliil i KoMIaHii 3a0e3nedyBaT HaJiitHAH 3aXUCT KOH(IACHIIIHHOCTI TaHUX CBOIX KIIIEHTIB.

B ocTaHHI poku criocTepiraeTbes 3HaUHE 30UIBIICHHS KUTBKOCTI MU(POBHX NaHHX, AKi 30€piraroThbCs Ta MEPeaaroThCs
gepe3 iHPOKOMYHIKaIiifHI Mepexi, 3aBIJKA TaKUM HOBHM TEXHOJIOTiSM K [HTepHET peueil, XMapHi OOYMCICHHS, COLiaNbHI
Mepexi, eIeKTPOHHA KOMEPIIis Ta iHIII MU(PPOBI TEXHOJOTI{, IO CTATH HEBi'€MHOIO YaCTHHOO HAIIOTO IOBCSIKICHHOTO KHTTSL.
Ile cTBOprOE OTPEOY B HATIHOMY 3aXHCTI IUX BEIMKUX OOCATIB JAHUX BiJl HECAHKI[IOHOBAHOTO JOCTYITY Ta 3I0BMHUCHHUX Jil.

KinbkicTp kibep3arpo3 MocTiiHO 3pOCTaE, 3MOBMUCHUKH MOCTIHHO PO3BUBAIOTH HOBI METOJM aTaK Ta KiOep3IOYMHHOCTI,
II0 CTaBUTH Mij 3arpo3y KoHOiAeHUiiHICTh naHuX. Bix atak xakepiB, (ilMHTY, MIKIIJIMBUX MPOTrpaM J0 KPaai>KOK OCOOUCTHX
JTAHUX Ta PO3KPUTTS KOMEPIIiIHOT iHpOopMaIlil - UdPOBi 3arpo3u CTAIOTh BCE OLIBII CKIAHUMH Ta HeOe3neyHMH. 3a0e3neueHHs
KOH(DIIECHIIHHOCTI JaHUX CTa€ KPUTHYHOIO HEOOXIHICTIO ISl YHUKHEHHsI ()iHAaHCOBHX BTPAT, HOPYIICHHS MPHBATHOCTI Ta 1HIITNX
HEraTUBHUX HACIIJIKIB.

KnwuoBi ciaoBa:  kibep3arposa, iHdoxoMyHikamii, iH(GDOKOMyHIKamidHI Mepexi, KoHQiAeHIiiHa iHpopMAIis,
iHCalIepChKi 3arpO3H.

Formulation of the problem. Data privacy protection has become the subject of strict legislation
and regulation. Many countries and regions are establishing new regulations, such as the General Data
Protection Regulation (GDPR) in the EU, to regulate the collection, storage, processing and transfer of
personal data. Companies must meet these requirements because data breaches can have serious
consequences, such as fines and loss of reputation.

Infocommunications is a modern concept that combines telecommunications technologies with
information and computer systems. This is an inextricable connection between different elements that
ensure the transfer and exchange of information. Infocommunications develops through the convergence
of various technologies such as signaling, routing, signal conditioning and programming, ensuring optimal
information processing.
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Infocommunication networks are a complex set of technical means, including elements of
infocommunications, structures and routing systems. They are designed to transmit, receive and exchange
various types of signals, messages, text, images and sound through various types of communication systems
such as radio, wired and optical.

The global information infrastructure includes networks and infocommunication systems that
connect communication nodes, computers and electronic devices to ensure the transfer of a variety of
information. It creates the basic infrastructure for organizing various infocommunication services and
ensures communication between users around the world.

Given the rapid technological development and growing dependence on information systems, data
confidentiality in information and communication networks is becoming increasingly important. The need
to protect personal information, business data and other sensitive data requires the development of effective
security methods and tools on these networks.

In the modern world of information technology and the Internet, the importance of issues related to
data confidentiality is growing. Ensuring data confidentiality is becoming a critical issue for ensuring the
privacy of users, businesses and governments in the digital environment.

Research analysis. Scientists and specialists in the field of information security and cryptography
are actively researching and developing new methods and algorithms to ensure data confidentiality in
information and communication networks. Ongoing efforts are aimed at improving encryption,
authentication and access control systems to ensure that information is protected from unauthorized access
and malicious activity. The purpose of the article is to study data confidentiality in information and
communication networks and analyze the means of ensuring it. The object of the study is data
confidentiality in information and communication networks. The subject of the study is ways to ensure data
confidentiality in information and communication networks. Including methods of encryption,
authentication, access control, threat and risk analysis.

Presentation of the main material and justification of the obtained results. Confidential
information is a set of data that is in the possession, use or disposal of individual individuals or legal entities
and is distributed at their request.

The basic principles of information security are confidentiality, integrity and availability.

1. Confidentiality: This principle deals with the confidentiality of information, which means that only
authorized persons have access to confidential data. Information must be protected from unauthorized
access or disclosure. This is achieved through encryption, authentication and access control.

2. Integrity: This principle requires maintaining the integrity of information, i.e. protection against
unauthorized changes or modifications. Information must be stored in a permanent state and reliably
protected from unauthorized interference. To ensure integrity, data integrity monitoring methods, backups,
and intrusion detection mechanisms are used.

3. Availability: This principle means that information and resources should be available to authorized
users at the right time. Information systems must be resilient to operational failures, technical problems, or
malicious attacks to ensure that information is always available. Measures such as backup, replication and
recovery systems are used to ensure availability.

According to Article 21 of the Law of Ukraine «On Informationy, confidential information, together
with official and secret information, refers to information with limited access.

Restricted information is a set of data, access to which is limited only to a certain circle of persons,
and its disclosure is prohibited by the information manager by law. Restriction of access to information is
carried out for the purpose of national security or protection of the legal rights of individuals and legal
entities. It is important to note that access to the information itself is restricted, not the document. Thus, if
a document contains both open and restricted information, then the open information can be provided as a
separate document to the interested party for review. [1].

According to Article 6 of the Law of Ukraine «On Access to Public Informationy, information with
limited access may be as follows:

1. Confidential information: this is data to which access is limited to an individual or legal entity
other than those in authority, and can be disseminated in accordance with their wishes and the conditions
determined by them.

2. Secret information: this is data to which access is limited and the disclosure of which could cause
harm to a person, society or state. A secret is information that contains state, professional, bank secrets,
investigative secrets and other secrets provided for by law.
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3. Official information: this is data contained in documents of subjects of power and constituting
internal official correspondence, memos, recommendations related to the development of the direction of
the institution’s activities or the implementation of control and supervisory functions by public authorities,
the decision-making process, precedes public discussion or adoption decisions. It may also contain data
collected in the process of operational-search, counterintelligence activities and in the field of national
defense that are not related to state secrets. [1].

Confidential information owned by the state and in the use of state authorities, local governments,
enterprises, institutions and organizations of all forms of ownership does not include information about:

1. State of the environment, quality of food products and household items.

2. Accidents, catastrophes, natural hazards and other emergencies that have occurred or may occur
and threaten the safety of citizens.

3. The state of health of the population, its standard of living, including food, clothing, housing,
medical care and social security, as well as socio-demographic indicators, the state of law and order,
education and culture of the population.

4. The state of affairs with the rights and freedoms of man and citizen, as well as facts of their
violations.

5. lllegal actions of state authorities, local governments, their officials and officials.

Activities of state and municipal unitary enterprises, business societies, in the authorized capital of
which more than 50 percent of the shares (shares) belong to the state or territorial community, as well as
business companies, 50 or more percent of the shares (shares ) of which belong to the business company,
the share of the state or territorial society in which it is 100 percent, information about these enterprises is
subject to mandatory disclosure in accordance with the law.

Other information, access to which in accordance with the laws of Ukraine and international treaties,
the consent to be bound by which is provided by the Verkhovna Rada of Ukraine, is limited. These are
some alternative formulations for defining confidential and restricted information under Ukrainian law.

Confidential information can be divided into information relating to individuals and information
relating to legal entities.

The basis for recognizing information as confidential is the desire of an individual or legal entity to
consider certain information about himself or another person in his possession as confidential. The terms
«personal data» and «identity information» are used interchangeably. Personal information may concern
both individuals and legal entities. However, not all information about a person is confidential unless
prohibited by law.

Certain categories of information relating to individuals are not considered restricted information, in
particular, income statements of individuals and members of their families who are applying for or already
occupy an elected position in government or are civil servants, employees of local government bodies of
the first or second category.

Information with limited access also does not include income declarations of persons and members
of their families who apply for a position or hold an elected position in government bodies or hold the
position of a civil servant, employee of a local government body of the first or second category. This
information is publicly available and subject to disclosure to ensure transparency and prevent conflicts of
interest.

Declarations of income of persons holding important positions in state or local authorities are an
important tool for monitoring the distribution and use of public resources. These declarations contain
information about income, property, financial obligations and other important information that helps to
check the declarant for the absence of conflicts of interest and possible corrupt behavior.

Such disclosure of information promotes transparency in government structures and helps the public
monitor possible inconsistencies and abuses in the sphere of public service. It helps to establish trust in
authorities and ensures public control over their activities.

Threats to data confidentiality in information and communication networks. Analyzing the potential
threats that arise during the processing of personal data, taking into account the wide range of possibilities
for gaining access to information, the following classes of threats can be distinguished:

1. Insider or insider threats arising from the capabilities of internal users. These risks are associated
with the possibility of theft or alteration of information by persons who have access to information systems
through their official positions or work in a company or government agency.

2. External threats that arise when a threat actor gains unauthorized access to the protected object
using the capabilities of public networks.
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3. Technical threats that arise when using hardware and programs designed to steal electronic
information.

All of these types of threats require serious analysis of personnel who have access to sensitive
information, as well as a focus on the technical security of data storage and processing facilities using
specialized software, information security management systems (DLP), security event and incident
management systems (SIEM) ) and other means of protecting information resources. [2].

Threats based on different types of equipment used are also taken into account:

1. Data security threats processed by an employee at his automated workstation (AMW), not
connected to the Internet.

2. Threats to information processed by an employee at his workplace connected to the Internet.

3. Threats to information arrays processed in local networks not connected to the Internet.

4. Threats to data arrays processed in local networks of enterprises and organizations connected to
the Internet.

5. Security threats to data processed in distributed networks of operators, which may or may not be
connected to Internet networks.

In the security threat model, there is also a classification associated with different types of technical
means used to access protected amounts of information.

This classification includes:

1. Use of malware, viruses, worms and the like that are created for illegal purposes.

2. Loss of data through technical and physical leakage channels.

3. Other special effects.

Based on the types of security and technical vulnerabilities installed in a particular operator, the threat
model identifies the following categories:

— Related to system software vulnerabilities.

Associated with the use of application software deficiencies.

Related to the possibilities of using hardware bookmarks.

Related to the use of communication tools and information transfer protocols.

Associated with the use of technical data transmission channels, such as telephone networks,
power supply networks and others.

This classification allows you to identify different types of threats and vulnerabilities associated with
the use of technical means and implement appropriate security measures to prevent them. [3].

It follows from practice that most information leaks from protected areas occur through technical
data transmission channels. A signal propagating through a physical environment can be acoustic or
electromagnetic, and can be intercepted using embedded devices and other methods. These devices can
intercept electromagnetic radiation, acoustic and visual information. Protection against this type of
interception due to restricted access to the protected object. Unauthorized access to data from employee
owners is very weak and can be completely eliminated.

The following methods can be used to harm data:

1. Use of standard software that allows you to access the operating system.

2. Creation of uncontrolled operating conditions that allow the resulting distortions to be used to
modify data.

3. Use of malware.

4. Threats related to remote access to the system.

5. Combined threats.

Characteristics of information systems that influence the emergence of new threats and risks include:

1. The volume and content of information contained in the database.

2. System structure and configuration.

3. Connecting the system to public information transmission networks or networks with cross-border
communication.

4. Availability and quality of protection systems.

5. Personal data processing mode.

6. Levels of access to data for persons with different powers and tasks.

7. Physical location of technical devices and mode of protection against illegal access.

Among modern cyber threats the following stand out:
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1. Social engineering and phishing — the use of manipulative methods to obtain confidential
information.

2. Virus software - malicious programs that can damage or hack the system.

3. Using outdated versions of software with known vulnerabilities.

4. Insider threats — threats associated with unauthorized access or use of information by employees
of one’s own organization.

5. Lack of policies and procedures for handling information resources.

Social engineering. Social engineering is based on exploiting human weaknesses. Through
successful psychological manipulation, a sophisticated attacker can gain access to many important aspects
of an organization to plan a hack and steal information. These could be physical access control systems,
security operating hours, cleaning schedules, location of printers, trash bins, availability of shredders, etc.
Preparation for hacking an organization's information system begins with this type of work.

Phishing attacks are a continuation of social engineering and are one of the most common and
effective methods of malicious and illegal access to the resources of businesses and organizations of all
forms of government. According to various estimates, up to 90% of successful cyber-attacks are related to
phishing. This method is quite simple and is based on the use of fragmented electronic sheets that
manipulate the victim by running virus programs, for example, under office applications, or by clicking on
fragmented messages that lead to forgery of their websites, where you are asked to enter a login and
password before shipment or other resources. [4].

Virus software is one of the most important weapons of attackers, against which it is necessary to
have an up-to-date version of anti-virus software. There is no universal antivirus software that would
provide equally effective protection against all types of viruses. However, practice shows that it is very
useful to exchange information between specialists 19 regarding the beginning of attacks and the emergence
of new viruses, as well as the use of services for analyzing suspicious files and links to detect worms,
Trojans and other malicious software.

Updating your software is key to avoiding cyber threats. Constantly updating your software is of
great importance, as it will ensure an increased level of security and protection against new vulnerabilities
and threats. It is important to consult with staff, make regular updates and make assumptions, and illustrate
with specific questions what risks may arise from using an outdated version of the software. [5].

Insider threats are a significant group of threats emanating from one's own employees. This often
happens in organizations where there is no high-level control over the provision of access rights and
delimitation of access to information resources. The ideal situation would be if there is a systematic
assessment of employee loyalty during recruitment, employment and termination. Considering that
personnel are always the weak point in the security system, it is important to constantly work on increasing
the security consciousness of employees [5].

The lack of policies and procedures for handling information assets creates serious threats. Policies
and procedures define the rules for operating an organization's information system, as well as the
distribution of roles and responsibilities. The absence of such policies and procedures leads to chaos,
possible financial losses due to inefficient use of resources, increased risk of personnel errors, inadvertent
disclosure and loss of information. Having the right policies and procedures allows users to make their own
decisions and work within clearly defined boundaries. This includes the proper procedure for granting
access rights, following basic information security rules, such as limiting access to necessary resources.

With appropriate security policies in place, there are fewer problems with responsibilities, role
allocation, resource protection, and there is a clear procedure for reporting cybersecurity incidents and
assessing possible business consequences. All this can be predicted ahead of time by conducting a risk
assessment procedure and analyzing the consequences of incidents for business [3].

Technical means of ensuring data confidentiality in information communication networks. At the
technological level, the information security policy is implemented through the implementation of a
complex of modern automated information technologies. [4] Technical means ensure the confidentiality of
data in information communication networks by applying various methods of encryption and information
protection.

Here are a few such tools:

1. Virtual Private Networks (VPN): VPN provide secure connections and data transfers over
unsecured networks by encrypting traffic. They provide data privacy by creating an encrypted tunnel
between remote networks or devices.
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2. Data Encryption: Encryption uses mathematical algorithms to convert plain text into encrypted
text that is unintelligible to unauthorized persons. Various encryption methods are used, such as symmetric
encryption (AES, DES) and asymmetric encryption (RSA, ECC).

3. Firewalls: Firewalls are the first level of network protection and control traffic passing through
network nodes. They set traffic filtering rules that allow or block certain types of connections and
communications based on predefined security rules.

4. Identification and authentication: Technical means, such as access control systems, two-factor
authentication (2FA), biometric systems, ensure the identification of users and ensure their authenticity
before providing access to confidential data.

5. Integrated Security Systems: These are comprehensive solutions that combine several technical
tools, such as intrusion detection systems (IDS), intrusion prevention systems (IPS), antivirus programs,
access control systems and others, to provide comprehensive network and data protection.

6. Link Encryption (SSL/TLS): Link encryption is used to protect data transmitted between a client
and a server over the Internet. The SSL (Secure Sockets Layer) and TLS (Transport Layer Security)
protocols encrypt data and provide server authentication, which avoids data interception and hacking.

7. Other technologies: Other technical means of data privacy protection include access control
systems to network resources, file and folder encryption systems, data backup and recovery systems, and
others.

These technical means are used to ensure data confidentiality in information communication
networks and reduce the risk of unauthorized access to valuable information. A combination of several
tools and proper configuration help ensure a high level of data security. [4]

Conclusions and prospects for further research. The article examined the theoretical aspects of
data confidentiality in infocommunication networks. The study began with a definition of data privacy,
which points to the importance of protecting information in today's digital world. The threats to data
confidentiality encountered in information and communication networks are also analyzed. This includes
data interception, unauthorized access, password cracking, network protocol vulnerabilities and others.

Understanding these threats allows you to identify the main attack vectors and take effective
measures to prevent them.

Technical means to ensure data confidentiality, such as encryption, access control and authentication,
are also presented. Virtual private networks (VPN) have been studied as an effective means of ensuring
data confidentiality. Various protocols for ensuring data confidentiality and their suitability for use in
information communication networks are analyzed. The advantages and disadvantages of existing methods
for ensuring data confidentiality and recommendations for their practical application are identified.

Overall, research in the field of data privacy in information communication networks has great
potential for improving information security and protecting user privacy. With the advancement of
technology and the challenges of the digital age, further research and development in this area is essential.
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