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SOFTWARE IMPLEMENTATION OF IMAGE STEGANOGRAPHY BASED ON LSB
ALGORITHM WITH CAESAR’S CIPHER

Struk 1., Yurchak I. Software implementation of image steganography based on LSB algorithm with Caesar’s
cipher. The purpose of this work is to conduct a study of computer steganography methods and the implementation of image
steganography using the LSD algorithm and the Caesar cipher. The development of global computer networks allows fast and
efficient transfer of electronic documents, but at the same time there is a risk of illegal copying and distribution of materials.
Confidentiality of important information is an extremely responsible matter. Therefore, there is a need to develop methods and
software tools for hiding information in various types of files, in particular images. Steganography is a mechanism for hiding
messages in cloaking objects such as images, audio, text, video, and network protocol so that the hidden message cannot be detected
by the naked eye or attackers.
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Crpyk LT., FOpuak LIO. [Iporpamua peainizauis creranorpadii 306pa:kennsi Ha ocHoBi aaroputmy LSB 3 mudppom
le3aps. Meroro maHOi poOOTH € IPOBEACHHS JOCTIHKEHHSI METOAIB KOMIT I0TepHOI cTeranorpadii ta peanizamnii creraHorpadii
300paxkeHb 3 BUKOpHCTaHHAM ainroput™y LSD Ta mmdpy Lle3aps. Po3BUTOK rto6aibHIX KOMIT FOTEPHHX MEPEXK T03BOJISIE IBUIKO
Ta e)eKTHBHO IepeaaBaTH eIeKTPOHHI JOKYMEHTH, ajle BOJHOYAC iCHY€e PU3UK HEIEraIbHOTO KOIIIIOBAaHHS Ta PO3IIOBCIOKCHHS
MmarepiainiB. KondineHuifiHicTs BasIMBOI iHGOpMaNii — cripaBa HaJA3BHYAHHO BiloOBianbHA. ToMy BUHMKae moTpeda y po3po0ii
METO/IIB i MPOrpaMHHX 3aco0iB Ul IPUXOBYBaHHS iH(popManii y ¢daiiinax pi3HUX THIIB, 30KpeMa 300pakeHs. Creranorpadis —
e MEXaHi3M MPUXOBYBAaHHS MTOBIIOMJICHb Y MaCKyBaJbHUX 00’€KTaX, TAKHX SK 300paKeHHs, ay/1io, TEKCT, BiJeO Ta MEPEKEBUI
MPOTOKOJ, 100 MPUXOBaHE MOBIIOMIICHHS HE OYIIO BUSBIEHO HEO30POEHUM OKOM a00 3TOBMHUCHUKAMH.

Kaiouosi cioBa: creranorpadis, creraHorpadis 300paxeHHs, iHpopmMaliiina Oe3neka, alropuT™.

Global computer networks have made it possible for electronic documents to be transferred quickly
and effectively, but there is also a chance that materials will be illegally copied and distributed. Maintaining
the privacy of critical information is a very serious issue. Thus, techniques and software tools for concealing
data in different kinds of files—especially images—need to be developed.

Image steganography is a crucial technology for cyberspace security, and its study is strategically
significant. A single algorithm is used in fewer instances of image steganography as the technology
becomes more widely used; instead, more adaptive image steganography is employed.There is a place for
steganography in data security. Rather than taking the place of cryptography, it enhances it.

1. Stegosystem model and its types.

Steganography techniques only conceal the fact that information is being transmitted; they do not
alter the content of the message. Additionally, they add an extra layer of security if the message is encrypted
beforehand.

Figure 1 shows an example of a steganographic system, which is a collection of devices and
techniques for establishing a covert channel for information transmission [1].
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Fig. 1. Stegosystem model

Any information such as text, messages, images, etc. can be used as input data. In general, the term
"container" should be used, since it can cover both text and images, as well as, for example, audio data. The
term "container" is used to indicate hidden information in this master's qualification thesis.

The described model consists of the following objects:

— stegodata — data of any type embedded in the container;

— container — any information suitable for hiding in it

messages;

— key — secret key needed for encryption and decryption of messages. It is used to strengthen
protection;

— a steganographic channel or simply a steganochannel - a transmission channel of a
steganocontainer.

The sender chooses a container in which the data will be embedded and the embedding data, such
as some text. In the encoder, data is encoded using a key. Next, an encoded container with data is transmitted
over the stegochannel, which the recipient must also decode using a key. As a result, the recipient has
decrypted information.

According to the type of steganokey (secret key needed to hide information), the steganosystem
model can be:

- with a secret key;

- with an open key.

In the case of a secret key, a single key is used, transmitted over a secure channel. But in the case
of a public key - different keys that can be transmitted freely over an unprotected channel. Such a system
works effectively even when there is mutual distrust between the sender and the recipient [2].

2. The LSB method

Using the least significant bit method is a simple and common approach to hiding information in a
container. You can consider the structure of such a container using the example of an image file in BMP
format (BitMap image — bitmap image). Here, the image is stored without loss of quality, so the size of
these files is quite large.

The BMP file can be conditionally divided into 4 parts: file header, image title palette, image.

The first two bytes in the file header are defined as the BM signature (this is the BitMap signature
or identifier of the bitmap file), by which the computer program recognizes that this is an image file in the
BMP format. Next, the next four bytes record the size of the file, and the next four bytes are reserved and
must contain zeros. The next sequence of four bytes specifies the offset from the beginning of the file to
the bytes that represent the image.

In a BMP format file with a dimension of 24 bits per pixel, information about each pixel is encoded
by three RGB bytes (Red, Green, Blue). In the LSB (Least Significant Bit) steganography method, the bits
of the secret message are embedded instead of the lower bits (the last, smallest, highlighted in blue in Table
2) in the bytes responsible for color coding. Changing the shade of a pixel's color when the last bit of the
palette is replaced by "0" or "1" is almost imperceptible to the human eye [5].

Representation of the bytes responsible for color coding before input steganograms are given in
table 1.

Table 1 - Representation of bytes before entering a steganogram
1 0 0 0 0 0 0 1 R=65
1 0 1 1 0 0 0 0 G=176
0 1 1 0 1 0 1 0 B =106

The representation of the bytes responsible for color coding after entering the steganogram into the
last significant bits is given in the table 2.
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Table 2 - Presentation of bytes after entering the steganogram

1 0 0 0 0 0 0 0 R’ =64
1 0 1 1 0 0 0 1 G =177
0 1 1 0 1 0 1 1 B’ =107

The capacity of a 24-bit BMP file as a stegocontainer is maximized if the last bits of all bytes
encoding the duration of the three colors are used. In this case, this capacity is one eighth of the volume of
the image file. For example, a 1080 by 1080 pixel image file can hide a steganogram with very large text.
Calculations indicate that up to 437,400 (1080 x 1080 x 3 x 1/8 = 437400) bytes of textual information can
fit in an image.

If you use only the last bits of the bytes that are responsible for the blue color transfer, this will
reduce the capacity of the image file as a stegocontainer by three. Nevertheless, it will be almost impossible
to visually detect the presence of a steganogram in such an image, since the human eye poorly distinguishes
shades of blue.

3. Caesar cipher with key

The Caesar Cipher is a simple encryption technique used by Julius Caesar to communicate
confidentially with his allies. The basic idea is to shift the letters in a text message by a certain number of
positions, called an "offset" or "key."

The Caesar cipher is one of the oldest and simplest encryption methods. This is a kind of
substitution cipher, where each letter of the text is replaced by a letter located a fixed number of positions
in the alphabet. For example, when shifting one position, the letter A becomes B, B becomes C, and so
on[6].

To encrypt, you need to know an integer known as an offset, which indicates the number of
positions that each letter of the text is shifted down. Encryption can be represented using modular arithmetic
by turning letters into numbers where A =0, B = 1,..., Z = 25. For example, at shift 5, A is replaced by F,
B becomes G, C becomes H, and so on. The alphabet rotates, that is, after Z, it starts again with A (Fig. 2).

A B C D E F G

Fig. 2. Alphabet if offset is 4

An example of using the Caesar cipher to encrypt the message "WORLD" with an offset of 4:
e write the message in plain text: WORLD;
select the offset value (in this case, offset 4 is used);
e replace each letter in the text message with the letter that occupies four positions to the right in the
alphabet (W becomes A (offset 4 from W), O becomes S, R becomes V, L becomes P, D becomes
H);
e the encrypted message is now "ASVPH".
To decipher a message, you simply need to move each letter back the same number of positions. In
this case, you need to shift each letter in "ASVPH" back 4 positions to get the original "WORLD" message.

4. Information system design

© Yurchak I., Struk I.



Haykosuii aicypran "KoMi’loTepHO-iHTErpOBaHi TEXHOJIOTII: 0CBiTa, HaAyKa, BAPOOHHUIITBO"
66 Jhywk, 2023. Bunyck Ne 53

To design the system, a block diagram of the system algorithm, a class diagram and a use case
diagram were developed.

This system will have two main functions: image encoding and decoding.

Thus, the above functions, with a detailed description of their operation, should cover almost all
the functionality that is required to have a complete algorithm of the information system.

What is the purpose?

Y Y

Image Image
encoding decoding

Y Y

/ Uploading an image / / Uploading a stegoimage /

Y Y

Text inout Selection of the number
P of bits

Y Y

Entering the key for
/ Key entry / / decryption /

Y Y

Encryption Dencryption
.4
Selection of the number
of bits
Y
Hiding data
’}

Fig. 3. Block diagram of the system algorithm

For a better understanding of how the system works, below is a class diagram with their detailed
description.
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Steganography

- maxMessageSize: int

+ importimage(e: Event): void

+ encode(): void

+ decode(): void

+ encodeMessage(colors: int[], message: string): void
+ decodeMessage(colors: int[]): string

- getBit(number: int, location: int): int

- setBit(number: int, location: int, bit: int): int

- getMessageBits(message: string): int(]

- bitsToMessage(bits: int[]): string

- getBitsFromNumber(number: int): int[]

- caesarCipher(message: string, key: int): string

- caesarDecipher(message: string, key: int): string

\

FileReader “HTMLTextAreaElement || |~ Image = HTMLImageElement

+ onload

= HTMLInputElement ~HTMLButtonElement = ImageData “HTMLCanvasElement

Fig. 4. Class diagram of the system

e Importimage(e: Event): void: This method is called when an image file is selected. It reads the
selected image file, displays a preview, and sets up the canvas for further processing. After loading
the image, it calls the decode method.

e Encode(): void: This method is called when the Hide Message button is clicked. It receives the
message and password from the user's input fields, encrypts the message using a Caesar cipher, and
then encodes the encrypted message into an image using residual bit (LSB) encoding. The resulting
image is displayed and a message appears.

e Decode(): void: This method is called when the Open Message button is clicked. It retrieves the
password from the user's input field, decodes the hidden message from the image using residual bit
(LSB) decoding, decrypts the message using a Caesar cipher, and displays the decrypted message
on the page.

e caesarCipher(message: String, key: int): String: This method takes a message and a key as input
and performs caesar cipher encryption. It shifts each letter in the message by the specified number
of keys.

e caesarDecipher(message: String, key: int): String: This method takes an encrypted message and a
key as input and performs Caesar cipher decryption. It shifts each letter in the message back by the
specified number of keys to recover the original message.

e encodeMessage(colors: Array, message: String): void: This method takes an array of color values
(pixel data) and a message as input. It encodes the message bits into the least significant bits (LSB)
of the color values to hide the message in the image.

e decodeMessage(colors: Array): String: This method takes an array of color values (pixel data) as
input and decodes the hidden message from the least significant bits (LSB) of the color values.

e getBit(number: int, location: int): int: The given number and location of the bit, this method gets
the value of the specified bit in the number.

e setBit(number: int, location: int, bit: int): int: Given a number, bit location, and bit value, this
method sets the specified bit in number to the specified value.

e getMessageBits(message: String): Array: Given a message, this method converts each character of
the message into an array of bits.

e DbitsToMessage(bits: Array): String: Given an array of bits, this method converts the bits to a string.

e getBitsFromNumber(number: int): Array: Given a number, this method converts the number into
an array of bits.

Use case diagrams represent the elements of the use case model.
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Fig. 5. Use case diagram

Use cases are described below.

Entity: Sender

Use cases: select image, enter key, encrypt image, remove LSD, insert LSD.

Description: The user initiates the image import process by selecting a file. This action triggers the
system to read the selected image file and display a preview. The sender enters the message to be encoded.
After entering the message, the user initiates the encoding process. The system checks whether the size of
the message meets the limit. If so, it encrypts the message using a Caesar cipher and embeds it in the image
using LSB steganography. The encoded image will then be displayed and a notification will appear.

Acting person: Recipient

Use cases: save stegimage, select stegimage, enter key, decrypt image, extract LSD, insert LSD.

Description: the recipient can save the received stegoimage. This action triggers the system to allow
the user to save the image. The recipient also initiates the process of decoding the message from the current
image. The system extracts the hidden message using LSB steganography and then decrypts it using a
Caesar cipher. A decrypted message will be displayed.

Actor: System

Use cases: calculate image size, display image, embed text in image, extract text.

This use case diagram provides an overview of the main interactions between users and the
steganography system. Actors are represented as figures, and usage options are shown as ovals within the
system. Lines with arrows indicate the direction of interaction.

5. Software implementation

The least significant bit replacement method of hiding information in different image formats is
not very resistant to compression and other types of container distortions because these operations have the
potential to reveal hidden information. Furthermore, this technique is susceptible to steganoanalytic attacks,
which can disclose the existence and type of hidden data.

Cryptographic techniques can be used to increase the level of protection of hidden information in
an image that uses a replacement. A cryptographic algorithm like the Caesar cipher can be used to encrypt
the message before it is embedded into the picture.

The user can choose how many message bits in this study are to be replaced by the pixel's least
important bits.

The image is first loaded, and then its useful capacity is ascertained. UTF-8 encoding is used to
encrypt user-entered text and convert it to binary format. Every character in this encoding has a different
number of bytes to represent it; for instance, Ukrainian letters take up two bytes, some special characters
take up three bytes, and Latin letters, numbers, and punctuation need one byte.
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The user can then choose the order in which the R, G, and B components of the image are replaced.
The signal-to-noise ratio is computed using altered image components. An image with embedded data is
made by making a copy of it and making the required adjustments to it. The image with embedded data is
stored separately from the original, which stays unaltered.

Click on the Choose file button and select the desired image. After that, an additional window
appears on the right with the main functions(see Fig. 6). Next, you can enter the key to encrypt with the
Caesar cipher. Select the number of bits in which the information will be hidden. Also, it is possible to
extract information by doing all the actions in the reverse order.

First, you need to download the container file by clicking on the "Choose file" button. After that,
enter the text in the field under the inscription "Your message". Enter the key, click "Encrypt". The text is
now presented in encrypted form. Next, select the number of the smallest bits and the "Insert" button. A
watermark appears along with the hidden message.

Choose an image Your message
Choose file |house.jpeg r steganography Key

(Fewer bits = fewer place, and threfore higher quality. And vice
versa)
Choose how many LSB to use:
1LSB
® 21SB
QO 31LsB
4158

Fig. 6. The main functions of the application
To save this image, just click "Save" and sign the newly created file. Data extraction can be done
immediately. If you need to do this from another image, just open it by clicking "Choose file".

For extraction, everything is done in the opposite way. First, select the number of bits and click
"Remove" as shown. Next, enter the key and "Decrypt". Extraction was successful (see Fig. 7).

Choose an image

Choose file | house-stego.png

Hidden message

steganography

Fig. 7. Decryption of data
6. Application testing

To evaluate the results of the program operation, two methods of steganoanalysis were used - chi-
square[4] attack and RS-attack[3]. These methods are statistical in nature and are used to detect the possible
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presence of a hidden message in areas of pixels. In particular, they are effectively applied when using the
standard sequential method of making changes based on the least significant bit.

To conduct the experiment, a steganocontainer is used, in which an encrypted message was
embedded:

loremipsumdolorsitametconsecteturadipiscingelitduisetleoeuturpislobortisa-
liquamvelatsemvestibulum-necaliguameratvitaedictumnullasedfeugiatultricieslacus-necdictumsapien-
gelitduisemetconsecteremipsumdolor.

The size of this distribution segment is 204 bytes, since its length is 204 characters, and the
encoding is in the UTF-8 system, hence the size of 13 bytes is obtained.

The size of the container is 8,128 bytes. That is, the message is 2.5% of the size of the container.

To reveal the volume of hidden information in the container, which is subject to steganoanalysis,
two attacks were used - chi-square attack and RS-attack. The results of these attacks are presented in fig. 8
and 9.

LSB playground
Visit project page on GitHub.

Image: Choose File [l house-stego.png
Processing options
clear LSB
enhance LSB
Chi-squred test
RS test
Embed/extract data
Data: Choose File no file selected
remove data

Embed options

. jomimuhyabyz
Password: (for shuffling and masking)

shuffle
mask data
matrix encoding
+1 encoding
extract data
save image

Processing log:

Image size is: 800x487
LSBs count: 1168800
Maximum capacity: 146100

Chi-squared detected message length: 0 bytes (0.00%)

Fig. 8. Chi-Square Attack

LSB playground Zoom: ™ "™ 100%
Visit project page on GitHub.
Image: Choose File [l house-stego.png
Processing options
clear LSB
enhance LSB
Chi-squred test
RS test
Embed/extract data
Data: Choose File o file selected

remove data

Embed options

. jomimuhyabyz
BT (for shuffling and masking)

shuffle
mask data
matrix encoding
+1 encoding
extract data
save image

Processing log:

Image size is: 800x487
LSBs count: 1168800
Maximum capacity: 146100

RS detected message length: 0.34% (503 bytes)

Fig. 9. RS-attack of steganocontainer
Based on the results of the attacks, it can be seen that their results are inaccurate, which indicates
the high stability of the used concealment method for the given length of the embedded message. A chi-
square attack failed to detect hidden information because this attack aims to detect statistical differences,
but did not detect unusual patterns or embedded data. In turn, the RS attack was able to recognize only
0.34% of the data from the total volume of the container, although 2.5% of the container size was embedded.
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On the other hand, the RS attack successfully recognized certain features of the embedded
information that are different from the normal image. However, this percentage still falls short of the full
recovery of the embedded message. Even if the image is opened, extracting information from it will remain
a difficult task.

The results of test attacks are given in table 3.

Table 3 - Tests results

Type of attack % of embedded text in the container % of detection

Xi 2,5% 0%

RS 2,5% 0,34%
Conclusion

In this work, the theoretical content of computer steganography methods was investigated and a
software product based on the LSB algorithm was implemented and the Caesar cipher was used to ensure
the highest level of confidentiality. The next stage involved modeling and designing an information system
that uses steganography methods to protect data in images. To ensure a higher level of protection of hidden
information in the image, cryptographic methods were used, and the message itself was encrypted using
such a cryptographic algorithm as the Caesar cipher.

The process of testing the developed solution using RS-attack and Chi-square attack is considered.
Tests were conducted, the results of which are presented in the appropriate tables, and the result is
demonstrated on the screenshots. A chi-square attack failed to detect hidden information because this attack
aims to detect statistical differences, but did not detect unusual patterns or embedded data. In turn, the RS
attack was able to recognize only 0.34% of the data from the total volume of the container, although 2.5%
of the container size was embedded.
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