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APPLICATION OF FAST FOURIER TRANSFORM TO THE SPEECH SIGNALS
SCRAMBLING

Dymova H. Application of Fast Fourier Transform to the Speech Signals Scrambling. The article is devoted to the
closure of speech signals by implementing a fast Fourier transform in a bandpass scrambler. The most radical measure to prevent
the interception of speech signals is the use of cryptographic security methods. The first technical security systems began to be
developed immediately after the invention of the telephone. The main goal when developing speech transmission systems is to
preserve those characteristics that are most important for the listener to perceive. Communication security in the transmission of
voice messages is based on the use of a large number of different methods of blocking signals that change the characteristics of
speech in such a way that it becomes illegible and unrecognizable to attackers who listen to or intercept the closed voice message.
The choice of closure methods depends on the specific application and the technical characteristics of the transmission channel.
That is, technical channels of information leakage are a source of information for technical intelligence, which extracts information
using technical means. Therefore, the problem of protecting information from technical intelligence is of particular relevance. The
object of the study is the transmission of voice messages. The subject of the research is real-time speech closing systems. The
purpose of the paper is to use fast Fourier transform to close speech signals in a bandpass scrambler. To do this, it is necessary to
assess the capabilities of technical intelligence to intercept information of limited distribution; analyze types of speech signal
closing systems.

The paper presents a block diagram of a combined scrambler, an algorithm for rearranging input signal values using the
fast Fourier transform, and hashing functions that are used to obtain a speech signal from a combined scrambler. It has been
determined that "through-window" scramblers are the most reliable, and for greater levels of closure, combination scramblers
should be used. The task set for further development of the topic is the development of a software application for the operation of
streaming data encryption methods in real time.

Keywords: speech signal, reconnaissance object, hash function, combined scrambling, fast Fourier transform,
communication channel.

JdumoBa I.0. Ckpem0/l0BaHHS MOBHUX CHTHAJIB 3a JONOMOIOI0 WIBMAKOro mneperBopeHHsi ®yp’e. Crarts
MPUCBSYEHA 3aKPUTTI0O MOBHMX CHUTHANIB HUISXOM peaiti3alii B CMYroBOMY CKpeMOiepi IIBHAKOTO TepeTBopioBaHHS Dyp’e.
Hait6inpIn pagukaabHOIO MipoIo 3armo0iraHHs MPOCITyXOBYBaHHS MOBHUX CHTHAJIIB € BUKOPUCTAHHS KPUNTOTpadpidHUX METO/IB
3axucTy. [lepiri TeXHIYHI CHCTEMH 3aXHCTY MOYaId pO3POOIATHCS Bifpa3sy Iicis BUHAWIeHHS TenedoHy. [0I0BHOO METOI0 MpH
Ppo3po01ii cucTeM mepenadi MOBH € 30epeXeHHsI THX ii XapaKTEePUCTHK, [0 HalOLIbII BayKIIMBI [UTS CIPUHHATTS ciryxadeM. besmeka
3B'I3Ky IIPH Hepeaadi MOBHUX MOBIIOMIICHb IPYHTYEThCSI Ha BUKOPUCTaHHI BEJIMKOT KITBKOCTI Pi3HUX METOAIB 3aKPUTTS CUTHAIIIB,
10 3MIiHIOIOTh XapaKTEPUCTHKA MOBH TaKUM YHHOM, III0 BOHA CTa€ HEpo30ipIMBOIO 1 HEBII3HAHOKO AJIS 3JOBMHCHUKIB, SKi
MPOCITyXOBYIOTh 200 MEPEeXBaTHIIM 3aKPUTE MOBHE TMOBIIOMJICHHS. BUOIp METOMIB 3aKpUTTS 3QJICKUTH BiJl BHIY KOHKPETHOTO
3aCTOCYBaHHS i TEXHIYHHX XapaKTEPUCTUK KaHaTy nepenadi. ToOTO TEeXHIUHI KaHaJIM BUTOKY iH(popMaLil € JpkepenoM iHpopmartii
UL TEXHIYHOT pO3BINKHM, IO 3AiliCHIOE NoOyBaHHS iH(opMamii 3a JOMOMOTo TeXHIYHHX 3aco0iB. Tomy mpoOnmema 3axucty
iHpopMamii Bix TEXHIYHOT PO3BIAKKM Mae€ O0COONMBY aKTyanbHICTb. O0'€KTOM NOCTIIHKEHHA € Tepenada MOBHUX ITOBiJIOMJICHB.
[MpenvMeToM MAOCTIKEHHS € CHCTEMH 3aKpUTTS MOBH B peaJbHOMY daci. MeETOI0 CTarTi € BHKOPHUCTAHHS IIBHAKOTO
nepeTBoproBaHHA Dyp’€e A1 3aKPUTTS MOBHHX CHTHAJIB B CMYTOBOMY CkpeMOepi. [yt mporo HeoOXiJHO OLIHUTH MOXKIIHBOCTI
TEXHIYHUX PO3BIJOK 3 MepexoIuieHHs iH(popMalil 0OMEXeHOr0 MOIIMPEHHS; MPOaHaNi3yBaTH BHIM CHCTEM 3aKPHTTS MOBHHX
CHUTHAJIB

B po6orti npuBeeHa cTpyKTypHa cxemMa KOMOIHOBaHOTO cKpeMOiiepa, alropuT™ IepeCcTaHOBKH 3HAYEHb BXiJTHOTO CHTHAITY
3a JJOMOMOTOIO IIBHUJIKOTO MepeTBopeHHst Dyp’e Ta QYHKIIT XeIyBaHHs, sIKi BAKOPUCTOBYIOTBCS JUISl OTPUMAHHSI MOBHOTO CHTHAITY
3 KOMOiHOBaHOTO ckpeMOiepa. Bu3HaueHo, 1110 HAHOIIBII HAMITHUME € CKpeMOIiepH 3 "Ha3Kpi3HUM BiKHOM", a IS OLIBIIOTO PiBHA
3aKpHTTS CIiJ 3aCTOCOBYBaTM KOMOiHOBaHiI ckpemOnepu. IlocraBnena 3amada U MOJANBIIOTO PO3KPUTTS TEMH — po3pobka
MIPOTPaMHOTO TOAATKY POOOTH IMOTOKOBHX METOAIB MM(PyBaHHS JaHUX B PeabHOMY daci.

KirouoBi ci10Ba: MOBHUIT cUTHAI, 00’ €KT PO3BIIKH, XEII-(YHKIIisS, KOMOIHOBaHE CKPEMOIIOBaHHS, IIBUIKE TIEPETBOPEHHS
dyp’e, kaHaI 3B’ SA3KY.

Formulation of the problem. Protection of information from leakage through technical channels is
a set of organizational, organizational, technical and technical measures that exclude or weaken the
uncontrolled release of confidential information outside the controlled area.

Information leakage is based on the uncontrolled transfer of confidential information using acoustic,
light, electromagnetic, radiation and other fields and material objects, at the attempt of an intruder [1].

The causes and conditions of information leakage, despite all their differences, have much in
common.

The reasons for information leakage are usually associated with imperfect standards for storing
information, as well as violation of these standards (including imperfect ones), deviations from the rules

© Dymova H.


https://doi.org/10.36910/6775-2524-0560-2023-53-07
https://orcid.org/0000-0002-6450-9012

Hayxosuii srcypnan "Komn’ 1oTepHO-1HTErpOBaHi TEXHOJIOTIi: OCBiTa, HAYKa, BAPOOHUITBO"
Jhywk, 2023. Bunyck Ne 53 45

for handling relevant documents, technical means, product samples and other materials containing
confidential information.

The conditions include various factors and circumstances that arise in the process of scientific,
production, advertising, publishing, reporting, information and other activities of the enterprise and create
the preconditions for information leakage. Such factors and circumstances may include, for example:

- insufficient knowledge by enterprise employees of information protection rules and lack of
understanding of the need for their careful compliance;

- use of uncertified technical means for processing confidential information;

- weak control over compliance with information protection rules by legal, organizational and
engineering measures;

- turnover of personnel, including those with confidential information.

Thus, most of the reasons and conditions that create the preconditions and possibility of information
leakage arise due to shortcomings of enterprise managers and their employees.

In addition, information leakage is facilitated by:

- natural disasters (storm, hurricane, tornado, earthquake, flood);

- unfavorable external environment (thunderstorm, rain, snow);

- disasters (fire, explosions);

- malfunctions, failures, accidents of technical means and equipment.

Technical channels of information leakage are a source of information for technical intelligence,
which extracts information using technical means [2]. It is believed that technical intelligence accounts for
more than 50% of all information obtained. Therefore, the problem of protecting information from technical
intelligence is of particular relevance.

Research analysis. Unmasking signs of objects in the speech wavelength range are divided into
direct and indirect. Direct demassing signs include acoustic fields and waves created by a speech signal.
Indirect demassing features include the spatial coordinates of premises (dedicated or protected), in which
speech information that must be protected from technical intelligence means can circulate. In addition, these
include the number and composition of professional people located in these premises, the start and end
times of negotiations and other characteristics not directly related to the formation of speech signals subject
to protection from technical intelligence means [2, 3].

The difference between speech signals and other types of acoustic fields and waves lies in the
characteristics and parameters of the emitted speech signals. As a rule, acoustic (linguistic) signals belong
to the category of random, therefore they are determined by distributions by level, frequency and time and
the corresponding average values by level, dynamic range, spectrum shape, frequency range, distribution
of formants by frequency and time correlation of individual sections of speech signals [4, 5]. The main
characteristics that make it possible to distinguish a speech signal from other forms of acoustic signals
include:

—  period (frequency) of the fundamental tone in the time domain;
— spectrum of a speech signal in the frequency domain.

Communication security during the transmission of voice messages is ensured by changes in the
characteristics of the language so that it becomes illegible and unrecognizable to attackers who eavesdrop
on or intercept a closed voice message. The choice of methods for terminating speech signals depends on
the specific use and the characteristics of the transmission channel.

The closure of speech signals is discussed in the works of Doctor of Technical Sciences, Professor
G.F. Konakhovich. Speech closure systems differ in quality and degree of secrecy. There are two main
methods of closing speech signals, divided by the method of transmission over the communication channel
[5]:

— analog scrambling;
—  speech sampling followed by encryption.

Presentation of the main material and justification of the obtained results. The combination of
time and frequency scrambling can significantly increase the degree of closure of the initial signal. The
diagram of the combined scrambler is shown in Fig. 1.
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Fig. 1 Block diagram of a combined scrambler

In this scrambler, four digital signal processing processors carry out the operation of time-frequency
rearrangements of sampled segments of the output signal. One of the processors implements the function
of a random sequence generator (closing system key) [6].

Changing the system key allows you to increase the degree of closure, but requires the introduction
of synchronization on the receiving side. Most of the speech signal energy is concentrated in a small region
of the low-frequency spectrum (300 to 3500 Hz), so the choice of mixing options is limited.

A significant increase in the degree of tongue closure is achieved by implementing a fast Fourier
transform (FFT) in the strip scrambler.

Fast Fourier Transform is an algorithm for quickly calculating the discrete Fourier transform (DFT).
Discrete Fourier transform is one of the Fourier transforms widely used in digital signal processing
algorithms, as well as in other areas related to the analysis of frequencies in a discrete signal [7].

The expansion of a periodic input signal f(t) with a period of 27 on the main segment [0, 27] into a
Fourier series is represented by the relations:

fO= ) Gl @
k=—o0
LT ) 2n
Ce =5 ff(t)e‘j’“dt = Ef f(®)e I at. )
S 0

We represent the complex number w as:
w = e J2n/N) (3)

where N — number of data.
In this case, in the DFT, the Fourier coefficients for a number of signal values {fy, f1, f2, -, fn-1}
are expressed by the relation [7]:

N-1
1 .
Ce= ZO whif, @
l=
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That is, Fourier coefficients are represented as the product of a matrix of complex numbers on a
vector of a series of signal values. Calculating these coefficients is a very complex process, so the use of a
fast Fourier transform has been proposed.

FFT is an efficient calculation algorithm using patterns hidden inside the matrix expressing the DFT,
that is, if the elements of the matrix are rearranged correctly, the number of multiplication operations will
decrease.

In our case, the signal is represented by a series of 4 frequency bands, denoted {fy, f1, f2, f3}, then
the DFT of this signal can be expressed as the product of a matrix and a signal vector:

Co wo wo w® wol[fo
Col _w® wt w2 wi||fi (5)
¢ w? w? wt wéll|f2
C3 w? w3 w® wollf;

If in accordance with Fig. 2, substitute the numerical values of the step series w into the matrix, then
the result will be

Co 1 1 1 171
il _ |11 —-j -1 j[|A
71 -1 1 —1]|f 6
Cs 1 j -1 —jllfs
ImA
W7
j|w?
W6W2 W0W4W8
1 0 1 Re
_j Wl
WS
W9

Fig. 2 Steprow w for N = 4

After this, the matrix elements are replaced. Let us define a special way of representing the product
of a matrix and a vector, which is given in the work [7]:

fo fi f2 f3l
Co w® wo wo wo
Cof _ [w® w! w2 wd (7
¢, w? w? w* we
Cs w? w3 wé w°
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Let's change the matrix in the expression (7). Having swapped the columns of the matrix, we divide
it into two groups: the group f;, f», with even data indices, and the group f;, f3 with odd data indices.
Therefore, we get

o f] A fg]

WO

(8)

w? w® w
_(w? w? wl w3
=l 0 alt|. 2 .6
wl w w2 w
w® wb w3 w°

The elements of the matrix, which are the second term of expression (8), are represented as w**1 =

wkwl, that is

—
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| —
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From Fig. 2 shows that w* = w® =1, w® = w? = —1, and also w? = —w°, w3 = —w?. Let's
substitute these values into (9) and get

w=w
w-w w-w
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Then the Fourier coefficients have the form:

Co = ;0 + Wg}fz
Ci=fo—w'fy
Co=fi+w'fs D
C3=fi— W0f3

The described FFT algorithm for permuting signal values is called the sorting technique based on
permutation of digits.

After using the FFT algorithm, a hashing algorithm is used for the combined scrambling.

A hashing function (hash function or shortening function) is a data transformation that transforms a
bit string M of arbitrary length into a bit string h(M) of some fixed length (several tens or hundreds of bits)
[8].

The hash function h(C) must satisfy the following conditions:

1) the hash function h(C) must be sensitive to any changes in the input sequence C;
2) for a given value of h(C) it should be impossible to find the value of C;
3) for a given value of h(C) it should be impossible to find a value C’ # C such that h(C") = h(C).

The situation in which for different input sequences C, C’ the values of their hash images coincide:
h(C) = h(C) is called a collision [8, 9].

When constructing a hash image, the input sequence C is divided into blocks C; of fixed length and
processed block by block according to the formula

Hi = f(H;-1, Cy). (12)
The hash value calculated when the last block of the message is entered becomes the hash value of

the entire message.
We use a simplified version of the hash:
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Hi = (Hi—l + Cl')z mod n, (13)

where n = pq, p and q — large prime numbers;
H — arbitrary initial content;
C; — i- th message block C = C,C, ... Cy.

Conclusions and prospects for further research. The article presents a circuit of a combined
scrambler, an algorithm for permuting the values of the input signal using the fast Fourier transform and a
hashing function used to obtain the speech signal of the combined scrambler.

Scramblers of all types, with the exception of the simplest one (with frequency inversion), introduce
distortion into the reconstructed speech signal. Time segment limits compromise signal integrity, which
inevitably leads to out-of-band components. Group delays of the out-of-band speech signal in the
communication channel also have an undesirable effect. The result of the twisting is an increase in the
minimum acceptable signal-to-noise ratio at which reliable communication can occur. But, despite this, the
most reliable, in terms of the degree of tongue closure, are scramblers with a “through window”, and for a
higher level of closure, combined scramblers should be used. Next, it is planned to develop a software
application to study and understand the operation of stream data encryption methods in real time.
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