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DEVELOPMENT OF THE MATHEMATICAL APPARATUS OF BOOLEAN DERIVATIVES 

TO IMPROVE THE RELIABILITY AND VALIDITY OF INFORMATION PROCESSING.  

Krulikovskyi B., Nazaruk V., Reinska V. Development of the mathematical apparatus of Boolean derivatives to 

improve the reliability and validity of information processing. The article substantiates the concept of the Boolean derivative 

of the generalized logic model (GLM) with respect to the fault parameter and the basis of its use for solving technical diagnostics 

problems. Since such a GLM describes the occurrence of faults of arbitrary multiplicity, the diagnostic tests built using this model 

allow quick identification of the technical condition of the logic circuit, and therefore reduce the recovery time and improve the 

reliability and validity of information processing. 
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Круліковський Б.Б., Назарук В.Д., Рейнська В.Б. Розвиток математичного апарату Булевих похідних для 

покращення захищеності та надійності обробки інформації. В статті обгрунтоване поняття булевої похідної 

узагальненої логічної моделі (УЛМ) відносно параметра несправності та основи її використання для розв'язку задач 

технічної діагностики. Оскільки така УЛМ описує появу несправностей довільної кратності, то діагностичні тести, що 

побудовані з використанням вказаної моделі, дозволяють швидко ідентифікувати технічний стан логічної схеми, а значить 

скоротити час відновлення і підвищити надійність та достовірність обробки інформації.  

Ключові слова: логічні схеми, технічна діагностика, булеві похідні, надійність, валідність, обробка інформації 

 
Formulation of a scientific problem. Improvements based on the microminiaturization of computer 

equipment lead to an increase in the packing density of elementary logic gates on the crystal and, as a result, 

to an increase in the complexity of the logic structure of the microcircuit. Increasing the complexity of logic 

circuits requires a significant increase in computing power to solve the issues of their technical diagnostics, 

which will certainly arise at the stage of operation of such devices as part of computer systems. In turn, the 

formalization of methods for building algorithms for diagnosing the technical condition of any object 

requires the presence of a mathematical model of a computing device, the processing of which makes it 

possible to solve the entire list of direct and inverse problems of their technical diagnosis. 

Such a formal description is usually called a mathematical model of the diagnostic object [1]. On the 

basis of such mathematical models, direct and inverse problems of technical diagnostics are formulated and 

solved, which are the basis of procedures for ensuring sufficient reliability parameters of technical means 

during their intended operation. 

It is the effective solution of direct tasks of technical diagnostics of serviced hardware that can 

significantly reduce the recovery time of a digital device, and thus increase the reliability of information 

processing, i.e. its security in the face of accidental or specially organized defects by intruders. 

When the degree of integration of the elemental basis of discrete computing equipment increases, 

the probability of occurrence of not only single but also multiple malfunctions in the production, storage 

and operation of such systems increases. Therefore, modern approaches to solving problems of technical 

diagnostics cannot be limited to predicting the occurrence of single malfunctions or malfunctions of a 

certain multiplicity. The closest to reality can be taking into account the uncertain technical condition of 

the diagnostic object, in which the presence of an arbitrary number of constant malfunctions is possible [2]. 

Constant malfunctions are understood as malfunctions that lead to the fixation of signal values in 

arbitrary places of the logic circuit of the digital device by constants 0 or 1. 

For modeling such systems, generalized logic models (GLM) of digital circuits [3, 4] were 

widespread, in which the possible appearance of constant defects is described by changing the values of 

fault parameters, have become sufficiently widespread. 

Particularly attractive is the use of an implicit mathematical model in the form of a structural system 

of Boolean functions, which stores information about the relationships between the nodes of the device's 

logic circuit. This makes it possible to immediately take into account the information about the location of 

https://orcid.org/0000-0003-3705-5155
https://orcid.org/0000-0002-3969-2054


Науковий журнал "Комп’ютерно-інтегровані технології: освіта, наука, виробництво" 

Луцьк, 2023. Випуск № 52 

 

 

© Krulikovskyi B., Nazaruk V., Reinska V. 

55 

the defect when building a verification test, bypassing the process of synthesizing a diagnostic test. This 

significantly reduces the cost of implementing the process of technical diagnostics of the device under test. 

This reduces the time required to restore the object under test, thus increasing its reliability and the degree 

of protection of the information it processes. 

The development of diagnostic support for complex computer systems requires solving two types of 

problems. The development of diagnostic support for complex computer systems requires solving two types 

of problems. The first group consists of direct tasks of technical diagnostics, which consist in determining 

the actual technical condition of the object of diagnosis by conducting diagnostic experiments on it. The 

problem is solved by applying test signals to the inputs of the device and measuring the system's reactions 

to these signals. by him. The problem is solved by applying test signals to the inputs of the device and 

measuring the system's reactions to these signals. Analysis of reactions to test signals allows to determine 

the actual technical condition of the system. The second class of technical diagnostics tasks are inverse 

tasks, thet consisting in the calculation of test signals and procedures for carrying out the specified 

diagnostic experiments. 

To solve inverse problems of technical diagnostics, the concept of  Boolean difference [5] with 

respect to a logical variable in the expression of a Boolean function performed by a digital circuit is often 

used. The Boolean derivative expression is set to 1 Boolean derivative of a logical variable 

    
𝑑𝑓

𝑑𝑥𝑖
= 𝑓(𝑥1, 𝑥2, … , 𝑥𝑖−1, 1, 𝑥𝑖+1, … , 𝑥𝑛)⨁(𝑥1, 𝑥2, … , 𝑥𝑖−1, 0, 𝑥𝑖+1, … , 𝑥𝑛) = 1 (1) 

defines the conditions under which the function f  necessarily changes its value when the value of the 

variable xi changes. 

That is, equation (1) is a condition for significant dependence of the function f on the value xi. The 

prospect of using a powerful Boolean derivatives apparatus for analyzing mathematical models in order to 

obtain maximum information about the technical state of a digital system is attractive. 

In the reviewed works, there is no theoretical justification of the possibilities of using the 

mathematical apparatus of Boolean derivatives to construct verification tests for checking the serviceability 

of logical circuits that make up the basis of digital systems. Therefore, the purpose of this work is to 

substantiate the mathematical apparatus and develop the principles of calculating the conditions for 

detecting constant faults of arbitrary multiplicity in logic circuits of the Boolean basis. The proposed 

mathematical apparatus should be used to improve the security and reliability of digital systems of an 

uncertain technical condition. 

Requirements for mathematical models of digital devices. Implicit mathematical models of 

diagnostic objects [1] are often used to solve problems of technical diagnostics, among which . In order to 

reduce the volume of calculations, the following requirements for the description of the investigated 

circuit of the logical device are natural: 

1) ease of building a model based on the structural system of logical functions that describe the operation 

of a good logical circuit; 

2) complete consideration of all possible constant irregularities; 

3) minimal complexity of the mathematical model; 

4) algorithmic simplicity of building models describing the operation of a working logic circuit as well as 

a circuit with malfunctions of arbitrary multiplicity; 

5) absence of redundant parameters of the mathematical model; 

6) suitability for computer processing. 

Meeting such requirements ensures the maximum efficiency of mathematical model processing when 

solving technical diagnostics problems [6]. 

The process and example of building a mathematical model of this type is given in [7]. The 

mathematical model of the combination adder presented in [7] contains a system of generalized logical 

models of the structural system of Boolean functions, the output signals of which depend not only on the 

input xi and internal yj functional signals of the circuit, but also on the formal parameters αl and  βk, which 

are intended for modeling constant faults on the corresponding buses of the scheme. 

The used modeling method involves specifying for each line of the circuit the values of two fault 

parameters (PN), as given in system (2): 

𝑥�̃� =  𝛼𝑙 ∙ 𝑥𝑖 ˅𝛽𝑘 =  {

𝑥,   𝑔𝑜𝑜𝑑 𝑡𝑒𝑐ℎ𝑛𝑖𝑐𝑎𝑙 𝑐𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛: 𝛼 = 1, 𝛽 = 0; 
1, 𝑑𝑒𝑓𝑒𝑐𝑡 ≡ 1:                      𝛼 = 1, 𝛽 = 1;
0, 𝑑𝑒𝑓𝑒𝑐𝑡 ≡ 0:                       𝛼 = 0, 𝛽 = 0;

}.  (2) 
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With this approach, the appearance of a single defect is simulated by a change in the value of one 

fault parameter compared to the good technical condition of the circuit. In order to simulate a double defect, 

it is necessary to change two parameters of the malfunction in the model of a working technical condition. 

In this way, the above requirements for the model number 4 and 6 are satisfied. 

It is advisable to use this property of the proposed mathematical model to solve the inverse problem 

of technical diagnostics based on the following theoretical provisions. 

Introduction to the mathematical apparatus of Boolean derivatives 

The first-order Boolean derivative  
𝑑𝑓

𝑑𝑥𝑖
 of the Boolean function f on the variable xi is calculated as 

follows [5] 
𝑑𝑓

𝑑𝑥𝑖
= 𝑓 (𝑥1, … , 𝑥𝑖−1, 1, 𝑥𝑖+1, … , 𝑥𝑛)⨁𝑓(𝑥1, … , 𝑥𝑖−1, 0, 𝑥𝑖+1, … , 𝑥𝑛) 

where: f (х1,х2,...,хi-1,1,xi+1,...,xn) is a unit residual function obtained by substituting the constant 1 

for xi,  

   -𝑓(𝑥1, … , 𝑥𝑖−1, 0, 𝑥𝑖+1, … , 𝑥𝑛) is a zero residual function obtained by substituting the constant 0 

for xi. 

The Boolean derivative of хі = 0 if f does not depend on x, the Boolean derivative of хі = 1 if f 

depends only on x, i.e., the first-order Boolean derivative determines the conditions under which the 

function changes its value when the value of the variable x changes. 

In other words, the expression of the Boolean derivative of a logical function by one of its 

arguments determines the conditions for the significant dependence of the specified function on this 

argument.  

To analyze the significant dependence of the generalized vortex function on the fault parameters, 

it is proposed to calculate the Boolean derivative of the generalized output function by the fault parameter 

that models the appearance of a constant defect. To do this, the following concept of the Boolean derivative 

of the generalized output function by fault parameter can be introduced. 

The concept of the Boolean derivative of a generalized output function. 

For further presentation, it is advisable to introduce the following notation. All input variables of a 

logical function are denoted by the symbol of the generalized variable ᴂl (𝑙 = 1, 𝐿̅̅̅̅̅), where 𝐿 = 𝑛 + |𝐴| +
|𝐵|  is the total number of generalized variables equal to the sum of the number of n function arguments, 

the number |A| of parameters of type αj, the number |B| of parameters of type βp. The set of fault parameters 

should be called the technical condition vector, or TC vector, the coordinates of which are all the parameters 

of the circuit fault: 

E= (𝛼1, 𝛼2, … , 𝛼|А|,   𝛽1,   𝛽2,…,   𝛽|𝐵|
).   (3) 

The symbol E denotes a set of parameters on which the technical state of a logic circuit depends. 

In this case, the generalized variable ᴂl can be a real function variable, or it can be a fault parameter. With 

such notations, the generalized output function of a logic circuit is a dependency: 

f(𝑥1, 𝑥2, … , 𝑥𝑛, 𝑒1, … , 𝑒2, … , 𝑒|𝐸|). 

Definition 1: The Boolean derivative of a generalized output function is the expression 
𝑑 �̃�

𝑑ᴂ𝑖
= 𝑓(ᴂ1, … , ᴂ𝑖−1, 1, ᴂ𝑖+1, … , ᴂ|𝐿|)⨁𝑓(ᴂ1, … , ᴂ𝑖−1, 0, ᴂ𝑖+1, … , ᴂ|𝐿|).         (4) 

The Boolean derivative of the generalized output function with respect to the parameter ᴂi is 0 if 

the generalized function f ̃ does not depend on ᴂi. The Boolean derivative with respect to ᴂi is 1 if the 

function depends only on ᴂi. Let the logical element conjunctor perform the function 𝑧 =  𝑥1 ∙ 𝑥2. Taking 

into account possible constant faults, it is described by a generalized output function: 

�̃� =  (𝑥1˅𝛽1) ∙ (𝑥2 ˅ 𝛽2) ∙ 𝛼1˅𝛽3.   (5) 

or in terms of generalized variables: 

�̃� =  (𝑥1˅ᴂ1) ∙ (𝑥2 ˅ ᴂ2) ∙ ᴂ3˅ᴂ4. 
The following notations are used here: ᴂ1 = 𝛽1, ᴂ2=𝛽2, ᴂ3 = 𝛼1, ᴂ4 = 𝛽3. 

According to definition (2), the equality of 1 of the Boolean derivative of a logical function with 

respect to any variable is a necessary and sufficient condition for the specified function to depend 

significantly on this variable. This means that a change in the value of the parameter ᴂі will necessarily 

cause a change in the value of the function. If 𝑥𝑖 is an argument of the function z, then the Boolean difference  
𝑑𝑧

𝑑𝑥𝑖
⁄  determines the significant dependence of the function z on the value of the argument x. If the 
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Boolean differential is calculated by the fault parameter ᴂі, then the Boolean derivative determines the 

significance of the defect modeled by this parameter for the original function z.  Thus, for z ̃ to depend 

significantly on ᴂ1 = 𝛽1, it is necessary and sufficient to fulfill the condition: 
𝑑�̃�

ᴂ1
= 1. 

Taking into account (4), we obtain the following expression of the Boolean derivative of the 

generalized function �̃� with respect to the generalized variable (fault parameter) 𝛽1 : 
𝑑�̃�

𝛽1
= 𝑥1̅̅ ̅ ∙ 𝛼1 ∙ 𝛽3

̅̅ ̅(𝑥2˅ 𝛽2).    (6) 

Let us determine under what conditions the parameter 𝛽1 significantly affects the function �̃�. In 

order for the generalized function �̃� to significantly depend on the fault parameter β1, it is necessary to 

satisfy the following requirement: 
𝑑�̃�

𝛽1
= 1 

The resulting expression of the Boolean derivative of the generalized function �̃� in terms of the 

fault parameter 𝛽1 can take the value 1 if the following conditions are met, as determined from (5): 

1) the zero signal x1=0 must be applied to the input of the connector; 

2) parameter α1=1, i.e., the circuit has no ≡0 defect at the valve output; 

3) parameter β3 =0, i.e. the circuit has no defect ≡1 at the valve output. 

4) either set the signal =1 at input x2, or artificially create a constant defect in the circuit, the 

model of which is 𝛽2 = 1. 

This means that a defect x1≡1 in the parameter 𝛽1 distorts the output function z and can be identified 

(detected) when the functional conditions are met (the set x1 = 0, x2 = 1is supplied to the inputs of the 

connector), where the output signal of the faulty element is 0. The second group of fault conditions describes 

the technical condition of the connector circuit, when the defect x1≡1 in the parameter 𝛽1  is manifested at 

the output. This state is described by the following values of the fault parameters: α1=1, β3=0, i.e., there 

are no defects in the circuit for parameters α1 and β3. This defines the technical conditions for the fault to 

occur. 

Thus, the Boolean derivative of the generalized output function of a combination circuit by a 

variable or by a fault parameter formulates two types of conditions for the sensitivity of the circuit to 

changes in the value of the output signal: functional conditions (FC) define the input binary signals required 

for the defect to occur, and technical conditions (TC) define the technical state of the circuit under which 

the specified sensitivity is maintained and the fault signal is transported to the output of the circuit, where 

it can be observed. 

In order to use these properties of generalized output functions to solve technical diagnostics 

problems, it is advisable to formulate several definitions and prove several statements that will allow more 

efficient solution of technical diagnostics problems of digital devices. 

Boolean derivatives of generalized logic models. 

Let the generalized logic model (GLM) of the Boolean function F(X, E) [7] be given,  where: X = 

(x1, x2, ..., xn)- n-dimensional vector of input logical variables (arguments) of the function F; 

      E = (e1, e2,..., 𝑒|𝐸|) is a vector of the technical state of the circuit containing |𝐴| fault parameters 

αj 

      (j=1, |𝐴|̅̅ ̅̅ ̅̅ ̅) and |B| fault parameters βq (q=1, |𝐵|̅̅ ̅̅ ̅̅ ̅),  

     |𝐸| = |𝐴| + |𝐵|.    
Definition 2. The Boolean derivative of a generalized function �̃� with respect to the parameter ek 

is an expression: 
𝑑�̃�

𝑑𝑒𝑘
= �̃�(𝑋, 𝑒1, … , 𝑒𝑘 , … , 𝑒|𝐸| )⨁�̃�(𝑋, 𝑒1, … , 𝑒𝑘̅̅ ̅, … , 𝑒|𝐸|).   (7) 

Since all 𝑒𝑘 are Boolean parameters, and �̃� is a Boolean function, all the properties of the Boolean 

difference 𝑑𝐹
𝑑𝑥𝑖 

⁄  are inherent in 𝑑�̃�
𝑑⁄ 𝑒𝑘  .The most important property of the Boolean derivative of the 

fault parameter is its inequality 0 if the expressions of the function �̃� do not coincide at e=0 and e=1. If 

these expressions do coincide, then 
𝑑�̃�

𝑑𝑒𝑘
= 0, which means that F̃ is independent of ek. 

Definition 3. The function �̃�(𝑋, 𝐸) does not depend on the value of the parameter ek if �̃� does not 

change when the value of еk is reversed, i.e. if 
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�̃�(𝑋, 𝑒1, … , 𝑒𝑘, … , 𝑒|𝐸|) =  𝐹 ̃(𝑋, 𝑒1 , … , 𝑒𝑘̅̅ ̅, … , 𝑒|𝐸|). 

Definition 2 can be expressed by the following theorem. 

Theorem 1. For the ULM to be independent of the technical state of a digital device determined 

by the fault parameter e_k, it is necessary and sufficient to fulfill the following condition 

𝑑�̃�

𝑑𝑒𝑘
= 0. 

The proof of the theorem is based on the property �̃�⨁�̃� = 0 and Definition 2. The dependence of 

�̃� on the technical state of the logic circuit is described by the condition: 

𝑑�̃�

𝑑𝑒𝑘
≠ 0. 

In this case, we obtain the following consequences of Theorem 1. 

Corollary 1. If. 

𝑑�̃�

𝑑𝑒𝑘
= 0, 

then the defect modeled by the parameter 𝑒𝑘  is insignificant for the output function F. 

Corollary 2. If. 

𝑑�̃�

𝑑𝑒𝑘
= 1, 

then the defect modeled by the parameter e_k is always significant for the output function F, and 

thus always detected at any values of the input vector X and the TS vector E. 

Corollary 3. If. 
𝑑�̃�

𝑑𝑒𝑘
= 𝐺(𝑋),      (8) 

then the defect modeled by the parameter e_k is significant for the output function F for any 𝑋ℎ  for 

which 𝐺(𝑋ℎ) = 1 

Corollary 4. If. 
𝑑�̃�

𝑑𝑒𝑘
= 𝐺(𝐸),      (9) 

then the defect modeled by the parameter 𝑒𝑘  is significant for the output function F only at those 

values of the TS vector Em for which 𝐺(𝐸𝑚) = 1 regardless of the values of the input vector X. 

Corollary 5. If. 
𝑑�̃�

𝑑𝑒𝑘
= 𝐺(𝑋, 𝐸),      (10) 

then the fault modeled by the parameter 𝑒𝑘  is significant for the output function F only in the 

technical states described by the TS vector Em , and at such values of the input vector Xk for which 

𝐺(𝑋𝑘 , 𝐸𝑚) = 1. 

Thus, in general, to determine the significance of a certain variable or fault parameter for the 

generalized output function �̃�, it is necessary to specify the vectors X and E. The vector X determines the 

values of the input variables хі , and the vector E determines the values of the fault parameters (technical 

states of the circuit) at which the parameter 𝑒𝑘 significantly affects the operation of the circuit. 

Definition 4. The set of values Xk of the input variables at which the Boolean derivative of the 

generalized output function by ek  takes a single value is called the functional conditions (FC) of the 

significance of the parameter ek  for the output function. 

Definition 5. The set of values Em of the TS vector at which the Boolean derivative of the 

generalized output function by ek  takes a single value is called the technical conditions (TC) of the 

significance of the parameter ek for the output function. 

Summarizing the above, the following can be stated. The essentiality of the generalized variable 

ᴂ𝑙 for the generalized output function �̃�  of the logic circuit is ensured by fulfilling the functional and 

technical conditions. These conditions are determined from the equality 1 of the Boolean derivative of the 

generalized function �̃� of the circuit in terms of the generalized variable ᴂі 

𝑑 �̃�

𝑑ᴂ
= 1 
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If we take the fault parameter as a generalized variable ᴂi, then equality 1 of expression (3) defines 

the conditions under which the defect modeled by the generalized parameter ᴂi  distorts the output signal 

of the circuit. 

Conclusions. 

1. In the presented work, an extended concept of the Boolean derivative is proposed, namely, the 

concept of the Boolean derivative of the generalized output function of a digital combinational device is 

substantiated and formulated, which is represented by an optimized analytical description in the form of a 

generalized logic model (GLM). The used GMM is optimized in terms of complexity, redundancy, and 

algorithmic processing by computing tools [3]. 

2. It is proposed to use the mathematical apparatus of Boolean derivatives with respect to the 

generalized arguments of the GLM as a mathematical apparatus for calculating the significance of the 

arguments of the logical function being performed 

𝑑 �̃�

𝑑ᴂ
 

3. As such arguments, the input signals of the logic circuit xi that implements the function or the 

formal fault parameters ek, which are introduced into the FEM and are intended to model constant circuit 

defects, can be used. 

4. The definitions, theoretical prerequisites, analytical expressions, and the validity of the 

formulated statements about the effectiveness of using Boolean derivatives for the argument of the function 

xі and the fault parameter 𝑒𝑘 are given. 

5. All variants of determining the conditions for the dependence of the GLM on the generalized 

parameters that determine the law of its functioning in the event of possible occurrence of constant-type 

defects are considered. 

6. The proposed mathematical apparatus can be effectively used to solve inverse problems of 

technical diagnostics of digital devices described by logic circuits. 

7. The conditions for checking the serviceability of a logic circuit determined by the proposed 

apparatus contain functional and technical conditions for detecting constant defects regardless of the 

multiplicity of faults present in the circuit, which allows building verification and diagnostic tests of digital 

information processing devices. 

8. The use of the proposed apparatus makes it possible to increase the security of information 

processing in digital devices by increasing reliability by reducing the time of hardware recovery in the event 

of constant faults. 
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