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AUTOMATION OF ORGANIZATIONS USING CLOUD TECHNOLOGIES: SECURITY
ISSUES

Zalialetdzinau K. Automation of organizations using cloud technologies: security issues. The article reveals the
principles of automation of organizations using cloud technologies through the prism without the peak aspect. The main stages of
development of cloud technologies are characterized, the advantages of using these systems in everyday work are revealed (low
consumption of financial resources, possibility of universal access to information, constant improvement of software and
technologies). At the same time, attention is drawn to the main challenges facing users of cloud services: the need for a constant
and uninterrupted Internet, the inability to recover information in case of loss. Security remains a major issue, therefore. The
purpose of the article is to analyze the risks and possible ways to overcome them in the work of organizations with cloud
technologies. It is established that the system that affects the reliable storage of information from customers can be exposed to
such threats as cross-site-scripting, fishing, Trojans, viruses. This is due to the fact that, as a rule, consumers working with the
cloud computing service, use an Internet browser. In order to optimize information security at this level, you need to use licensed
anti-virus software packages, personal firewall tools, tools to encrypt data or information on disk, a properly configured Internet
browser. It is proved that the security of virtualization mechanisms also affects the reliability of the virtual environment. For
example, if the attack is organized on the monitor of virtual machines, the attacker may unnoticed by the security system, which
are in the virtual machines can edit, copy or block the flow of information. Thus, if a hacker gains access to control capabilities,
he will not only be able to edit data, but also steal it throughout the virtual network. Therefore, to avoid this situation, you need to
protect the administration or servers of virtual machines. In addition, you need to create specialized information security tools
that can monitor traffic inside the required server. At the same time, compliance with basic fire safety rules is also important for
the safe operation of servers.
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3oasaerainos K. FO. ABTomaTu3auis opranizaniii i3 BAKOPUCTAHHAM XMapHUX TeXHOJIOTIi: npodjeMu 0e3nexu.
VY craTTi po3KpUTO MPUHIUIK aBTOMATH3AIll OpraHi3aliil i3 BUKOPUCTAHHAM XMapHHAX TEXHOJIOTIH Kpi3b NpU3My 0€3MEKOBOTO
acriekty. OxapakTepr30BaHi OCHOBHI €TalM PO3BUTKY XMAapHUX TEXHOJIOTiH, BUSBJICHI IepeBard BUKOPUCTAHHA LUX CHCTEM Y
MOBCAKICHHIN poOOTi (Mana BUTpara (hiHAHCOBUX PECYpCiB, MOKIMBICTh YHIBEPCANBHOTO JOCTYIY A0 OTPUMaHHS iH(popMarii,
MOCTiiHE yIOCKOHAJIEHHS MPOTPaMHOTO 3a0e3ledeHHs Ta TeXHOJNOrii). BomHowac, 3BepHEHO yBary Ha TOJIOBHI BHKJIMKH, IIO
CTOSITh Tepell KOpUCTyBayaMH XMapHHX CepBiciB: moTpeba y moctiiiHoMy i Oe3nepebiliHomMy IHTepHETi, HEMOXIUBICTH
BiZIHOBJIEHH: iH(opMalii y Bunaaky il BTpati. Baromoro mpo6ieMoro, oTxe, THIIaeThcs 3a0be3neueHHs Oe3neku. Mera crarti —
MpOaHaTi3yBaTH PU3MKU Ta HMOBIPHI IUISIXH 1X MOJOJAaHHS MPU POoOOTI OpraHizawii i3 XMapHUMHU TeXHoJIOTisiMU. BeraHoBieHo,
II0 CHUCTEeMa, sIKa BIUIMBA€E Ha 3a0e3MeueHHs HadiiHOro 30epexxeHH s iHopMallii y KIEHTIB MOXKe HiJaTHCs TAKUM 3arpo3aMm sK
cross-Site-scripting, phishing, Tposiau, Bipycu. Ile MOSICHIOETBCS THM, [IO, SK MPABHJIO, CIOXKHBAYi MPAIOI0YH i3 CepBicOM
XMapHHAX OOYHCIICHb, 3aCTOCOBYIOTH [HTepHeT-Opaysep. I3 mimumo onrtmmizamii iHpopmamiitHOi Oe3nekn Ha IHOMY piBHI,
noTpiOHO Ha OOIli KITi€HTa BUKOPHUCTOBYBATH JIIIIEH31HHI MMAKETH aHTHBIPYCHUX MPOTPaM, 3aCO0H IePCOHAIBHOTO OpaHaMayepa,
3aco0u I mudpyBaHH JaHUX 9M iHGOPMaLii Ha IUCKY, IPaBHIILHO HANAIITOBaHW [HTEepHET-Opay3ep. JoBeneHo, mo Oe3neka
MEXaHi3MiB BipTyaji3amii Tako>k BIUTMBAaE Ha 3a0e3leueHHs HaIiifHOCTI BipTyalbHOTO cepeloBHIna. Hampuknan, skmo araka
OpraHizoBaHa Ha MOHITOp BipTyaJbHHX MAlIWH, TO 3JOBMHUCHHUK MO)KE HEIOMITHO JUI CUCTEMH 3aXHUCTY, SIKi 3HAXOJIATHCSA Y
BIpTyaJIbHUX MalllMHaX MOXXE pelaryBaTH, KOIMIIOBaTH 4M OJOKyBaTh iH(GOpMaIiiHUX MOTIK. TaknuM YHMHOM, SIKIIO Xakep
OTPHMAE JOCTYII IO MOXKIIMBOCTEH KepyBaHHS, TO BiH 3MOXKE€ He NMPOCTO PeAaryBaTy JaHi, a i BUKPACTH iX 110 BCiH BipTyalbHiit
Mepexi. ToMmy Ui Toro abM yHUKHYTH L€l CHTyaulii HOTPiOHO 3aXMCTHTH JIO aAMIHICTPYBaHHsS YU CEpBEpIiB BipTyaJIbHUX
MamuH. KpiM 11p0ro, OTpiOHO IIe CTBOPUTH CIIEIialli3oBaHi 3aco0u 3axucTy iH(opMarii, SKi 3MOXKyTh KOHTPOIOBATH Tpadik
ycepenuHi HeoOXigHOTO cepBepa. BogHouac, TOTpUMaHHS eJIeMEHTapHUX MPABIIT IPOTHITOKEKHOI O€3MEKN TaKOXK BaXKIIUBE JUIS
0e3meyHoi poboTH cepBepiB.

Kaiwouogi ciioBa: xmapHi TexHONOTI, 6e3neka, Bipyc, iHhopMaIis.

Introduction and problem statement. The use of cloud technology is very popular among
Internet users because it contributes to ease of operation, and cost-effectiveness and generally improves
the quality of user experience. This, in turn, contributes to the popularization of cloud technology in the
IT services market.

The advantage of cloud service is the possibility to work with necessary information all the time
having only a computer or a laptop. Moreover, cloud technologies allow you to adjust the corporate IT
infrastructure quickly, taking into account immediate needs, and consuming exactly as many resources as
necessary. Due to its popularity, the use of cloud technology is constantly improving, so their use in the
work is constantly updated, and in the direction of improving and facilitating. The use of cloud
technology, as follows. Allow to minimize the cost of digital operations, and avoid the purchase of
expensive network equipment, complex hardware, and software solutions.
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In general, cloud computing allows organizations to achieve some advantages in two fundamental
categories of business and technology efficiency - faster time to market and increased agility. However,
these approaches to evolving cloud technologies can create security gaps and human error. There are
other potential drawbacks to cloud adoption in small businesses, including platform mismatch, network
vulnerability, unreliable data, and business interruption. There may also be challenges in working with
these technologies. For example, working with cloud technology requires staying online, that is, without
an Internet connection to work with such services is not possible, this problem is still difficult to
overcome, although recently developed mechanisms for an emergency, but slow communication, which
will allow to obtain from the “clouds” only critical information needed in urgent cases. It is also
impossible at this stage of its development to restore lost data, which may be very relevant in case of
unpredictable circumstances. The latter is also possible due to the neglect of security rules, which is a
vulnerable side of cloud technology users.

Cloud computing brings convenience and benefits to an organization, such as elasticity of
business, lower costs, automatic hardware, and software updates, elasticity, and scalability. The main
advantage is that it helps reduce unnecessary costs such as the purchase and maintenance of hardware and
software. It also reduces the number of people working in IT. However, like all technologies, cloud
computing has some problems. The biggest problem is security, especially data theft. More organizations
will only want to use cloud computing if the problems are solved. Therefore, the security of the cloud
computing service must be put first. Cloud service providers must ensure compliance with regulatory
requirements that may be of concern to users. Through compliance, it helps users to be safety certified. In
addition, security, policy should be provided by the details of access control, risk management, backup,
and system recovery. Due to time constraints in the future, several examples will be chosen and discussed
regarding how organizations have benefited from cloud computing. A theoretical framework will also be
used to discuss how organizations use the framework. Different types of attacks always occur in the cloud
environment, so a strong theoretical framework and architecture will be offered, especially for security.
This is an important step needed for a cloud service provider to deal with a cyberattack.

Analysis of recent publications and research. The problem of using cloud technology is a hot
topic for research, given the modern development of the computer system and the general Internet.
Domestic science has not paid due attention to this topic, but foreign scientists have repeatedly drawn
attention to the imperfect development of techniques for the security of digital information channels. In
particular, Attaran M. and Woods J. characterized the problem of using cloud technology to improve
enterprise operations [5]. They believe that cloud computing technology is a revolutionary way to harness
the power of the Internet, providing software and infrastructure solutions to enterprises around the world.
The authors mainly focused on the use of this technology in small businesses. Consequently, their work
explores the specifics of using cloud technology in different types of small businesses, with Attaran M.
and Woods J. referring to its successful practical application in Europe. In general, the system of cloud
computing allows organizations to achieve some advantages in the two fundamental categories of
business and technology efficiency - faster time to market and increased agility [5].

At the same time, Xu S. and Xin F. investigated the main advantages and challenges of cloud
computing implementation in business. The researchers believe that nowadays the important task of
modern organizations is to improve and automate the traditional ways of doing business. For this reason,
they note that cloud computing is considered an innovative way to improve business. In particular, they
play an important role in addressing inefficiencies and increasing business growth, helping organizations
to remain competitive [10]. Creswell K. et al. outlined the major challenges and opportunities for cloud
technology in healthcare. Their study is based on interviews with more than 20 individuals, mostly
professionals working for large cloud providers, small and medium-sized software vendors, and academic
institutions [6]. Skale M. also characterized the features of the implementation of automation processes in
enterprises using cloud technology. He believes that security capabilities are the main obstacles to further
adoption of cloud technologies because cloud systems are often a key target for cybercriminals [9]. For
this reason, the protection of cloud platforms and information remains important. Ukrainian specialists
have also investigated the problem of using these technologies. In particular, Litoshenko S. and others
investigated the use of cloud computing to automate the accounting process but in accounting systems

[2].
Kulik V. described the process of using cloud technologies in accounting and enterprise
management. The researcher presented the key models of cloud computing aimed at the end-user: private,
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public, public, and hybrid clouds [1]. At the same time, Liubimov V. and others highlighted the key
problems of implementation strategy and increasing demand for cloud technologies in the IT market [3].
In addition, they believe that the pattern of cloud computing is due to the need for ubiquitous and
comfortable network access. Consequently, this problem is quite widely represented in modern science.

Highlighting the previously unresolved parts of the overall problem. Therefore, the paper will
focus on the security aspect of working with cloud technologies, which have not yet received adequate
coverage in the Ukrainian scientific literature.

The purpose of the study. Accordingly, the purpose of this article is to analyze the security
factor in the work of organizations with the use of cloud technologies.

Presentation of the basic material of the study. The concept of cloud technology was first used
by E. Schmidt, the CEO of Google. However, their very concept emerged back in 1960, at the same time
the American researcher J. McCarthy suggested that soon computer computing will be provided akin to
public utilities. Consequently, since 2008 the term began to be used en masse in the field of information
technology [2, p. 86]. The increase in the use of cloud computing led to the spread of highly powerful
networks, the low cost of computerized systems and data storage apparatuses, the spread of virtualization
principles, etc.

Modern researchers note that the term cloud technology should be understood as technologies
that provide Internet users with access to computer resources of servers and facilitate the use of software
as an online service. Consequently, if the user has the ability to connect to the Internet, he can use the
mechanisms of complex calculations, to process various kinds of data, while using the power of remote
servers [1, p. 41]. The specified technologies allow to manage the organization much more effectively
through centralization of the managerial or accounting information, bandwidth, processing, and reliability
of data storage. So, the user gets access to personal data but does not have the ability to manage and not
worry about the operating system or the software on which he works. At the same time, an important
aspect of the use of cloud technology is its cost-effectiveness, which affects the accessibility to different
segments of the population in order to preserve information data. Individual organizations use them for
work that requires temporary computing, instead of setting up an internal infrastructure [8, p. 12]. This is
quite convenient in financial terms since the calculation itself lasts only during the period of their use. At
the same time, it should be remembered that the use of cloud technologies can also lead to the risk of loss
of information, where the possibility of control is quite limited.

Obviously, public clouds, like other networked systems, can be subject to attacks on the Internet.
In general, researchers identify several attacks that may be specific to cloud systems [5, p. 498]:

1. Typical attacks affecting software

2. Attacks that exclusively target the client

3. Network attacks

4. Attacks that primarily target cloud servers
5. Attacks, which carry out a variety of threats.

Despite this, experts note that if a hacker has successfully orchestrated an attack, there is a threat
of information security breach over every element of the cloud. In particular, such categories as privacy,
confidentiality, and integrity are involved. In addition, a key feature of building a high level of security is
providing access to private data to disinterested parties, which is established through additional activity
protocols between the user and the cloud system provider.

In general, the system affecting the security of customer information can be exposed to threats
such as cross-scripting, phishing, trojans, and viruses. This is due to the fact that, as a rule, consumers,
working with cloud computing service, use the Internet browser [9, p. 11]. In order to optimize
information security at this level, it is necessary on the client-side to use licensed antivirus software
packages, personal firewall tools, tools for encrypting data or information on the disk, and a properly
configured Internet browser.

These vulnerabilities point to the importance of protecting cloud platforms, infrastructures, hosted
applications, and information and create a demand for top-level cloud security management and
centralized security management in cloud environments. Other major concerns for IT managers are the
compatibility of the cloud with company policies, IS development environments, and business needs.

There is also the need to properly organize the subsystem responsible for keeping data in the
public cloud. It is about keeping it safe, for which a special virtual private network (VPN) tunnel is used

© Zalialetdzinau K.



Hayxosuii orcypran "Komm’ I0oTepHO-1HTETpOBaHI TEXHOJIOTI1: OCBITa, HAyKa, BHPOOHUIITBO"
24 Jlyyox, 2022. Bunyck Ne 47

[1, p. 43]. Thanks to this, it is possible to achieve client-server association with the proper level of secure
connection.

In addition, the security of virtualization mechanisms also affects the reliability of the virtual
environment. For example, if an attack is organized on a virtual machine monitor, then an attacker can
edit, copy or block information flow unnoticed by the protection system located in virtual machines.
Thus, if a hacker gains access to the control capabilities, he can not only edit the data but also steal across
the entire virtual network. Therefore, in order to avoid this situation, it is necessary to protect before
administration or virtual machine servers [10, p. 10]. Besides this, it is also necessary to create specialized
information protection tools, which can control the traffic inside the necessary server. The replication
network transmits segments of their RAM, so if attackers intercept data during an attack, there is a direct
security threat, hence it is necessary to isolate the replication network from other networks and use
certified VPNs for the replication channel [8, p. 8]. It is not necessary to rely on the triviality of virtual
machine structure, as this can lead to great security problems, but it is necessary to organize the process
of virtual machine management, so that it is consistent with the organization's security policy.

In addition to the internal software organization, it is worth noting the general provisions of
security compliance at cloud facilities. The presence of a video surveillance system allows you to visually
monitor everything that happens in the enterprise, its advantages lie in the following: no need to assign
separate guards to each server, 24/7 and remote control over the object, the ability to review old records,
if necessary, to identify potential and actual intruders is important. For comprehensive data center
security, threats such as possible fires or smoke should be considered, and the best effective tools are
employee and security notification systems to combat. One of the most effective notification methods is
an automated fire extinguishing system, which acts on the fire center while it is still in progress and does
not allow the fire to become extensive, which leads to minimization of losses [4, p. 62]. The system of
access control and administration allows an automated way to control entrances and exits, limit user
access to a certain territory, keep statistics of visitors, monitor the movement of users on the territory, etc.
Consequently, compliance with elementary security rules is also important for the safe operation of
Servers.

Also, the following economic issues can prevent sufficient resistance to virtual threats [6]:

1. Lack of sufficient internal resources - lack of training/education is one of the biggest obstacles
to the rapid implementation of security programs in small businesses. Small business owners tend to
make decisions without advice from competent IT professionals. These firms often lack experienced IT
support staff, and rarely do small business owners deviate from individual decisions to listen to the advice
of outside IT professionals. It also happens that small businesses usually don't have the financial
resources to hire advanced IT professionals in-house.

2. Lack of time to implement new initiatives - Lack of sufficient time is also a major barrier to the
rapid adoption of security systems in small businesses. Small businesses are often understaffed and
overworked, leaving very little time to implement new initiatives. While cloud computing can bring
significant benefits to small businesses, implementation is often delayed due to a lack of time for firm
leaders to even consider the prospect.

3. Cost Management - There are other barriers to rapid adoption - particularly the cost of
supporting the cloud and the speed of uploading files. Cloud costs can rise quickly, especially for
customizations to meet business needs. Uploading large files can take a long time, creating frustration and
inconvenience for day-to-day business operations. Other obstacles include management and control, the
complexity of building a private cloud, and performance issues.

4. Cloud control is another obstacle to the rapid introduction of security into online small
business operations. The cloud is inherently an open and shared resource. It is a potential target of cyber
attackers. The top three cloud security issues facing small businesses are legal issues, compliance, and
loss of control over data.

Important benefits, such as increased IT infrastructure flexibility, computing power, the ability to
use existing infrastructure with pay-per-use, and the use of that infrastructure to analyze big data, better
visibility of information, and the cost-effectiveness of disaster recovery upgrades make cloud technology
popular. Servers hosted in the cloud provide significant savings for small businesses. Using PaaS and
SaaS structures, small businesses can benefit and improve performance and security [5, p. 500]. This
allows the IT infrastructure of small businesses to evolve quickly and allows companies to save time and
focus on new opportunities. Small businesses are now able to access the same types of high-quality
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enterprise IT services used by larger organizations at a price and scale available to smaller businesses.
Small businesses will retain critical company data in a secure cloud-based system. Cloud services are not
only less expensive than traditional ways for small businesses to manage internal IT, but they are also
secure for data storage and disaster recovery. Small businesses can use the many SaaS-based programs
and services available for business project management, document storage and sharing, marketing, and
accounting at an affordable price. The study also discussed an example of a small business that
successfully transitioned to cloud infrastructure and used various SaaS-based applications and services to
reduce operating costs and improve productivity [5, p. 502].

When working with cloud technologies, one should also consider the economic aspects - to treat
the security of one's environment responsibly. Cloud computing allows organizations to effectively
manage their business. Through cloud computing, you can avoid unnecessary procedural, administrative,
hardware, and software costs [8, p. 11]. In the costs of organizations in general, cloud computing allows
organizations to effectively manage their business. By means of cloud computing, it is possible to avoid
unnecessary procedural, administrative, hardware, and software costs in the expenses of organizations.

Conclusions. The use of cloud technologies when working with information is an important
attribute when working with modern networked systems. With all their advantages (convenient access,
mobility, and low resource costs), ensuring overall data security is a major challenge. The high risk of
hacker attacks and lack of skills when working with server systems can lead to the loss or theft of
information that is almost impossible to restore. To optimize information security, the cloud service client
must use licensed anti-virus packages and have a properly configured Internet browser. There is also a
need to properly organize the subsystem responsible for saving data in the public cloud. We are talking
about keeping it safe, for which a special virtual private network (VPN) tunnel is used. At the same time,
following basic security rules is also important for secure server operations. When implemented properly,
cloud technology has real potential to provide accuracy, reliability, improved service, and cost savings for
small businesses. The challenge for IT experts today is to understand the role of the cloud and develop
strategies that leverage its potential. They must meet the prerequisites (the steps of a cloud adoption
strategy) before making the technology decisions necessary for a service-oriented business.
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