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Jlyupkuii Hal[iOHAJTBHAN TEXHIYHUH YHIBEPCUTET

WIRELESS ACCESS POINT WITH MULTILAYER DATA PROTECTION ALGORITHM

Koctrouko C., Knpnawok JI., Yepusamyk H., boprank K., I'puniok C. Besnporoa Touka gocrymy 3 6araTopiBHeBUM
aJrOPUTMOM 3aXHMCTy AaHUX. B crarri 3amporoHoBaHO OaraTopiBHEBHMI aJrOpUTM 3aXHUCTy Iepeaadi iHpopmamii 3acodamu
Oe31poToBoro Mapipyrusaropa ta Raspberry Pi. 3anpornoHoBaHHil alropuTM peainizoBaHO Ha 0a3i OKpeMHuX 3aco0iB MmH(ppyBaHHS,
SKi NPaLIOIOTh IapalielbHO 3aXHIICHUMH KaHalaMM 3B’s3Ky. MeronoM HampaBieHHs Tpadiky Ha aHOHIMHI 1 3aXMILEHI cepBepH
(Tor) ta mmdpysanssM indopmanii i mapanensHuM BuKopucTaHHsM DNS-mpokci, iHpopMamis IOCTymHa TINBKM JIETiTHMHHM
KOpHUCTYBa4aM.

Kumouosi ciioBa: Raspberry Pi, SOCKet, DNS-npokci, 6aratopiBHeBHii anroput™, b pyBaHHs JaHHX.

Koctrouko C., Kupwmok JI., Yepusmyk H., boprauk K. I'punox C. BbecnpoBoanas To4ka JgocTyna c¢
MHOTOYPOBHEBbIM METOIOM 3aLIMThI JaHHBIX. B craThe npessiokeH MHOrOYPOBHEBbIH allrOPUTM 3allIUThI Mepeadl HHPOpMaIuy
cpeacTBaMu OecnpoBOIHOro Mapuipyrusaropa u Raspberry Pi. IlpeaioxeHHbIH anroput™ peann3oBaH Ha 0a3e OTOCNBHBIX CPEICTB
mudpoBaHus, pabOTAIOIMX MapaJUIeIbHO 3AIIMIIEHHBIMU KaHalaMH CBsi3M. MeTonoM HampasieHus Tpaduka Ha aHOHHMHBIE U
3amuiieHs! cepsepbl (TOr) u mudpoBanneM HHHOPMAIMH U NAPAUIEIBHBIM Hcnoib3oBaHneM DNS-npokcr, nHpOpMAaIUs JOCTyITHA
TOJIBKO JIESTUTUMHBIM HOJIb30BATEIISIM.

Kuarouesble ciioBa: Raspberry Pi, SOCKet, DNS-mipokcH, MHOrOypOBHEBBIi alnropuT™, MIH(QPOBAHHUS JaHHBIX.

Kostiuchko S., Kyryliuk L., Chernyashchuk N., Bortnyk K., Hrunjuk S. Wireless access point with multilayer data
protection algorithm. The article proposes a multi-level algorithm for protecting information transmission by means of a wireless
router and Raspberry Pi. The proposed algorithm is implemented on the basis of separate encryption tools operating in parallel with
secure communication channels. By directing traffic to anonymous and protected servers (Tor) and by encrypting information and
using a DNS proxy in parallel, the information is available only to legitimate users.

Keywords: Raspberry Pi, SOCKet, DNS proxy, multilevel algorithm, data encryption.

Introduction

Nowadays, such a concept as a cyber attack is very common, and it is becoming an increasing
headache for many IT companies and enterprises. In recent years, some big names like Google, The New
York Times, Facebook, etc. have been the victims of hacks.

Most of the information on networks is transmitted and stored in clear text. For example, when
entering a forum, a username and password are entered, a message is written - both a username and a
password, and the message is transmitted in clear text, as plain text. Moreover, many nodes are involved in
data transmission, and data interception is possible on almost each of them. This is possible as in a local
network by a novice hacker who downloaded a program for penetration testing of wireless networks and
managed to find a password for your Wi-Fi, this is possible at the level of a city provider, where an advanced
and rather curious administrator sits, this is possible on subsequent nodes up to hosting forum where you
chat.

To somehow protect against this, popular sites (postal services, social networks, and others) acquired
certificates, their meaning is that the exchange of data between the site and you is now encrypted. Now a
novice hacker, advanced administrator and others along the chain will not be able to intercept your data so
easily.

To protect the user's personal data, there are many protection algorithms, each of which in turn has a
number of vulnerabilities. Therefore, it is advisable to create a multi-level algorithm for protecting personal
data, which combines several security technologies.
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Protection algorithm development

The following technologies will be used in the developed protection algorithm:

* Tor;

» SOCKSS5;

* DNS proxy.

Tor (The onion routing) - onion routing technology, which is a distributed system of servers, between
which traffic passes in encrypted form. At the last node in the chain, the transmitted data goes through the
decryption procedure and is transmitted to the target server in clear text. The i2p technology was considered
as an analogue of the Tor technology. 12p (invisible internet project) - a project to create an anonymous
computer network running over the global Internet. i2p is a more complex solution for ordinary users, while
it has a number of disadvantages, such as lack of decentralized servers and insufficiently good encryption
methods.

When comparing the two technologies, it was decided to use Tor because it is a more convenient and
more functional method of ensuring security.

Tor technology is vulnerable to an attack in which the last node on the network is spoofed and traffic
passing through it can get to the attacker who carried out the attack. In order not to transmit traffic in the
clear, even at the last node, the traffic is pre-encrypted using Socks5 technology.

SOCKSS is a network protocol that allows packets to be sent from a client to a server through a proxy
server, encrypting data in transit. In this case, a protocol with the ability to authorize is used, which allows
only legitimate users to gain access to this server.

An analogue for the SOCKSS5 protocol can be a VPN server. VPN (Virtual Privat Network) is a server
that also encrypts data in transit, but unlike the chosen Socks5 technology, it becomes necessary to rent a
VPN server, which in turn leads to additional financial costs. At the same time, setting up this technology is
possible independently, but it requires a lot of time and specialized skills in this area.

Tor technologies together with SOCKS5 technology ensure the security of user data transmission,
excluding most possible attacks.

The developed multi-level algorithm for protecting user data makes it possible to exclude the option of
spoofing the target server. DNS proxy technology is responsible for this function.

DNS (Domain Name System) is a protocol that interprets a literal domain name into an IP address. In
simple terms, its main function is to turn a user-friendly domain name into an IP address.

This protocol is susceptible to several types of attacks, such as DNS spoofing and Fast Flux DNS, in
order to prevent these attacks, DNS proxy technology is used, which allows you to use a private DNS server,
thereby protecting the user from data leakage through the domain name system. The operation scheme of the
multi-level data protection algorithm is shown in Figure 1.

To implement the developed multi-level protection algorithm and to provide secure access to the
global Internet for several users at the same time, a device is required that can act as an access point with the
ability to build a user's route to the Internet using an encryption and data protection algorithm.

Kopucrtysaui PoyTep TTposaiiaep DNS npokci
Cepsep «Ljinb» SOCKS5

Figurel — scheme of the multi-level data protection algorithm
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Element base selection and calculation of the portable router cost.

As a hardware platform for creating a portable wireless access point with a personal data protection
system, the Raspberry Pi 4B microcomputer was chosen, which is optimal for creating such projects.

The Raspberry Pi is a Raspbian (-unix-like operating system) single board computer, the main feature
of which was to be powerful hardware and a budget price. It quickly gained popularity due to its ease of use,
wide range of possibilities, low price, and now it is the most popular single-board computer in the world.

Today, many research projects in the field of technical creativity, such as game consoles, storage
servers, media players and many others, are designed based on the Raspberry Pi single-board microcomputer.

Figure 2 — Part of wireless access point (Raspberry Pi 4B, Bluetooth keyboard, LAN cable)

The Raspberry Pi 4B model we have chosen has a built-in WI-FI adapter, Bluetooth, Ethernet port, as
well as modern technical characteristics.

Step 1. Updating the system and installing HostAPD

In the process of setting up we will need the following tools:

utilities for working with the bridge-utils network bridge

daemon hostapd AP

DHCP server

In addition, it is worth updating the system, because with each updated version of the kernel, driver
versions are updated, which will allow you to expand the capabilities of the adapter.

Step 2. Interface settings

Since we are going to configure a static wireless IP address, we will later need it to ignore the wlan0
interface, the default Wi-Fi card and not allow other interfaces to use it. This should isolate our access point
from anyone interfering with its work.

Step 3. Static IP address

To access the device at a permanent address, you need to configure a static IP for the Raspberry Pi
after setting up network access. First, this should be done on the router, because there will be a problem with
the address conflict. Raspbian uses the dhcped service and the dhcped.conf configuration file to configure
these settings. By default, the addresses of all interfaces are requested from the router via DHCP. [16]

§ @ B (@ ucseor sovce . [llpiGraspbenyet -
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Figure 3 — Use the wpa_passphrase utility to encrypt the password

Step 4. Configure Hostapd
After making all the previous settings, proceed to the actual setting of the access point - hostapd. To
do this, make changes to the file hostapd.conf at / etc / hostapd. This file contains a lot of detailed
information about commands and settings. Upon request
sudo cp /etc/hostapd/hostapd.conf /etc/hostapd/hostapd.conf.origina

you can access the original version of the file in case of loss of information and unintentional damage. [17]
Step 5. Configuring Dnsmasq
The default dnsmasq config file is very complex and won't work for our purposes. It is much easier to
create a new config file.
It's a good idea to move the default config file somewhere just in case. We can do this by typing

sudo mv /etc/dnsmasq.conf /etc/dnsmasg.conf.orig
into the console and then creating our own empty file by typing
sudo nano /etc/dnsmasq.conf.

We also need to do a few things: bind the interfaces again to make sure they are not sending anything,
redirect to Google DNS queries rather than short names, remove the non-routable address, and assign IP
addresses between 192.168.220.50-150 from 12- hour rent.

Step 6. IPv4 forwarding

We now have a few things to do on the Wi-Fi side, as we won't have an access point if it can't connect
to the internet. We fix this by redirecting wlanO traffic to the Ethernet connection. When IPv4 forwarding is
working properly, we can get our NAT (network address translation) between wlan0 and ethQ interfaces. To
do this we update iptables.

Step 7. Enabling services

The final step is to start hostapd by typing

sudo service hostapd start
and start dnsmasq by typing
sudo service dnsmasq start.

After entering each of these commands, wait a few seconds and use a different Wi-Fi device to see if the
hotspot is visible.

Conclusion.

As a result of research work, on the basis of the Raspberry Pi 4b microcomputer, a wireless access
point (router) was created with a developed multi-level security algorithm that can encrypt incoming and
outgoing traffic, as well as ensure user anonymity when working on the global Internet. The wireless access
point (router) developed in a research project, in addition to a high degree of data protection, has a compact
size, the ability to supply power from 5 volts, unlike factory counterparts.
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